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[bookmark: _Toc101253899]Task 1: Introduction

Will be reviewing three different forensic software programs, as listed below:

1. Autopsy

2. FTK Toolkit

3. OS Forensics


After analysing the three software programs, will use a table to categorise the software forensic programs.


[bookmark: _Toc101253900]Autopsy Overview

According to Gerard Johansen [1], Autopsy is a graphical interface for the sleuth toolkit. Autopsy is an open source product and is free to use. Autopsy allows investigators to create cases for digital forensic investigations. Autopsy allows forensic investigators to add a suspect's drive to a case for forensic analysis. Autopsy supports many different data sources e.g. hard disk, disk images etc. Autopsy does not have the facility to perform data acquisitions, for example, Autopsy does not have a software tool to make an image of a suspect’s drive. An investigator will need to use a separate forensic tool to perform data acquisitions, e.g. FTK Imager. Autopsy does not allow you to generate a hash value to verify the integrity of a suspect's disk. To generate a hash value of a suspect’s disk, an investigator will need to use a separate hash tool e.g. FTK imager. Autopsy will verify the hash value when adding the suspect’s disk to a case. The investigator can enter the hash value when adding a disk. Autopsy will compare the hash value entered by the investigator with the hash value Autopsy calculates. If the hash values match, then the integrity of the data has not been compromised. If the hash values do not match, the integrity of the data has been compromised. 

When an investigator creates a new case in Autopsy and adds the suspect’s disk to the case, the investigator will be presented with a file explorer view to navigate through the contents of the case as shown below.

[image: ]

In the example above, we expand the nodes, data source, exhibit 001 and SuspectData.dd to view the contents of the suspect’s drive.
Autopsy comes with built-in filters which makes it easier for the investigator to search the suspect’s disk, e.g. the file views node breaks the files into different categories e.g. it places images files into an image container. This makes it easier for the investigator to analyse all the image files, as shown in the screenshot below.
[image: ] 

Autopsy allows you to search files on a suspect disk. Autopsy allows investigators to bookmark or tag a file to review the file later on or to highlight the file when the investigator is generating a case report. Bookmarking and Tagging allows investigators to highlight files in their reports which they think are important to an investigation. When a case is completed, Autopsy allows an investigator to generate a report on their findings. 

Autopsy allows you to recover deleted files or data from a suspect’s drive. Deleted files can be located under the file views and deleted files nodes, as shown in the screenshot below:

[image: ]



[bookmark: _Toc101253901]FTK (Forensic Toolkit) Overview

According to Charles Brooks [2] FTK is a commercial product. FTK was previously owned by Accessdata, but has recently been purchased by Exterro. Please refer to the vendor’s site (Exterro) for more information [3] . You need to pay a licence fee to use the product. FTK is a case management product which is bundled with FTK imager (Data Acquisition tool) and Registry Viewer. FTK supports many different data sources e.g. hard disk, disk images etc. FTK imager allows an investigator to make a digital image of the suspect's disk. Once the disk image is created in FTK imager, the disk image can be parsed through to FTK to analyse the contents of the suspect’s disk. To create a disk imager in FTK imager, the investigator clicks the file menu and clicks create disk image. As shown in the screenshot below:

[image: ]

FTK imager allows investigators to generate hash values for a suspect's drive and verify the hash value. The example below shows how hash values are calculated in FTK imager.

Step 1: Select the drive that the hash value will be calculated.

[image: ]

Step 2: Click on the file menu and the verify drive/image option. 

[image: ]

Step 3: Once the hash value is calculated, the results will be displayed as shown below. 
[image: ]

When an investigator creates a new case in FTK and adds the suspect’s disk to the case, the investigator will be presented with a file explorer view with tabs to navigate through the contents of the case, as shown in the screenshot below. 
 [image: ]

The investigator can expand the nodes as shown in the example above to view files or they can click on the tabs as shown below to view files. 

[image: ]

FTK toolkit includes built-in filters which are contained in the tabs and the file explorer views. This makes searching for files easier, e.g. when you click on the graphics tab it will display all the graphics files on the suspect’s disk, as shown in the screenshot below. This saves the investigator time trying to locate all the graphical files on the suspect’s disk. 

[image: ]

FTK allows you to recover deleted files and data. Deleted files can be viewed by clicking on the overview tab, file status and deleted files nodes, as shown in the screenshot below:
[image: ]


FTK allows you to search files on a suspect disk to make it easier to locate files. FTK allows investigators to bookmark or tag the files to review later on or to highlight the files the investigator thinks are relevant when creating the case report. When a case is completed FTK allows an investigator to generate a report of the data the investigator thinks is relevant to a case. 

FTK does not allow an investigator to directly view the registry. They have to view the registry through a separate register viewer or program which is linked to FTK. The registry program is called Access Data Registry. An example of how to use the Access Data Registry is shown below.
Step 1: To view the contents of a registry hive, right click on the registry hive (e.g. software) and select ‘open in the registry viewer’.

[image: ]

Step 2: The Access Data Registry program will pop up displaying the contents of the  registry hive.
[image: ]
FTK imager allows an investigator to make a memory dump of the suspects’ machine. The memory dump can be viewed in another memory forensic tool like volatility. An example of how to make a memory dump is shown below.

Step 1: In FTK imager, click on the file menu and capture memory.
 [image: ] 

Step 2: In the capture memory screen, specify the location of the memory dump and click capture memory. 
[image: ] 

Step 3: A screen will pop up with a progress bar. Once the progress bar is completed, the memory dump will be created in the location you specified in step 2.[image: ]
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OSForensics Overview

According to Amelia Phillips et al [4], OSForensics is a commercial product which is owned by Pass Mark software. Users need to buy a licence to use the product. OSForensics allows an investigator to create a case and add a suspect’s hard disk to the case for forensic analysis. OSForensics supports many different data sources e.g. hard disk, disk images etc. OSForensics allows investigators to create a disk image of a suspect's disk. An example on how to create a disk image in OSForensics is shown below.
Click on the drive imaging menu option. In the drive imaging screen, specify the disk you wish to copy and the location to store the disk image. Click the create image button to finalise the process, as shown in the screenshot below. 

[image: ] 

Investigators navigate through OSForensics using the main menu on the left or the start menu options on the right. The start menu option repeats many of the options available on the main menu, as shown in the screenshot below:

[image: ]
OSForensics allows investigators to generate hash values for a suspect's drive and verify the hash value. Below is an example on how to create and verify hash values in OSForensics. 

Step 1: Click on the verify/create hash menu option. In the verify /create hash screen, click on the volume radio button and select the relevant drive. Click calculate to finalise the process, as shown in the screenshot below

[image: ]

Step 2: It will start calculating the hash value and give you a progress bar, as shown in the screenshot below:
[image: ]

Step 3: Once the process bar is complete, it will return the hash value as shown in the screenshot below:

[image: ]

OSForensics allows you to search files on a suspect disk to make it easier to locate files. OSForensics allows investigators to bookmark or tag the files to review later on or to highlight the files the investigator thinks are relevant when creating the case report. When a case is completed, OSForensics allows an investigator to generate a report of the data the investigator thinks is relevant to a case. 

OSForensics allows you to recover deleted files or data. To recover deleted files, click on the deleted files search menu option, select the drive you wish to search, click the search button and it will return all the deleted files on the disk, as shown in the screenshot below. 

[image: ]
OSForensics allows an investigator to view the registry of a suspect's disk. Below is an example of how to use the registry viewer in OSForensics. 

Step 1: Clicks on the registry viewer menu option, as shown below: 
[image: ]

Step 2: Select the drive you wish to view the registry on, and the registry hive you wish to view, as shown in the screenshot below: 

[image: ]

Step 3: Click on open and the contents of the registry hive will be displayed. 

[image: ]
OSForensics allows you to recover passwords for files. Below is an example of how to recover a password in OSForensics for a file.
Click on the password menu option. Click on the decryption & password recovery tab. Enter the name of the file in the encrypted file password text box and click start. The program will try to crack the password of the file. 
[image: ]

OSForensics allows an investigator to view the memory of a suspect’s computer and take a memory dump of the memory. The memory dump can be viewed in a separate memory analysis tool called Volatility. Below is an example of how to make a memory dump in 0Sforesnics. 
Step 1: Click on the memory viewer menu option.

[image: ]

Step 2: Click the dump physical memory button.

[image: ]

Step 3: Specify the name and location of the memory dump.
[image: ] 

Step 4: A screen will pop up with a progress bar. Once the progress bar is complete, the memory dump will be created. 

[image: ]
In the memory viewer screen, the investigator can view the memory of a suspect’s machine by navigating through the list of processes and clicking on them, as shown below.

[image: ]
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	Forensic Software
	Autopsy 
	FTK 
	OSForensics 

	

	Software Category
	
	
	

	Case Management 
	Autopsy allows an investigator to create a case and add a suspect’s data to a case. 
	FTK allows an investigator to create a case and add a suspect’s data to a case.
	OSForensics allows an investigator to create a case and add a suspect’s data to a case.

	Disk Imaging
	Autopsy does not allow an investigator to make a copy of a suspect's disk.
	FTK does not allow investigators to make copies of a suspect’s disk. However, FTK imager, which is bundled with FTK, allows an investigator to make copies of the suspect's disk. 
	OSForensics allows an investigator to make copies of the suspect's disk. 

	Data Recovery
	Autopsy allows investigators to recover deleted files from a suspect’s disk.
	FTK allows investigators to recover deleted files from a suspect’s disk.
	OSForensics allows investigators to recover deleted files from a suspect’s disk. 

	File Hashing
	Autopsy can verify hashes, but not generate them.
	FTK cannot generate and verify hashes. However FTK imager, which is bundled with FTK allows investigators to generate and verify hashes. 
	OSForensics allows investigators to generate and verify hashes.

	Password Recovery
	Autopsy contains no tools for password recovery. 
	FTK does not contain a tool for password recovery. A separate tool called PRTK (Password Recovery Toolkit) was provided by the vendor of FTK, Exterro [3], to crack password files in the past. However if you try downloading PRTK from vendor’s site Password Recovery Toolkit (PRTK) version 7.6.0 | AccessData

It will inform you the download is no longer available. The last time the download was updated was in 2014. 
	OSForensics allows investigators to recover passwords for files etc. 

	Registry Viewer
	Autopsy does not allow an investigator to view the registry.
	FTK does not allow users to view the registry. However FTK is bundled with a separate software program called Access Data Registry, which allows users to view the registry of a suspect’s disk. 
	OSForensics allows investigators to view the registry of a suspect's disk.

	Memory Analysis Tool
	Autopsy does not allow you to create and analyse memory dumps. Autopsy does not allow an investigator to view the memory on a suspect’s machine. 
	FTK does not allow you to create and analyse memory dumps. FTK imager allows you to create memory dumps, but does not allow investigators to analyse the memory dumps. Investigators will need a separate software tool e.g. volatility to analyse the memory dump.  FTK and FTK imager does not allow an investigator to view the memory on a suspect’s machine.
	OSForensics allows investigators to create memory dumps, but does not allow investigators to analyse the memory dumps. You will need a separate software tool e.g. volatility to analyse the memory dump.
OSForensics allows you to view the memory on a suspect’s machine. 



[bookmark: _Toc101253904]Evaluation

After reviewing Autopsy, FTK and OS Forensics, some of the software tools offer more functionality than other software tools. Autopsy allows investigators to create cases and add suspect’s data to those cases. Autopsy also allows investigators to view and recover deleted files. However, you need a forensic program like FTK imager if you wish to create disk images and disk hashing. Autopsy is free and there are no licence fees, therefore for a free tool it offers some functionality but not as much as a commercial product. FTK offers a lot more functionality. FTK allows investigators to create cases and add suspect data to a case. FTK allows investigators to view and recover deleted files. Apart from the functions provided by FTK itself, the other programs bundled with FTK offer additional functionality e.g. FTK imager allows investigators to create disk images and perform disk hashing. Although FTK and the other software programs that accompany it offer more functionality than Autopsy, not all of these functions are free. To obtain some of the functionality the investigator will need to pay a licence fee. OSForensics offers a lot more functions than FTK and the software programs bundled with FTK. OSForensics allows investigators to perform memory analysis on a suspect’s computer, which FTK cannot offer. Also, you have to switch between programs to obtain the different functions in FTK e.g. FTK imager creates the disk image and the disk image is parsed to FTK to perform a disk analysis. OSForensics allows investigators to create a disk image and analyse the disk image from within OSForensics without the need to switch between programs. OSForensics is not a free program and the investigator has to pay a fee. 


[bookmark: _Toc101253905]Task 2 – Introduction

It is believed that a former employee of CEC Mobile Manufacturing, Rob Jengelley, has committed sabotage.  CEC suspects that Rob has deleted a number of graphical designs while employed by the company. It is believed Rob deleted the graphical designs, so when he joined a rival company for more money, he could use the designs without any breach of intellectual law, e.g. patents. All of the graphical designs were stored on Rob’s computer. These designs are worth a lot of money. The only way  CEC can protect the graphical designs is through patents, but this requires CEC showing the patent office that they originally created the graphical designs. The graphical designs that Rob created were worth a lot of money, and without designs, CEC cannot apply for a Patent. 

CEC wishes to hire a forensic investigator to find out if Rob has deleted the designs and to recover the designs, so CEC can patent the designs and sell them to their customers. 
[bookmark: _Toc101253906]Digital Investigation Steps

The investigation steps outlined below are those recommended by Aaron Philipp et al [5]. Aaron Philipp and his fellow writers have based their guidelines on the Electronic Discovery Reference Model (EDRM). The EDRM is an industrial working group responsible for industrial standards for the analysis and production of electronic data. We will follow most of Aaron's guidelines, but not all of them . The steps we will follow in the investigation are listed in the flow diagram below: 
Identification: 
a. Determines the scope of the investigation.

b. The data and volume of data to collect.







Collection and Preservation:
a. The collection and storage of data.

b. Chain of custody

c. Data Acquisition 

d. Authenticity 







Analysis:
Involves analysing a copy of the suspect’s data to see if the data can be recovered and if any wrong doings have taken place. 






Product and Presentation:
Writing up the findings of your data analysis in a form a report and explaining the results of the report. 
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Determines the scope of the investigation, what data needs collecting and the volume of data. 

Determine the scope and quantity of the data. It is the graphical designs that CEC wants to recover from Rob’s computer and to provide evidence if Rob deleted the graphical designs. The investigation will try to recover the graphical designs and show if Rob deleted the data. The volume of data that we need to focus on will be just the images or graphical design files. 

Identify repositories.  All of Rob’s designs were stored on his computer, therefore only the storage on Rob’s computer is relevant.
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This concerns collecting and preserving the data.

Data Collection and Storage. Rob’s computer needs to be retrieved and stored in a forensic lab away from other users. The computer will be stored in a secured or locked room which only authorised investigators have access to. This is to avoid users accidentally accessing Rob's computer and altering the data on the computer, which would invalidate any evidence on the computer if submitted to the court. 

Chain of custody. A  chain of custody will be established to ensure that the evidence is not altered during the investigation. If the evidence is altered during the investigation, the evidence cannot be submitted to the court. A custody log will be set up to show when the evidence entered the lab and who has accessed the evidence. 

Data Acquisition. Once the computer is secure and in the forensics lab, the data needs to be captured so it can be analysed without altering the original state of the data. Rob’s graphical designs will normally be stored as images files on a hard disk. Therefore, we will need to use a software tool to make a copy of the hard disk. There are a number of tools that allow you to make copies of disks e.g. FTK imager, OSForensics etc. FTK imager will be used to make a disk image of Rob’s hard disk. This will preserve the original data and/or evidence and allow the investigator to analyse the data without fear of altering the original data. Below is an example of how to make a disk image of a physical drive in FTK imager. The process being applied in the example will be similar to one we will apply to Rob’s disk when making a digital image of his hard disk. 

Step 1. In FTK imager, click on the file menu and select create disk image.

[image: ]


Step 2: On the source screen, select the physical drive. 
[image: ]
Step 3: On the select drive screen, select the drive you wish to image.
[image: ]

Step 4: On the create image, click on add.

[image: ]

Step 5: On the select image screen, select Raw (dd)

[image: ]
Step 6: On the evidence screen, enter a case number, evidence number, unique description and a forensic investigator’s name. This will help to reference which case the image is associated with and who is working on the case. Once you fill in the relevant details, click on next. 

[image: ]
Step 7: On the select image destination screen, browse to the folder where you wish to store the image and give the image a file name as shown in the screenshot below. Then click on finish. 
[image: ]
Step 8: On the create image, click on start.

[image: ]

Step 9: A screen will pop up with a progress bar. Once the process is complete, the disk image will have been created. 

[image: ]
[bookmark: _GoBack]Authentication. After a disk image is made of Rob’s hard disk, we will need to show that the data in the disk image is identical to the data on Rob’s hard disk when presenting the evidence to the court. The best way to demonstrate that the original data is the same as the copy is through the use of metadata cryptographic hashes. A cryptographic hash will be generated on the original hard disk, then a cryptographic hash will be generated on the disk image. If both hash values match, then Rob’s hard disk and the disk image have not been altered. The hash values will be generated outside of Rob’s disk and disk image, e.g. storing the hash value in Rob’s hard disk will change the hash value when making a disk copy or image. We will not be using a simple checksum to validate the authenticity of the data because they can be easily spoofed and altered. We will use two established hashing algorithms to authenticate the data, SHA-1 and MD5, which are both accepted by the courts and the computer industry for verifying the authenticity of data. To verify a disk and disk image in FTK imager, follow the steps in the example below:
Step 1: In FTK imager, select the drive you wish to verify.

[image: ]

Step 2: Click on the file menu and select verify drive/image

[image: ]

Step 3: A screen will pop with a progress bar. 

[image: ]

Step 4: Once the process is complete a screen will pop up with the hash values.

[image: ]
[bookmark: _Toc101253909]Analysis

The digital image or copy will be parsed through to FTK to analyse the contents of the disk and to see if deleted data can be retrieved from the disk. We will create a case and link Rob’s hard disk to the case. This case will be used throughout the whole of the forensic investigation when analysing Rob’s hard disk

We will create a case with the following details and default options in FTK.

[image: ]

The case number and description will provide a reference for the case. The forensic processing profile is the standard profile for carrying forensic investigations on a disk or disk image. 

After creating the case in  FTK, we will add Rob’s hard disk to the case to analyse the contents of the disk. We will examine the deleted files section of FTK which shows what file have been deleted, as shown below:   

[image: ]

If we find evidence of Rob deleting files, we will bookmark the files and include them in our report. We will also do a search of files that have been renamed in case Rob has tried to hide his work, rather than delete it.

Once we have completed the disk analysis, according to Amelia Phillips et al [4] any evidence of deleted files that we cannot recover through FTK. We will use another specialist data recovery tool called EaseUS to recover the data. EaseUS data recovery can recover disk partitions or files. Below is an example of how we will use EaseUS to recover deleted files.

Step 1: In the EaseUS recovery wizard, select the drive you wish to recover the missing files from. 
[image: ]

Step 2: EaseUS recovery will recover all the files that have been recently deleted or files emptied from the recycle bin. The application requires no user interaction at this stage of the data recovery process. 

[image: ]

Step 3: EaseUS data recovery will present a list of deleted files. Select the files you wish to recover and click the recover button. Browse to the location where you wish to save the files and click ok. 

[image: ]


[bookmark: _Toc101253910]Product and Presentation

Once we have completed the investigation, we will use FTK to generate a report on our findings. The report will contain what files have been deleted and if any files have been renamed to prevent the employer from viewing the content of the files.  
A sample of the report is contained in a separate file upload, called Case Report.
An example of  how to create a report in FTK is shown below:

Step 1: In FTK, click on the file menu and select report.

[image: ]

Step 2: A wizard will pop offering you what you want to include in the report e.g. file properties. Once you have selected which information you wish to include, click on the ok button. 

[image: ]

Step 3: A report output screen will appear. This provides the investigator with many options e.g. the format you wish to use for the report and where to store the report etc. In the example below, we have selected to save the report as a PDF file and to store the file in the following location C:\Users\0251968\Documents\Case Report. Once you have selected the appropriate options on the report output screen, click on ok to complete the process. 

[image: ]

Step 5: A screen with a progress bar will appear. 
[image: ]

Step 5: Once the progress bar is completed, the report will appear on the screen. As shown below, a copy of the report will be stored in the location you specified in the report output screen.

[image: ]
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Invoice

An invoice will be sent to the customer which will provide a breakdown of the different parts of the forensic investigation and the fees for carrying out each part of the forensic investigation. The list of fees are listed below:  

1. There will be a fee for collecting and storing the evidence.

2. There will be a fee for  the disk imaging or copying of Rob’s hard disk. Also a fee for generating and verifying the hash values used for Rob’s disk and the disk image to make sure the evidence has not been altered.

3. There will be a fee for analysing the contents of Rob’s drive to see if the graphical files were deleted or renamed. 

4. There will be a fee for recovering the data. 

5. There will be a fee for documenting the findings of the investigation in a form of a report. 

 A copy of the invoice is contained in Appendix A. 




[bookmark: _Toc101253912]Appendix A
Invoice

Barry Lynch Forensic Investigator
11 Walters Road
Swansea SA1 2JA
Phone: 01792 231595 
Email: Barry.lynch@lynch.co.uk
Website: www.barry.lynch.co.uk


Invoice Number: INV001
Date: 15/04/2022
For: Forensic Investigation
PO: PO00495

TO:
Ms Dee Rod
CEC Mobile Manufacturing
12 Brynmill Road
Swansea, SA4 3RN
01792 222020| dee.rod@cecmobile.co.uk

	Description
	Amount

	Storage and Collection of Forensic Evidence
	£1250.00

	Disk Imaging and Authenticating 
	£750.00

	Disk Analysis 
	£2225.00

	Data Recovery 
	£3350.00

	Forensic Report
	£1000.00

	Total
	£8575.00


Make all checks payable to Company Name
Payment is due within 30 days.
If you have any questions concerning this invoice, contact Barry Lynch | 01792 231595 | Barry.lynch@lynch.co.uk
Thank you for your business!


Bibliography

[1] 	G. Johansen, Digital Forensics and Incident Response: Incident response techniques and procedures to respond to modern cyber threats, Second ed., Birmingham: Packt Publishing, 2020, pp. 237-271.
[2] 	C. L. Brooks, CHFI Computer Hacking Forensic Investigator Certification All-in-One Exam Guide, New York: McGraw Hill, 2014, pp. 180-185.
[3] 	Exterro, “FTK Forensic Toolkit,” Exterro, [Online]. Available: https://www.exterro.com/forensic-toolkit. [Accessed 19 April 2022].
[4] 	B. N. C. S. Amelia Phillips, Guide to Computer Forensics and Investigations, Boston: Course Technology Inc, 2018, pp. 150-151,281,305,326,349,395,429,471,479.
[5] 	D. C. D. Aaron Philipp, Hacking Exposed Computer Forensics, Second Edition: Computer Forensics Secrets & Solutions, second ed., New York: McGraw-Hill, 2022, pp. 15-17.






image4.png
[l AccessData FTK Imager 4.7.12
View Mode Help

Add Evidence ftem...
Add All Attached Devices
Image Mounting...
Remove Evidence ltem
Remove All Evidence ltems
Create Disk Image..

Export Disk Image...

CDRDARD T




image5.png
il AccessDato Fk imager 712

Ele View Mode Help

st Parion 1 [50MB]
st Parion 2 [19528M8]
1 Partion 3 [498MB]

T Unpatitioned Space basic disk]
) \\\PHYSICALDRIVET

|c

QDA

QE

agtaa dd Sm B
idence ree <] e
5@ \\\PHYSICALDRIVED Nam





image6.png
[l AccessData FTK Imager 4.7.12

m View Mode Help

Add Evidence Item..
Add All Attached Devices

Image Mounting...

Remove Evidence ltem

Remove All Evidence ltems

Create Disk Image..

Export Disk Image..

Export Logical Image (AD1)...

Add to Custom Content Image (AD1)

- ] DDJP‘

Create Custom Content Image (AD1)...
Decrypt AD1 image...

Verify Drive/lmage...

Capture Memory.

| ]




image7.png
A

DiskPartitionRawimage.dd

642b56d7b6ca33

No bad blocks found in image

00000040 |40 00 21





image8.png
B AccessData Forensic Toolkit Version: 7.4.2.349 SP1 Database: localhost (Postgres) Case: 001-5-PR

File

A 4

Edit View Evdence Fiter Tooks Manage Help

Py B[ o

4 b FileContent
Natural
BCo1F NONAME FaTIS]
BDE oo
555 waayboy
Lo Kurban
Lo Love Aajkal
£ More Ieons
£5@ NoProblem
£ Old Melodies:
£ Once Upon A Tme In Mumbaai
£ Phas Gaye Re Obama
ol Prince
£ Ramaa -The Saviour
£ ROBO Hindi
5 Setof Inages
£ Shehrukh Boa Khoobsurat Hai Tu
L Singh.Is.King
6 lunallocated space]
File Content | Properties | He Interpreter
- (7l Dislay Time Zone: GMT Dayicht Tme (From local machine)
Tems B Psze [iSee [MDs [l | sHAzse | created Accessed
OLd ugayboy (10).png. .. 2509 136K 13.36K8 s s
Ll Juggyboy (100).eng 1104 png 3200K8  30.13KB  08f607.. 89f80d... 23/09/2011 17:...  23/09/2011
DILd ugayboy (100).png.Fi. 2465 1118 nla nla
Ll Jugayboy (101).png 1105 png 32.00k8  27.34KB  72320.. 0Sae4l.. 23/03/2011 17:...  23/09/2011
Ol ugeyboy (101).prg.Fil.. 2444 47698 47638 s
DI uggyboy (102).0ng w6 png 20008 18.14K8 9533, e93adb. 230372011
Ol ugoyboy (102).prg.Fil.. 2562 1286KB  12.86K8 s
Ol Juggyboy (103).eng 1107 png 3200K8  27.00KB 93240.. S82ead... 23/09/2011
Ol ugoyboy (103).prg.Fil.. 2551 51248 51248 s
Ol Jugayboy (104).eng 108 png 3200KE  20.64KB  cbbb3e... d8ScBa... 23/09/2011
Ol ugoyboy (104).prg.Fil.. 2453 136K 1136KB s
DI uggyboy (105).0ng w9 png 20008 2484K8  bisba.. 8HO%... 23/09/2011 17:...  23/09/2011
Ol ugoyboy (105).prg.Fil.. 2478 73298 738 s s
Ll Jugayboy (106).png 10 png 16.00K8 1383KB bi2abf.. clcdeb... 23/09/2011 17:...  23/09/2011
CIid Juggyboy (106).png Fil 2590 22188 22188 s s
[Fitered: 6% [Total 6% e





image9.png
) 5C-205-10 - SC-205-10 - Remote Desktop Connection.
[ AccessData Forensic Toolkit Version: 7.4.349 SP1 Database:localhost (Postgres) Case: 001-5-PR
Fle Edt View Evidence Fiter Tools Menage Help

P Fiters | -unfitered- g

Total: 6%

s i

=012 NONAME [FAT16]
B0E lroot,

)i Once Upon A Time In Mumbaai
) Phes Gaye Re Obama
ol Prince
£ Ramaa -The Saviour
£ ROBO Hindi
5 Setof Inages
£ Shehrukh Boa Khoobsurat Hai Tu
L Singh.Is.King
& Inallocated spacel

File Content | Properties | Hex Interpreter
Fle List
@370k %W Display Time Zone: GMT Daylight Time (From local machine) =

Tems [ neme Cotegory [ CaptureDate [ viake odel Lotide Longiude
102 Jugayboy (Do G
1103 Juggyboy (10).png PNG
1104 Juggyboy (100)png e
1105 Juggyboy (101).png PNG
1106 Juggyboy (102).png PNG
1107 Juggyboy (103).png PNG
108 Juggyboy (109.png Lo
109 Jugayboy (105).png me
110 Jugayboy (106).png e

Loaded: 327 [Fitered: 327 Cickto pcte sze





image10.png
[Greaego e
Edence fems 4 b File Content

T oo (e o e ]
& 5@ TestRanimage.dd

=012 NONAME [FAT16]
508 oot
555 waayboy
Lo Kurban
Lo Love Aajkal
£ More Ieons
£5@ NoProblem
£ Old Melodies:
)i Once Upon A Time In Mumbaai
) Phes Gaye Re Obama
ol Prince
£ Ramaa -The Saviour
£ ROBO Hindi
5 Setof Inages
£ Shehrukh Boa Khoobsurat Hai Tu
L Singh.Is.King
& Inallocated spacel

Content | Properties | Hex Interpreter




image11.png
0 Acces:Data Forensic Tolkit Version: 74.2.349 S Databsse: localhost (Postgres) s 001-5-PR
File Edit View Evidence Filter Jools Manage Help

Fiter: | -unfitered - g

T Evdence Grouss
(2] P Ttems

e File Extension (781/781)
By e Category (1,570 /1,570)

TestRanimage.dd/NON. 16,0018 10.15k8

sfesha..

23/03/2011 18:

23/09/2011

&P/ Fiestatis
wext Bad Extensions (3/3)
Data Carved Files (0 /0)
Decrypted Files (0/0)
Fies (441 441)
‘Duplicate Items (0 /0)
142 Email Attachments (0 /0)
1 B Related Ttems (From Emai) (0/0)
Encrypted Files (0/0)
{ Fiagged Ignore (0/0)
FlaggedPrvieged (0/0)
FromRecyde Bin (0/0)
KFF Alert Files (0/0)
KFF Ignorable (0/0)
'OCR Graphics (0 /0)
OLE Subitems (0/0)
S Project VIC Matches (0/0) le Content | Properties | Hex Interpreter
) User Decrypted Fies (0/0) v
File List
IS0 % |8 & | 0 fRomal <] [[] Dispay Time Zone: GMT Dayight Tme (From local machine)
= e e [rem= Path Cotegory [psze 1S [mps  [sa1 [vazse [ crested “Accessed Woded
1-arrows.png. 1153 TestRawlmage.dd/NON... PNG 16.00KB  10.40KB  7e484a... 244f28... 23/09/2011 18:. 23/09/2011 30/07/2010 17:.
I-arrows.png 1154 TestRawImage.dd/NON. PNG 3200KB  24.13KB  06342f... 48c3ds. 23/03/2011 18: 23/09/2011 30/07/2010 17:
!-sceens.png. 1152 TestRawlmage.dd/NON... PNG 16.00K8 73498 3c6e24...  9fa004. 23/03/2011 18: 23/09/2011 06/08/2010 16:.
IAPNG 1354 TestRawImage.dd/NON. PNG 16.00KB 70268 che2d9... 9311 23/03/2011 18: 23/09/2011 06/08/2010 16:
tab.png 1398 TestRawlmage.dd/NON... PNG 16.00KB  12.14KB  ebacfs... 69cBbO... 23/03/2011 18: 23/09/2011 29/07/2010 12:.
tab_1.png 1400 TestRawImage.dd/NON. PNG 16.00KB  15.31KB  0176ad... delibf. 23/03/2011 18: 23/09/2011 30/07/2010 10:
tabs.png 1399 TestRawlmage.dd/NON... PNG 3200KB 18.71KB  84df25... 2ZeeZac.. 23/03/2011 18: 23/09/2011 30/07/2010
tabul-1.png 1168 TestRawImage.dd/NON. PNG 16.00KB 61028 6e198d... a1458a. 23/03/2011 18: 23/09/2011 29/07/2010 16:
tabul-2.png 1169 TestRawlmage.dd/NON... PNG 16.00KB  10.14KB  4ccce6...  e5D629... 23/03/2011 18: 23/09/2011 29/07/2010
tabul-3.png 170 TestRawImage.dd/NON. PNG 16.00KB 86968 5da2a7... 4cetaf. 23/03/2011 18: 23/09/2011 29/07/2010 16:
tabul-4.png un TestRawlmage.dd/NON... PNG 3200KB  17.25KB  cab3e2.. 9d5cB7... 23/09/2011 18:. 23/09/2011 29/07/2010 16:.
tabul-5.png urn TestRawImage.dd/NON. PNG 16.00KB  11.97KB  9ed2b9... 834dod. 23/03/2011 18: 23/09/2011 29/07/2010 16:
1abul-6.png. uzs TestRawlmage.dd/NON... PNG 16.00KB  12.71KB  c34d35... cheDa6... 23/09/2011 18:. 23/09/2011 29/07/2010 16:.
tabul-7.png 174 TestRawImage.dd/NON. PNG 16.00KB  13.50KB  f5556f. ecc390. 23/03/2011 18: 23/09/2011 29/07/2010 16:
tabul-8.png u7s TestRawlmage.dd/NON... PNG 16.00KB  15.91KB  fofoda... fease2... 23/03/2011 18: 23/09/2011 29/07/2010 16:.
tabul-9.png 176 TestRawImage.dd/NON. PNG 16.00KB  12.84KB  c46694... efddss. 23/03/2011 18: 23/09/2011 29/07/2010 17:
tacker.png 1383 TestRawlmage.dd/NON... PNG 3200KB 18.67KB 9cble7... d7bESS... 23/03/2011 18: 23/09/2011 30/07/2010
tactory.png 1355 TestRawImage.dd/NON. PNG 16.00KB 94648 bgelbe... 2dc880. 23/03/2011 18: 23/09/2011 29/07/2010 12:
tad.png 1469 TestRawlmage.dd/NON... PNG 16.00KB 31358 45393f..  6fd494... 23/03/2011 18: 23/09/2011 29/07/2010 14:
'ag.png. uzz TestRawImage.dd/NON. PNG 16.00KB  14.31KB  980c#6... 3d9132. 23/03/2011 18: 23/09/2011 29/07/2010 15:
tag_L.png um TestRawlmage.dd/NON... PNG 16.00KB 69258 9c9717...  980fa8... 23/03/2011 18: 23/09/2011 29/07/2010
lag_2.png 1u7m TestRawImage.dd/NON. PNG 16.00KB  12.43KB  e49ce3... a62186. 23/03/2011 18: 23/09/2011 29/07/2010 15:
tages.png 1470 PNG.

29/07/2010 14:





image12.png
SECURITTY.L¢
SECURITTY.L(
SECURITY L

View File Sectors.
Find on Disk.

SOFTWARE.
SOTTWAREL  Find Similar Files
SOFTWARE.

SOFTWARE  Add to PhotoDNA Library.
SvsTEM

SYSTEMLOG  Openin Registry Viewer
SYSTEM.LOG

srsTEMiog)  Beport..

SISTEMLOG  Export tolmage..

S B BB Bl /BB, 3 BN B

Acqire to disk image.




image13.png
F} Fie_Edt_Report View Window _Help

FSBRRBEEE (=5 ?

(0 M6STIESC35B4-4#41-BAAT-0C9DL2FB1ST
(& Apple Computer, Inc.
@ Applelnc.
=P
@ Clsses
Q@ Clents
2 GEARSoftware N
Qinel
@ Macromedia
@ Microsof
@ Mosila 4
¥ ——
B Key Properties
Last Written Time 8/1/2015 2:57:11 UTC

Name
28] (defautt)

Type
REG_TYPESZ

Data

(value not set)

AccessData Registry Viewer





image14.png
[l AccessData FTK Imager 4.7.12

rhOfDRPOARD

Image Mounting...
Remove Evidence ltem

Remove Al Evidence items

Create Disk Image...

Export Disk Image...

Export Logical Image (ADT)...

Add to Custom Content Image (AD1)
Create Custom Content Image (AD1)...
Decrypt AD1 image...

Verify Drive/Image...

Capture Memory...

Qbtain Protected Files...
Detect EFS Encryption

Export Files...
Export File Hash List...
Export Directory Listing...

Exit





image15.png
Create AD1 fle

memcapture.ad1





image16.png
Memory Progress

Destination: C:\Users\whitk\Dump \nemdump.mem

Status: Memory capture finished successfully





image17.png
Q Drive Imaging

Create Image | Restore Image | Hidden Areas - HPA/DCO | RAID Rebuild

He

Source Disk:

Target Image File:

Status:

Copy Method:
Data Read:
Speed:

\\APhysicalDrive0: Partition 1, C: [31.90GB NTFS/HF v ‘

C:ACHFI-Tools\Raw Partition File\testcase.img E

Raw Image

Description:

Location/Place:

V| Verify Image File After Completion

/| Disable Shadow Copy

Attach Image Metadata File to Case on Completion

Disk Size:

Unreadable Data:

Create Image





image18.png
‘@sun

Case Management

= R

Create Case Import Case

File Searching & Indexing

@ B

File Name Search Mismatched Files
Search

Hashing & File Identification

W

New Hash
Database

New Hash Set

Ej

Generate Report

<

Create Index

)

Create Hash

View Log

Search within
Files

e

Create Signature

—f

Compare
Signature

Mouse over a feature for more information.





image19.png
||| Verify / Create Hash
© File Volume () Text
1], Prefetch viewer
Volume | 4\ \PhysicalDrive0: Partition 1, C: [31.90GB NTFS/HPFS/exFAT] = ‘ | Calculate
q Raw Disk Viewer .
Hash Funciton |SHA1 = Upper case output [/
a Registayjtenes Progress
] Fie System Browser Data Hashed
§ o8 Calculated Hash
§ Web Browser Comparison Hash
’b Passwords The comparison hash is an optional field
~ Selected Hash Function Description
&} svstem Information ! P . [N
SHA-1 is part of the broader set of SHA hash functions developed by the NSA. Although not the most -
secure, SHA-1 is by far the most widely used
At this point in time SHA-1 is considered to have been broken, however finding collisions is still a somewhat
' Hash Sets computationally intensive task and SHA-1 continues to be used for many applications.
4/ Create Signature
a Compare Signature




image20.png
Ily] Verify 1 Create Hash e

Fle @Vome () Ten
Volume [\ \PhysicalDiivel: Partiion 1, C: (31,9068 NTFS/HPFS/exfAT]  ~
Hash Funciton | SHA-1 v Upper case output

Progress l |

DataHashed 865.2MB
Calculated Hash Def3df69f3a36add4b70e507e4bb224315df31ab7 SHA

Comparison Hash
The comparison hash is an optional field

Selected Hash Function Description
SHA-1 is part of the broader set of SHA hash functions developed by the NSA. Although not the most -
secure, SHA-T is by far the most widely used.

At this point in time SHA-1 is considered to have been broken, however finding collisions is still a somewhat
computationally intensive task and SHA-1 continues to be used for many applications.




image21.png
‘ m Verify / Create Hash

© File

Volume () Text

Volume | 4\ \PhysicalDrive0: Partition 1, C: [31.90GB NTFS/HPFS/exFAT]

7] ] [(caadae ]

Hash Funciton |SHA1 = Upper case output [/

Progress

DataHashed 31.90GB

Calculated Hash fe43b5a01da3578ec04073cedbddel258ba25ibb SHA

Comparison Hash
The comparison hash is an optional field

Selected Hash Function Description
SHA-1 is part of the broader set of SHA hash functions developed by the NSA. Although not the most -
secure, SHA-T is by far the most widely used.

At this point in time SHA-1 is considered to have been broken, however finding collisions is still a somewhat
computationally intensive task and SHA-1 continues to be used for many applications.





image22.png
e =

_}DeleledFieSean:h

Disk | WAPhysicalDrive0: Partition 1, C: [31.90GB NTFS] v | Seaich G

Filter Stiing Presets | All Files v Ap

Deleted File List | Thumbnails | Timeline

0000000000000178
Size: 3.67 KB, Atributes: H-5-A-, Location: C:\_unknown_\STxf\
Created: 12/04/2022, 11:52, Modified: 12/0472022, 11:52, Accessed: 12-Apr-2022 10:52

00010004.ci
Size: 4.00 KB, Attributes: A-I-, Location: C:\ProgramData\Microsoft\Search\Data\Applications\Windows\Projects\:
Created: 08/03/2022, 15:12, Modified: 08/03/2022, 15:12, Accessed: 08-Mar-2022 14:12

00010004.dir
Size: 4.00 KB, Aftributes: A--, Location: C:\ProgramData\MicrosofSearch\Data\Applications\Windows\Projects\
Created: 08/03/2022, 15:12, Modified: 08/03/2022, 15:12, Accessed: 08-Mar-2022 14:12

00010004.wid
Size: 64.00 KB, Attributes: A--, Location: C:\ProgramData\Microsoft\Search\Data\Applications\Windows\Projects
Created: 08/03/2022, 15:12, Modified: 08/03/2022, 15:12, Accessed: 08-Mar-2022 14:12

00010006.ci
Size: 4.00 KB, Aftributes: A--, Location: C:\ProgramData\Microsoft\Search\Data\Applications\Windows\Projects
Created: 08/03/2022, 15:36, Modified: 08/03/2022, 15:36, Accessed: 08-Mar-2022 14:36

00010006.dir
Size: 4.00 KB, Attributes: A-l-, Location: C:\ProgramData\Microsoft\Search\Data\Applications\Windows\Projects\:
Created: 08/03/2022, 15:36, Modified: 08/03/2022, 15:36, Accessed: 08-Mar-2022 14:36

3{3808876b-c176-4e48-b7ae-04046e6cc752)

Items Found: 2234 Sorting: q

Items Searched: 2843 Curent File:





image23.png
I Registry Viewer




image24.png




image25.png
=E

Filename: C:\Windows\System32\Config\DEFAULT
CurrentKey: Control Panel
Key Edit Time: 14/07/2008, 05:43

=@ :w«m\smmwu





image26.png
Passwords
Generate Rainbow Table | Retrieve Password with Rainbow Table | Decyption & Password Recovery I
Password Recovery Options
Encrypted File:  TestRawlmage:\Set of Images\Blackberry. png Browse...
Select Dictionaries for Brute Force Attack ~ Source

| Common First Names and Sumames OSF default

Common passwords 0OSF default

| English words - US and UK OSF default

Random Passwords OSF default
Edit Random...

Start

Current Dictionary:

Curent Line:

Estimated Time Remaining:

Speed:

‘ Stop





image27.png
= OSForensics - 001-S-PR

. ismatch File Search
1], Prefetch viewer
Q Raw Disk Viewer

Y Registry Viewer

r
3 Deleted s Search ©| q Memory Viewer

B Retiesh ‘ ‘ [ oJselect Window ‘ ‘ | EgDump Physical Memory ‘ ‘FQSM Eahnno ‘

[e=@]=]

Help

Process PID
audiodg.exe 836
csiss.ene 268
csiss.exe 320
diihost.exe 2136

“The memory viewer shows the active memory of the computer that
(OSForensics is cumently running on. It cannot be used to show any
information from an acquired drive or image.

As such, from a forensics stand point, m'emnalymd(usmse
inthe context of a live acquisition on a suspect machine.

1 understand, do not wam me about this again. E

Workina set [private] 0K  Private 0K





image28.png
6 Memory Viewer RED

[ Refesh | [[oselect window | (| EgDump PhysicalMemary | | Eg5ave Crash Dum |





image29.png
~ Date modified Type

No items match your search.





image30.png
diihost.exe o4

8588

‘Working set (private) 0K Private




image31.png
q Memory Viewer

@ efiesn | | [gJselect Window | || g0ump Physical Memony | | Eg5ave Crash Dump

Help

Process PID =
smss.exe 196 ]
spoolsv.exe 988 (4
SPPSYC.exe 1888

Frocess Info | Memory Space | Memory Layout

Process Info
Image Name: C:AWindows'\system32\svchost exe
PID: 516
Product Microsoft® Windows® Operating System
Description: Host Process for Windows Services

Version: 6.1.7600.16385 (win7_rtm.090713-1255)
Physical Memory

Virtual Memory
Working set (total) 8160K  Total 8589934528 K.
‘Working set (private) 2596K  Private 3180K
‘Working set (shared) 5564K  Allocated

62044 K





image32.png
il AccessDato Fk imager 712

View Mode Help

Evidence ftem. I

£ Add All Attached Devices

& image Moupting..
Remove Evidence ltem

Remove All Evidence tems

Create Disk Image...





image33.png
Select Source

Please Selectthe Source Evidence Type
® Physical Dive.
O Logical Dive:
Olmage Fie

O Contents of a Folder
logical fiedevel analysis orly; excludes deleted, unallocated, etc.)

O Femico Device (multple CD/DVD)

<Back Next> Cancel Help





image34.png
Select Drive

Source Drve Selection

Please selectfrom the folowing avalable dives:

\\\PHYSICALDRIVET - Kingston DT 101 Il USB Device [868 U

<Back Frish Cancel Help





image35.png
Create Image

Image Source

| PHYSICALDRIVEL

Image Destration(s)

Starting Evidence Hurber:

Add... Edt

Verify images after they are created [ precalaiate Progress Statistis

Remove

[ create drectory istings of all files in the image after they are created

start

Cancel





image36.png
Create Image

Selectmage Type

Please Select the Destination Image Type:
©Ram @)
OsmarT
Oeot
Onrr

<gack|[CNext> Cancel

Start Cancel





image37.png
Size Type Date Modified

Create Image

Evidence ftem Information

Case Number: 015 PR

Unique Description: [ CEC Mobie Manufacturing

Examiner: Paul Richards|
Notes:
<Back [ Next> Cancel
—

Start Cancel





image38.png
Size Type Date Modified

Create Image

Select Image Destination

Image Destination Folder
C:\Users\paul Richards\Documents \Case-001-5-PR
Image Flename (Excluding Extension)

usbLdd

Image Fragnent Size (¥8) [ 1505
For Raw, E01, and AFF formats: 0 = do o fagment.

Compression (0=None, 1=Fastest, .., 9=Smalest) |
Use AD Encryption (]

<Back Fiish Cancel

Start [Tl |





image39.png
e TR EEETTEEETEE

Create Image

Image Source

\\ PHYSICALDRIVEL

Starting Evidence Humber: | 1
Image Destration(s)

#\Users\Paul Richards Documents|Case-001-5-PR usb 1.dd [raw/dd]

“Add. Edt. Remove

‘Add Overfiow Location

Verify images after they are created [ Precalculate Progress Statistics
[create diectory lstings of all fils in the image after they are created

start Cancel





image40.png
Creating Image... - x

Image Source: | \ PHYSICALDRIVEL

C:\Users\paul Richards\Pocuments |Case-001-5 PR \usb 1.

Status: Creating mage...

Elapsed tme: 0:00:21
Estinated tme left:





image41.png
il AccessDato Fk imager 712

CDRDEBRD T

iy

View Mode Help
‘2dd Evidence fem..
‘Add All Attached Devices

Image Mounting...
Remove Evidence tem
Remove All Evidence ftems

Create Disk Image.

Exgort Disk Image.
Export Logical Image (AD1),

‘Addto Custom Content Image (ADI)
Creste Custom Content Image (AD1).
Decrypt ADT image...

Verify Drive/Image...

Capture Memory.




image42.png
Veritying [0%] -

Source DrivefImage: [\l PHYSICALDRIVEL

Progress
I

32,53 0f 7635.00 MB verified (3.614 MB/cec)

Elapsed tme:

Estimated tmefeft: | 0:35:03





image43.png
LAY

Owner: Paul Richards

Name:  00159R

Description: | CEC Mobie Manufacturing Company Sabotage Case

(Case Folder Directory: [ Co\Jsers\s0251368 Pocuments\Case

-
=

e | e
1 =

¥ Open the case o Cancel





image44.png
[E9) s Dt Recorey

Hard Disk Drives (6)

system (
|

853G8/1992GB

work (6)
I

574GB/9.99GB

External Devices (2)

Local Disk (H)
|

4885 GB /80,59 GB

 Specify a location

backup (0
[

586G8/1000GB

Recovery (%)
I

203.70MB /450,00 MB

data (E)
[

9.8668/1000 6B

Lost Parttion-1
|

ss3G8





image45.png
[E5) s Dt Recorey Wi

D Sconning..Found: 8739 fles

DAl Types  ElGraphics v

Quick Scan result @

i dota (E)(168424)
7] website(11286)
4 MSIdH97.tmp(0)
| SRECYCLEBING3137)
1 Otherlost files(123995)

Audio v

Document v [+ ]Video ~ [1Email v

65_Fil in Note_contents.png
18 Preparation Connected_devi
7159 Transfer_Notes to_device b
7160_Main_window.png

766 Delete Notes button.png
7122 Transfer to_Other Device .
7186 Delete books.png

10 Transfer_to_This Device By .
7185_Delete button.png

127 Transfer to_Computer_Proc.
7124 Transfer to_Other Device_C.
181 _Transfer Books to_device b
5. Preparation No_device_conn

i 44 Transfer_Contacts to_comp.

Other v

438K8

6251 KB

054 KB

4718 K8

037KB

67.15KB

46.95 KB

6299 KB

037KB

239 KB

961KB

050 KB

56.14 KB

040 KB

8/15/2017 2:3031
8/15/2017 2:3031
8/15/2017 2:3031
8/15/2017 2:3031
8/15/2017 2:3031
8/15/2017 2:3031
8/15/2017 2:3031
8/15/2017 2:3031
8/15/2017 2:3031
8/15/2017 2:3031
8/15/2017 2:3031
8/15/2017 2:3031
8/15/2017 2:3031

8/15/2017 2:3031

PNG File

PNG File

PNG File

PNG File

PNG File

PNG File

PNG File

PNG File

PNG File

PNG File

PNG File

PNG File

PNG File

PNG File

EASRECYCLESI
EASRECYCLESI
EASRECYCLESI
EASRECYCLESI
EASRECYCLESI
EASRECYCLESI
EASRECYCLESI
EASRECYCLESI
EASRECYCLESI
EASRECYCLESI
EASRECYCLESI
EASRECYCLESI
EASRECYCLESI

EASRECYCLESI





image46.png
[E5) s Dt Recovey Wi

© ErssmEmm
©) P

AlFileTypes  [Graphics ¥ J3 Audio + 5 Document v [Video ™ [Email v 10ther v

Quick Scan result

Deep Scan result ] B
rowse ForFlder ) M
data (BT : B

‘i Bxsting Partition(NTFS)(57) Don't save the recovered data to the drive where you lost
L Special Lost Files(Label)(9) |/ 4353974P9 | your data ¥ 4854031p9 v 4e5408ipg
2. More Lost Files(Raw)(10)

 Documents
& Downloads
B Music

= Pictures

B v e T
i, system (C)
— backup 0) V/485800jpg

Eolder: | backup @)

Make New Folder

V/485806,pg Va85808jpg v 485812jpg
Image Recognizer

& 4 B

€ Back Selected: 57 file(s), 62.52 MB





image47.png
@8 AccessData Forensic Toolkit Version: 7.4.2.349 SP1 Database: localhost (Postgres) Case: 001-5-PR
Edit View Bvidence Fifter Tools Menage Help

[ Bpor. | +| _Fiteranager || ]| (9]
Export to Image...
Export File List Info...
Export Word List.

Create Portable Case.
Portable Case Sync..
Report..

Timeline Report..

Job Summary Report..

a
Exit





image48.png
S B = "

o

7 Report Options

5] Report Outine
[E) Case nformation
5) Bookmarks
5] craphics
5] videos
5] Fie Paths
5] Fie properties
5] Registry Selections.
5] sareen capture

=





image49.png
tis|
clc{
ptur

Report Output x
Report Foder
C:\sers\s0251968\Pocuments|\Case Report. 1=
Language: [Engish (Lnited States) =l
i zone: [ Local Machine Tre Zone Setings -
Formats. ~Bxport Options
W #or I~ Use object dentiicaton number for fiename.
™ H™M [V Append extension to fiename if bad/absent
e -HTML Report Customization —————————————————————
=g ™ usocustom oo graphic
™ wme
I” bocx L
E o o | | musecutoncss
Options [l
_ x| el





image50.png
a0 2\ -wmy 2 £ ¥

(B0 Data Processing Status

FileTools

‘Add Evidence Jobs
Additional Analysis Jobs
Live Search Jobs
OtherJobs

Co\sers\s0251368\Documents\Case ReportReport.fo
v I
s Frched

Report





image51.png
B Reportpet

1

C

of 11

@ File

Q

x|+

C:/Users/s0251968/Documents/Case%20Report/Report. pdf

-+ 2 e

(B Page view

Case Summary
Case Information.
File Overview.
Evidence List.

Bookmarks
rapl
Videos
File Paths
File Properties
Selected Registry Types
Screen Captures

AN Read aloud

Add text

V' Draw




image1.png
& 001-H-jij-XX - Autopsy 4193 - o X
Case View Tools Window Help

s AddDota source B tmagespicecs [ Commricatons Q) Gedlocation 35, Timeine 4] Discovery [l Generote Report | g Close Cose ¥ i pCa—r— Q Keyword search
Lsting -
et 18 Resis|

Table Thumbnai - Summary

S C O MdfedTme Change Time Access Tme Created Tme
000000000000:00  000-000000:0000  0O0O-0DU00000:00 000000000000 O

2 0000000000 COOCOO0000X000 CONOODC0000000  COOGO00D000000 307

2 O000O00O0M0  0OOC000000M000 OOOO-O000000:00  0OOCUO0D000000 307

1 C000D00N000 O0DO0D0000000 00UOD000000 00D0C000000 I
000000000000:00 0000000000000 0OOO-00-000000:00 0000000000000 O
000000000000:00  C000-000000:00:00  0OND-0D-000000:00  CO0C-U00000:0000 O

§ 7fabda 1fedc76397952420d3dd 1255 _400x400.5peg 1 2018100923552UTC 00000000 00:00:00  2018-10-0900:00:00UTC 20181009 23SSI52UTC 302
X 7Ffabda1fede76397952420d 304125 _400400.fpeg.cx 2018-10.092355/52UTC 00000000 00:0000  2018-10-0900:00:00UTC  2018-10-09 235552 UTC 0

T [ nmmnlyue 00000000 |HisioB0000m0UTE |21 100z |70

Data Artfacts  Analyss Results | Context Annotations | Other Ocaurrences





image2.png
(5 hadefauitiog
donnload.ipeg
img_5_funny._things_that_cats_do_719_600.1pg
Top-30 Funny-Cat Memes Hiarious 1pg

Top-25 Funny-Cat Memes 5 <ats-memes g

. funny-catpictures-027-021. 59

20181009 23:53:22 UTC
20181009 23:53:44 UTC
20181009 23:54:06 UTC
20181009 23:54:40UTC
20181009 23:54:58 UTC
20181009 2355118 UTC

0000-00-00 00:00:00
0000-00-00 00:00:00
0000-00-00 00:00:00
0000-00-00 00:00:00
0000-00-00 00:00:00

0000-00-00 00:00:00

20181009 00:00:00 UTC
20181009 00:00:00 UTC
20181009 00:00:00 UTC
20181009 00:00:00 UTC
20181009 00:00:00 UTC
20181009 00:00:00 UTC

20181009 23:53:22 UTC
20181009 23:53:44 UTC
20181009 23:54:06 UTC
20181009 23:54:40UTC
20181009 23:54:58 UTC
20181009 2355118 UTC

2520
798¢
a1z
3941
23

272





image3.png
34 001-H-jij-XX - Autopsy 4.19.3
Case View Tools Window Help

e Addvata source [ imagesiideos [ Comminications 9&4-.—. 35, Tmeine J{) Discovery [ Generate Report | @) Close Case ¥

€ > K |
@ oatasources Toble Trumbnsl <
5 i et
5 B supecoatadd
@ sorphanries 0
i : el . b fedc7E 3579520203004 1259 400400 9eg.cx
& (@ Fevews X dovrioad e,
oo f000012.99
Oy Ddetedries 00024459
& Fieysten (4 X fomy-atpctres 02702199
MB e Sze e L

Modfied Tme
20181009 235552 UTC
20181009 23:53:44 UTC
0000-00-00 00:00:00

0000-00-00 00:00:00

20181009 2355118 UTC
20181009 23:53:32 UTC

Change Time
0000-00-00 00:00:00
0000-00-00 00:00:00
0000-00:00 00:00:00
0000-00-00 00:00:00
0000-00-00 00:00:00
0000-00-00 00:00:00

Access Tme
20181009 00:00:00 UTC
20181009 00:00:00 UTC
0000-00-00 00:00:00

0000-00-00 00:00:00

20181009 00:00:00 UTC.
20181009 00:00:00 UTC

Save Table 25 CSV
Created Tme

20181009 2355152 UTC.
20181009 23:53:44 UTC
0000-00-00 00:00:00
0000-00-00 00:00:00
20181009 2355118 UTC
20181009 23:53:32 UTC





