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Abstract – In the ever-expanding world of wireless technology it’s common for wireless devices to require an access point or hub, with a Mobile Ad Hoc Network or MANET there is no need for this. Each node within a MANET performs routing for itself and its neighbours. The purpose of the project is to analyse the most efficient routing protocol for a MANET, the author has done this by researching the current literature on MANETs by locating relevant papers that are in line with the work he has done. The author developed a methodology for the experiments and ran simulation both with and without interference, he then compared the results against one another to find the protocols with the best overall performance. The author used Netsim to simulate networks using Dynamic Source Routing protocol (DSR) and Ad hoc On-Demand Distance Vector (AODV) both with 15, 30 and 45 node densities with a base line simulation of no interference and a simulation with interference. To simulate traffic the author created 5 Constant Bit Rate (CBR) applications that have the same start and end times as the simulation. The author created graphs to easily display the data, it was found that in terms of delay that AODV came out on top as DSR had a major spike in delay when in the 30-node configuration, when I came to throughput AODV came out on top again with DSR having more issues at 30 nodes as the through put decreased at an amazing rate. The issue with DSR at 30 nodes could be down to the way the simulation was configured or the way DSR handles large amounts of data from the CBR. To conclude according to the data gathered by the author AODV is the superior routing protocol in terms of performance. In future the author would like to continue work on a physical experiment using Raspberry Pi technology as nodes instead of simulations and continue experiments using the Temporally Ordered Routing Algorithm (TORA) protocol.
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[bookmark: _Toc512376582]1.1 Introduction

A Mobile Ad Hoc network or MANET[1]–[3] is a wireless network which has no centralized hub such as a router to communicate. Instead each device acts as a router for the network performing routing operations for device for itself and forwarding packets to its neighbours[4]. This allows for a greater amount of mobility in comparison to a standard 802.11 network. 

MANETs have numerous uses in both the public and private sector for example in remote areas where it might be difficult and expensive to invest and develop the appropriate network infrastructure due to environment and geography[5]. The military often uses MANETs during its activities due to its mobility and its security. This allows constant mobile flow of information between military headquarters and active personnel[6].  MANETs also have a very prominent use in disaster relief efforts across the globe where heavy damage has occurred on the communication infrastructure during a hurricane or earthquakes[7].

To perform the routing operations MANETs use numerous routing protocols separated into three subsets, they are as follows:
1. Reactive – The nodes do not maintain a route to a destination node at all times, when a source node needs to send a packet to a destination node if the route is not in the route table it will begin a route discovery procedure once the connection is no longer in use the route is removed, this can cause many problems such as latency[8]. Some examples of reactive routing include AODV, DSR, TORA etc.

2. Proactive – Each mobile node maintains a route table and shares its routing information about its neighbours to other nodes on the network. When the topology changes the routing, information is updated and again shared throughout the network[9]. Proactive routing requires a lot of routing calculations and can take time to converge the network. Some example of Proactive routing includes DSDV, OLSR WRP etc.

3. Hybrid – A combination of both proactive and reactive protocols designed to reduce the latency found in Reactive and reduce the routing calculations found in proactive routing[10]. Some examples of Hybrid routing include ZRP, BGP and EIGRP.

This research project is an in-depth look at the current routing protocols and an analysis of the performance of the routing protocol in simulated and a real-life environment.

[bookmark: _Toc512376583]1.2 Aim

The aim of this report is to perform an analysis of the routing protocols used in a MANET. The author hopes to use a densely populated area as the scenario to use in his experimentation as the interference will be high.

1.3 [bookmark: _Toc512376584] Objectives 

The Objectives of this report are as follows:
· To understand and analyse the current research and literature on the routing protocols used in MANETs.
· Develop a methodology for the experiments including which metrics to measure and how they will be compared.
· To develop and run a simulation to get a baseline of the best possible scenario.
· To develop and run a simulation which would be susceptible to interference to compare with the simulation without interference.
· To analyse the results and compare both simulations then conclude on the efficiency of the protocols.

1.4 [bookmark: _Toc512376585] Structure of the Project

This report will be divided into numerous chapters to allow a breakup of the information, the first group of chapters will be written to describe the introductory works such as the critical review, the focus and scope of the project and the methodologies that will be used throughout the project. The chapter are:
· Chapter 1 – Introduction to the work giving some background information and detailing the aim and objectives of the report.
· Chapter 2 – Research and review of previous and current literature, this will include analysing the work and experimentation of others who have worked in the field and attempting to gain insight into the methodology they had used.
· Chapter 3 – The author will use this chapter to detail the methodology that will be used throughout the report and how he will conduct his research and experimentation.
· Chapter 4 - Designing and implementation of an experiment, the author will discuss the experiment plan such as what the experiment will do, what type of experiment will be developed, what metrics are to be measured and how he will analyse the results.
· Chapter 5 – Testing the experiment and evaluating the results to meet the criteria and solve the problem set out in chapter 3
· Chapter 6 - In this chapter the author will conclude on his finding on the experiment and develop some recommendations for future research and experimentation.
· Chapter 7 – This chapter will include a reflection on what the author would change, what he would improve and what he felt went well with the research and the experimentation.
· Chapter 8 – will include a list of all sources referenced throughout the project 



[bookmark: _Toc512376586]CHAPTER 2 – Review of Current Literature 

[bookmark: _Toc512376587]2.1 Introduction.

Since the development of first generations MANETs in the 1970s also known as Packet Radio Network (PRNET)[11] many advancements have been made to the technology to improve its reliability and expand its uses. MANETs can be separated into 3 distinct generations, the first generation as previously mentioned was known as PRNET and was developed with help from the Defence Advanced Research Projects Agency (DARPA) and was mainly developed for use in the battlefield. The second generation known as Survivable Adaptive Radio Network (SURAN)[12] again developed with DARPA to focus on the downsides of PRNET such as security, scalability and energy management issues[13]. The third generation of MANETs was popularised in the 1990s as a network of notebook portable laptops that could be connected using an open source software. In this chapter the author will discuss the numerous routing protocols used in MANETs and give as much background information as possible. The author will also analyse the current research being published and give a reasonable critique of the methodology and information presented.

[bookmark: _Toc512376588]2.2 How do MANETs work?

MANETS are free roaming networks that require no infrastructure and has a non-fixed topology, thus nodes within in a MANET can move freely within the network and usually consist of devices such as sensors, laptops, PDAs and other mobile devices[14]. Due to there being no fixed topology MANETs implementing a router to perform routing would reduce mobility and adaptability therefore MANETs perform routing differently. Each device acts as a router for its neighbours and itself this has led to the creation of routing protocols that are efficient enough to keep the mobility required but also being aware of other factors such as energy efficiency[15] and redundancy. As a MANET node moves around the topology continuously changes creating new links with nodes that are closest and removing links with nodes that are out of range. 

[bookmark: _Toc512376589]2.2.1 Advantages 

There are many advantages to MANETs when compared to a standard 802.11 network one such advantage is the increase in mobility. With the use of a MANET the entire network can be move at will without the need to power off a router or any of the nodes, this grants immense mobility to the network[16]. As a MANET has no fixed topology the nodes can be moved throughout the network whilst staying connected if it is within range of another node to become its neighbour in routing. There is also a cost aspect of a MANET, because there is set infrastructure there can be some cost saving measures i.e. no need for wiring for either power or the connectivity which can save a lot of money[17]. With no need for a router there is no need to spend any money on an expensive wireless router for packet transmission. 

[bookmark: _Toc512376590]2.2.2 Disadvantages 

As with advantages there are also many disadvantages to MANETs one such disadvantage is that there can be some energy issues with the network. To keep the network as mobile as possible it is necessary for the nodes to have power, most devices use batteries with very limited power times therefore the nodes are limited in the amount of time they can be used in the field before they will need to be recharged or have batteries changed. 

Another disadvantage to a Mobile Ad Hoc Network is the bandwidth limitations, whilst a standard Cat6A or Cat7 Ethernet cable can reach speeds of 10Gb/s at 100m[18] and a standard fibre cable able to reach theoretical speeds as high as 73.7Tb/s. Wireless 802.11 can reach a standard speed of 54Mbps with newer iterations such as 802.11n reaching as high as 600Mb/s and 802.11ac reaching 1.3gbps or 802.11ad which can reach up to 7Gbps but still isn’t widely used yet[19]. Wireless still cannot reach the high bit rates of a cabled network yet but in the next few years this could be overcome with increased research into wireless technology. If a MANET was to be used to send live video and other data through the network, then the lower transfer speeds might affect the performance and quality especially when coupled with environments effect that might cause interference such as delay and/or jitter.

A third issue present within a MANET is the security issues with many different attacks able to exploit many vulnerabilities in the system if they are not configured with security in mind. Attacks that will exploit the routing protocols such as the ARP table or the encryption of the wireless access key using. Such attacks will be detailed in section 2.4 with more such as a wormhole or black hole attack[20].

[bookmark: _Toc512376591]2.3 MANET Applications.

As previously mentioned MANETs are used a lot by the military across the world in scenarios where there might be no communications infrastructure and thus would need a mobile network to move with the military during campaigns[21]. This can allow for quick advancement of the many sections of the military in hostile territory and is more secure as the soldiers would not have to use the existing infrastructure if any is present, preventing the chance of the enemy from listening in on their communications or from gaining data about the militaries movements through the capturing of packets. MANETs in the military allows service men and women to communicate and share data on the battlefield effortlessly, securely and most importantly with the greatest amount of mobility.

A second application for a MANET is during disaster relief efforts when earthquakes, tsunamis and hurricanes where the existing infrastructure such as cell towers and landline cable have been destroyed or have no power due to the weather conditions[22]. The use of a MANET in these situations would allow the coordination of relief efforts from various locations across the affected area and allows the relief teams to quickly begin work without the need to immediately repair the damage network or power infrastructure. Once the network has been created work can begin with the local authorities to coordinate casualties, supply rationing, and clean-up without having to worry about the stability of a recently damage system. In the future MANETs can also be used to create a network with temporary access to the wider resources such as the internet as a paper from penned by A. Sharmila et al. “A Study of MANET Integration Through Internet” [23].

A third application for MANETS is the creations of a Personal Area Network or PAN this technology allows users to link numerous wireless devices to transfer data for example a user might need to send data from their phone or PDA to their Laptop or Tablet creating a PAN would be easier that having to connect a third-party device or service. This can also be used to create backups of mobile devices whilst on the go[24].  As time goes on the amount of research done on this applications of MANETs have begun to increase with many looking to MANETs to be introduce into a more every day and commercial setting for example, Mr Asraff Amzani has detailed in his paper titled “Simulation Study of Online Game Performance over Mobile Ad-Hoc Network (MANET)”[25] in which he tested how a MANET would handle the strain of being used in online gaming, with high bandwidth games such as Counter Strike and World of Warcraft.

[bookmark: _Toc512376592]2.4 MANET Security.

With the numerous applications previously mentioned it is important to understand the security risks to MANETs and the potential methods to prevent attacks. One attack that is known to be used when targeting MANETs is the Wormhole attack which tricks the network in believing that one route has a lower cost than it has. This slows the network down considerably and disrupts high speed transfers. This is effectively done by placing two or more malicious nodes within a MANET which are connected by a tunnel but might not necessarily be neighbours but pretend to be[26]. These intruder nodes then distribute the false information that they have the shortest link and even allow the attacker to listen in on the data that is sent through the tunnel this attack is hard to detect by the other nodes and thus make it difficult to prevent[27]. To prevent this attack a timer of sorts can be placed on Route Request packets or RREQ packets, when a RREQ packet is sent through the network it is send with a sending time which when compared to the received time will shows a time discrepancy which would notify the receiving node of the delay and the route would be place in the neighbours table which is designed to monitor the neighbours of the node[28], [29].

A second well known attack is a black hole attack which is like a Wormhole attack but when a malicious node is added it spreads the false routing information as the shortest path but when the node receives the packets that have been sent from its neighbour drops them preventing the packets from travelling further into the network[30]. To avoid this a node could send a secondary packet through a second route to confirm that the packet has made it through if not then a black hole attack has taken place this is detailed further in a paper by Ali Dorri et al[31].

But of course, as a network it is also susceptible to other common and well-known attacks such as a Denial of Service attack or DoS attack which in its basic form prevents communication by flooding the network with unnecessary traffic usually ARP traffic[32]. With a MANETs Power Restrictions this reduces the amount of time the Network can remain active as the constant routing of data by all the nodes would drain the power quickly.

Good practices to use when trying to prevent unauthorised network intrusion that could affect the performance of the MANET or render it unusable. Procedures such as the implementation of encryption of the network traffic or the use of WPA2-PSK authentication to ensure that no unauthorized node can access the MANET. Another good practice is to monitor the network using Network management protocols such as Simple Network Management Protocols Version 3 (SNMPv3) which some have considered to process heavy for a MANET to handle[33] or using a packet monitoring software such as Wireshark. This would allow a network administrator to monitor the network and spot attack before it gets out of hand and causes any real damage. A precaution that could be taken by a network administration configuring a MANET is to hide the SSID broadcasts thus preventing any unauthorized access from an external intruder, this is a common practice within the industry.

[bookmark: _Toc512376593]2.5 Reactive Routing Protocols.

Reactive routing protocols don’t store the routes to their neighbour permanently they only store route information during transmission this makes the routing protocol very power efficient as there is no need to continually send route updates through the network. Three protocols that are considered reactive are detailed below.

[bookmark: _Toc512376594]2.5.1 Ad Hoc on-Demand Distance Vector Routing (AODV)

Ad Hoc on-Demand Distance Vector routing or AODV is a routing protocol that is most commonly used in MANETs and tends to be the focus of much research. AODV works much like any other reactive routing protocol, only maintain routes when they are needed and once used the link will be broken. To find its own neighbours the node will use Hello packets to discover its directly connected neighbours. When a route needs to be created the source node will send a Route Request or RREQ packet in a broadcast to its neighbours, if a node receives the RREQ packet and it is not the destination node then the node will the broadcast it to is neighbours and so on until the destination node is found[34]. Once destination node is found a Route Reply or RREP packet is sent back to the source node with the routing information necessary for the transmission to begin. Once transmission of the data is over or the timer for the route has expired then the route will be dropped. When a new route is formed it is given a sequence number by the destination node this is done to prevent loops and prevent the sending of the same packets multiple times[8]. Each node stores the routing data of active links in a routing table containing the destination IP, next hop ID, time to live for the route and the sequence number. Because the nodes are all mobile if the destination node is moved out of range and interrupts the transmission then a Route Error or RERR packet is send to the node that is the closest hop to the destination node at the time and is distributed through the network until it reaches the source node where it will then begin another route discovery procedure.

[bookmark: _Toc512376595]2.5.2 Temporally Ordered Routing Algorithm (TORA)

Temporally Ordered Routing Algorithm or TORA is a unique protocol as technically it uses properties that are both reactive and proactive in nature. TORA is a very complex routing protocols as it involves the creation of which is known as a Directed Acyclic Graph or DAG which every destination node creates for itself and is based on the height of the destination of other nodes. To create a route the source router broadcasts a Query packet through the network once it reaches the destination node the height is determined as the distance travelled between the source and destination nodes[35]. Then the destination node sends back an update packet back to the source, each node along the way also uses the update packet to update their own DAG. When a link has failed interrupting the route or the route is no longer needed the nodes will drop the route[36].

[bookmark: _Toc512376596]2.5.3 Dynamic Source Routing (DSR)

Dynamic Source Routing or DSR is very similar to AODV as it also has 2 processes route maintenance and route discovery instead of relying on the information for the neighbours’ nodes DSR. When a route to a node is needed first the source node will check its route cache where all active routes are currently stored until they are no longer needed. If there is no current route then it generates a RREQ packet similar to AODV[37] but stores the source and destination into the packet and sends it to a neighbouring node, once the neighbours check their cache if it also does not contain the information it places its own address into the packet as well as the source and destination addresses and forwards on to its own neighbours this continues until the destination has been discovered, once found the destination is created a RREP packet with all the hop addresses and sends it to the source node and the route is established[38]. When it comes to route maintenance each node is responsible for making sure the next hop gets the packet if this is done by the next hop sending a sort of receipt packet, if one is not received then a RERR  Packet is sent to the source and a new discovery process begin if there is not secondary route[39].  

[bookmark: _Toc512376597]2.6 Proactive Routing Protocols.

Proactive routing protocols differ from reactive as they maintain and update the routing information of the network in regular intervals and thus have a reduction in latency buy have a high overhead cost. Three routing protocols are mentioned below.

[bookmark: _Toc512376598]2.6.1 Destination-Sequenced Distance Vector Routing (DSDV)

Destination-Sequenced Distance Vector or DSDV is an older iteration of AODV that has been detailed previously. With DSDV each node maintains a routing table with each route having a sequence number which denotes if a link is there or not even numbers show that there is an active link and odd numbers showing inactive links.  Sequence numbers are given to each route by the destination to signify how old a route is if a route with a lower sequence number to the same destination is discovered the higher sequence route is discarded. A sequence number is given to each node that increases in intervals of 2 in even numbers. The routing tables of each node is updated regularly with 2 types of updates a dump update where all that nodes broadcast all their routing information at once, this is a heavy drain on the bandwidth of the network will all information moving at once[40]. The second type of update is an incremental update, where updates are only sent after a certain amount of time has passed. Route discovery is achieved using hello packets that every node in the network will send out to its neighbours after this the routing table that a node has developed will be sent to all its neighbours therefore notifying the neighbouring nodes of all the neighbouring nodes of its neighbour and so on until the routing information has been sent throughout the network[41].

[bookmark: _Toc512376599]2.6.2 Optimized Link State Routing (OLSR)

Optimized Link State Routing or OLSR is very similar to DSDV in terms of routing but instead of having each node transmit all its routing information to each other and consume a lot of bandwidth, instead it use a Multipoint relaying strategy[42] using Multipoint Relays or MPRs. Every node will choose a few neighbouring nodes that will act as relays to transmit the routing information to numerous node and thus also receive routing information from numerous nodes. MPRs have numerous responsibilities throughout the network include the creation of routes between source and destination nodes. To create an MPR a node sends hello messages to routers that have numerous nodes 1 hop away until eventually numerous MPRs are created will all the nodes at least 1 hop way meaning that most nodes will be only 2 hops away from each other, of course this is dependent on the size and topology of the network[20]. To create the topology information necessary the use of topology control messages is utilized to distribute who the MPR node are and what the sequence number is for said nodes[43].


[bookmark: _Toc512376600]2.6.3 Wireless Routing Protocol (WRP)

The final Proactive routing protocol detailed in this section is Wireless Routing Protocol or WRP. In WRP the nodes send update packets with their own neighbour’s information. The information within the packets is stored within the 4 lists that are used in WRP (Distance Table, Routing Table, Link-Cost Table, Messages Retransmission List)[44]. When a node receives the update packet from a neighbour its can chose to update its information or drop the packet this is based on how consistent the neighbouring nodes has been i.e. constant erratic neighbour’s changes might render the node unsuitable for further routing due to instability in the route and thus the information would be dropped. If there are no changes from the update broadcasts the nodes would usually send each other a simple hello packet to make sure that the connection is still up[4]. 

[bookmark: _Toc512376601]2.7 Hybrid routing Protocols.

As mention in chapter 1, hybrid routing protocol is a mixture of the two types previously mentioned with less overhead and less latency. Three hybrid routing protocols are detailed below.

[bookmark: _Toc512376602]2.7.1 Zone Routing Protocol (ZRP)

Zone Routing Protocol or ZRP divides the network into numerous routing zones with each node placed within a defined zone each node stores only the routing information of the zone it’s in, this makes intra-zone routing quick but with a lot routing overhead. When dealing with a destination node within its local zone a source node will use the Intra-zone Routing Protocols or IARP, but when a destination node is within a different zone to the source node ZRP will instead use Inter-zone Routing protocol or IERP which then sends a hello packet to a neighbouring node in the different zone and a request for routing information for said zone and so on until the destination is found[45]. ZRP is a very efficient way to route in larger MANETs with large amounts of nodes. One issue is that effectively an single node can be part of multiple zone as so when a destination is out of its own zone the resulting queries could flood the neighbouring zones with requests[46].

[bookmark: _Toc512376603]2.7.2 Zone-based Hierarchical Link State (ZHLS)

Zone-based Hierarchical Link State routing or ZHLS is like ZRP as it also uses zones to assist in routing. ZHLS uses 2 different topologies the first is the zone level topology which displays the topology of all interconnected zones the second is the node level topology which displays the topology of the individual nodes within a single zone[47]. Each node in a zone has a routing table of its zone call an Intrazone routing table but with the Inter-zone routing table it acts differently, it uses the position of the nodes geographically to the other zones to decide which node is the gateway node and will be involved in Inter-zone routing. ZHLS uses Link State Packets or LSPs to communicate between the node in both the same and different zones to set up a route, the LSPs contains the node ids of the neighbours locally and in different zones[48].

[bookmark: _Toc512376604]2.8 Wireless Standards 

Wireless networks have become increasingly popular over the last 20 years and has been standardized by the Institute of Electrical and Electronics Engineers more commonly known as the IEEE. As the technology has become more widespread the standard has been incrementally updated and improved with the potential data transmission rate increasing and the updating of the channels in which the wireless signal is transmitted through, from the standard 2.4ghz to now including 5ghz and 900mhz[49]. These updates have also allowed the improved range of wireless technology from roughly 20m with the first 802.11 standard up to 1km with 802.11ah which is a huge improvement. A final change made to the 802.11 standard over the years is to the channel architecture from the original Direct Sequence Spread Spectrum (DSSS) which uses Binary Phase-Shift Keying (BPSK) to modulate the signals and is very resistant to interference[50], to the more modern Orthogonal Frequency Division Multiplexing (OFDM)[51].These improvements can be compared in figure 1 where it can be seen that each iteration of the technology has improved it greatly which allows 802.11 wireless to be an international standard used in almost every device and used in almost every home in the modern era. The latest iteration of the 802.11 standard come in the form of 802.11ax which allows for high efficiently wireless[52] designed to handle a lot of users that each require a lot of bandwidth and throughput and estimate to have a 38.7 percent speed increase over 802.11ac[53].

	[image: ]


[bookmark: _Toc512376651]Figure 1 - Comparison of the 802.11 standards [49]

[bookmark: _Toc512376605]2.9 Related works. 
There are many relevant studies that have been conducted into the performance of the various routing protocols mention in the previous sections. The author will analyse a few of the research papers and critique the experimentation and methodology. The author will look at what he could consider replicating or changing within his own experimentation or methodology. 
The author has found one paper written by Dr. Nan Wang and his graduate students Yuxia Bai and Yefa Mai from California state university in Fresno titled “Performance Comparison and Evaluation of the Proactive and Reactive Routing Protocols for MANETs”[54]. In this paper the Dr Wang et al compared a set of reactive and proactive routing protocols against one another, the routing protocols used are DSDV, AODV, FSR and DSR. In the experiment Dr Wang et al simulate 3 sets of nodes each with 5, 10 and 30 nodes and then varied the packet size at 64, 256 and 1024 bits. Once the simulation was complete the research team focused one 3 specific metrics, the throughput, the packet delivery ratio and the average end to end delay. The experiment concludes with “As the size of the network increases, the reactive protocols (especially the AODV routing algorithm) become dominant in all performance categories, while the influence of the packet size is insignificant.”[54] This shows that the reactive routing protocol was found to be the better of the two in that scenario as the amount of nodes were increase and that with less nodes the 2 sub-groups of routing protocols become more competitive. The methodology used in Dr Wang et al. experiment is something the author found that he could replicate within his own experimentation.  
A second paper the author found interesting was written by Rajesh Kochher and Ritu Mahta from the Department of Computer Science Engineering & Technology named “Performance Analysis of Reactive AODV and DSR with Hybrid GRP routing Protocols under IEEE 802.11g MANET”[55]. In this paper the researchers simulated up a MANET with 4 different sizes 50*50, 100*100, 150*150 and 200*200 square meters and 4 different node densities of 20, 40, 60 and 80 nodes. The research team decided to focus on 5 metrics end-to-end delay, overall network load, packet delivery ratio normalized routing load and the number of hops per route. After the experiment was finished the researchers concluded with “From experimental simulation results, it is observed that Hybrid GRP performs betters in respect to AODV and DSR reactive routing protocols in terms of QoS. AODV & DSR performance further degrades with increase in node density as compare to GRP Networks.”[55] this shows that hybrid protocols performs better than in larger networks in comparison the reactive protocols, which in turn perform better than proactive protocols as suggested by Dr Wang in his paper. 
A third paper the author felt was relevant was written by Mohd. Imran and his associate Mohammed Abdul Qadeer for the college of engineering & technology in India titled “Evaluation Study of Performance Comparison of Topology based Routing Protocol; AODV and DSDV in MANET”[33]. The papers researchers conducted an experiment using the simulation software NS-2 with a simulation time of 5.52 seconds using only 10 and 20 nodes with a constant bit rate of 512 bytes at 5 packets a second and overall area of 1800x840. The researchers focused on 2 variables the end to end delay of the simulation and the transmission throughput and receiver throughput. Once the simulation was completed the authors noticed that that AODV has better performance sending data but DSDV is more perform higher in receiving throughput, the overall conclusion and that both protocols had similar end to end delay statistics. The researcher concluded that “the performance of AODV is better than DSDV routing protocol for real time applications”[33]. This supports all the other research papers the author has found so far.

A final paper the author found interesting was an analysis of reactive and proactive routing protocol written by Deepak Kumar, Ashutosh Srivastava and S.C. Gupta for the Department of Electrical Engineering at Banaras Hindu University in India titled “Performance Comparison of Pro-active and Reactive Routing Protocol for MANET[33].” The experiment design for this paper again involved the simulation software NS-2 using a 500m x 500m environment with 50 nodes which were configured to generate a random position. The metrics that the authors decided to focus on were average end to end delay and packet delivery ration. The protocols being compared in this research paper DSDV and AODV which is similar to a paper previously discussed. The simulation results show that DSDV is better with a high node count that AODV but DSDV tends to drop packets a lot more frequently and that AODV performs well with the increase in node count. When it comes to delay AODV out performs the DSDV simulation as DSDV must pro-actively maintain the routes it needs. The Authors concluded with “AODV suffers in terms of packet delivery fraction (PDF) but scales very well in terms of end-to-end delay. DSDV on the other hand scales well in terms of packet delivery fraction (PDF) but suffers an important increase of end-to-end delay.[33]” This shows that DSDV and AODV have different ways of functioning, but AODV has good scaling for delay whilst DSDV does not.

[bookmark: _Toc512376606]2.10 Conclusion

In conclusion MANETs are a relatively old technology that dates to the early 1970s that consists of numerous nodes with no centralised infrastructure requiring no hub or access point as each node performs routing for themselves and neighbours. MANETS have numerous application from being used by the military in operations across the globe to disaster relief efforts in hurricane and earthquakes where existing infrastructure is damaged. MANETs use wide range of routing protocols but are usually separated into 3 subsets the first being reactive which doesn’t actively store routing information permanently only creating route when needed, TORA and DSR are example of such protocols. The second subset is proactive protocols which actively store routing protocols and maintain the routes over time, DSDV and OLSR are both proactive routing protocols. The final subset is hybrid routing protocols which include protocols such as ZRP and ZHLS, hybrid protocols have characteristics of both proactive and reactive protocols. As MANETs are wireless they fall under the 802.11 standard which has evolved greatly over the years allowing for greater reliability and speeds, also allowing for wireless technology to become very popular and is a feature in most technology. The author has highlight a few notable papers he believes are very relevant to his work and future experimentation, all 4 of the papers involve experiments numerous protocols and comparing the performance of the protocols




























[bookmark: _Toc512376607]CHAPTER 3 – Methodology 

3.1 [bookmark: _Toc512376608]Introduction

In this chapter the author will detail the research methodology and detail how he plans to complete the objectives and thus fulfilling the aim of the project. The author will detail the approach he will take to his research whether it be deductive or inductive and the follow up with the philosophies of the research as detailed in “Research Methods for Business Students” by Saunders, Lewis and Thornhill[56]. Finally, the author will specify how he will go about collection and analysis of the data from both his research and his experimentation and discuss the deliverables that will be created from the experiment. For this chapter the author has created a simplified research onion as seen in figure 2.

3.2 [bookmark: _Toc512376609]Research Overview

The main purpose of the section is to focus on 4 main layers of what has been termed the research onion by Saunders, Lewis and Thornhill[56]. The first layer being the philosophies of the research which is based on how the author believes the knowledge for the project is developed. The second layer being approaches whether the author will take and inductive or deductive approach to the research. The third layer being the methodologies or how the author plans to create the data he needs to analyse and answer the question he has presented. The fourth Layer will highlight how he author has collected the data and if he has used multiple or single methods. A simpler version of the research onion has been created by the author and is picture below in figure 1. 
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[bookmark: _Toc512376652]Figure 2 - Simplified research onion.

3.2.1 [bookmark: _Toc512376610]Research Philosophy

There are 4 different choices for a research philosophy and they all relate to how the researcher will interpret the data, this can be done in two ways quantitative or qualitative. The author has decided that the best possible research philosophy for this project is positivism which is the philosophy of gaining knowledge through observation and measurements in a quantitative way meaning the numbers measures are important. The quality of the data whilst is important plays little to no part in the conclusion of the research and that the data is only discussed in terms of the numbers and logic. A common idea about positivism is that the science is always independent of the research and its participants whilst also aiming to explain the results gathered. 

3.2.2 [bookmark: _Toc512376611]Research Approach

There are two main processes that are widely used in research all over the world and by various institutions the first being Inductive reasoning which involves making an overall generalisation from the observed data, the seconds being deductive reasoning which involves the development and testing of a hypothesis to conclude about a piece of research. The author has decided that the best research process for this project is the Inductive approach, he will conduct his experiment then use the data gathered to come to general conclusion that will be supported by a trend or consistency in the produced data and supported by the research the author has conducted. 


3.2.3 [bookmark: _Toc512376612]Research methodologies

As previously mentioned the author has found that the use of quantitative research which involves the use of logic, numerical and statistical data. This method then uses the data collected to develop a conclusion backed by numbers as opposed to Qualitative research which involves the research that cannot be measured by statistics this could be due to the event being research doesn’t have enough of an occurrence to be measure with large amounts of data points for collection. The main methodology for the research is experimentation. Most experimentation involves the changing of variables and understanding if there are any other changes that have occurred due to the changing of said variables. To get an idea if there has been any noticeable change a control group or baseline reading is needed. In the authors experiment he plans to implement a best possible scenario and then begin changing the variables such as interference to cause jitter or delay this would allow a before and after analysis of the result and the author will be able to notice any changes in the performance of the outing protocols under the changing variables.

3.2.4 [bookmark: _Toc512376613]Data Collection

Throughout this project the author will collect data from numerous sources both primary i.e. the authors own experimentations or simulation, and secondary i.e. gathered from sources other than himself such as research papers written by other researchers. The author has already collected some secondary sourced data as seen in the literature review in chapter 2, this is considered looking at previous document and records and searching for data in previous works of others in the field. The author will also use observation and simulations to collect data for the project, this would be the main source of primary data within the project. Chapter 2 in this report will consist entirely of secondary sources from research papers, survey papers and white papers within the most recent years. Chapters 4 and 5 on the other hand the author will be using primary sources through the simulation thus gathering first hand data allowing the independent analysis of the data. Chapter 6 will be using both primary and secondary as the author will compare his simulation with the work of other and conclude about the repeatability and constancy of the simulation.

3.3 [bookmark: _Toc512376614]Research design

In this section the author will detail the deliverables for the research, this will include anything that has been produced and that can be presented such as simulation results, research findings or similar experiments performed by others. This section will also detail what is known as a time horizon, which in a simpler form either a snapshot of an event or a recording of several events. 

3.3.1 [bookmark: _Toc512376615]Time Horizon

The author has decided that due to the use of a simulation the time constraints that would be present with a physical experiment can be mitigated as the simulation can run at an accelerated speed, it is for this reason that the author has chosen to focus on longitudinal studies. This would allow the author to analyse the routing protocols performance with different variables over a large period of time to gain deeper knowledge in understanding how a routing protocol can handle constant use. 

3.3.2 [bookmark: _Toc512376616]Research Deliverables

The author has plans to create a simulation as an experiment to test the numerous routing protocols associated with MANETS. This would make the simulation a deliverable and allow others to re-test the simulation and ensure that the authors testing is in no way distorted or misinterpreted. The data would then be transferred to series of charts and tables which would allow for easy analysis and viewing, these chart/tables would also be considered a deliverable as it would allow the reader to understand the results clearly. Both deliverables would be available in Chapter 5 - Testing and Evaluation and Chapter 6 - Conclusion and Recommendations 

3.4 [bookmark: _Toc512376617]Risks

There are a few risk that could affect the outcome of the project the first being a loss of data, in the event that there is an issue with the save file or the device that the data is saved on then all of the work done by the author so far will be lost to prevent this the author has implemented a backup scheme which involves keeping a copy of all work done on a USB storage drive and also uploading data to a cloud storage service. Another risk is if the software the author has planned to use is no longer available, to prevent this the author has decided to locate a backup software to use just in case. A third potential risk to the project is if the author plans to create a physical experiment then the physical devices can either be damaged or lost/stolen to overcome this the author can order more physical devices than necessary as replacements if a worst-case scenario occurs.

3.5 [bookmark: _Toc512376618]Conclusion

Throughout this chapter the author has highlighted the philosophy of positivism that he thinks would be ideal for this research and the use of quantitative data that’s is usually associated with positivism, he has also detailed the inductive approach and how he plans to the data gathered to conclude based on numeric evidence. The author has described the research method of an experiment and how he plans to collect the data and where the data will come from i.e. primary/secondary sources. Finally, the author has specified how he plans to present his data in the form of deliverable such as graphs showing trends and patterns in the data and how he plans to analyse the data in timed format using longitudinal studies which allow him to gain an understanding of the experiment and gather data as time progresses.





[bookmark: _Toc512376619]CHAPTER 4 – Design & Implementation

[bookmark: _Toc512376620]4.1 Introduction

Throughout this project so far, the author has mentioned that he plans to experiment using numerous Routing Protocols in a simulated environment. In this chapter the author will discuss the designs and implementation of the experiment, he will detail the equipment that would be used and the reasoning behind some of the designs such as the reasoning behind the logical topology and the number of nodes used. He will formulate the problem that he wishes to solve and how he goes about solving said problem. He will detail the implementation such as the settings changed, what data he is capturing and the interference his is placing within the test environment. 

[bookmark: _Toc512376621]4.2 Problem Formulation

The problem the author is attempting to solve is if the reactive routing protocols used in a typical MANET experience a noticeable reduction in the performance in a dense network with numerous nodes and interference that is cause by a dense population. The author plans to use the network simulation software called Netsim[57], the author has chosen to use this software as it is readily available in numerous labs through the university and the author has previous experience with the software as he has completed many assignments with the software in the past based on smart car parks using wireless sensor networks. The author plans to focus on two specific reactive routing protocols they are as follows Ad Hoc On-Demand Distance Vector (AODV) and Dynamic Source Routing (DSR) as these are the most commonly used Reactive Routing Protocols used in MANETs. 

[bookmark: _Toc512376622]4.3 Design

The design of the experiment is vital to the success of the research project, not only the design of the topology but also the design of the processes which the author will go through during the experimentation. As mentioned in the previous section the topology of the simulated network needs to have a high node density the author has decided that the topology will have a physical area of 400m2 as mentioned in the related works section of the literature review Rajesh Kochher and Ritu Mahta wrote in their paper that they increased the area of the network in increments of 50m2. The author has decided that this a variable that he will not change and instead will increase the density of the nodes. The author will increase the density of nodes in increments of 15, 30 and 45 this is like the work done by Dr wang and his associates in which he varied the packets size and node density to compare reactive routing protocols. The position of the nodes within the topology will be random with some areas of the topology being denser with nodes and others having some distance between the nodes and example image of the topology can be seen below in Figure 3. The author has also decided that the nodes should have some mobility when the simulation is running, whilst inspecting the simulation software the author has discovered a way to simulate the mobility of nodes within the topology and has decided that the nodes will travel at random through the simulation area at a speed of 60m/s this speed allows the nodes to move quickly through the simulated area. The author has also decided to test the simulation with only 1 application this would be a constant bit rate or CBR, there will be 5 instances of this application running in the simulation the author will then gather the throughput and delay of these application and create a mean average to compare the routing protocols effectiveness and analyse if node density has any impact of performance. The simulation will also include some interference in the background this will allow the author to simulate the natural interference that affect wireless signals. To understand how the simulation is affected by the interference the author will also run the scenario without interference, this will allow him to get a base reading on how the network performs. 
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[bookmark: _Toc512376653]Figure 3 - Example topology of MANET experiment designed in Cisco Packet Tracer

















[bookmark: _Toc512376623]4.4 Implementation

When implementing the simulation scenarios, the author first had to define the area in which the simulation would take place the author has decided that the overall area should be 400m2, to do this the author has to change the environment setting within Netsim as seen in figure 4, this is done by clicking on the environment setting and changing scenario area.
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[bookmark: _Toc512376654]Figure 4 - Screen capture of the changing of the scenario environment.
As can be seen in Figure 5 the author has created 5 CBR applications that send packets with segment size of 1460 bytes. The author also configured the start time to begin the moment the simulation begins, a delayed start up would have made the simulation to inaccurate to measure the CBR statistics as each simulation would have a different start up time. The end time of the applications we set to end when the simulation has fully ended at 1000 seconds. The author also has the option to enable encryption on the CBR applications, but he felt that this was an unnecessary feature to enable as the focus on this simulation is not on security and he would need to be able to see network traffic for his Wireshark files.
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[bookmark: _Toc512376655]Figure 5 - CBR application settings
As can be seen in figure 6 the nodes all share the same settings, but the device name has been changed to display then node number and the x and y co-ordinates are set randomly within the scenario. Each node has been set to randomly walk through the scenario at a speed of 60 m/s with a calculation interval of 1. To fully understand and monitor the nodes are preforming correctly the author set Wireshark to monitor the transmissions between nodes 12 and 1, this will allow the author to monitor the route discovery and route reply packets of each routing protocol.
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[bookmark: _Toc512376656]Figure 6 - Example of the general settings on a node
The transport layer settings went untouched by the author as he felt there was no need to alter them, the author kept the node settings at UDP or User Datagram Protocol which is a very common transport protocol. By default, the segment size was kept at 1427 bytes. These settings are highlighted in figure 7.
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[bookmark: _Toc512376657]Figure 7 - Example of transport layer settings of a node
For the network layer protocol settings, the author has configured the nodes that are running DSR to use NETWORK_LAYER_ACK as seen in figure 8. This allows the network to use the DSR ACK packets instead of the standard physical layer ACK which uses MAC addresses of the nodes. The nodes that will be running the AODV do not require such a setting change
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[bookmark: _Toc512376658]Figure 8 - Example of network layer settings of a node

The Author has managed to create some interference within some of the scenarios as seen in figure 9, using pathloss which used the FRIIS_FREE_SPACE model which models the path loss incurred in the channel and is restricted to unobstructed path between the source and destination. Fading was also implemented using the Rayleigh Model which is a standard model used in wireless device simulations which calculates the effect of the radio signal propagation within the simulate environment. The author also allowed shadowing to be present using the LogNormal Model which is a statistical model that estimates the mean path loss using distance, frequency and other parameters.
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[bookmark: _Toc512376659]Figure 9 - Example of the interference settings of the simulation scenario.
When running the simulation, the author will allow Netsim to run an event trace on the nodes which will monitor every event that will happen within the simulation and stores that data with a time stamp. The author also allowed the simulation to run a packet trace, this logs every packet as it moves through the network and stores data such as arrival and departure times, payload, overhead and collisions. The author has included a screen capture of the 15-node network in figure 10 with more screen captures of the denser 30 and 45 node networks in the appendices.
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	[Figure 9] A screen capture of the scenario topology with only 15 nodes.


[bookmark: _Toc512376660]Figure 10 - A screen capture of the scenario topology with only 15 nodes.

[bookmark: _Toc512376624]4.5 Conclusion

To conclude the author has created the scenarios that consists of 15, 30 and 45 nodes in a 400m2 space, with the hopes of solving his problem and answering if the routing protocols used by MANETs are affected by the density if the nodes within the network. The author has detailed how he has implemented this in the Netsim software, talking about the numerous settings he has implemented such as Wireshark to monitor the routing protocol specific packets and setting the simulation to uses the various models to create interference within the network. The author has also mention all the ways he plans to gather the data using event and packet trace along with Netsim of data collection tools such as the Smart Graph creation which creates statistical charts based on the data gathered.



[bookmark: _Toc512376625]CHAPTER 5 – Testing and Evaluation 

[bookmark: _Toc512376626]5.1 Introduction

In this chapter the author will analyse that data he has collected and make detailed observations on the data in hopes to solve the problem he formulated in chapter 4, this will involve looking at the throughput and delay of all the simulations. There are 6 simulations for each routing protocol half of which have interference placed created within the test environment, this total out of 12 simulation which the author will analyse. The author will produce many graphs created by the simulation software Netsim and by the author himself in hopes to collate his data.

[bookmark: _Toc512376627]5.2 DSR

The author ran the DSR simulation and gained some insightful results, but first to confirm that the DSR Protocol ran properly the author checked the Wireshark file as seen in figure 11. The Wireshark screen capture shows that the nodes successfully send route requests out to other nodes, sometimes even needing to send numerous requests due to not being in range or lost packets. Route Reply packets are sent back to the destination nodes with the appropriate information as detail in the research performed previously in chapter 2. The Wireshark file also shows that ACK package have also been sent as an acknowledgement of the data from the CBR being received. What can be seen in the Wireshark is the standard DSR packets are being sent to the numerous nodes within distance and replies are being obtained this can be seen in the source and destination columns where IP addresses of the node and it neighbours are displayed. A packet with example data is also being shown in the bottom box in hexadecimal and the Standard English alphabet.
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[bookmark: _Toc512376661]Figure 11 - DSR Wireshark file screen capture.
[bookmark: _Toc512376628]5.2.1 Without Interference

The first set of results the author is going to analyse is the simulation without the interference, the throughput of DSR with no interference is very interesting as throughput changes in a unique way. As can be seen in figure 12 the average throughput of the network with 15 nodes holds at about 0.58 Mbps but as the node density increases to 30 nodes the throughput decreases by 56.88% to 0.25 Mbps, when the node density is further increased to 45 nodes the through increase by 131.91% to 0.5841636 Mbps. The author speculates that something within that specific simulation has gone wrong as there is no logical reason as to why the throughput should rise and fall at an alarming rate. The author hypothesis that as the number of nodes increase that the throughput as well should increase as the network becomes more reliable with numerous routes being available. 
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[bookmark: _Toc512376662]Figure 12 - Graph showing the average CBR throughput of the DSR simulation with no interference.
The author has also created a graph detailing the delay statistics for the same network, as delay closely follows throughput with the idea of where there is a low throughput the is more delay. The delay of the network also acts uniquely as can be observed in figure 13 what we can see is that the delay within the 15-node network is an average of 5957.37 microseconds but as the network destiny is increased to 30 nodes again the data makes a huge jump with an increase of 3607626.79% which is an extremely large increase in delay times. As with the throughput the delay rapidly decreased with the 45-node simulation by 99.99% again the author would have believed that with the more nodes in the network the delay time would have decreased but according to the data gathered the delay time increases.
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[bookmark: _Toc512376663]Figure 13 - Graph showing the average CBR delay of the DSR simulation with interference.
[bookmark: _Toc512376629]5.2.2 With Interference 

Surprisingly the DSR network seems to act more stable when interference is implemented as seen in figure 14, this is very odd behaviour that could point to the previous simulation being faulty or configured incorrectly. As we can see the average throughput of the 15-node network stay rounded at 0.58 Mbps which is the same throughput as the simulation without interference. As with the previous scenario the 30-node network shows a decrease in throughput but not a large difference with only a 43.03 % decrease. Finally, with the 45-node network the throughout increases back up to 0.58 (75.65% increase). 
	[image: ]


[bookmark: _Toc512376664]Figure 14 - Graph showing the average CBR throughput of the DSR simulation with interference.
As with the first set of delay results the delay works hand in hand with the throughput when the first simulation is run the delay holds out at about 29786.84 microseconds which is considerably higher than the previous data with no interference, this can be observed in figure 15. The 30-node jumps up to 1079822315.06 microseconds an increase of 3625064.75% but then drops by 100% to 45001.60 microseconds. The increase of delay and decrease of throughput is most likely down to the interference that has been placed within the network, the interference behaved exactly as expected with it effecting the performance of the network.
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[bookmark: _Toc512376665]Figure 15 - Graph showing the average CBR Delay of the DSR simulation with interference.

[bookmark: _Toc512376630]5.3 AODV

The AODV simulations acted more reasonable and more along the lines of what the author thought the protocol would act like. The Wireshark screen capture in figure 16 shows the running protocols for an AODV simulation and again the simulation sent numerous packets the first being route request and route replies which creates the route for the network there is also evidence that the packets sent their data. In the Highlighted section of figure 16 we can again see the data being sent which Netsim has set to the English alphabet on repeat, it can also be seen that in the data tab that the bytes being sent is exactly what the author had set during the implementation stage of this project. AODV packets are being sent to the neighbours and replies are being received to build routing information, in this screen capture it can also be seen that some broadcast packets that AODV has created and transmitted use the 255.255.255.255 subnet mask.
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[bookmark: _Toc512376666]Figure 16 - AODV Wireshark File screen capture
[bookmark: _Toc512376631]5.3.1 Without Interference

In figure 17 we can see that this set of simulations have no problems with varying data with a clear trend showing within the graph. The first simulation showed an average throughput of 0.58 Mbps which increased by 0.01% when the node density increases to 30 nodes but surprisingly when the density is increase further up to 45 nodes the throughput remains stable with no increase at all. This supports the hypothesis the author mentioned earlier with where there are more nodes the throughput is higher. The author suspects that when the interference is added throughput will experience some decline in performance.
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[bookmark: _Toc512376667]Figure 17 - Graph showing the average CBR throughput of the AODV simulation with no interference.
When it comes to delay a clear trend is also noticeable in figure 18 with the more nodes that are added the more the delay increases in microseconds. When the first simulation is run with only 15 nodes delay is at 53305.8 microseconds but as the 30-node simulation is run the delay increased by 172.01% to 144997.1 microseconds and the delay increases further as a node density increases to 45 nodes jumping to 447458.3 microsecond which is 208.6% increase. This graph shows that as the node density increase in AODV then the delay increases with no connection to the throughput increase at all.
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[bookmark: _Toc512376668]Figure 18 - Graph showing the average CBR delay of the AODV simulation with no interference.
[bookmark: _Toc512376632]5.3.2 With Interference

With interference the throughput behaves exactly as expected with an overall trend showing a decrease this is seen in figure 19. With the throughput of 15 nodes remaining the same as the simulation without interference at 0.583 but remains almost the same when increase to 30 nodes with a practically immeasurable increase in throughput. As the simulation further increase to 45 nodes the throughput makes a decrease to 0.575 Mbps (1.53%) this is most likely down to the interference being created in the simulation. 
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[bookmark: _Toc512376669]Figure 19 - Graph showing the average CBR throughput of the AODV simulation with interference.
As with the previous delay statistics there is a clear trend showing that as the node density increase so does the delay. At 15 nodes the delay averages at 55305.82 microseconds and as the node density increases so does the delay by 172.01% to 144997.15 Microseconds. When a 45-node network is simulated under the same conditions the delay continues to increase by 157.01% to 372652.7 microseconds this can be seen in figure 20 below. When AODV is implemented in a MANET the network incurs high delay no matter how high the throughput is.
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[bookmark: _Toc512376670]Figure 20 - Graph showing the average CBR delay of the AODV simulation with interference.
[bookmark: _Toc512376633]5.4 Comparison

When comparing the 4 sets of data we see some very different statistics, in figure 21 which highlights the statistics of the throughput of all 4 simulation types. AODV has the most stable throughput as it remains a straight line with only the simulation that has interference displaying a small decrease in the throughput this is the blue line in figure 21. When it comes to DSR the throughput of 15 and 45 node networks are similar in throughput to AODV but on a 30-node network with interference and without interference the throughput massively decreases from an average of 0.6 Mbps to 0.2-0.4 Mbps. This big discrepancy could be due to some errors in the configuration of the simulations, the amount of data being sent is too much for DSR to handle or some other reason beyond the control of the author. From the data presented in figure 21 the author can say that AODV has the best performance in terms of throughput for a reactive routing protocol.
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[bookmark: _Toc512376671]Figure 21 - Graph showing the average CBR throughput of all four scenarios.
When it comes to delay the comparison is also very noticeable, as seen in figure 22 the delay remains a straight line for AODV but when looking at the singular graphs seen in figure 18 and figure 20 we know that the delay increases. With DSR we can see the same trend that occurs in delay as it did with the throughput with a huge increase with the 30 node simulations jumping up to well above 200000000 microseconds in comparison to the 15 and 45 node networks which was well below 50000 microseconds. With this the author can come to conclusion that AODV is less effected by delay in comparison to DSR. 
	[image: ]


[bookmark: _Toc512376672]Figure 22 - Graph showing the average CBR delay of all four scenarios.
[bookmark: _Toc512376634]5.5 Evaluation

From the data gathered a conclusion can be drawn that the reactive routing protocol with the best performance is AODV as it has a lower overall delay within the simulation with and without interference whilst also having a higher overall throughput within both simulations. The discrepancy of the 30-node simulations within the DSR routing protocol has drastically affected the outcome of the experiment but the research gathered for the literature review in chapter 2 has shown that other researchers have also discovered that AODV has greater performance than DSR. In chapter 1 the author detailed the aim for this project, it is the opinion of the author that the aim of the project has been fulfilled as he has performed research on all routing protocols and experimented specifically with the reactive routing protocols AODV and DSR. 

The 5 objectives mentioned in chapter 1 have all been completed, the author had managed to analyse and understand the current literature on routing protocols used in MANETs. The author was able to develop a suitable methodology for his experiments and ran a standard simulation under the best conditions to gain a base reading. The author also developed a simulation that has interference included within the test environment to understand how MANETs handle wireless interference. Finally, the author has analysed all the data gathered and compared them against one another and concluded which protocol has the greater performance. 

The answers gathered from this experiment were what the author was expecting as the research done by other researcher have shown AODV to be the superior reactive routing protocol. If the author was to do this project again there are a few things he would do differently, the first thing the author would change would be to do multiple runs of the simulation to gather more consistent and reliable data. The second thing the author would change is to find a way to implement and simulate TORA a long side the other protocol, the author could do this be editing the codes that contains the protocols to include a custom created TORA file. 

[bookmark: _Toc512376635]5.6 Conclusion

To summarise the author has analysed all the data collected and from the analysis performed it can be said that AODV is the far superior routing protocol when it comes to performing in larger, more dense networks as it boasts a higher average throughput and less overall delay. There were some problems with the DSR experiment that the author has mention in detail, the author has achieved the aim set out on chapter 1 and has completed the objectives necessary to achieving the aim. The author has also detailed what he would change within his experiment to gain better or more reliable results.



[bookmark: _Toc512376636]CHAPTER 6 – Conclusions and Recommendations

[bookmark: _Toc512376637]6.1 Conclusions 

To conclude this whole project the author will discuss and summarise each chapter, during chapter 1 the author set the aim of this project which was to perform an analysis of the routing protocols used in MANETs. In the authors eyes he has achieved this aim during his literature review and the experiment on the reactive routing protocols. The author also set defined objectives that need to be met to achieve the aim, the first objective was to analyse the current research on MANETs this was completed in chapter 2. The second objective was to develop a methodology for the experiments this was achieved in in chapter 3 and partially in chapter 4, the third and fourth objectives were to develop and run a simulation to gather a base line with and without interference this was completed in chapter 4 and 5. The fifth and final objective was to analyse and compare the data to come to a conclusion, this final objective was completed in chapter 5 and 6. 

In chapter 2 the author performed an in-depth analysis of all the current information and literature. From this he learned how MANETs operate without the need for centralised infrastructure, with each node performing routing for it there is no need for a router or hub. The author also discussed the 3 subsets of the routing protocols used in MANETs from reactive which only generates routes and stores routing information when a route is needed to proactive which constantly maintains and stores routing protocols and finishing with hybrid routing protocols which involves aspects of both previous routing protocols. The author also learned the many applications using MANETs which vary from use in disaster recovery scenarios to personal use in the form of a PAN, in that section the author details the advantages of using a MANET such as increase mobility and the reduced cost. The author also discussed the downsides to MANETs including power constraints and the throughput issues when compared to a standard 802.11 network. The security of MANETs are also very important with various attacks such as a blackhole or a wormhole attacks, the author has discussed some preventative measures for these attacks. In the final sections of the literature review the author detailed the improvements made to the wireless 802.11 standard and how the incremental upgrades have improved reliability and performance. The author finished his literature review by talking about the related works he though was very relevant to the work he was planning on doing. 

In chapter 3 the author created and outlined the methodology for this project including how he plans to go about collecting data through primary sources such as his own experimentation and secondary sources through the research papers in the literature review. The methodology also outlined the ideas in which the author would use throughout this project such as the use of positivism and quantitative data which involves the measuring of data with numeric values, the author also stated his plans to use the inductive approach which involves gathering data and concluding based on that data alone. The author finished the chapter by discussing the risks involved in the project, the deliverables he would be presenting and the time scales of the project.

In the fourth chapter the author discussed his design for the experiment explaining that it would be unwise to simulate proactive and reactive protocols and comparing them as they act so differently, he then stated that he would be comparing reactive protocols against one another. The author created an example topology and discussed the reasoning behind said topology. In the same chapter the author documented the implementation stages and talked about the numerous settings he had implemented to the simulation include the interference and the routing protocols used. The author also documented the CBR application settings and the environment settings such as area and density. 

In the fifth chapter the author analysed and discussed that data gathered in the simulations first comparing and analysing the throughput of the routing protocols and continuing to analyse the delay of the simulations, he did this for simulations without interference and with interference for each node density and routing protocol used resulting in a total of 12 simulations. When he compares the average throughput of all simulations he concluded that AODV performed with higher throughput both with and without delay. When it came to delay the author found that again AODV was far superior in terms of performance. The author evaluated whether he had achieved the aim and completed each objective in chapter 5.

[bookmark: _Toc512376638]6.2 Recommendations 

If the author was to continue along this line of work then he would like to have created a physical experiment using Raspberry Pi’s to be nodes within a MANET and the author would use a script to monitor the throughput and delay of the protocols, this would also allow the author to experiment and evaluate TORA which he was unable to simulate with Netsim due to software restrictions. The author would also like to be able to create a more longitudinal experiment and see how MANETs perform over a long period of time such as a week or two of constant use. The author would also like to begin experimentation with certain MANET applications and maybe develop some new uses for the technology.


[bookmark: _Toc512376639]CHAPTER 7 – Reflections 

[bookmark: _Toc512376640]7.1 Introduction 

In this final chapter the author will reflect on all the work done so far and highlight some of the things the author has learnt whilst reflecting on both the positive aspects and the barriers experienced. He will then use this to create some guidance for and future students who wish to replicate his work or something like his work. The author will also detail what he would do differently if he had the chance to do this project or a similar project again.

[bookmark: _Toc512376641]7.2 Lesson learnt 

The author has learnt that time management is a key skill in which he needed to perfect, within this project he has experience trouble with it which has underlined its important when undertaking a long-term project. The author has also learnt the importance of repeatable data and that for the best results then maybe he needs to repeat experiments over time. A third lesson learnt is when it comes to researching for a literature review that perhaps it is better to take time to break down the work into smaller bits and achieve them over a longer time span.

[bookmark: _Toc512376642]7.3 Things that could be done differently 

If the author was to do anything differently then he would have repeated his experiment numerous times to gather more repeatable results therefore making his experiment more reliable and making his conclusion more solid. Another thing that the author would do differently is to try and format and correct his work as he goes through the project instead of re-reading the work and editing it at the end. A third thing the author would do differently is make more of an effort with his supervisor meetings to gather more updated and concise feedback.





[bookmark: _Toc512376643]7.4 Barriers experienced 

The author experienced a few barriers to his work, the first being the instability of the Netsim software. Sometimes the author would create a simulation scenario and begin work on it and the file would refuse to save or show collected data, this set him back a few hours and when it happened multiple times a days’ worth of work was lost. In some case the files would somehow become corrupted when saved and revisited after a few days this again set the author back. Another barrier experienced was time management the author was very bad at this and sometimes resulted in him being behind schedule even though, full details of the authors schedule can be seen in figure 23
	[image: ]


[bookmark: _Toc512376673]Figure 23 - Final Gantt chart showing the authors schedule (Larger copy in the appendices).

[bookmark: _Toc512376644]7.5 Positives 

The author experienced many positive things during the project, for instance he had plenty of places suitable for gathering the information and research needed, the first being the UWTSD library which had a range of books for the author to use. Another resource the author used was the online library which gave him access to sites such as the IEEE online library which was a very valuable resource. A third positive was the easy access to the numerous labs and software needed for the project with the labs open between 9am and 6pm which gave the author plenty of time to do his work.

[bookmark: _Toc512376645]7.6 Guidance to the future students 

If a student was to replicate this work or a project similar, the author would advise that they stay focused on the topic and subject materials they are studying. To lose focus and to talk too much about some loosely relevant topics is removing time and content from more specific and relevant work. The author also suggests that future students look for information using the most relevant white papers and publications with technology advancing so quickly a paper published 5 years ago might no longer be the most up to date research. A third and final bit of advice the author would give to future student is to use other students to brainstorm and to read your work, especially if they are studying a different field to you as this would allow you to understand if the work is readable for those who are not as experienced as you. Remember that an outside perspective can be very helpful in finding new ways of thinking about a problem.

[bookmark: _Toc512376646]7.7 Summary 

To summarise this chapter the author has discussed that he learned how to handle large chapters of work by breaking them down and how important time management is to a large project. The author has also highlighted the things which he would do differently such as correcting and formatting work as it is created and seeking more feedback for a supervisor. The author also mentions all the issues with Netsim that set him back and created barriers such as corrupted files and the inability to save the simulations. Finally, the author discussed the positives of the project such as the ample access to numerous resources and he detailed the advice he would give to future students which includes using other students to brainstorm and focusing on the topic and no talking about irrelevant studies.
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