TASK 1
Big data collects more comprehensive, complex and sensitive information and attracts many potential attackers. Because there are many end customers in big data, and the relationship is very complex, it is not only difficult to make an accurate judgment on whether the users in the network are legal or not in a short time, but also easy to become the target of network attacks.
Security incidents on big data platforms continue to occur. Security problems such as information leakage and service interruption have seriously hindered the development of big data services. In addition, as big data plays an increasingly important role in enterprise operations, data security is a lifeline. It has become an important topic to promote the construction of big data to dig deep into the security risks of big data platform and explore the related technologies and systems of enterprise big data security protection.

In recent years, the problem of big data security has also triggered a lot of thinking and discussion in academia. Hu Kun [1] and others believe that the Internet, telecommunications, finance, medical, government and other industrial organizations have different degrees of big data
security requirements, mainly involving data confidentiality, privacy protection, data generation, storage and analysis. Tang bin [2] pointed out that the big data security problems in the financial industry are risk of privacy disclosure, improper defense technology and lack of platform security protection, and these big data security problems can be solved through technical strategies such as data security prevention technology, data analysis technology and privacy protection technology.
In view of the market role of enterprises, many scholars focus on the application and security of enterprise big data, and point out that data management is the key to the success of enterprises, industries or governments.
 
1. Introduction and application of SHEL model
SHEL model was originally proposed by Professor Edwards, a British scholar, to explore the role of "live" in safety events, which is widely used in the field of aviation safety. The model’s name is composed of the initials of software, hardware, environment and liveware [3], forming four interfaces of the model: live-software, live-hardware, live-environment and live-hardware, as shown in Figure 1.
Live-software (L-S): the relationship between live and various support systems in work, such as various platform systems, program files, etc. Live-hardware (L-H): the relationship between live and physical equipment at work, usually referring to various operating equipment, communication facilities, tools and machinery. Live-environment (L-E): the relationship between man and the working environment, mainly including natural environment, cultural environment, management system, economic environment, etc.  Live-liveware(L-L): the relationship between people in work, such as unity and cooperation among team members, handover and coordination, etc. [4].
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Figure 1. SHEL model

Based on the three elements of enterprise big data technology security, management security and application security, it is considered that enterprise big data security usually needs to be based on hardware facility security, software system security, working environment security and human security. According to the completeness of hardware facilities in the process of enterprise big data security construction, the effectiveness of security management and the protection intensity of data privacy in the application process, this model constructs a "three-dimensional one" enterprise big data security evaluation index system composed of 3 primary indicators, 8 secondary indicators and 24 tertiary indicators [7]. The overall framework is shown in Figure 3.
This model that establishes the big data security evaluation index system is helpful for enterprise groups and the public to understand the direction of enterprise data security evaluation and provide theoretical reference for enterprise data security defense.

2. Data security maturity model
   Data security capability maturity model (DSMM) takes the data life cycle as the main line, focuses on the four capabilities related to data security: organization construction, personnel capability, system process and technical tools, and rates the data security capability of the organization, which can well help the organization and its partners evaluate the data security capability, find the gap and improve the data security capability is used as one of the risk evaluation basis for data sharing . The capability maturity level dimension organizes the data security maturity model with five maturity levels: informal implementation (Level 1: random and passive safety process), plan tracking (Level 2: active and informal safety process), proper definition (Level 3: formal and standardized safety process), quantitative control (Level 4: controllable safety process) and continuous improvement (Level 5: adjustable safety process). 

2.1 The model architecture is described below:
1) Based on the data life cycle of electronic data in the organization, the specific data security process domain of each stage and the general security process domain of data life cycle are clearly defined. The specific data security process domain of each stage includes the specific data security process domain of each stage in the six stages of data acquisition, data storage, data transmission, data processing, data exchange and data destruction. The common security process domain of data life cycle is related to each life cycle. It is a common data security process domain, such as policies and procedures, compliance management, etc.
2) The hierarchical evaluation of the maturity of the organization's data security capability in this standard is based on the hierarchical evaluation method defined by the general practice of data security capability under each maturity level to evaluate the maturity level of the realization of specific basic data security practices and basic security practices common in the data life cycle at each stage.

2.2 Implementation path and method of model
1） Establishment of organizations
In order to effectively ensure the implementation of data security policies, enterprises should set up a full-time data security team. In addition, an organization wide data security committee needs to be established. The committee needs the participation of different roles from business, data, security, law and other fields to form a professional complementary and complete organizational perspective, coordinate the overall data security management policy, take into account development and security, and promote all departments to implement various data security policies.
2） Inventory status 
The core of data security management is data. It is necessary to count the massive data assets in the organization and the data related departments, businesses / products, processes and data risk management.
3） Evaluate with DSMM
DSMM includes 40 security domains, covering the whole data life cycle process of the organization. Each security domain contains corresponding evaluation points and evaluation standards. The data security entity team conducts security capability evaluation for the evaluation points with reference to the evaluation standards.
4） Develop risk repair and short board improvement plan
        DSMM can not only evaluate the data security capability, but also reflect the risk of data security. After the overall evaluation, it needs to get two parts of improvement plan: one is the risk repair plan and the other is the short board improvement plan of data security capability
   The data security maturity model is widely applied. It has covered the banking industry, Internet finance, securities and other financial sectors, and retail industry such as department stores, electrical appliances, and other industries, including sports, music, video and other entertainment industries, and even dairy industry, manufacturing, metallurgy, electricity, logistics, and Internet plus new enterprises. At present, the data security maturity model is committed to building an ecosystem. In addition to carrying out industry practice in model evaluation, it will also carry out relevant work in evaluation and certification and product solutions.

3. Research on PDCA closed-loop enterprise big data security architecture model

   PDCA closed-loop enterprise big data security architecture framework model (as shown in Figure 2) takes the data asset management platform as P (plan), determines the boundary, objectives and standards of the security system, and supports the management and maintenance of data security rule bases such as data view, data security level library, encryption and decryption rule library and desensitization rule library of enterprise big data [5]. Taking the big data platform as D (do, execution), it is responsible for efficiently, quickly and accurately performing specific operations according to various data security rule bases of the data asset management platform. It takes the security situation awareness platform as C (check) and a (action, processing), performs inspection, audit and real-time monitoring of abnormalities according to the data security rule base, and makes real-time response according to the rule base. Security situational awareness the security situational awareness platform is also responsible for continuously analyzing the behavior log and providing input for rule iteration [8]. The data asset management platform iterates the rules according to the analysis data and enters the next round of PDCA cycle. Finally, the security system platform with PDCA closed loop is formed as a whole. It is also responsible for continuously analyzing the behavior log and providing input for rule iteration, The data asset management platform iterates the rules according to the analysis data, enters the next PDCA cycle, and finally forms a PDCA closed-loop security system as a whole
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Figure2. PDCA closed-loop enterprise big data security
1）Prior safety prediction
Establish a machine learning model, conduct model training on data flow log, data acquisition log, data encryption and decryption log, data desensitization log, interface access log, data access log, user operation log and other data, form a data security situation baseline, and provide information for real-time awareness of security situation, formulation of risk rectification measures and scheduling of security personnel input.
2）Real time monitoring and processing during the event
      The model shall monitor the implementation of data encryption and decryption rules and desensitization rules of the big data platform in real time [6]; monitor the operation and maintenance operations and audit the operation of the operation and maintenance personnel accessing the database for the traceability, positioning and defense of security events. It is necessary to conduct in-depth analysis and threat identification of traffic, conduct in-depth analysis of high-security data, conduct session level portraits, identify multi-dimensional threats such as suspicious traffic, suspicious connections and illegal interactive protocols, and give early warning and treatment in time. It is also essential to block high-risk operations, monitor data access behavior in real time and identify abnormal events, such as abnormal IP, abnormal period access, unauthorized operation, deleting system level library / table and other high-risk operations, to protect data security.
3）Post analysis and traceability
It will provide data leakage event traceability, illegal operation event traceability, data leakage impact surface evaluation and other functions.
  
 In the era of big data, under the comprehensive influence of the amount of data, the amount of computing and the technical route, the data security problems faced are different from those in the past. It is not only necessary to solve the problems of long data links and many nodes, but also need to have the ability of self-iteration to cope with the changing network environment. Based on this background, the PDCA closed-loop enterprise big data security architecture framework model has been preliminarily verified in enterprise practice, which can provide a model reference for the construction of enterprise big data security system.

  With the deepening of scientific research, big data security protection measures are constantly updated, big data security evaluation indicators are constantly broadened and enriched, and enterprise security regulations and standards are constantly updated, which can provide a valuable reference for relevant research in the field of enterprise information security and big data security.










TASK 2

As can be seen from the case of CoffeeBlue, the company is facing huge data service pressure due to its extensive business around the world, huge employees and international customer base. Nearly 95% of the company's network is based on wireless networks, and the company has a large number of online and social media to promote its activities. The company focuses on the security of employee personal data and customer data and the security of billions of dollars’ worth of intellectual property rights.
  
We can outline a framework of safety requirements for the CoffeeBlue according to the above three models or framework standards research, mainly including management perspective and technical perspective.
The management requirements of enterprise data security can be analyzed by PDCA model.

The data security management requirements of CoffeeBlue can be analyzed by PDCA model. During the operation of the model, it is carried out in the order of P-D-C-A,a complete cycle can be regarded as a management cycle in management[9]. After each cycle, the management of the enterprise will be improved. At the same time, it will enter a higher P-D-C-A cycle, and the organization's management system and management level will be continuously improved. These four steps become a closed loop. Through the continuous operation of this loop, CoffeeBlue's information security management system is continuously improved and the information security performance is spiraled.
From the perspective of management, the security management measures to be taken in coffeeblue's information security management system mainly include physical security management, data security management, personnel security management, software security management, operation security management, system security management and technical document security management. After the implementation and deployment of technical risk control and management, the enterprise can ensure to defend against a large number of existing threats in risk control management. Technical control and management means include not only various specific technical means from simple to complex, but also system architecture, system training and a series of software and hardware security equipment. These measures and methods should be used together, so as to protect key data, sensitive information and the function of information system.
The company's main management measures can be taken from several aspects:
1）Establish a set of supervision mechanism for enterprise information security management  system. During the operation of the system, effective inspection, supervision, feedback and communication shall be carried out to ensure that the company's data asset security management system can meet the needs of the company's business. For example, when users must be authenticated multiple times to access the website, otherwise they will not be able to access and conduct business.
2）According to the characteristics of the enterprise, formulate a feasible reward and punishment system, incorporate the management of information security into the performance appraisal, directly link it with the salary and bonus of employees, and punish the violation of the provisions of the information security management system.
3）Establish an internal audit system. Each department shall conduct self-inspection and random inspection at any time by the responsible department in accordance with the requirements of the information security management system, organize regular inspection every year, reward the Department with good performance, punish the Department in violation and publicize it; At the same time, feedback and communication shall be conducted for information security audit, security incident handling and external organizations to check the effectiveness and rationality of information security management system. For data security risk analysis, qualitative or quantitative risk analysis shall be conducted to determine the risk exposure factors of assets, the number of possible attacks, and calculate the asset loss when assets are stolen or tampered with. According to the risk analysis performed, the data security policy can be formulated.
4） Considering the impact of organizational and technological changes on the information  security management system, relevant rules and regulations shall be updated in real time, such as organizational changes, technological changes, changes in business objectives and processes, emergence of new threats and new risk points, changes in laws and regulations, etc.; Through continuous optimization and improvement, the information security management system can always meet the needs of enterprise business.

   From a technical point of view, it is necessary to ensure the security of the operating system and application program, which will protect the secure development environment of the enterprise in system development and integration and will make the whole development cycle of the enterprise safe. 
1） Operating system security. In addition to the necessary patch and vulnerability management and update, the most important thing is to carry out anti-virus management to prevent the security impact of illegal Trojans, malicious codes and software on the operating system through anti-virus software; Application program security - it is directly related to the security of information system. The security of application program is guaranteed through the security protection of hardware and software.
2） Cryptographic algorithm technology. Cryptography has become an independent field in the new control measures, which is the reason why enterprises must pay attention to cryptographic algorithm technology. The application of cryptographic algorithm technology is mainly to ensure that the information is not stolen, tampered with and used by illegal personnel in the process of transmission, and at the same time, the receiver can completely and correctly interpret the original information sent by the sender.
3） Secure transmission technology and secure protocol technology. This is the technology that enterprises need to strengthen in the field of new supply relations. In order to mitigate the risk caused by suppliers and other users accessing enterprise assets, secure transmission technology is carried out for important systems and external access, so as to ensure the security of information in the transmission process and avoid being stolen, tampered and utilized by illegal users.
4） Security protocol technology. It mainly refers to the identity authentication function. At present, the security protection of enterprise systems mainly depends on the security of the operating system, so it is very easy to invade the system. Therefore, it is necessary to establish a perfect identity authentication system to ensure that the information system can confirm the real identity of system visitors, Identity authentication protocols use data encryption or digital signature to confirm the identity of the message sender.
5） Protect data privacy. Appropriate access control techniques must be used to protect data. Personal data includes customer data, supplier data, employee data and upstream and downstream partner data. Therefore, there must be a corresponding data privacy policy. There are many data analysis tools available to extract sensitive data. In addition to implementing appropriate privacy policies, sensitive data should also be encrypted, which is also a requirement of relevant laws and regulations.
6） Redundant deployment of information processing equipment. This requires enterprises to identify the business requirements for the availability of information systems. If the existing system framework can not guarantee the availability, redundant components or architectures should be considered. When appropriate, test the redundant information system to ensure that it can be smoothly switched from one component to another in case of failure.

   In short, data, known as the "gold" or "oil" of the new era, is becoming the core asset of enterprises, the key source of innovation and the country's strategic resource. Data are becoming more and more valuable, and naturally become the focus of criminals. In addition to directly stealing data for resale, they will also use comprehensive data to build accurate fraud activities, even encrypt user data, and then extort ransom, which has also become one of today's mainstream attacks.Nowadays, more and more companies use cloud computing, big data, artificial intelligence and other emerging technologies to deeply mine and actively explore data. For the purpose of data (especially customer information data), enterprises need to comply with national standards, laws and regulations. For companies with large business expansion , it is very important to make rational use of data to protect customers and themselves. Data security has become an inevitable problem in the development process. Data security under big data must have the perspective of industrial ecology: in the big data environment, data circulation and sharing are the trend. While focusing on the security of data itself, we also need to focus on the security challenges brought by data circulation and sharing between upstream and downstream industries.
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