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Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. 

1. Explain how cryptography and cryptanalysis provide a sophisticated approach to security. 

2. Emphasize that many security-related tools use embedded encryption technologies. 

3. Explain how the science of encryption, known as cryptology, encompasses cryptography and cryptanalysis.

4. Explain how in a substitution cipher, you substitute one value for another. 

5. Explain how hash algorithms are functions that create a hash value, also known as a message digest, by converting variable-length messages into a single fixed-length value.

6. Discuss how a message authentication code (MAC), which is essentially a one-way hash value that is encrypted with a symmetric key, may be attached to a message to allow only specific recipients to access the message digest. 

7. Explain how the Secure Hash Standard (SHS) is a standard issued by the NIST. 

8. Explain how new hash algorithms (SHA-256, SHA-384, and SHA-512) have been proposed by NIST as standards for 128, 192, and 256 bits, respectively.

9. Describe how symmetric encryption uses the same key, also known as a secret key, to encrypt and decrypt a message. 

10. Explain how symmetric encryption methods can be extremely efficient, requiring minimal processing to either encrypt or decrypt the message.

11. Discuss Data Encryption Standard (DES)

12. Explain how the successor to 3DES is Advanced Encryption Standard (AES). 

13. Explain how asymmetric encryption is a category of encryption techniques also known as public-key encryption.
[bookmark: _Toc493169588]
14. Describe digital certificates as public-key container files that allow PKI system components and end users to validate a public key and identify its owner.

15. Explain how PKI protects information assets using: 
a. Authentication
b. Integrity
c. Privacy
d. Authorization
e. Nonrepudiation

16. Discuss the following integrated components that allow PKI systems to protect the transmission and reception of secure information:
a. Certificate authority (CA)
b. Registration authority (RA)
c. Certificate directories
d. Management protocols
e. Policies and procedures

17. Describe asymmetric key encryption, which is more often used in conjunction with symmetric key encryption—thus as part of a hybrid encryption system.

18. Explain how the most common hybrid encryption system is based on the Diffie-Hellman Key Exchange method, which is a method for exchanging private keys using public-key encryption. 

19. Define steganography as a data hiding method that involves embedding information within other files.

20. Discuss the most popular modern version of steganography, which involves hiding information within files that appear to contain digital pictures or other images.

21. Discuss Wi-Fi Protected Access (WPA and WPA2). 

22. Discuss the two modes of operation in which IPSec 
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