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VTAM Cyber Security Report
This report intends to list several cyber security threats a financial services company, like Vigilant Trust & Asset Management, is likely to face in the modern climate, and to go over protections against such threats, including both employee training and hardware and software, as more literal barriers.

Modern Threats
Several threats to the company exist in the modern day, with a few potential goals behind them. The most common is financial incentive, information will be stolen under threat of release unless bribed, or alternatively; fraudulent transactions.
A few of the ways these attacks may be performed is via ransomware, vishing, phishing, supply chain compromises and fraud.
Ransomware
It is possible for a user within company networks to download something, usually in form of a trojan, which takes over their computer and abuses access to company networks to steal information. Then, this information is held hostage for a payout, else it is released and causes significant further security issues and/or company reputation damage. The release of this information particularly harms the wellbeing and safety of employees, where it is often their personal data that is usable to cause harm, and not protecting employee data will heavily affect their outlook on and favour toward the company.
Ransomware is particularly common due to, the illegal business model, ransomware as a service (Raas). Which exaggerates just how important it is to train employees in dealing with it and more importantly; preventing it.
The best way to avoid such attacks is to keep consistent device security in place, such as Microsoft defender’s ransomware protection, and to train users to use their common sense and to practically never download anything onto work computers themselves and to exercise extreme caution on any personal devices where they have access to work emails or information, and to also go further with this in training them on what to do if they have downloaded malware (such as; immediately cutting the device’s internet connection and going through the process of removing it with both antivirus software and anything that has to be done manually).
Trojan attacks
The “Trojan” is a form of malware that is disguised as a genuine program, or a piece of malware hidden inside a download or file for genuine software. While particularly common with grey market activity like torrenting files, it is possible for compromises within the company or third-party affiliates to lead to a trojan being hidden within a piece of software yet to be distributed, then sent out by a verified source, although; this is an unlikely event as a data breach allowing for such a thing would more likely be used for data stealing and ransoming, though this could be used to insert ransomware and threaten company operations.
Vishing
An alternate, and particularly modern method of attack is vishing. In the modern landscape of AI technology with no real-world benefits, generative AI voices and video are being used to steal information, because rotting minds wasn’t enough. Any employee in the company could be cloned at any time by a bad actor, usually with the goal of holding it for ransom.
There are a few important steps that can be taken to avoid this. Firstly; employees should not trust any phone number that is not already registered to their contacts, someone who is supposed to be part of the company having an unknown number is a huge red flag, though it is possible for numbers to be spoofed, so this is not a 100% accuracy strategy. Secondly; employees should not give information to anyone who speaks calls them directly, the caller should be the one bringing up any new information. Thirdly; employees should confer important information in person whenever possible; terminator bots aren’t real yet, and hopefully never will be. Fourthly; employees should take great care in analysis of videos and calls that come their way, familiarise themselves with how their coworkers speak and behave, to spot any cracks in AI facades. 
Also; employees may hang up and call back a coworker themselves to verify calls. Especially important if a call is unexpected. Call blocking apps are capable of detecting spoofed numbers to avoid that issue. Employee training is key in all attacks, but especially this one.
Phishing
Phishing is a method of attack, with a little overlap with vishing, where someone impersonates a reputable source, such as a coworker or third-party worker. Typically, these attacks are done with the intent of stealing log-in credentials via disguised websites, tricking a user into revealing information or into downloading malware, typically ransomware.
Phishing is best combatted with employee training, giving employees clear plans and methods of identifying if an email is real, confirming with the person that they sent the email themselves and being very careful about checking links and hyperlinks before following them, and double checking any website where they may use sign-in credentials. Phishing emails and messages where the alleged sender is identifiable by name can be verified by personally contacting the sender via new email, texting from contacts list or asking in person.
Supply chain compromises
Supply chain compromises include, but are not limited to; attacking third-party companies to breach attached organisations. This can be done via injection of malicious code into otherwise perfectly normal software updates, hardware or services. Attackers will pass security perimeters to gain access to sensitive environments, to set up these attacks. They typically have goals such as stealing data or gaining remote access to numerous victims.
Combating these attacks requires a preventative layered defence strategy which puts pressure on third parties to do their own diligence, continuous network security monitoring and implementation of zero-trust architecture.
Fraudulent transactions
Fraudulent transactions (a.k.a. Bank drops, corporate takeover) are attacks where stolen data is used to make unauthorised purchases or transfers. These come by a variety of methods, like those listed above. This is more so another goal of attacks rather than a defined type of attacks.
Some protections that may be instated against these attacks include multi-factor authentication, such as having a phone app that alerts users to any purchases made via physical card or online and requiring them to confirm purchases, especially more expensive purchases. Another protection involves monitoring accounts with the company for anomalous behaviour.
DDoSing
DDoSing is a form of attack where massive traffic is directed towards a server or service, typically via compromised sources such as a botnet, with the intent of disrupting or crashing systems, preventing legitimate users from accessing the service.
Typically, these attacks are not done with financial incentive, though it is not impossible that some may try to hold the accessibility of a service for ransom.
DDoS attack combatting requires proactive monitoring of network traffic, rate limiting users and utilising cloud-based scrubbing services to absorb traffic spikes. Origin servers may be hidden behind Content Delivery Network security, setting up web application firewalls and creating an already prepared response plan.
Other risks with cloud & hybrid work
Due to the new modern world of (semi/fully) online work, several avenues have been freshly opened to bring potential damage to companies. Most of the previously mentioned attacks can be wrought upon employee’s personal devices just as much as their work devices. On top of this, cloud servers where employees may share files online between their devices, or between each other can be misconfigured, allowing unwanted users to view or even alter files on their cloud networks.
Previously mentioned employee training to combat vishing, phishing also apply here. It should also be extremely heavily emphasised to employees to use proper malware protection on their home devices and to be careful with their downloads. Examples of malware protection I personally use are Microsoft Defender, and Malwarebytes, a free service.

Security policies
This section will re-iterate and more simply communicate some of the previously mentioned security measures and their impact on employees’ work.
Firstly; the zero-trust model not only applies to employees’ actions, but also expects them to execute its core mission in the handling of their day-to-day. They should treat any email, text or phone call they receive as untrustworthy until they validate the authenticity of such communications. As previously mentioned, they should seek to hang up with calls and to re-call people themselves via their own contacts list, email a user themselves to confirm emails received as real, and so on.
Secondly; employees should be trained on proper handling of themselves online. Several methods should be taught to them on spotting phishing links, farce websites, etc., and to immediately report to technicians if they feel or worry they may have compromised their account security.
Thirdly; employees should be taught proper handling of personal data security. Obvious examples include; not having physical or digital files listing their passwords. No post-it-notes on the corner of their screen, no .txt file containing a password or several. Employees should use trusted password storing apps, avoid repeating passwords, using strong passwords (often including a full string single word or two amid the gibberish), enabling multi-factor authentication on their accounts where applicable and keeping their software updated, especially security related software, like malware protection.

Technical mitigation measures
Zero-trust architecture involves treating every signal on the network as hostile until proven otherwise, to completely prevent unwanted and harmful actions.
Technical parts of zero-trust architecture involve identity-based security, such as access privileges and multi-factor authentication on accounts able to access the networks and additional verification when making changes, especially uploading files. Continuous authentication will prevent those who have illegal access from staying on the network long enough to do much, if any, harm. Also, there should be micro segmentation of the network so that users are only given access to read and write information they should have to.

Proactive Monitoring & incident response
Antivirus software should be active on user devices at all times, both at home and at work. A company plan with an antivirus should be available for all users, whether they want an additional layer of protection over what they are already using, or in case whatever home system they are using does not have one natively. This software should be enabled at all times, regular scans should be done to ensure security and users should be constantly vigilant of what programs they allow through their device security.

Continuous Training and Awareness
As previously mentioned, employees must be trained with proper internet safety procedures. This includes but is not limited to; password hygiene (strong passwords, not re-using passwords, etc), proper vigilance when interacting with supposed coworkers online (authenticating communications with the sender) and proper handling of data (prior mention of being vigilant and authenticating communications as well as personal data security, passwords, antivirus, etc).



(Additional note – I completed the #NetAcadCup_Networking Basics_UWTSD but there doesn’t seem to be a certificate for it to post)

