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[bookmark: _Toc536006729]1. Screenshots for Server 1 and Client 1 installation and configuration. (Task 1 and 2)

1.1 [bookmark: _Toc536006730]The Virtual Machines were created using these specifications
[image: ]

1.2 [bookmark: _Toc536006731]Installing Windows Server 2008 R2
Windows Server 2008 R2 was successfully installed.
[image: ]




1.3 [bookmark: _Toc536006732]For Client 1 we installed Windows 7.
For client 1 we installed Windows 7 Pro.	Comment by John Rees: Good. Clear evidence, legible and concise.
[image: ]


1.4 [bookmark: _Toc536006733]The server 1 IP configuration.
In the screenshot below is the IP configuration for server 1. Including the privatenet1 and Publicnetwork IP configuration.
[image: ]



1.5 [bookmark: _Toc536006734]Client 1 – privatenet1 config.
[bookmark: _Toc535927753]In this screenshot we can see the privatenet1 configuration for Client 1. The IP address suggests that it is on the same network as Server 1, which is precisely what we were asked to do.
[image: ]












1.6 [bookmark: _Toc536006735]Ping between Server 1 and Client 1.
After successful completion of Server and Client 1. We were able to execute the ping command in cmd.exe . We have sent 4 packets and received 4 therefore there was 0% packet loss. 
[image: ]
















2. [bookmark: _Toc536006736]Server 2 and Client 2 configuration. (Task 1 and 2)
[bookmark: _Toc536006737]2.1 The Server 2 privatenet2 IP config.
This screenshot shows the IP configuration of Server 2. This time we are on a new network which can be identified as “192.168.101.1” . This screenshot was captured after successful cloning of Server 1 obviously. 
[image: ]


[bookmark: _Toc536006738]2.2 The Server 2 Publicnetwork IP config.
The screenshot that follows shows the Publicnetwork configuration for Server 2.
[image: ]

2.3 [bookmark: _Toc536006739]Client 2 privatenet2 configuration.
Finally, in this screenshot we can see the configuration of privatenet2 for Client 2. 
[image: ]

2.4 [bookmark: _Toc536006740]The ping between Client 2 and Server 2.
After successful configuration of Client 2 and Server 2. We were able to execute the ping command in cmd.exe again and the response was positive. As we have sent 4 packets once again and received all of them. Resulting in 0% packet loss and a clear sign that everything is working as intended.
[image: ]
2.5 [bookmark: _Toc536006741] The ping between Server 2 and Server 1.
The screenshot below shows successful ping between Server 2 and Server 1.	Comment by John Rees: OK.  Pinging server2 from client1 wouldn’t have worked, as there is no routing algorithm installed in either server at this pointl.
[image: ]




[bookmark: _Toc536006742]3. Observational Task

A). State the benefits of using Type 2 Hypervisor virtualisation software in your design. Comment on the strengths and weaknesses of the VirtualBox platform used in your network.


[1] The Type 2 Hypervisor is installed into the host operating system and all virtual machines (VMs) are attached to the Hypervisor.  VMs to access the hardware must go through the Hypervisor which will then access the OS which will link with the hardware. A disadvantage of this whole process is that it slows down performance when compared with Type 1 Hypervisors. [2] The advantage of Type 2 Hypervisors is that they are simple to run and install and don’t require any special hardware features to run. Also, the low cost of many Type 2 Hypervisors make them options for test environments or home labs. 

Additionally, Type 2 Hypervisors do provide the flexibility that many are demanding today. As the Type 2 Hypervisors rely on the host operating system to provide the interface to the hardware, all the developer has to do is make sure the Hypervisor works on Windows or other systems. [3] Type 2 Hypervisors will need to be updated, but an advantage is that hardware support can remain a separate function. [4] Another advantage of a Type 2 Hypervisors is that they can support a wide range of hardware, but there is the disadvantage that anything that adversely affects the base operating system can also detrimentally affect the guest operating system and the virtual machine. So, when the operating system needs to be rebooted it will also be necessary to reboot the virtual machine.


VirtualBox helps us to control multiple virtual PCs simultaneously. It saves a lot of time. We can also have different Operating systems on each of the virtual systems, which we practiced in the exercise. The Oracle VirtualBox has the additional advantage of allowing us to clone our virtual PCs making them ready for immediate use as soon as the cloning process is completed. The VirtualBox platform also has the strength of being a powerful tool for testing new OS and applications. [5] Its general purpose is the virtualisation of hardware that can host any server or client. It is however a slowish system which lacks the system integration features that paid for competitors do have, such as printing direct to the host’s printer. [5] A weakness is that a “VirtualBox does not integrate with sphere, ESXI, or vCloud Air, which may prevents you from enjoying a seamless Hypervisor experience”.	Comment by John Rees: Good.  Clear evidence of research and good referencing.  It bodes well for your future success in assignments in the university environment.


 
B). Explain, with use of diagrams, the significance of the following terms: Active Directory Forests, Trees, Parent and Child Domains

[image: ]


[6] “An Active Directory Forest is the highest level of organisation within an Active Directory”. [7] It is a collection of domain trees that share a common schema, configuration and global catalogue. Practically, domains are arranged into trees hierarchically. Normally, a tree commences as a root domain, which is classified as a Parent Domain when a Child Domain, sometimes referred to as a sub-domain, is added to the tree. Subsequently, additional sub-domains may be added to the tree, which are usually referred to as Grand Child Domains. [8] Trees within a domain share two-way transitive trust relationships, which means that each tree trust other trees in that domain, for example a grandchild domain automatically trusts child and parent trees that share a common schema, configuration and global catalogue. A forest is established when one or more separate domain trees are added which share a schema with the original domain. [8] Interestingly, Active Directory Forests make it possible for companies to organise their computer systems in such a way that those with different naming schemes can operate independently. However, at a company’s organisational level it can be possible for the trees to communicate with each other via transitive trusts which share the same schema, configuration and global catalogue. 


C). Investigate and document the main roles and responsibilities of the Active Directory Domain controller.
 
[9] The Active Directory Domain Controller (ADDC) is usually used where authentication and central management are necessary to manage computer networks that have a number of domains. The ADDC can be any server which has the Active Directory Domain Services functionality installed.
Within the ADDC there is the [9] Flexible Single Master Operation (FSMO), which essentially is a multi-master model that assigns roles and responsibilities to every DC within the network. It additionally has the flexibility to transfer roles as required operationally. 

The FSMO has a number of roles such as: Schema master; Domain naming master; Relative ID (RID) master; the Primary Domain Controller (PDC) emulator, and an infrastructure master. Essentially, the Schema master incorporates a copy of the entire AD Schema, which encompasses all the information associated with user objects, including passwords, roles, designations, and the  identifications of employees. [9] By default, the first controller that is installed in the forest is the Schema master. [9] A principal purpose of the Domain naming master is to verify domain names and ensure that there is only one for each forest. [9] The role of the RID master is to process RID pool requests received from DCs within a single domain to ensure that every Security Identifier (SID) is unique. Another function of the FSMO is undertaken by the [9] PDC emulator, which performs time synchronisation and password management tasks. [10] Turning now to the Infrastructure master (IM),which has the core function of referencing  all local references within a domain. It is this controller that comprehends the overall infrastructure of the domain including what objects are present in it. It is responsible for updating object references locally and also ensures that it is up to date with the data in other domains.  It is also the role of the IM to address an un attended process that “fixes-up” stale references, known as phantoms, within the active directory database.	Comment by John Rees: Good.
 
 
D). What actions could we take in event of a Domain Controller becoming unavailable?


It is possible to take a number of actions if a Domain Controller (DC) is unavailable, which include: System based backup; use of the recycle bin; snapshot backup, or through Tombstone Reanimation [11].


[11] Restoring the DC by means of System based backup necessitates the installation of additional roles before the restoration and backup can commence. In essence, this method can be achieved through either a manual or scheduled backup. [11] The manual backup approach requires an administrator to utilise a Server Backup or the Wbadmin.exe command tool. The downside of this method is that multiple backups can consume a considerable amounts of hard drive space. [11] The administrator will also need to consider a scheduled backup, which must be saved on a “a local physical drive that does not host any critical volumes or any remote share (even the system volume of another server). Again this method can consume a considerable amount of hard drive capacity. 


[11] Another possibility is restoring by making use of the AD Recycle Bin, which firstly requires the administrator to activate this method of restoration. As P. V. Keymeulen [11] points out: “When you enable the Active Directory Recycle Bin, all linked-value and non-linked valued attributes of the deleted Activity Directory objects are preserved and the objects are restored in their entirety to the same consistent logical state that they were in immediately before deletion.


It is also possible to restore data by activating the Active Directory Snapshots Backup, which is a method that was launched as part of the Windows Server 2008. Helpfully, this approach allows administrators to take snapshots of the Active Directory for offline use. [11] As P. V. Keymeulen indicates “with AD snapshots you can mount a backup of AD DS under a different set of ports and have read-only access to your backups through LDAP”. [11] There are however real limitations with this method, for example, AD snapshots can provide a view of the AD database at the time the snapshots are taken, but it does not permit the operator to move or copy items or information from the snapshot to the live database. To achieve this it is necessary to manually export the relevant material from the snapshots, and manually import them back to the live database. [11] So AD snapshots is not a full restorative mechanism, but a partial approach which finds differences in the Active Directory without the need to reboot a DC into the AD restore mode and restore the whole or parts of the data base.


[12] Another option to choose sparingly and in specific circumstances is Tombstone Reanimation which a means of replicating deleted material to all domain controllers. More specifically, Tombstone Reanimation is a method of restoring material that has been deleted, but not erased from the AD. [13] A difficulty with this method is that when material is reanimated not every attribute is preserved.	Comment by John Rees: Good.  Relatively complete.  Might have been worth mentioning the use of a secondary domain controller as a fall back.
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[bookmark: _Toc536006744]Task 3 and 4:
[bookmark: _Toc536006745]4.0 Installing a Domain Controller
Here we started installing ADDC. 
[image: ]



[bookmark: _Toc536006746]4.1 Creating user using the server manager.

User_1 was created with administrator roles.	Comment by John Rees: What’s here is fine.  It needs one more screen shot, showing the connection of a client machine to the domain.
[image: ]















[bookmark: _Toc536006747]4.2 DHCP setup installation wizard.
This picture shows the initial stages of DHCP setup installation wizard, which we have completed successfully and followed the instructions set out in the task.
[image: ]

[bookmark: _Toc535927766][bookmark: _Toc536006748]4.3 The scope configuration.
The scope configuration for DHCP to automatically assign an IP address on a network segment. 

[image: ]

[bookmark: _Toc536006749]4.4 Changing IP’s from Static to DHCP Enabled.
Here we configured the client’s IP to obtain an IP address automatically from the DNS server. 
[image: ]
[bookmark: _Toc536006750]4.5 All the relevant information for Task 3 and 4.
This picture was captured after executing the /all command in cmd.exe , It shows all the relevant tasks that were completed. Including, creating a domain,  DHCP configuration etc. 
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