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Threats
Possible threats include the leaking of information, which may or may not be intentional. This could include a failure to properly lock data employees can access, perhaps giving them access to information they do not need for their work or maybe should not see. This could also happen as a result of a lack of security on an employee’s device, for example a lack of antivirus leading to an employee device gaining a backdoor access virus or script that a hacker may use to look through information the employee may access, hijack control of an employee’s personal accounts and more.
Another threat comes from hackers trying to break into the servers online. This may come from a lack of online security as well. For example, a lack of a whitelisting system for devices would allow this to be possible.
Data breaches may also come about as a result of a physical breach onto the premises the servers holding the information via a result of physical security. This may come by as a break-in or espionage.

Policies
There should be an acceptable use policy, which outlines proper use of computers by employees. It should clearly state what is valid use of internet, hardware and software services. Also, it should plainly state the consequences of failing to or choosing not to comply with this policy. This would aim to prevent users from leaking information and opening vulnerabilities to the system.
The company should also make use of an access control policy. This would mean users can only access data they need. This should also cover insurance that employees use strong passwords. Also, multi-factor authentication should be used to further prevent data breaches.
The company should also implement a policy to ensure consistent and timely security updates to its systems, software and hardware. This policy would help to prevent security breaches via hackers and viruses as any attempts to breach security would be significantly more likely to be picked up and prevented.
FSL should also consider implementing a backup and recovery policy. This would include frequent backups of data, encrypted and stored offsite. This is to help prevent massive damage when losing data in the event of sabotage or hacking.

Threat Mitigation
Information leak could be prevented via above mentioned policies. It could also be partially mitigated by preventing devices via monitoring of emails and other communications on company owned accounts and devices.
Online server breaches may be prevented by constant updating and upgrading of antivirus, encryption and general security improvements, such as password strength requirements, whitelisting accounts and security keys.
Physical security breaches may be mitigated via improvements to the security of company locations, cameras, guards, security cards, etc. and providing company packages for home security to employees, e.g. a front door camera for every employee that comes out of company pocket, to track if an employee’s home is broken into, which could be followed up on.
Monitoring and Response
The company would monitor its security of data by having online data combing to try to locate any data breaches, constantly surveilling company property and interviewing employees on the security of their homes and behaviour regarding company information which they have access to. Any holes or breaches in security would then be able to be followed up upon through reinforcement of security gaps and attempts to recover or prevent spread of lost data. Lost data may be recovered by co-operating with the authorities when dealing with hacked data, attempting to apprehend criminals who may have intentionally breached the company’s security.
Penetration tests of data servers online and hiring professionals to test the physical security of the building can help to locate weaknesses in company security that may need to be shored up. For example, hiring a security consultant to test how attentive employees are to actually reading identification cards, or how closely security watches cameras. Such physical pentesting may also uncover other failures to comply with data security, e.g. not shredding documents that should have been.
[image: ] Example of physical pentesting in media. Mike Ehrmantraut in Better Call Saul stealing an employee ID in a semi-comical sequence where he easily goes through most of the madrigal facility with not one person questioning his presence nor noticing his 

Training and Awareness
Staff would be briefed on the importance of data protection, explaining in depth the reasons why data breaches would be harmful to themselves, individually, how data breaches would negatively affect employees (personal data becoming blackmail or being leaked, company possibly paying out hacker ransoms or losing money as a result of leaked info affecting pay rates). Employees would also be explained the legal ramifications of leaking information themselves.
After this, staff would be briefed on security options made available to themselves, such as device security, home security and how to properly handle company data as to prevent risk to themselves and others. Examples of properly handling company security as an individual would be proper password security, e.g. avoid simply writing a password on a post-it-note and sticking it to your monitor, share nothing with people who do not need to know, etc..
Security staff, if hired, would also need to be taught company security measures, how they will enforce security of servers. For example, how to use security devices, cameras, cards, etc.. 
 
image.png




