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1. [bookmark: _Toc226635562]Abstract
FinSure Bank's diversification in its growth and service provision exposes the bank to the risk of cybersecurity, privacy, operational resilience, and regulatory non-compliance risks. In this report, a pipeline Data Security, Governance and Compliance methodology is designed that incorporates an information security management framework by the ISO/IEC 27001 aligned, a governance layer based on the COBIT 2019 informed and NIST-aligned cybersecurity results. 
The operationalisation of the approach is a clear target operating model, which has been founded upon the Three Lines of Defence, the cyber risk being addressed in enterprise risk management, and the single control baseline being associated with key financial-sector requirements, such as the EBA ICT and security risk expectations, as well as the EU operational resilience regulation. 
Additional topics covered in the report include mobile and BYOD security, third-party and cloud risk governance, incident response, and evidence-based assurance. Lastly, it critically evaluates and reviews why constant changes in standards and regulations are needed in the field of financial services and how this change can be instigated without spawning compliance theatre.
2. [bookmark: _Toc226635563]Introduction
FinSure Bank is rapidly growing financial services organisation with multi-product portfolio (insurance, residential mortgages, and SME / business banking) and a growth strategy that will see its customer base and digital footprint grow considerably, characteristics of the environment are high levels of confidentiality (customer/financial data), high levels of integrity (correctness of transactions) and high levels of availability (customer accessibility and essential business services) [1]. Cyber incidents in the financial sector cannot be considered merely technical incidents; they could turn out to be operational resilience failures and regulatory violations, for which their reputational and financial consequences are instantaneous [2]. 
The aim of the report is to develop a real-world, standards-based and regulatory-conscious security governance and compliance model of the FinSure Bank and demonstrate a fundamental understanding of why rules and regulations always need to be revised.
3. [bookmark: _Toc226635564]Methodology and Assumptions 
3.1 [bookmark: _Toc226635565] Method 
The current case study follows a design-science-based approach in developing and critically assessing a standards-based security governance system for the financial sector [3]. The method consists of four steps: creation of the requirements based on the situation in the financial sector and current regulatory responsibilities; choice and rationalisation of the integrated governance and control architecture with identified recognised standards, operationalisation of the design into an implementable target operating model with realisable and audit trailable controls, and critical analysis of trade-offs, constraints, and motivators to regulatory and organisational change. The foundation of the methodology is based on the ISO/IEC 27001 as a backbone of the management system, the COBIT 2019 for governance and management goals, the NIST Cybersecurity Framework (CSF) 2.0 as an outcome-oriented framework, and the NIST incident response guidelines as an operational process.
3.2 [bookmark: _Toc226635566] Assumptions 
This research is being conducted based on the following express assumptions that determine the scope and interpretive limits of the desired design.
I. It is assumed that FinSure Bank is a hybrid technology environment, in which the infrastructure is deployed on its premises to support a few core banking functionalities, cloud-based systems to support analytics, customer relationship management, and collaboration services, and third-party Software-as-a-Service (SaaS) to focus on other business functions [4]. 
II. It is believed that FinSure Bank handles large amounts of personal data, both financial and other personal data of the special category, to the extent that the statutory privacy breach assessment and notification requirements may arise [5]. 
III. It is presumed that the European financial-sector ICT and security risk expectations, specifically those published by the European Banking Authority (EBA), and EU-wide operational resilience regulation under the Digital Operational Resilience Act (DORA), materially impact the organisation. Moreover, the existing baseline cybersecurity expectations aligned with the NIS2 Directive are deemed applicable, given that the bank is in a critical sector. 
IV. The report does not attempt to invent or approximate internal quantitative measures (security budgets or rates of past incidents). An analysis where quantitative reasoning is necessary thus stipulates methods of measurement and sources of evidence instead of making presumptions about intended numbers.
4 [bookmark: _Toc226635567]Literature Review
4.1 [bookmark: _Toc226635568] Governance and management structures (COBIT 2019 + ITIL 4) 
COBIT 2019 offers a governance framework and goals that enable the conversion of the needs of stakeholders into governance priorities, administration goals and performance management. It is especially applicable to scaling security investment to enterprise outcomes and risk appetite [6]. This is complemented by ITIL 4, which organises its service management practices (incident, change enablement, service continuity) relevant directly to operational resilience and control reliability [7].
4.2 [bookmark: _Toc226635569] ISO/IEC 27001 ISMS as the backbone 
The ISO/IEC 27001:2022 defines an Information Security Management System (ISMS) that compels a repeatable governance: context, leadership, planning, supporting, operating, performance assessment and enhancement [8]. The control catalogue that is available in ISO/IEC 27002:2022 can be chosen through risk treatment. An ISO/IEC 27701:2019 expands the notions of ISMS to privacy management, enhancing privacy governance and role definition [9].
4.3 [bookmark: _Toc226635570] Cybersecurity results and measurement (NIST CSF 2.0, CIS Controls v8) 
The NIST CSF 2.0 (2024) is handy as an outcome taxonomy (Govern, Identify, Protect, Detect, Respond, Recover), as well as an executive/regulator communication tool. CIS Controls v8 are the superior security measures, which can be helpful during the translation of the intent of control to implementable technical and procedural measures [10].
4.4 [bookmark: _Toc226635571] Risk Management with ERM (NISTIR 8286 series) 
The NISTIR 8286 series offers advice on incorporating cybersecurity risk into enterprise risk management (ERM) activities and communicating risk in a manner aligned with enterprise goals. Its value goes beyond aligned methodology, since it literally reshapes cybersecurity risk as a purely technical or operational management challenge into enterprise-level governance [11].
 Focusing on the interrelationship between cyber risk, organisational goals, and risk appetite, the series empowers decision-makers to make investments in cybersecurity a priority in line with strategic and value considerations [12]. 
Moreover, NISTIR 8286 assists in converting complex technical risk data into risk statements that have significant meaning to senior executives and boards, increasing the escalation piping and accountability processes. Integration helps ensure that the cybersecurity risk and other strategic, operational, and financial risks in ERM portfolios are consistently compared to reduce the chances of cyber risk being addressed separately. This alignment is of particular importance within regulated financial settings, where both support defendable risk tolerance, board-level management and evidence-based regulatory interaction [13]. 
In turn, the NISTIR 8286 series is invaluably relevant towards integrating the risk management of cybersecurity into the comprehensive context of enterprise rulemaking and resilience, instead of introducing it into the context of compliance as an individual function [14].
4.5 [bookmark: _Toc226635572] Key compliance drivers for FinSure Bank. 
EBA Guidelines on ICT and security risk management establish requirements in the governance, risk management, information security, ICT operations, outsourcing/third-party, and incident management. EU DORA creates harmonised digital resilience operations and is a key constraint on design in contemporary financial ICT governance [15]
NIS2 enhances the management and reporting expectations of cybersecurity risks in the most critical sectors, thereby affecting baseline expectations and assurance standards. FCA PS21/3 of the UK is the work guide on expectations of operational resilience, and Basel principles are the guide that offers international consistency. A DP breach-practice is grounded in ICO guidance and EDPB breach-notification best practices.
[bookmark: _Toc226622705]Table 1 Regulatory/standards obligations matrix and required evidence artefacts.
	Obligation/standard
	Scope (FSB)
	Key security expectations
	Evidence artefacts (examples)
	Control owner
	Evidence owner
	Assurance frequency

	EBA ICT & security risk mgmt. (EBA/GL/2019/04).
	ICT/security governance across the bank
	Governance, risk mgmt. ICT ops, incident mgmt., outsourcing
	Policies, risk register, access reviews, logging coverage, and incident reports
	CISO + CIO
	CISO + CIO
	Quarterly (min)

	EU DORA (Reg. 2022/2554).
	EU operations/counterparties
	ICT risk mgmt., incident reporting, resilience testing, third‑party oversight
	ICT risk framework, test results, supplier register, exit plans, and incident packs
	CISO + Resilience Lead
	CISO + Resilience Lead
	Quarterly (min)

	NIS2 (Dir. 2022/2555) + ENISA guidance.
	Baseline cyber risk measures
	Risk mgmt. measures, governance, reporting readiness
	Security policies, vuln mgmt. metrics, monitoring evidence, and incident logs
	CISO
	CISO
	Quarterly (min)

	UK GDPR breach practice.
	Customer/employee personal data
	Security of processing; breach assessment and notification
	DPIAs, data flow maps, breach triage notes, notification templates
	DPO/Privacy Lead
	DPO/Privacy Lead
	Quarterly (min)

	FCA PS21/3 operational resilience.
	Important business services
	Impact tolerances, mapping/testing, remediation
	Service maps, scenario tests, MI dashboards, and remediation plans
	Service Owners
	Service Owners
	Quarterly (min)



5 [bookmark: _Toc226635573]Proposed integrated approach for FinSure Bank
5.1 [bookmark: _Toc226635574] Design principles
This combination of principles that will guide the implied integrated approach has a number of clear design principles that are supposed to achieve coherence amongst governance, implementation of control and assurance of regulation. 
P1. Governance‑led control design. The definition and deployment of security controls are preceded by the establishment of governance structures involving accountability, risk appetite, and decision rights. This is to be sure that both technical and organisational measures are aligned with enterprise aims, and that they have the official risk tolerance endorsed. 
P2. Single control base involving various control regulatory mappings. Only one internally consistent control baseline is described and then mapped into various regulatory and standards-based obligations. This principle will decrease redundant compliance work, help reduce control fragmentation, and allow proportional levels of supervisory engagement. 
P3. Evidence‑driven assurance. Each material control has a clearly identified owner and is accompanied by key performance and risk indicators (KPIs/ KRIs) that are measurable as well as an explicit assurance mechanism. This facilitates ongoing monitoring, auditability, and regulating defensible reporting. 
P4. Security outcome, resilience. The idea of security incidents is not just a technical failure but also a potential operation resilience disruptor, with impact tolerances and recovery goals examined. This framing links together management of cybersecurity issues and operational resilience, and supervisory expectations.
5.2 [bookmark: _Toc226635575] Governance: Board, committees, accountability. 
A multi-layered governance framework (with explicit accountability) is suggested in order to guarantee that cybersecurity and data risk are integrated into the enterprise-level decision-making process (see Figure 1). At the very top, the Board Risk Committee still has the issue of approving the cyber risk appetite and ratifying the material risk acceptances in the organisation, thus entrenching the decision-making process of security into formal board-level governance.
 Under the board, the Executive Risk Committee has the role of incorporating the risks associated with cybersecurity and data-related risks into the broader enterprise risk management (ERM) and aligning it with the strategic goals and the risk-taking capacity of the organisation. At the management level, an Information Security Steering Committee is used to manage the health of the control environment, monitor key risk and performance indicators, and assign remediation actions a priority.
 In parallel, a specific Data Governance Council is created to provide expert oversight of data classification, data retention, and data privacy controls, and to adhere to regulatory requirements and internal information-management guidelines. This tiered committee design will assist in achieving segregation of duties, the three lines of defence, and will allow non-traceable escalation of issues with operational control to executive and board-level.
[bookmark: _Toc226622700]Figure 1 Integrated governance stack and accountability flow
[image: ]
5.3 [bookmark: _Toc226635576] Operating Model (Three Lines of Defence) Target. 
The operation model that FinSure should implement has three lines of defence operation, where first-line business and technology teams operate the security controls, second-line risk, compliance, and security functions are policy-definition, KPI-monitoring, and control-testing functions, and the third-line internal audit is an independent assurance that reports to the Board. This operating model will facilitate supervisory and operational resilience expectations and allow a consistent, evidence-based oversight.
[bookmark: _Toc226622701]Figure 2 Three Lines of Defence target operating model for security and compliance
[image: ]

5.4 [bookmark: _Toc226635577] Core management system: ISO 27001 ISMS and NIST CSF 2.0 overlay. 
FinSure is strongly advised to use ISO/IEC 27001 as part of a building block of the core management system and include the scope definition and risk evaluation, Statement of Applicability, internal audit, and management review procedures, and complement with NIST CSF 2.0 as a view of executive-level reporting and communications (Figure 3).



[bookmark: _Toc226622702]Figure 3 Framework mapping (COBIT 2019 ↔ ISO 27001/27002 ↔ NIST CSF 2.0)
[image: ]
5.5 [bookmark: _Toc226635578] Control baseline 
FinSure is advised to implement one, consistent, control baseline, set to ISO/IEC 27002, prioritised with CIS Critical Security Controls v8, and to map systematically to the financial-sector requirements (Table 2). Specific attention to the identity and access management, cloud security posture, logging and monitoring, secure software development, incident response capability, and third-party governance should be considered in the baseline.
[bookmark: _Toc226622706]Table 2 FinSure Bank Top‑25 control baseline with KPIs/KRIs and assurance method
	Control
	Purpose
	Owner
	KPI/KRI (examples)
	Evidence source
	Assurance method
	Maturity target (baseline → target)

	Phishing‑resistant MFA for privileged access [20]
	Reduce credential compromise
	IAM Lead
	% privileged with MFA; bypass attempts
	IdP logs
	Quarterly test
	Baseline: Initial → Target: Defined/Managed

	PAM with JIT + session recording [21]
	Constrain/admin actions
	Security Eng
	% JIT sessions; % recorded
	PAM reports
	Audit sampling
	Baseline: Initial → Target: Defined/Managed

	Joiner–Mover–Leaver automation
	Prevent orphan access
	IT Ops
	Deprovision time; orphan count
	HR/IdP
	Monthly reconciliation
	Baseline: Initial → Target: Defined/Managed

	Quarterly access recertification
	Maintain least privilege
	App Owners
	% completed on time
	Review records
	2nd line review
	Baseline: Initial → Target: Defined/Managed

	Authoritative asset inventory [7]
	Know assets in scope
	IT Ops
	% discovered vs expected
	CMDB/CSPM
	Quarterly audit
	Baseline: Initial → Target: Defined/Managed

	Secure config baselines + drift [22]
	Reduce misconfiguration risk
	Platform Eng
	% compliant; drift events
	CSPM/Config mgmt.
	Continuous
	Baseline: Initial → Target: Defined/Managed

	Vulnerability mgmt. with SLAs
	Reduce exploitability
	SecOps
	MTTR critical vulns
	Scanner
	Monthly report
	Baseline: Initial → Target: Defined/Managed

	Patch mgmt. coverage
	Maintain posture
	IT Ops
	% patched within SLA
	Patch tooling
	Quarterly
	Baseline: Initial → Target: Defined/Managed

	Data classification & handling
	Prevent mishandling
	Data Gov
	% datasets classified
	Catalogue
	Annual audit
	Baseline: Initial → Target: Defined/Managed

	Encryption in transit/at rest
	Protect confidentiality
	Platform Eng
	% encrypted stores
	Cloud reports
	Continuous
	Baseline: Initial → Target: Defined/Managed

	Key management governance
	Protect keys
	Platform Eng
	Rotation compliance
	KMS logs
	Quarterly
	Baseline: Initial → Target: Defined/Managed

	CSPM continuous monitoring
	Detect cloud exposure
	Cloud Sec
	# high findings open
	CSPM
	Weekly triage
	Baseline: Initial → Target: Defined/Managed

	Central logging + SIEM
	Detect/forensics
	SecOps
	% log sources onboarded
	SIEM
	Monthly dashboard
	Baseline: Initial → Target: Defined/Managed

	Detection use cases
	Detect priority threats
	SOC
	Coverage; FP rate
	SIEM rules
	Tuning cadence
	Baseline: Initial → Target: Defined/Managed

	IR playbooks + exercises [26]
	Reduce impact
	IR Lead
	MTTD/MTTR
	IR tickets
	Biannual exercise
	Baseline: Initial → Target: Defined/Managed

	Immutable backups + restore tests
	Ransomware resilience
	IT Ops
	Restore the success rate
	DR reports
	Biannual
	Baseline: Initial → Target: Defined/Managed

	BCMS aligned to ISO 22301 [27]
	Service continuity
	Resilience Lead
	% services tested
	BC docs
	Annual
	Baseline: Initial → Target: Defined/Managed

	Secure SDLC
	Reduce defects
	AppSec
	% builds scanned
	CI/CD logs
	Quarterly
	Baseline: Initial → Target: Defined/Managed

	OWASP ASVS verification
	Assure app security
	AppSec
	% critical apps assessed
	Reports
	Annual
	Baseline: Initial → Target: Defined/Managed

	Third‑party due diligence
	Reduce supplier risk
	Vendor Risk
	% critical vendors assessed
	TPRM
	Quarterly
	Baseline: Initial → Target: Defined/Managed

	Contract security clauses
	Enforce controls
	Legal/Proc
	% contracts compliant
	Repo
	Spot checks
	Baseline: Initial → Target: Defined/Managed

	Exit plans for critical vendors
	Reduce lock‑in
	Vendor Risk
	% tested exits
	Exit docs
	Annual test
	Baseline: Initial → Target: Defined/Managed

	Role-based training
	Reduce human risk
	HR/Sec
	Completion; phishing rate
	LMS
	Quarterly
	Baseline: Initial → Target: Defined/Managed

	DLP for sensitive identifiers
	Reduce leakage
	SecOps
	Incidents trend
	DLP console
	Monthly
	Baseline: Initial → Target: Defined/Managed



5.6 [bookmark: _Toc226635579] Third-party, outsourcing and Cloud Governance
FinSure orchestrates a formal supplier lifecycle that involves pre-contract due diligence, binding security conditions in the contract terms, ongoing risk and performance management, and formal exit and substitution planning. State of critical suppliers’ governance must be in line with the European Banking Authority (EBA) ICT risk guidelines, and the Digital Operations Resilience Act (DORA) third-party oversight expectations.
[bookmark: _Toc226622703]Figure 4 Third‑party and outsourcing risk lifecycle (due diligence → contracting → monitoring → exit)
[image: ]
5.7 [bookmark: _Toc226635580] BYOD and mobile/ device security
FinSure must implement a managed-access strategy to BYOD, which means mobile device and application management (MDM/MAM) is required to access corporate information, implement device posture checking and conditional access control, and ensure there is a clear distinction between customer mobile application security and employee or administrative access security. This practice must be in accordance with the NIST guidance on mobile device security and Zero Trust architectural principles.
[bookmark: _Toc226622704]Figure 5 Zero Trust access model for BYOD and mobile administration access
[image: ]
5.8 [bookmark: _Toc226635581] Incident response, reporting, and operational resilience
FinSure ought to develop an interoperable response framework to include cybercrimes, personal information breaches, and more extensive operational resiliency incidents. Security incident response must correspond to NIST SP 800-61 Rev. 3, privacy breach response that of ICO and EDPB guidelines and testing incident escalation and resilience with FCA PS21/3 expectations. Initial response playbooks, responsible leads, and evidence artefacts to enable uniform triage and accountable regulatory decision-making are defined in Table 3.
[bookmark: _Toc226622707]Table 3 Incident response playbooks and reporting triggers (security, privacy, resilience)
	Scenario
	Primary lead
	Key actions (first 2–4 hours)
	Notification assessment
	Evidence artefacts

	Ransomware on critical services
	IR Lead
	Isolate; preserve evidence; activate DR; comms prep
	Assess DORA/FCA; assess GDPR risk
	Timeline, affected assets, restore logs

	Account takeover spike
	SOC + Fraud Ops
	Rate-limit; step-up auth; blocks; customer alerts
	Regulator notification if major disruption; privacy if exposure
	SIEM alerts, fraud cases

	Third‑party SaaS outage
	Resilience Lead
	Vendor escalation; failover; workarounds
	Operational resilience breach assessment; DORA 3rd‑party as applicable
	SLA metrics, dependency map

	Insider data exfiltration
	SOC + HR/Legal
	Suspend access; forensics; HR/legal actions
	GDPR assessment; law enforcement as needed
	Access logs, DLP alerts

	Cloud misconfiguration exposure
	Cloud Sec
	Contain; rotate keys; validate access; forensics
	GDPR likely; regulator/customer assessment
	CSPM finding, config diffs



5.9 [bookmark: _Toc226635582] Measurement, assurance and continual improvement
To implement effective critical controls, FinSure must set quantifiable KPIs and KRIs of each control, quarterly tests of control effectiveness, biannual resilience and incident response exercises, and annual internal audits and management reviews of its ISMS. Cybersecurity risk must be explicitly captured within enterprise risk management as per the NISTIR 8286 series, and long-term mappings to regulatory and standards requirements must be continuously updated as per ENISA guidance [16].
5.10 [bookmark: _Toc226635583]Limitations and residual risk 
The design is scenario-based and is hence dependent on explicit assumptions in Section 1.2. The risk of residuals remains in the areas that can be hard to get rid of structurally, such as the third-party concentration risk, sophisticated social engineering that results in account takeover, or the misuse of legitimate access by an insider. The proposed operating model addresses these risks with the help of layered controls, including identity assurance, continuous monitoring, segregation of duties, and formal risk acceptance governance. However, FinSure must have a live enterprise risk register, re-evaluate risks after material incidents or major changes to the platform and use independent assurance activities, such as penetration testing and internal audit, to confirm that controls are working effectively in line with reality [17].
6 [bookmark: _Toc226635584]Critical discussion
Financial services are vulnerable to new systemic risks arising from cloud service concentration, more advanced fraud, and a smarter digital supply chain [18]. These forces have led to harmonised regulation of operational resilience, including under DORA, as well as enhanced minimum cybersecurity expectations via NIS2 [19]. Standards update with architectural changes, e.g., Zero Trust instructions, mirror the transition to the old models of security based on the perimeter [20]. To prevent regulatory fragmentation and compliance churn, FinSure ought to have one outcome-oriented control baseline aligned with numerous obligations, focus on quantifiable security and resilience results, and ensure proportionality in the intensity of its controls, as well as in the intensity of its third-party controls [21].
It is within this context of developing systemic risk and regulatory adaptation that the final part ultimately brings together how the suggested governance and control architecture allows FinSure Bank to act in proportion, be auditable, and be sustainable to these forces [22], [23].
7 [bookmark: _Toc226635585]Conclusion
The growth path of FinSure Bank will require a security governance model that is beyond expectations of a standard-conformant audit, but also compliant with the ever-changing regulatory environment and operationally viable implementation. This report has shown the benefit of using ISO/IEC 27001, which offers a strong management system foundation to help in the sustainable planning, operation, review, and improvement of the business, where the COBIT 2019 framework outlines the objectives, accountability, and decision-making throughout the various layers of the enterprise. NIST CSF 2.0 adds to these bases by facilitating outcome amplification reporting and maturity measurement that are understandable to executives and regulators. Cyber risk should be managed as an enterprise-level issue, formally included in ERM according to the NISTIR 8286 series, and security incidents viewed as possible disruptions of operational resilience in line with FCA PS21/3 requirements. Supply-chain risk management practices and Zero Trust patterns of architecture are best suited to modern risk drivers such as cloud- and third-party dependencies, mobile and BYOD access models and complex digital supply chains. Together, this proposed comprehensive solution allows FinSure Bank to decrease its compliance fragmentation, enhance its resilience, and ensure regulatory credibility without compromising the flexibility it will need in a highly dynamic financial-services risk environment [24], [25], [26], [27], [28], [29].
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