Scanning

Lab Submission Requirments: 
· Report using MegaPing
· Report using NetScanTools Pro
· Report using Network Topology Mapper
· Report using Global Network Inventory tool.
· Report (txt) on Nmap scan

Tools:
· HPing
· Megaping
· NetScanTools
· ProxySwitcher
· Nmap
· SolarWinds network mapper
· Global Network Inventory
· Net Use
· 

Task 1: Use HPING Version 3 to send ICMP/TCP/UPD Packets and analyse the target replies.

Exercise A:
What is the other method to send an ICMP packet?

hping3 --icmp 10.0.2.8 -K 0 -C 8 -c 4
Sending SYN Packet
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Try other commands like TCP Acknowledgement (-L), Fin Flag (-F), RST Flag (-R), etc.
	PUSH
	URG
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	XMAS
	YMAS
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What is the difference between -L and -A?

-L allows you to define a TTL which helps map out a network by gradual incrementation of the number of hops. Useful for tracing packets through a network
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-A  Sets the ACK Flag on a packet. Good for testing firewalls and general network filtering. Can provide valuable information depending how a target responds.
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Write a brief note to reflect your understanding on using HPING to send TCP flags. Include what is the purpose, what intelligence did you gather etc.

From my understanding the main purpose of using hping3 is so the that we can manipulate the characteristics of the packets we are sending. 

Whenever we change the flag, we are changing a specific control bit within the TCP header. Different combinations can serve varying purposes and provide us different information pieces. Some examples are: 
 
· -S:
· SYN. Useful for checking if a target is reachable and responsive. 
· -F:
· FIN - used mainly for port analysis. Status and response. 
· TTL
· Can be used be used to trace packets through a network via incrementation. 
 
By utilising the above, we are simulating various activities that happen on a network. This can provide insight how systems respond provide key insight into the current security posture. 


Scanning entire subnet
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	Limited SYN
	No -A Flag
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RAW IP
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Based on the above topology (using a Win Client, Server, and Linux Machine), come up with different scenarios to scan and get further information about the target network.

The following scenarious could be utilized to gather more information.
· Firewall Testing
· Test effectivness of the firewall filtering by sending syn packets to specific ports and mapping responses.  
· hping3 -S -p <port> <target>
· Port Scanning
· Identify open ports by scanning a range of ports.  
· hping3 --scan 1-1000 -S <target>
· Rate Limit testing
· Test the response to high packet rates!
· hping3 --flood --rand-source -p <port> <target>
· Path MTU Discovery
· Test the MTU along the network path useful for understanding network configuration.
· hping3 --icmp --frag --d 1500 -c 1 <target>

Exercise B

· Send 5 packets to the target and receive response.
· Send a SYN flag targeting ports 1 to 5000. 
· Send UDP Packets by crafting them with data size 600 on the Target.

Send 5 Packets 
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Send a SYN flag targeting ports 1 to 5000
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Send UDP Packets by crafting them with data size 600 on the Target.
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By sending this UDP packet, what did you observe at the Target machine?
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From observing the packets entering the target machine there are some notable observations:
 
· Packet size is 600 as defined by the attacking host. 
· Source Ip matches attacking machine.
· UDP packet hits random port as no port defined.
· Response indicates port might be closed or not actively listening as defined by the destination unreachable response.

Send a TCP SYN Scan request to the Target through port 80 with 3 
counts of packet
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Observe the TCP Packets in the Target using Wireshark. Could you locate the TCP Packets?
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Observe the flooding TCP Packets in the Target machine using Wireshark. 
Could you look at the information of TCP packets transmitted to and from attacker machine?

Yes, it seems like just lots of SYN and ACK messages going back and forth in rapid succession. 


Reflection

Reflecting on my thoughts from task 1 I think I had a reasonable understanding of the theoretical application of the tool in terms of what it was useful for. However, on completing the exercise for task 2 you can really start to see the utility of the tool in a practical sense. By interacting with Wireshark in combination with hping3 elevates the usefulness to another level. Not only can I know fully see the utility but also the damage you could cause by using such actions flood maliciously. 

overall, I found the lab and exercises to good at demonstrating the scope of the tool and different ways it can be applied for varying results. 

List/demonstrate other tools which could be used for doing similar attacks. Compare 
and Contrast
 
Mausezahn [1] 
 
Both Mausezahn and hping3 are packet generation tools that allow users to craft and send custom packets [1].

They can be used for various network testing scenarios, including testing network devices, analysing protocols, and assessing network security.
Mausezahn is specifically designed for packet generation and testing network equipment (switches, routers, firewalls) [2] , while hping3 has a broader set of features and can be used for different types of network testing, including port scanning and security assessment.
 
Nemesis [3]
 
Both Nemesis and hping3 enable users to craft and customize network packets. They can be used for network testing, security assessments, and other scenarios where customized packets are required. Both tools are operated through the command line, allowing users to specify options and parameters.
Hping3 is generally considered more versatile and broader in scope. However, nemesis provides is more specialized in crafting and manipulating packets [4]. Utility of each tool largely depends on context and objectives. 


Task 2: Use MegaPing to identify live hosts and open ports of the Target.
	IP SCANNER
	Traceroute
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Based on your research earlier at Step 2, you might have known that MegaPing tool could look for potential vulnerabilities within your network. Did you manage to discover any vulnerabilities in your network?
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Task 3: Use NetScanTools Pro to initiate various Scans (not limited to ARP Ping Scan, DHCP Server Discovery, Ping Scan, Port Scan etc).
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Based on your usage of this tool, and earlier tools within your lab network, what are the additional details you gathered after using this tool?
· MAC Address
· Network Shares
· DHCP servers
· Network Map
· Domain 
· Open Ports
· Running Services
· NetBIOS info

Report
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Task 4: Explorer various network scanning techniques

In all my scans, the ports are in ignored states. Could you able to find out a way to identify the status of the ports? Do some research.

There are several methods you could use to further enumerate the ports for information.
 
· Service banner grabbing
· Use nmap with -sV flag to grab banners from ports to discover services.
· Adjust scanning technique.
· -sT or -sS to see if responses change
· Timing adjustments
· Adjust the timing and aggressiveness of the scan --max-rtt-timeout --min-rtt-timeout --max-retries.
· Manual verification
· Attempt connection ports using specific tools.
· Sniff the network. 
· to provide insight on network responses. 

After using various tools so far, what are the details you have gathered? Document them. Include your previous activity information too.

Question was recently answered on the previous task. Since completing however, information that has been gained since is additional information in relation to port statuses of the targets. 

Task 5: Proxy Switcher
Based on your usage of this tool, and the analysis done, write your understanding on using Proxy tools like this. Referring to the above screenshot, what is the Proxy type DCH?

Proxy tools can be utilised for a variety of purposes. Some of the more obvious and common uses are:
· Anonymity / Privacy
· Can mask your IP to maintain privacy.
· Location Spoofing
· Change your location to access geolocated services etc or just giving the appearance of being somewhere else. 
· Bypassing Restrictions
· Navigate around network restrictions by using an IP outside of a targeted pool.
· Security
· Proxies act as intermediaries between the user and the internet. Essentially providing an additional layer of security that can be hidden behind. 
DCH generally refers to Data centre, content delivery network or hosting provider. It’s a general catch all for certain types of connections.


Task 6: Identify Target Operating System with TTL
 
From the above output, could you determine what is the Operating System running in 10.10.10.11 host machine?
 
Yes
What details did you gather? 

· mac address of both operating systems 
· TTL value of 64 
What assumptions could be made with the gathered information?
 
TTL value of 64 is consistent with Linux configuration so would imply the operating system is Linux.
Refer to the Wireshark - .pcapng file (Wireshark Sample Capture – 
updated on 17/10/2023) given to you in Moodle. Analyse that and 
list out the Operating Systems captured.

From analysing the Wireshark capture there were several different operating systems present. They are as follows 

· Windows
· Linux
· Apache
· IIS


Task 7: Map your Network

Network Map
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Report
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What option did you select on the following “Would you like to send anonymous data to SolarWinds about how you use Network Topology Mapper?” 
No, I would not like to participate. 
Why did you select the stated option?
 
Privacy is of crucial importance. Regardless of whether singular pieces of information seem harmless in their intention. In the broader scope of things all data sources can be collated and intentions with data are not always forthcoming. 
Task 8: Enumerate using NetBIOS
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What are the other similar tools did you manage to research? Could you 
compare those tools with this and discuss the pros and cons?
 
Global network inventory is designed for network inventory and asset management, some other tools that have similar utility are:
 
· Lansweeper [5]
· Provides comprehensive IT asset management having such features as network discovery, inventory tracking and reporting. Supports both hardware and software management. Lansweeper offers a broader range of feature in comparison to Global network inventory.
· SolarWinds NPM and Network Mapper 
· Although primarily a networking monitoring tool NPM provides robust network inventory features. Working in real time providing detailed insight into network performance. However, its function is slightly more niche.

Task 9: Enumerate using Nmap and Net Us

	Nmap -O <Target>
	Nmap -O -v <Target>
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what is the difference between the above two commands?
 
The -v added to the command denotes "verbose" providing instruction to return. Detailed scanning information about the process. The first command only provides a concise overview once completed. 
From the above output/ or from your output gathered in Kali Linux (Attacker), what is your finding? Did you notice Ports 80, 135, 139, 445, 1801 etc are open and 139 is using NetBIOS service?
 
Yes, demonstrated below:
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What is NBTSTAT?
 
Command line utility in Windows that provides information about NetBIOS such as name tables, name cache. 
Which OS does NBTSTAT work? 

Windows

How do you find similar information using only Kali Linux?

Nmap could be used to find similar information with such a query as : nmap -p 139,445 -O <target_ip>
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Do research on net use. Know what is the purpose of net use command? 
 
Net use is a windows command line tool [6] used in the following ways:

The primary use of "net use" is to map network drives [6] by assigning drive letters to shared network folders i.e., net use X: \\server\share
It is also utilised to connect or disconnect a host from a shared resource [6] such as printer or network drive. net use \\server\printer
Further to the above, Net use also lists currently connecting drives or resources. 



Task 10: Enumerate Services
 
This lab activity has several Nmap commands. Could you list out all the descriptions of these commands?
 
-sP 10.0.2.0/24 -Performs a ping scan on the Ip range defined. Finds live hosts without additional port scanning. Works via ICMP 
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-sS 10.0.2.9 - Performs SYN stealth scan. Good for avoiding IDS
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-ssV -O 10.0.2.9 - Combination of multiple operators. -sS denoting SYN stealth scan. -sV Enabling service detection -O enabling operating system detection. 
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Save this report to a txt file with your name. What command do you use 
to save?
 
-oN "File name" appended to the end of the current command
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Which is the default port for SNMP? 
 
161 / 162 
 
Check the port status.
 
[image: A screenshot of a computer

Description automatically generated]
[image: A computer screen shot of a program

Description automatically generated]


Know about MSF console. Do research on Metasploit. A very useful 
tool in Kali Linux. Refer to Metasploit.com, GitHub for references.
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MSF Console also known as Metasploit [7] is an interactive CLI for the Metasploit framework. The framework is an open-source pen testing and exploitation toolkit to facilitate in discovery and verification of security vulnerabilities. 
 
MSF Console hosts a vast collection of exploits, payloads, modules, post-exploitation tools etc [8]. Utilising a modular architecture Metasploit is easily constantly updated with the latest security research [7].
 
Used by security professional and hackers / bad actors alike Metasploit is likely one of the most used tools in cybersecurity [7]. 
 

After enumerating the target on SNMP, what information did you gather?
Unfortunately, I was unsuccessful in my attempts to enumerate the target. I kept running into SNMP timeout errors. I suspect this may have been a consequence of my lab configuration. I was unable to resolve, so have no screenshots 


Alternate Tool
 
Original tool: MegaPing 
Alternate tool: Angry IP Scanner

What is Angry IP Scanner?

Angry IP Scanner [9] is an open-source and cross-platform network scanner designed to efficiently scan IP addresses and ports. It provides a graphical user interface that allows users to perform fast and straightforward network reconnaissance [9]. Angry IP Scanner can be used to discover live hosts on a network, find open ports, and gather essential information about devices connected to the network [10]. It is particularly useful for network administrators and security professionals conducting basic network assessments. The tool is lightweight, easy to use, and suitable for quickly identifying active devices and their associated services within a given IP range [10]

Demonstration
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Results
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Comparison

Both tools provide a useful means of scanning and enumerating hosts on a network. Angry IP Scanner has the advantage of a modern GUI and being extremely lightweight whereas MegaPing feels dated. Outputs are largely the same however, some information provided by MegaPing is presented in different tabs. This adds to the dated feel and can take some getting used too. 

However, MegaPing does provide a richer feature set than Angry IP scanner, providing means to also enumerate vulnerabilities.  
Conclusion

In conclusion, depending on the current objective and context of the environment, either tool could be utilised to great effect. If you do not require the additional features of MegaPing as previously mentioned than I think Angry IP scanner provides a better platform for host enumeration its modern GUI, Lightweight build and extensive cross platform functionality make it a useful tool to add to any cybersecurity toolkit.
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Trost Name - WIN-SERVER- (COUNT=1)

imestamp 1272772023 11:2357 PM (CODNT=T)

& v SERVER 20222drmin [122723 2055 56
THost Nars " WIN-SERVER-VICT (COUNT=11)
imestamp 127272023 111431 PMICOUNT=TT]
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It oM@ katR- i homeZali]

4 nmap -0 10.0.2.9

Starting Nmap 7.94SVN ( https://nmap.org ) at 2023-12-27 2328 GNT

Nmap scan report for 10.0.2.9

Host is up (0.00086s latency)

Not shown: 997 closed tcp ports (reset)

PORT  STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 08:00:27:74:86:97 (Oracle VirtualBox virtual NIC)

No exact 0S matches for host (If you know what 0S is running on it, see https
+//nmap. org/submit/ ).

TCP/IP fingerprint:

2

12/27%0T=135%CT=1%CU=41309%P"
05:027XTH=658CB31D%P=x86_64-pc~Linux-gnu)SEQ(SP=~103%GCl
05 XTI-IXSS-S¥TS=A)OPS(01-MSB4NWEST11%02 -NSBANNSST11X03-NSB4NWBNNT11%04-N5B
ISB4NWBST 110!
FDC)ECN(R=YXD

Network Distance: 1 hop

05 detection performed. Please report any incorrect results at https://nmap.o
rg/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.12 seconds

(. )-[/home/kali]
[ |

BONF#EEES GO rctcr

2329
A Y o0 &
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@] root@lali: homefali o
File Actions Edit View Help

Nmap done: 1 IP address (1 host up) scanned in 11.12 seconds

[ /home/kali)
4 nmap -0 -v 10.0.2.8
starting Nmap 7.945VN ( http:
Initiating ARP Ping Scan at 23:29
Scanning 10.0.2.8 [1 port]
Completed ARP Ping Scan at 23:29,
Initiating SYN Stealth Scan at 23:29
Scanning wi.goodshopping666.com (10
Discovered open port 80/tcp on 10
Discovered open port 445/tcp on 10
Discovered open port 139/tcp on 10.
Discovered open port 3389/tcp on 1
Discovered open port 135/tcp on 10.0.2.8

Discovered open port 2382/tcp on 10.0.2.8

Completed SYN Stealth Scan at 23:29, 0.41s elapsed (1000 total ports)
Initiating 05 detection (try #1) against w.goodshopping666.com (10.0.2.8)
Nmap scan report for wwi.goodshopping66.con (10.0.2.8)

Host is up (0.00096s latency)

Not shown: 994 closed tcp ports (reset)

PORT  STATE SERVICE

80/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

2382/tcp open ms-olap3

3389/tcp open ms-wbt-server

MAC Address: 08:00:27:3A:DA:14 (Oracle VirtualBox virtual NIC)

Device type: general purpose

Running: Microsoft Windows 2019

05 details: Microsoft Windows Server 2019

Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=253 (Good luc
1P ID Sequence Generation: Incremental

Read data files from: /usr/bin/../share/nmap
05 detection performed. Please report any incorrect results at https://nmap.o
rg/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 1.52 seconds

Raw packets sent: 1017 (45.446KB) | Rcvd: 1017 (41.330K8

. )-[/home/kali]
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Discovered open port 80/tcp on 10.0.2.
Discovered open port 445/tcp on 10.0.2.8
Discovered open port 139/tcp on 10.0.2.8
Discovered open port 3389/tcp on 10.0.2.8
Discovered open port 135/tcp on 10.0.2.8
Discovered open port 2382/tcp on 10.0.2.8
Completed SYN Stealth Scan at 23:29, 0.41s elap:
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PORT  STATE SERVICE
135/tcp open msrpc

139/tcp open netbios-ssn
445/tcp open microsoft-ds
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10.0.2.7

PS C:\Users\admin> nbtstat

Ethernet:
Node IpAddress: [16.6.2.7] Scope Id: []

Host not found.

PS C:\Users\admin> nbtstat 10.0.2.8
Ethernet:
Node IpAddress: [10.6.2.7] Scope Id: []

NetBIOS Remote Machine Name Table

Status

Name Type

WIN-SERVER-VICT<60> UNIQUE Registered
WORKGROUP <60> GROUP Registered
WIN-SERVER-VICT<20> UNIQUE Registered

MAC Address = 08-00-27-3A-DA-14

PS C:\Users\admin> net use
New connections will be remembered.

BORENF#WENS G Brotcr
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[ (xo0t® katd)-[/home/kali]
- map —sP 10,0.2.0/24
Starting Nmap 7.94SVN ( http:
Nmap scan report for 10.8.2.1
Host is up (0.0016s latency).
MAC Address: 52:56 35:00 (QEMU virtual NIC)
Nmap scan report for 10.0.2,2

Host is up (9.0013s latency)

MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)
Nmap scan report for 10.9.2.7

Host is up (0.00049s latency).

MAC Address: 08:00:27:1C:1€:29 (Oracle VirtualBox virtual NIC)
Nmap scan report for w.goodshopping666.con (10.0.2.8)

Host is up (0.00065s latency).

MAC Address: 08:00 DA:14 (Oracle VirtualBox virtual NIC)
Nmap scan report for 10.9.2.9

Host is up (0.00067s latency).

MAC Address: 08:00 86:97 (Oracle VirtualBox virtual NIC)
Nmap scan report for 10.0.2.88

Host is up.

Nnap done: 256 IP addresses (6 hosts up) scanned in 2.11 seconds

//omap.org ) at 2023-12-27 23:45 GMT

o ime L) /home/kali |

BONS#MBEH 6 Brgcy

2340
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[Eieat@kat gl /home/latil]
4 nmap -s5 10.0.2.9
Starting Nmap 7.94SVN ( https://nmap.org ) at 2023-12-27 23:50 GMT
Nmap scan report for 10.0.2.9

Host is up (0.0013s latency)

Not shown: 997 closed tcp ports (reset)

PORT  STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 08:00:27:74:86:97 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 1.53 seconds
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L nmap -ssv -0 10.0.2.9
Starting Nmap 7.94SVN ( https://nmap.org ) at 2023-12-27 23i52 GMT

Nmap scan report for 10.0.2.9

Host is up (0.0013s latency)

Not shown: 997 closed tcp ports (reset)

PORT  STATE SERVICE VERSTON

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

445/tcp open microsoft-ds?

MAC Address: 08:00:27:74:86:97 (Oracle VirtualBox virtual NIC)

No exact 05 matches for host (If you know what 0S is running on it, see https
://nmap. org/submit/ ).

TCP/TP fingerprint:

0s:

0s
os:
0s
0s
os:
05:D=0%Q=)T2(R=Y%D|
0s
0s:
os
os
os:

1%06=M5BAST 11 )WIN(WL=FFFF3i2=FF FFXW3=F FFF5t =F FFF5=FFFF%W6=FFDC)ECN(R=
FFFX0=MSBANWBNNSXCC=Y%Q=)T1(R=YXDF=YXT=80%S=0%A=5+%]

Network Distance:
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

05 and Service detection performed. Please report any incorrect results at ht
tps: //nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 16.52 seconds
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E(rooz@ka\i)—[/hme/ka\i]

-+ nmap -sSV -0 10.0.2.9 -oN win-server-2022-report.txt
Starting Nmap 7.945VN ( https://nmap.org ) at 2023-12-27 2:
Nmap scan report for 10.0.2.9
Host is up (0.00083s latency)

Not shown: 997 closed tcp ports (reset)

PORT  STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

MAC Address: 08:00:27:74:86:97 (Oracle VirtualBox virtual NIC)

No exact 05 matches for host (If you know what 0S is running on it, see https
://nmap. org/submit/ ).

TCP/TP fingerprint:

CAN(V=7 . 94SVNXE=4%D=12/27%0T=135%CT=1%CU=34276%PV=YADS=1%DC=DXG=Y=080
05:027%TH=658CBI65%P=x86_64-pc~1inux-gnu)SEQ(SP=106%6CD=1¥ISR=109%TI=I%CI-T
%TS=A)OPS (01-MSB4NWEST11%02=M5B4NWEST11%03=M5BANWENNT11%04=M5B
NWBST11%05=M5B4NWEST11%06=M5B4ST11 WIN(W1=FFFFN2=FFFFXW3=FFFFN4=FFFF%,
FFF6=FFDC) ECN(R=YADF=YXT=80%=FFFFX0-M5BANWSNNSKCC=Y%Q=)T1(R=Y%D

05:=6)TE(R=YXDFT=NXT=80%CD=2)

Network Distance: 1 hop
Service Info: 0S: Windows; CPE: cp:

icrosoft:windows
05 and Service detection performed. Please report any incorrect results at ht
tps: //nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 17.41 seconds
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4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 8.7/10.5/11.7 ms

[ ) /home /i)
- hping3 -S 10.0.2.8
HPING 10.0.2.8 (etho 10.0.2.8

S set, 40 headers + 0 data bytes

Ten=46 i .2.8 ttl-128 DF id=21670 sport-0 flags=RA seq=0 win=0 rtt=3.2 m
Ten=46 p=10.0.2.8 tt1-128 DF 1d=21671 sport-o Flags=RA seqe1 wins0 rtt=1.8 m
e .8 tt1-128 DF 1d=21672 sport=0 flags-RA seq=2 win=0 rtt=9.4 m
Ten=46 p=10.0.2.8 tt1-128 DF id=21673 sport=0 flags=RA seq=3 wins0 rtt=8.7 m
Tensi6 1p=10.0.2.8 tt1-128 DF 1d=21674 sport=0 Flags-RA seq=b win-0 rtt-8.4 m
i .0.2.8 tt1-128 DF 1d=21675 sport=0 flags-RA seq=5 win=0 rtt=3.1m
Ten46 1p=10.0.2.8 tt1-128 DF 1d=21676 sport-0 Flags-RA seq=6 win-0 rtt-2.6 n
%

— 10.0.2.8 hping statistic —
7 packets transmitted, 7 packets received, 0% packet loss
round-trip min/avg/max = 1.8/5.3/9.4 ms
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4 nmap -sU -p 161 10.0.2.9

Starting Nmap 7.94SVN ( https://nmap.org ) at 2023-12-27 23:59 GMT
Nmap scan report for 10.0.2.9

Host is up (0.0012s latency)

PORT  STATE SERVICE
161/udp open| filtered snmp

MAC Address: 08: :97 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 0.47 seconds

(2001 )~ /home/kali]
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BONESHBEH 6 Brmcn

2359
A Y a0 &





image45.png
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4 nmap -sU -p 161 —scrip
Starting Nmap 7.94SVN ( https://nmap.org ) at 2023-12-28
Nmap scan report for 10.0.2.9
Host is up (0.00087s latency)

02 GMT

PORT  STATE SERVICE
161/udp open| filtered snmp
MAC Address: 08:00:27:74:86:97 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 1.74 seconds
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E(nm@ ' )-[/home/kali]
-+ msfconsole
metasploit tip: Writing a custom module? After editing your module, why not t
ry

the reload command

*ok0oOkdc" *cdk000k
-X000000000000¢ C000000000000% .
000000000000000k, , k000000000000000

*000000000kkkk000O0? |:000000000000000000

000000000.  .00000000001. 000000000

400000000 .€00000c. ,00000000x

100000000 ,000000001

.00000000. .} i ,00000000.

€0000000.  .00C. '000. ,0000000c
0000000.  .0000.  :0000. ,0000000
100000.  .0000.  :0000. 000001

;0000'  .0000.  :0000.  ;0000;

.d000  .00000CCCX0000.  x00d.
,kOL .0000000000000. .dOk
kk; .0000000000000. Ok
000000000000000K :
,X00000000000x ,
100000001,
,dod,

metasploit v6.3.43-dev
2376 exploits - 1232 auxiliary - 416 post
1388 payloads - 46 encoders - 11 nops

9 evasion

Metasploit Documentation: https://docs.metasploit.com/

nsf6 > use auxiliary/scanner/snmp/snmp_login

msf6 auxiliary(-« ' coon coon looi0) > setg RHOSTS 10.0.2.9
BONE#MEES G Brotcr
A QD il 3

2871272023 =
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- Fetchers (]

Here you can select fetchers for scanning. Fetchers are
represented by columns.

Selected fetchers. Available fetchers
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Ports ¥ HTTP Sender
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*

Scan Goto Commands

1PRange: 10.02.0

Hostname: kali
3
210021
710022
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210027
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*

Scan Goto Commands

1P Range:

: Hostname:
L

910027

910028
210021
210022
$10.0.2.88

1P Range - Angry IP Scanner

Favorites Tools Help

10.0.2.0 to 10.02.255 IPRange ~
ali 1P+ Netmask - -

Ping  Hostname ~ Ports[3+]

Oms  WIN-LVICTIM 80

1ms  WIN-SERVER-2022 [n/a]

1ms  www.goodshoppingé 80

Ims  [n/a] [n/a]

2003 m: [n/a] [n/al

Oms  [n/a] [n/a]
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*
Scan Goto Commands

IPRange: 10.0.2.0

Hostname: kali

Favorites Tools Help

to 10.0.2.255

1P+ Netmask

Filtered Port NetBIOS Info

WORKGROUP\WIN-11-VICTIM [08-00-27-1C-1E-29]
WORKGROUP\WIN-SERVER-2022 [08-00-27-74-86-97]
WORKGROUP\WIN-SERVER-VICT [08-00-27-3A-DA-14]

[ Ping  Hostname ~ Ports[3+] TTL  MACAddress
210027 Oms  WIN-LVICTIM 80 [n/a] ~ 08:0027CIE29  [n/a]

210029 2ms  WIN-SERVER-2022 [n/a] [n/al [n/al

210028 1ms  www.goodshoppingé 80 [n/a] [n/al

210.02.1 oms  [n/a] [n/a] [n/a] [n/a]

210022 mEBmslal el el 525600123500 4438080 WAl
210.0.2.88 oms  [n/a] [n/al [n/al :00:27:21:B1: [n/al

910023 [val  [n/s] [n/s] [n/s] [n/s]

910024 [val  [n/s] [n/s] [n/s] [n/s]

910025 [val  [n/s] [n/s] [n/s] [n/s]

910026 [val  [n/s] [n/s] [n/s] [n/s]

910.0.2.10 [val  [n/s] [n/s] [n/s] [n/s]

910021 [val  [n/s] [n/s] [n/s] [n/s]

9100212 [val  [n/s] [n/s] [n/s] [n/s]

9100213 [val  [n/s] [n/s] [n/s] [n/s]

9100214 [val  [n/s] [n/s] [n/s] [n/s]

9100215 [val  [n/s] [n/s] [n/s] [n/s]

910.0.2.16 [val  [n/s] [n/s] [n/s] [n/s]

910.0.2.17 [v/al  [n/s] [n/s] [n/s] [n/s]

Ready Display: All Threads: 0
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Ly hping3 ~c 4 -P 10.0.2.8

HPING 10.0.2.8 (etho 10.0.2.8): P set, 40 headers + 0 data bytes

Ten=46 ip=10.0.2.8 tt1-128 DF id=21688 sport=0 flags=RA seq=0 win=0 rtt=3.7
s

Ten=46 ip=10.0.2.8 tt1-128 DF id=21689 sport=0 flags=RA seq=1 win=0 rtt=s.s
s

Ten=46 ip=10.0.2.8 tt1=128 DF id=21690 sport=0 flags=RA seq=2 win=0 rtt=7.7
s

Ten=46 ip=10
s

2.8 tt1-128 DF 1d=21691 sport=0 flags-RA seq=3 win-0 rtt-3.2

— 10.0.2.8 hping statistic —
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 3.2/4.8/7.7 ms
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[l /home/kali)

* L hping3 —c 4 -U 10.0.2.8
HPING 10.0.2.8 (etho 10.0.2.8): U set, 40 headers + 0 data bytes
Ten=46 ip=10.0.2.8 tt1=128 DF id=21692 sport=0 flags=RA seq=0 win=
s
Ten=46 ip=10.0.2.8 tt1=128 DF id=21693 sport=0 flags=RA seq-1 win=0
s
Ten=46 ip=10.0.2.8 tt1=128 DF id=21694 sport=0 flags=RA seq=2 win=0
s
Ten=46 ip=10.0.2.8 tt1=128 DF id-21695
s

flags=RA seq=

— 10.0.2.8 hping statistic —
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 6.4/7.0/7.6 ms
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[l /home/kati)

- hping3 ~c 4 -X 10.0.2.8

HPING 10.0.2.8 (etho 10.0.2.8): X set, 40 headers + 0 data bytes
len=46 ip=10.0.2.8 tt1=128 DF id=21696 sport=0 flags=RA seq=0 win
s

Ten-46 ip=10.0.2.8 ttl-128 DF id=21697 sport=0 flags=RA seq-1 win=0
s

len-46 ip=10.0.2.8 ttl-128 DF id=21698 sport=0 flags=RA seq=2 win=0
s

Ten=46 ip=10.0.2.8 tt1-128 DF id
s

rtt.

1699 sport:

flag

A se

rtt.

win:

— 10.0.2.8 hping statistic —
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 5.5/6.7/8.1 ms




