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Curriculum

ETHICAL STATEMENT

As discussed during our lectures, it is very important to adhere to Personal Ethics,
Professional Ethics, Computer Ethics and Business Ethics.

We, the participants and stakeholders in the digital forensics laboratory, recognize
the significance of ethical conduct when using digital forensics tools and processes
for academic purposes. Our commitment to ethical standards is grounded in the
principles of integrity, privacy, and responsible handling of digital data.

The tools and techniques you are exposed to’ in this lab is to work only on a virtual
machine environment and the purpose is entirely to demonstrate various digital
forensic activities. Experimentation with these tools, techniques, and resources is at
the discretion of the instructor and institution. If you as a student consider using
these tools for educational purposes on an outside environment, you should contact
your lecturer prior to any experimentation.

Note: Unauthorized access to data, computer, and network systems is a crime in
many jurisdictions and often is accompanied by severe consequences, regardless of
the perpetrator’s motivations. It is the learner’s responsibility, as the user of this
material, to be cognizant of and compliant with computer use laws.
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Objectives

In continuation to our lectures, this tutorial helps in providing you an insight
on digital forensic investigation process and overview of online resources
available.

Task 1: Individual Activity — Analysis of Data from the acquired Image

Task 2: Research and discuss about various online resources available

ICONS Used in this document:
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Find out the outcome/ Answers/ Solution

Do research and complete the task. Need referencing/ in-text citations.
Shall be included as a part of your coursework.

Recommended Screenshot (with Timestamp) for your Coursework.

v —| Recommended to address this part in your Coursework.
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Task 1: Analysis of Data from the acquired Image
(Individual Activity)

Lets assume from the image you acquired as a Team, you found out a folder.
(Access the folder here)

1. Analyse the documents in the folder to find out information to help your
investigation.

2. Document the steps you have taken and the details you have identified. Make
sure that the authenticity and integrity of the evidence is essential for
guaranteeing a forensically sound investigation.

a. Document the tools you used

b. Procedure followed

c. Evidences found

d. Ensure the authenticity and integrity of the evidence

3. Did you manage to gather evidence? If YES, Good. If No, Nothing to worrry.
Continue with Step 4.

4. To get a step-by-step instruction to complete Task 1, signin to tryhackme.com.
a. Click Learn Tab and search “Intro to Digital Forensics”

b. Complete the Activity and submit the screenshot with tick and
timestamp in Moodle. Example below.

o

g\ Intro to Digital Forensics
g
Learn digital forensics and related processes and experime
witha xample

[ secuity X digital forensics X forensics J metadata J

Task 2: Research and discuss about various online resources available
(Group Activity)

1. Similar to tryhackme, research other websites, tools that are available to
enhance, practice your Digital Forensics Skills.


https://uowtsd-my.sharepoint.com/:f:/g/personal/n_kaliyamurthy_uwtsd_ac_uk/EilVky0bEBpAoee3vkmTHoMBlMM8u8MB2s5TH4vL6bt5_w?e=WNrdRC
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2. Discuss with your Class about the resources and submit your reflection in
Moodle Group Discussion Forum.

Overall Reflection

1. Understanding on the concepts discussed in the lecture and its relation to the
activity done.

2. Understanding the need/ requirement of Computer Forensics.

3. Rate yourself: Computer Forensics — Cybercrime, Investigations and
Evidences

End of Activity



ACCA7031 Dr. Nitheesh Murugan Kaliyamurthy — n.kaliyamurthy@uwtsd.ac.uk

Task 1 resolving :

Image meta data analyse, and step by step reflection and data extract :
Tool used : exiftool on terminal (zsh)

Relevant metadata :

User Comment THM{238956} + Date 2022:02:25 13:37:33

GPS Informations :

Thumbnail Image : (Binary data 4941 bytes, use -b option to extract)
GPS Latitude : 51 deg 30' 51.90" N

GPS Longitude :0deg 5'38.73" W

According to the GPS data, the address found is : Milk Street, Cheap, London,
EC2V 7JB, United Kingdom

Name found in PDF metadata: Ann Gree Shepard (PDF exiftool data extraction)

Screen captures :

& Terminal Shell Edition Présentation Fendtre Aide [ ] VY BEQ e © @ o Q Q- Dim.4féwr. 1558

[0 HoA1_Files — -zsh — 247x67

Tutorial_1.docx maxeMacBook-Pro-de-Maxime HoAl_Files % e.md ransom-letter.docx
maxéMacBook-Pro-de-Maxime HoAl_Files % xpdf ransom-letter.pdf
maxeMacBook-Pro-de-Maxime HoAL Files % exiftool ransom-letter.pdf

.76
: ransom-letter.pdf

File Modification Date/Time
File Access Date/Time

File Inode Change Date/Time
File Permissions

File Type

File Type Extension

:3.1-701
* Microsoft® Word 2016
+ Pay NOW

: Ann Gree Shepherd

uuid: E6D1-4DC7-B375-EDCBB79AZCD4
© uuid:9DR60682-E6D1-4DC7-B375-EDCBB79A2CDA
: Ann Gree Shepherd
: We Have Gato
maxeMacBook-Pro-de-Maxime HoAl Files %

& Chrome Fichier Modifier Afficher Historique Favoris Profils Onglet Fenétre Aide

@ G @ = gps-coordinates.net REA o Ga D LD
L PhPMyAdmin g Petites annonces ... @ Audiofanzine:Ho.. [@) (G @ GoogleMaps 9 Google Maps & 1fichier.com: Clou.. [ Symbole | Harley Benton WL.. [ Symbole » [ Tous les favoris

@ login | register

Coordinates My Location  Driving Directions ~ Converter ~ USMap  Satelite  StreetView APl Maps  Distance
w WALTHAM

Address 1 BARNET HARNCE FOREST L

Milk Street, Cheap, London, EC2V 7JB, United [(n205]

BRENT @ wilk Street, Cheap, London, EC2V
Get GPS Coordinates ey Ry N Wenstes P eDBRIDGE
Iye 7JB, United Kingdom
. " Latitude: 51514417 | Longitude: -0.094092
DD (decimal degrees) iy BARKING AND
) DAGENHAM
Latitude 51.5144167 jao ) Get Altitude
1omen
v HAMLETS
Longi -0.09409
(o) @
oo London
Get Address @ HAMMERSMITH WESTMINSTER
@ AND FULHAM A GREENWICH

Lat,Long 51.5144167,-0.0940916666666666!
FULHAM

DMS (degrees, minutes, seconds)* @ AN LAMBETH &

Latitude ©NOS 51 ° 30 '519 " x sl
Sfans Lo v (= +

Pu

Longitudle OE ®W 0 ° 5 ' 38729 "
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9
age/ jpeg
o1

ttle-endian (Intel, II)
EG (old-style)

non

non EOS R6

rizontal (normal)

Exposure Time
F Number

Exposure Progran

150

Sensitivity Type
Recommended Exposure Index
Exif Version

Date/Time Original

Create Date

Offset Time

Offset Time Original
Offset Time Digitized
Shutter Speed Value
Aperture Value

Exposure Compensation

Max Aperture Value
Metering Mode

Focal Length

User Conment

Sub Sec Time Original

Sub Sec Time Digitized

Color Space

Exif Inage Width

Exif Inage Height

Focal Plane X Resolution

Focal Plane Y Resolution

Focal Plane Resolution Unit

Custon Rendered

Exposure Mode

White Balance

Scene Capture Type

Serial Number

Lens Info

Lens Model

Lens Serial Number

GPS Latitude Ref

GPS Longitude Ref

GPS Time Stamp 133

Subfile Type duced-resolution image

Photometric Interpretation bCr

Samples Per Pixel

Thumbnail Offset 14

Thumbnail Length 41

XMP Toolkit P Core 4.4.0-Exiv2
)

Api
Platform

Time Stamp

Approximate Focus Distance
Distortion Correction Already
Firmvare

To ensure the integrity of the evidence and data, each document has been
downloaded in a zip file extracted on an external directory. The original .zip
containing the original files has not been modified.

The entire procedure was to analyse all the data present in the file’s meta to find
potentially helpful informations to find the Gato’s location. The data have been
analyzed before opening a second copy of the file to read the content.



