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Abstract

This coursework is divided into three tasks, the first one is a report of the research we
did, the second is about the installation and configuration of our virtual machines, then

the third task is a personal reflection covering the work we have done.

In the first task, we will be looking at some of the key points to understand the concept
of virtualization. We will start by doing detailed research about hypervisors and how it
works so we can properly use it to create our virtual machines and then our network in
the second task. To create a network, we need to know about networking and all the
protocols associated to it, that is why we are going to have a look at some of them like
Internal/External Gateway Protocols (IGP/EGP), Dynamic Host Configuration Protocol
(DHCP), Internet Protocol (IP), but also some services like Virtual Private Network
(VPN) and Active Directory Domain Services (ADDS).

In the second task we will be creating our Network on the different virtual machines we
have to install. We will start by choosing the hypervisor we want to use and install the
different virtual machines on it. Then we will configure the network as per the given

topology and some of the protocols and services seen in the first task.

Then, the third task consists of writing a review of the projects, that includes presenting
the difficulties/challenges we faced and documenting it and writing a personal reflection

about the project in its globality.
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Introduction

In today’s digital world, virtualization is a significant technology for optimizing
computing resources, security and networking. As organizations and companies
increasingly rely on virtualized systems to handle their heavy workload, it is a skill that
must be acquired to deploy and manage virtual machines effectively. This project aims
to explore the theoretical and practical aspects of virtualization with the final goal being

the creation of a virtual network with several services.

Moreover, this project is also an opportunity to develop a very good understanding of
how virtualization and networking benefits IT infrastructures in these modern times.
With the study of networking protocols, virtual environment configuration, and the
consideration of the multiple problems encountered, this is a great and interesting way
to acquire knowledge that can be directly used in the real-world IT administration

scenarios.
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TASK1 | Research Report
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Research on hypervisor

Introduction

Virtualization is the process that uses software to “enable multiple operating systems
instances to execute simultaneously on a single physical system” [1]. The software is
called a hypervisor, it is a layer that runs above your server that manages the resources
division and allows you to split up the power of your server (host) and spread it out

among as many virtual machines your server can provide power to.

Two types of hypervisors are available in the market:

- Type 1 hypervisors are used in datacenters and in heavy workload situations in

companies.

- Type 2 hypervisors are mostly used for testing purposes as they are portable
because it only requires one computer. It is used by users who need to simulate

many operating systems.

What Is a Hypervisor?

/’

_— _—

| \

Hardware/OS Hypervisor

Virtualized operating
systems

Figure 1 : Global representation of how hypervisors work
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Architecture of hypervisors

Architecture of type 1 hypervisors

The type 1 hypervisor has direct access to the hardware resources, and it manages
the allocation of resources to each virtual machine in the network. It is directly installed

on the physical server and does not require the use of the operating system.

VM1 VM 2

Application Application Application Application

Hypervisor

Hardware

Type 1

Figure 2 : Representation of the architecture of type 1 hypervisors
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Architecture of type 2 hypervisors

The type 2 hypervisor is installed on the OS of the host, it does not have direct access
to hardware resources, it has to negotiate the allocation of resources with the host OS
but the host OS gives priority to its own functions and applications.

VM1 VM 2

Application |l Application

Hypervisor Applications

Hardware

Type 2

Figure 3 : Representation of the architecture of type 2 hypervisors
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Hardware requirements

To run a virtual machine, a computer must have some minimum hardware capacity.
For type 1 hypervisors, we will take as reference Microsoft Hyper-V, according to
Microsoft website. For type 2 hypervisors, we will take as reference Oracle Virtual Box

according to Oracle Website.

Type 1 Type 2
Processor Any 64-bit processor Any recent Intel or AMD
processor
RAM At least 4GB
Storage At least 5BG of storage

Operating System Windows 10 Pro/Enterprise, | Windows 8.1 or newer

Windows 11 Pro/Enterprise
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Pros and Cons

Type 1 hypervisors are the most secure, the lowest on latency and the most used, but

they are more expensive. Some examples can be VMware ESXI, Microsoft Hyper-V.

By allowing multiple virtual machines to run independently on a single physical server,

hypervisors help maximize resources utilization and reduce infrastructure costs.

Hypervisors provide strong isolation between virtual machines, ensuring that each VM

can operate independently with its own dedicated resources without affecting others.
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IP addressing

Introduction

In a network, computers are linked together, and all networks are linked together, that
creates the internet. Computers from a network can communicate with computers from
any other network but they must know who they are communicating with, and this is
where IP addresses come in. An IP address, or Internet Protocol Address is a series

of numbers that identifies any connected device.

" Invite de commandes X v [

Microsoft Windows [version 10.0.22631.4830]
(c) Microsoft Corporation. Tous droits réservés.

C:\Users\ewenn>ipconfig

Configuration IP de Windows

Carte Ethernet Ethernet 3

Suffixe DNS propre a la connexion.

Adresse IPv6 de liaison locale. & @ o

Adresse IPvH. . . . . . .« « @ « « o » +&J192.168.56.1
Masque de sous-réseau. :

Passerelle par défaut.

Carte réseau sans fil Connexion au réseau localx* 1

s s 549
= H a e & J = = P RA DD D 09/02/12025

Figure 4 : Example of an IP address by typing “ipconfig” in the command prompt

Each number separated by dots is called an “octet”.

There are 5 classes of IP addresses, here is a table that explains each of them.
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How data travel

Basically, our computer sends data to internet servers which then sends the data to
the computer we want to send the data to. When data is transferred, it is broken up
into small packages called “packets” that all contains the same number of bits. Each
packet contains the “header”. “The headers usually include addressing and routing
information” [2] such as the IP address.

Structure of a Packet

Packet

Header

Y

» Origin of the packet
» Destination of the packet
« Control Information

Figure 5 : Composition of packets
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How routers work

The data is not directly sent to the internet, the computer is connected to a router that
“uses its routing table to determine the best path to use to forward the packets” [3].
Then, the router is connected to your ISP which is finally connected to the internet.
Every router has its own public IP address, and all the devices connected to it have
their own private IP address, so when you make a request, the internet sees that the

request is coming from a public IP address, and it will send the data to it (the router).

5 192.168.1.1 BREEES
& 192.168.1.2 | ) -
e B SRR >
& 19216813 [ ] - [ e @4
A ' @ 82.129.80.111

%) 192.168.1.4 @ """

Figure 6 : public and private IP addresses
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How switches work

There is something between devices and routers. Inside a LAN (Local Area Network),
switches connect multiple devices on the same network [3] and allow them to
communicate. Then the router connects the LAN to the Internet. When a device in a
LAN makes a request, it first goes through a switch to reach the router, which then
forwards the request to the website’s server via the internet.

PC‘C’ PC ‘F’

Connection of networks through Router

Figure 7 : Switches making the link between devices and the router
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IP addresses in networks

IP addresses are very useful for the effectiveness of a network for many reasons. “An
IP address uniquely identifies every host on a network” [4] and allow an efficient routing
of data. Also, they separate internal networks from the internet, and they provide

security, optimization and network control.

There are two types of IP addresses, IPv4 and IPv6. IPv6 came to counter the IPv4
exhaustion problem (only 4.3 billion IPv4 addresses). NAT was introduced as a short-
term solution but that was not ideal because NAT adds latency, routers must translate
IPs, and it makes network management more complex. IPv6 addresses are much
longer than IPv4 addresses and provide around 1036
(1000000000000000000000000000000000000) IP addresses which is almost infinite.

That way, public IP addresses and NAT are no longer needed and data can flow faster.

" Invite de commandes e [

Microsoft Windows [version 10.0.22631.4830]
(c) Microsoft Corporation. Tous droits réservés.

C:\Users\ewenn>ipconfig

Configuration IP de Windows

Carte Ethernet Ethernet 3 :

Suffixe DNS propre a la connexion.

Adresse IPv6 de liaison locale. . . . .:[(fe80::f199:1832:df8a:5da8%10
Adresse IPv4. . . . . . . . . . .« « . .:8192.168.56.1

Masque de sous-réseau. :

Passerelle par défaut.

Carte réseau sans fil Connexion au réseau localx 1 :

] H a e & J = - PR BB D 09/02/1250;:

Figure 8 : Example of IPv4 & IPv6 addresses by typing “ipconfig” in the command prompt
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Research on routing

Introduction

Basically, routing is the process that allows the flow of data from the source to its
destination. It is ruled by some protocols to make it efficient and optimized so data can
flow faster. There are two types of routing, static routing and dynamic routing. “Static
routes must be manually reconfigured anytime the network topology changes” [4],
meaning that the route for a data to follow never changes unless you change it
manually. Dynamic routing uses protocols to find the best route for data to follow based

on different metrics like hop count, bandwidth, delay, reliability, etc.

There are two types of dynamic routing protocols:

Type Examples Used for

IGP (Internal Gateway Protocol) | RIP, OSPF, Internal networks (LAN, WAN)
EIGRP

EGP (External Gateway BGP Global internet

Protocol)
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Internal Gateway Protocol (IGP)

One of the most used protocols among IGPs is OSPF (Open Shortest Path First).
Routers using OSPF exchange information about their links with neighboring routers.
Each router then builds a database of the network so that every router knows the

shortest path to each destination.

OSPF organizes networks into areas to improve scalability. An area is a group of
routers that are physically next to each other (considering a certain distance), and all
these routers have the same link-state information. The backbone area (Area 0) is the
core of the OSPF network, and all other areas must be connected to it. This structure
reduces the amount of link-state information that routers need to maintain, limiting the

number of necessary updates, improving the efficiency and rapidity in large networks.

OSPF Hierarchy

OSPF Area 0
Backbone

g
Other Routing
Domain

Figure 9 : Organization of OSPF networks
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External Gateway Protocols (EGP)

The only EGP used on the internet is the Border Gateway Protocol (BGP). Let’s
imagine two OSPF areas inside the same AS: Area 1 contains Network 1 & 2, and Area
2 contains Network 3 & 4. Each area manages internal communication with OSPF, and
communication between areas happens through an Area Border Router (ABR, router
that connects multiple areas together). If this AS needs to communicate with another
AS, it will use BGP.

™ Invite de commandes X + v

Microsoft Windows [version 10.0.22631.4830]
(c) Microsoft Corporation. Tous droits réserves.

C:\Users\ewenn>tracert www.google.com

Détermination de 1’itinéraire vers www.google.com [142.250.200.4]
avec un maximum de 30 sauts

ms p 10.172.128.1

ms 7 gw-vland5.e2.thn.askd.net [213.143.6.129]

ms 58 core2.londl.uk.askd.net [213.143.0.136]

ms 6 corel.londl.uk.asktd.net [213.143.0.128]
10 72.14.197.250

ms 11 216.239.54.127

ms 8 108.170.234.231

ms lhru8s29-in-fu.1lel00.net [142.250.200.4]

ms
ms
ms
10 ms

1

=
VOO *x*000aN

ms
10 ms

1
2
3
il
O
6
7
8

Itinéraire déterminé.

1613
10/02/2025

s ) FRA B ) &

Figure 10 : Path to "www.google.com” using BGP by typing “tracert + website’'s URL”

As shown in the image above, by typing “tracert www.google.com” you can see by
which routers your data has travelled to reach Google’s servers. In this case, the data
has travelled through multiple AS before reaching destination. First, the data travelled
in my ISP Autonomous System (ask4) before reaching the AS of google, this is where
BGP has been used, to establish the communication between these two different AS.
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Research on network services

Virtual Private network (VPN)

With the growing use of the internet, a great number of tools and services are arriving
on the market to give users the best possible experience. Among them, there is VPN
(Virtual Private Network) well known for allowing you to watch series that are not

available in your country, but it is more than that.

A VPN securely and anonymously connects the user’s device to a server. Without a
VPN, the user connects directly to the internet, but with a VPN, the user is first
connected to a VPN client that sends the data to the VPN server through an encrypted
connection known as tunnel. Then, the VPN server sends the data to the internet under

the VPN server’s IP address.

How Do VPNs Work?

Your IP address Your New IP Address
82.129.80.1 77.234.44.180

N
R

Your Device VPN Client Internet Service Provider VPN Server Internet

Figure 11 : How VPNs work

That way, the user private IP address is not shown on the public internet.
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Active Directory Domain Services (ADDS)

Active Directory Domain Service allows you to create a domain where you can put
multiple servers or clients. You can manage all these clients at the same time by
applying a rule to this domain. If you create a Subdomain, you can apply a rule to it

that will not be applied to the main domain.

Figure 12 : Representation of Active Domain Directory Services (ADDS)
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Dynamic Host Configuration Protocol (DHCP)

DHCP is a protocol that automatically gives an IP to any device

client/server protocol. Each device on the network will run a DHC

on a network, it is a

P client to be able to

ask for an IP, then, somewhere on the network, a DHCP server will reply by providing

the device a unique IP address (at home your DHCP server is hosted by your router).

DHCP Client DHCP Server

00 —

Router I I

\ |/

192.168.1.100

Figure 13 : How DHCP works

I need an IP Here's your
Address IP Address

BCQORD

When the DHCP server gives an IP address, it gives it a lease time, meaning that after

a certain amount of time, the device will have to renew its |IP address because the

DHCP server is going to take it bake and put it in the list of available IP addresses.

Coursework 1 Ewenn Daligaud
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TASK 2 | Technical Documentation
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2.1 Choosing the Hypervisor

Choosing the type of hypervisor:

Because | am a beginner, a type 2 hypervisor was easier for me to install on my
computer. It is also easier to understand and to use because it doesn’t require a server
to set it up, you just need a computer that has the minimum hardware requirements
and install and run the software without complex configuration. Because they only
require one computer, type 2 hypervisors are more flexible and manageable. If you
make a mistake while using a type 2 hypervisor, you can delete your virtual machine
very easily and start over as many times as you want because you have direct control
over everything, and if you make backups every time you make a change in the virtual
machine, as soon as something goes wrong you can just load the backup and restart
from it without losing everything. Then, with all the details listed above, we can say that
type 2 hypervisors are better for testing purposes because every feature and
everything that belongs to the hypervisor is easily reachable and manageable. Finally,
unlike type 1 hypervisors, many type 2 hypervisors are free to use. | think that type 2
hypervisors are the best introduction in the world of virtual machines and networks

configurations.

Choosing the hypervisor:

Among all the type 2 hypervisors available in the market, | chose to use Oracle Virtual
Box for many reasons. First, it is free, making it a very accessible choice for a first
experience with virtual machines. Also, Oracle Virtual Box allows the user to save the
state of the virtual machine at any time so if something goes wrong during the
configuration or testing of the network, you can easily load the save and restart from a
clean state. Oracle Virtual Box is cross-platform compatible, it can be a great feature
to have depending on what operating system | am working on. Then, | am beginning
with Oracle VM Virtual Box in computer forensics, so | think it is a great choice to use
the same hypervisor in Network Operating Systems and Services to know very well
about it at the end of the semester instead of using another hypervisor and know a little

about 2 different hypervisors.
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2.2 Download and Setup

Downloading the chosen Hypervisor (Oracle VirtualBox) from the official website :

https://www.oracle.com/uk/virtualization/technologies/vm/downloads/virtualbox-

downloads.html#vbox :

& an =+

Import  Export  New Add

Welcome to VirtualBox

v (e RA A B

Figure 14 : Oracle Virtual Box main menu
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Downloading Windows Server 2022 (S-DC) from Microsoft official website:

https://www.microsoft.com/en-us/evalcenter/download-windows-server-2022

B¥ Microsoft | Evaluation Center Windows ~  Windows Server ~  SQLServer «  System Center +  Microsoft Security «  More « All Microsoft +

Please select your Windows Server 2022
download

English (United States)

1SO downloads VHD download Try on Azure Create a VM in
64-bit 64-bit Learn 5 Azure
edition edition more Learn more >

Chinese (Simplified)
1SO downloads
64-bit
edition

Figure 15 : Downloading the Windows Server 2022 ISO

* Create Virtual Machine

or 2022

\VirtualBox VMs

Type: Microsoft Windows

Version: Windows Server 2022 (64-bit)

> Unattended Install

3 Expan: “Unattended Install”

16:07
17/02/2025

Figure 16 : Creating the Windows Server 2022 Virtual Machine
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ine View Input Devices Help

Auto capture keyboard

 Microsch Server Operating Sysem Setup

elect the operating system you want ta install

Figure 17 : Selecting the Operating System

As asked in the coursework, | installed the “Windows Server 2022 Datacenter
Evaluation (Desktop Experience)” Operating System.

File Machine View Input Devices Help

5 ol icrosn sens Opesting ystem seup

Where do you want to install the operating system?

Towlsize  Freespace Type

1000 e B50MB System

5968 59968 Primary

Figure 18 : Configuring storage locations

| separated the 80GB of storage allocated to the Virtual Machine into two different sized
disks so | can use one for a drive or something else that could be asked for in
coursework 2.

Then did the same thing for the client, | installed windows 10 (ClientS1) and created a
second 5GB disk.
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Downloading Debian Linux (C-Server) from Debian official website:

https://www.debian.orag/distrib/

To complete the given topology, we need to setup the other network by downloading

the Linux Server and Client.

| Recherche
@ Blog Micronews Planet
debian / cbtenir debian
Obtenir Debian
Cette page présente les options de téléchargement et d'installation pour la version stable de Debian, 12.9.0.
« Téléchargement depuis les miroirs des images d'installation
« Manuel d'installation avec des instructions détaillees
+ Notes de publication
« Images pour Debian testing
« Vérification de l'authenticité des images Debian
Télécharger une image d’installation Essayer Debian en autonome avant l'installation
« Une image d'installation de taille réduite peut étre téléchargée Vous pouvez essayer Debian en amorgant un systéme autonome a partir d'un
rapidement et enregistrée sur disque amovible. Pour cela, une machine CD, d'un DVD ou d'une clef USB sans installer un seul fichier sur l'ordinateur.
avec une connexion a Internet est nécessaire. Vous pouvez aussi exécuter I'installateur Calamares, seulement disponible pour
les PC 64 bits. Consultez les explications sur cette méthode.
1SO « netinst » pour PC 64 bits, 1SO « netinst » pour PC 32 bis,
Toments « netinst » pour PC 64 bits, Torents « netinst » pour PC 32 bits 3 image autonome de Gnome, image autonome d'Xfce, image autonome de KDE,
aulres images autonomes, forrents d'images autonomes
» Une image d'installation compléte de taille plus importante contient plus
de paquets et facilite I'installation sur des machines sans acces a Internet.
Figure 19 : Download Linux from official Debian website
18 Csenver [Running] - Orace VirtusiBor - 8 x
Fie Machine View lnput Deaces Help
(1s} 8@

Mouse integration ...

Auto capture keyboard .. &

© debian 12

Select a language

Choose the language to be used for the installation process. The selected language will also be the default
language for the installed system.
Language:

Cninese SumpIes) < 4 &
Chinese (Traditional) - x(=m)
Croatian - Hrvatski
Cczech - Ceitina [
Danish - Dansk ‘
Dutch - Nederlands !
Dzongkha —
Esperanto - Esperanto
Estonian - Eesti
Finnish - Suomi
French - Francais
Galician - Galego
Georgian - debayme
German - Deutsch =]
| Screenshot | Go Back Continue |

H £ Type here to search o |

Figure 20 : Debian Linux setup
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Downloading Ubuntu (ClientC1) from Ubuntu official website:

https://ubuntu.com/download/desktop

c 25 ubuntu.com/download/desktop E b4 ﬂ (O

al Ubuntu Products v u St Community Download Ubuntu v All Canonical v Sign in Q

€} Downloads Desktop  Server Core  Cloud

The open source desktop operating system that powers millions of PCs and
D OW n loa d U b U n tU D eS kto p laptops around the world. Find out more about Ubuntu's features and how we

support developers and arganisations below.

Discover Ubuntu Desktop Check out the blog »

The latest LTS version of Ubuntu, for desktop PCs and laptops. LTS stands for long-
U b U ﬂ tU 2 4 . O 4 . 2 LTS term support — which means five years of free security and maintenance updates,

extended up to 12 years with Ubuntu Pro

Download 24.04.2 LTS 5.9GB

For other versions of Ubuntu Desktop including torrents, the network installer, a list of
local mirrors and past releases check out our alternative downloads.

Figure 21 : Downloading Ubuntu from official Ubuntu website
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2.3 Configure IP Addressing

Windows:

ile Machine View Input Devices Help

Mouse integration

Auto capture keyboard ... %

Altemate ONS server:

[ Veldate settngs upon ext

B2 % @ K crLDROITE

29 @ 18:03

17/02/2025

Figure 22 : Configuring the Client IP Addressing (Windows 10)

View Input Devices Help
L ]

Mouse integration

(8 < Hetwork and Internes » Network C

Dicabin thix mabusoek dmiicn  Dianoca

B etk
11000 MT Desktop A

Pratocel Version 4 (CP/Pyd) Praperties %

sl f your netark mpports
i your nemwork sdneator

B 0T & WMOrTS &0 crDRO

4 3 W D )

17/0;

Figure 23 : Configuring the server IP Addressing (Windows Server 2022)
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Linux:

After sudo is installed, we now have the rights to modify the “interfaces”file to configure
the IP addressing of our Debian Linux server.

GNU nano 7.2 setc/networksinterfaces

Mar 4 17:02

sp——————
Cancel Wired

Network Details Identity IPv4 IPv6 Security

Bluetootf
IPv4 Method Automatic (DHCP) Link-Local Only

Displays O Manual Disable

Shared to other computers
Sound

Power Addresses

Mulbitask 19 168.1.12 255.255.255.0

Appeararn

Ubuntu Df

i Apps
N Notificatil
Routes

Search

Online Ad

sharing

Figure 25 : Configuring the IP addressing of the Linux Client (Ubuntu)
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2.4 Testing and Troubleshooting

Windows <~ Windows:

¥ Windows 10 [Running] ~. X &8 Windows Server 2022 [Running...

B9 %, @ KB arL DROITE

29 @ 18:37

17/02/2025

2 Windows 10 [Running] - Oradle ... ¥ Windows Server 2022 [R.. X

p—y =TT ]

= ) @

17/02

Figure 27 : Pinging the Client (ClientS1) from the Server (S-DC) (not working)

As you can see from the two images above, the ping is not successful, we are going

to troubleshoot it by disabling the firewall.
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o

File Action View Help
Al dlall 7]

e RUTEE BRSNS I Windows Defender Firewall with Advanced Security on Local Computer Actions

£ Inbound Rules - | Windows Defender Firewall.. «

&Y Outbound Rules ﬂ Windows uters.

¥ Connection Security Rules Windows Defender Firewall with Advanced Security on Local Com... X | Import Policy..

B, Monitering | Export Policy...

O Domain Profile  Private Profile  Public Profie  IPsec Settings Restore Default Policy

Domain Prof Specify behavior for when & computer is connected to its corporate Diagnose / Repair

; domain.
& wi
@ Windows Dg State Vi

Q nbouncd cofy Firewall state On (recommended) & Refresh
@ Outbound c
- Off

Inbound connections: Properties

Private Prof Outbound connections Allow (defautt) ~
& Windows De
® Inbound conl
'3@' OQutbound o Settings

7| Specify settings that control Windows
Defender Firewall behavior.

Help

Protected network connections: Customize. .

Customize..

Public Profil
& Windows Dg
© nbound con Logging

- Specify logging settings for
@ Outbound c l_ toublochooting, Customize..

EJ Windows Dg

Getting Started
Authenticate

Create connectior icated and
protected by UsSing-wwemerrre

@ Connection Security Rules

View and create firewall rules

Frast firmursll nilas n allnw nr sl ~nmnastinne n enarfiad nrmarsme ar nate ¥a nan slon a3 sannackinn s

>

~ O 4o €3 q9) ENG

Figure 28 : Disabling all the Client's firewall profiles

We are disabling the firewall because it is the reason why the ping is not working. When
you ping a device, the device you are using to ping sends ICMP packets (Internet
Message Control Protocol) to the other device. On of the most common use of ICMP
is to determine if data is getting to its destination and at the right time, this makes ICMP
an important aspect of error reporting. In our case, the firewall doesn’t allow ICMP
packets, so we can’t ping the client. After disabling all the client’s firewall profiles, we
should be able to ping the client from the server because the client will now accept the
ICMP packets.
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Figure 29 : Pinging the Client (ClientS1) from the server (S-DC) (working)

The ping is now successful because the Client accepts ICMP packets

Now we can ping the Client from the Server. To solve the problem of the unsuccessful
ping from the Client to the Server, we will use a different method. Instead of completely
disabling all the firewall profiles, we will go in the firewall's configuration and enable

the Server to receive ICMP packets.
To enable the ICMP packets we need to follow this path:

- Windows Defender Firewall > Advanced settings > Inbound Rules
- Then find these two rules and ensure they are enabled:

o "File and Printer Sharing (Echo Request - ICMPv4-In)"

o "File and Printer Sharing (Echo Request - ICMPv6-In)"
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i 5-0C [Running] - Oracle VirtualBox

Fle Machine View Input Devices Help

ul )

Mouse integeation

2]

Auto capture keyboard ..

@ Windows DefenderFrenallwith Advanced Securty

= g o
Fle Acion View Hep
o g
I ekocad Res Profie  Enabled  Action | Inbound Rules -
1CMP Ech. 5 Domain No & Newhule

A o T Fiterby Profile

W Fiter by Stat
T Fiter by Group

Ves
Ves
Ves

Ves

View
No
S Refresh
Export it
| Hep
Selected Items -
& Disable Rule
& cu
File and Printer Sharing 2 Copy
File and Printer Sharing Al Mo X Decte
-~ Fie and Printer Sharing M Ne B Hep
Fie and Prnter Sharing overo. Al No
Fie and Printer Sharing over... Al No
iscsis A No

@ mDNS (UDP-in)
© mONS (UDP-in)

Public  Yes
an Ves
undation Network So.. ] Ves
M So. Al Ve
Netinnnn Servier (N9-in) an No Y
<

<

FONTS B #EG @ righ

Figure 30 : Allowing ICMP packets on the Server

Now that the server accepts ICMP packets, the ping from the Client to the Server

should now be successful.

T8 Clients! (Running] - Oracie VirtualBox

|@ 8@
Mo vispain s

Auto capture keyboard ..

P Type here to search

A @ rigncu

Bl 7 e 84

Figure 31 : Pinging the Server (S-DC) from the Client (ClientS1) (working)

As expected, we can now ping the Server from the Client.
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Windows < Linux:

EH Administrator: Command Prompt — e

Subnet Mask
Default tew

Ethernet adapter Internal:

trip times in milli-s
nimum ems, Maximum = 8ms,

ministra

r 1%46
£ Type here to search & ds 27/0272025 -

default glen 1@

ult glen 1

, time 5

Figure 33 : Pinging Windows (S-DC) from Linux (C-Server)

The two servers (Windows and Linux) can ping each other, meaning that the network
has been configured correctly.
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Linux < Linux:

Figure 34 : Pinging Ubuntu (ClientC1) from Debian (C-Server)

Mar 4 17:03
ewenn@cClientC1: ~

S5 ip a
OOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default gqlen 1000
.nk/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host lo

valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host noprefixroute

valid_1ft forever preferred_1ft forever

2: enpOs3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel state UP group default glen 1000

link/ether 08:00:27:19:b1:14 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.12/24 brd 192.168.1.255 scope global noprefixroute enp@s3

valid_1ft forever preferred_1ft forever
inet6 feB0::70f6:3faB:e54a:f419/64 scope link noprefix

valid_1ft forever preferred_lft forever

:-5 ping 192.168.1.11
E PING 192.168.1.11 (192.168.1.11) 56(84) bytes
64 bytes from 192.168.1 : icmp_seq=1 ttl=64
64 bytes from 192.168.1 : icmp_seq=2 ttl=64
64 bytes from 192.168.1.11: icmp_seq=3 ttl=64
64 bytes from 192.168.1.11: icmp_seq=4 ttl=64
64 bytes from 192.168.1 : icmp_seq=5 ttl=64
1 : icmp_seq=6 ttl=64
1 : icmp_seq=7 ttl=64

64 bytes from 192.168.
64 bytes from 192.168.

Figure 35 : Pinging the Debian Linux (C-Server) from Ubuntu (ClientC1)

The Linux Server and Linux Client can communicate together.
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With all the virtual machines configured and all the troubleshooting done (Windows
Client < Windows Server, Windows Server < Linux Server, Linux server < Linux

Client), all the pings are successful, and we are finally meeting the Task 2

requirements. Task 2 is finally done.
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TASK 3 | Reflection
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TASK 3 | Reflection > 3.1 Technical Reflection

3.1 Technical Reflection

Because it was my first experience with virtual machines and networks, | faced many

difficulties during this coursework:

- Understanding how hypervisors work

- Understanding how some protocols work
- Setup of virtual machines

- Troubleshooting

- Working with Debian Linux (first experience with CLI interface)

3.2 Personal Reflection

With this Coursework | understood how virtualization can benefit companies and IT
infrastructures. It made me understand some very important concepts used everyday
in our digital world, like how my devices communicate with each other and how | have
access to the internet and what protocols and services are used to grant me this

access.
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Conclusion

In this coursework, the installation and setup of a virtual network using VirtualBox was
successfully achieved despite some challenges faced all along with the project. | think
using a type 1 hypervisor was the good choice as it was understandable and

manageable for a first experience and my final virtual network works well.

In the end, my virtual network met the coursework requirements, my servers can
communicate together, and each client is correctly linked to his respective server and

capable of communicating with them.

This project highlights the importance of network configuration and troubleshooting

skills in virtual environments.
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Appendix

Classes of IP addresses

Class | Used for Number of octets range
designating the
network portion
A Large networks The first 1.0.0.0 t0 126.0.0.0
B Medium-sized The first two 128.0.0.0 to 191.255.0.0
networks
C Small networks The first three 192.0.0.0 to 223.255.255.0
D Multicast groups 224.0.0.0 to 239.255.255.255
E Testing purposes 240.0.0.0 to 255.255.255.255
NAT

Network Address Translation is a protocol that allows multiple private IP addresses to
share one single public address. It has been introduced in 1994 as a solution for the
lack of IPv4 addresses in the world. As IPv4 model allows only 4.3 billion different
addresses to exist, we had to find a solution because 4.3 billion addresses were not
enough for the number of connected devices around the world. “When a local computer
attempts to connect to an internet resource, the NAT device makes the connection
instead. Any packets received from the internet resource are translated into the
address scheme of the local network and forwarded to the local computer that initiated

the connection”

Autonomous Systems

An Autonomous System (AS) is a collection of IP networks and routers under the
control of a single administrative entity (such as an Internet Service Provider (ISP), a

company, or a university) that follows a common routing policy.

Sudo

Sudo is a tool that gives the user privileges to execute sensitive commands like making

updates, installations, configure the firewall and the network, ...
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