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[bookmark: _Toc66005764]Virtual Box

	VirtualBox from Oracle [1] is a type 2 hypervisor that is available for a number of operating systems including Windows, Linux, Macintosh and Solaris. Using this product allows administrators to deploy, test and develop guest operating system environments with little need to invest in additional infrastructure.
[bookmark: _Toc66005765]	Virtual Box install issues
	The author was required to build two Windows 2019 Datacentre servers and two Windows 10 workstations. Despite running the latest version of Virtual box (Version 6.1.18 r142142 (Qt5.6.2)) performance was sub optimal. Initial research highlighted a bug within the Windows 2019 template used within Virtual box that omitted options from the template a work around was to build the 2019 server with the 2016 template.
[bookmark: _Toc66005766]	Host System rebuild
The host system was struggling for resources and had over the last few years numerous redundant applications installed with several redundant processes running that needed to be remedied. The author decided to rebuild the host. The system was backed up to an external hard drive, also the system had also been synchronized to Microsoft OneDrive. 
Using the native ‘System Reset’ tool within Windows 10, the host was reset to its base platform and then updated to the latest 20H2 release. 
[bookmark: _Toc66005767]	Limitation of host
 The host machine has 8GB of RAM surface mounted on its main board with no possibility to expand the RAM, the option to have all 4 devices running simultaneously (with a combined requirement of 12GB of RAM) would prove to be an issue. To mitigate the limitations of the host server memory a technique of Memory Overcommitment was applied. This uses a variety of techniques to try and reduce the overall demand on shared resources. One technique “pagefusion” [2] is more effective if there are multiple copies of the same guest OS running. In theory once multiple copies of an operating system is loaded they are running the same software and accessing the same executables. The hypervisor looks at the hash value of the memory used and if they are the same it is possible, they both contain the same data and then attempts to use a reference pointer as opposed to consuming more memory.                                    

 Memory Overcommitment changes were applied following advice from the online manual once the guests were created the following configuration changes were applied to attempt to mitigate memory demands from the system across all clients “Server 1” details as an example: -

c:\Program Files\Oracle\VirtualBox>vboxmanage modifybm "Server 1" --largepages off
c:\Program Files\Oracle\VirtualBox>vboxmanage modifyvm "Server 1" --pagefusion on
c:\Program Files\Oracle\VirtualBox>vboxmanage modifyvm "Server 1" --guestmemoryballoon 500
	
However, the assignment did not specify all guest operating systems to be running simultaneously how well the above changes perform will need to be noted and changes applied if possible.



	

[bookmark: _Toc66005768]System build

Oracle Virtualbox was downloaded and installed. The application when opened presents the end users with following screen: - 
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[bookmark: _Toc66005740]Figure 1- Virtual Box Welcome screen
	Select the ‘New’ icon and follow the onscreen wizard to begin creating the guest operating system
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[bookmark: _Toc66005741]Figure 2- Naming the virtual machine and storing the configuration
	



· Provide a unique name to the server for use within the environment. 
· Provide a path where the virtual machine data can be stored
· Select the type of operating system
· Select the version of the operating system 

Click ‘Next’ to continue within the wizard
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[bookmark: _Toc66005742]Figure 3-Setting Memory Limits


	


Modify the memory requirements to suit the specification. 










Click ‘Next’ to continue the Wizard
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[bookmark: _Toc66005743]Figure 4-Creating a new virtual disk

	

It is possible to create a new machine without a hard drive or import a previously created or copy of an exisiting virtual hard drive 

As this is a new machine with a new disk image select the defaults.





Click ‘Next’ to continue the Wizard
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[bookmark: _Toc66005744]Figure 5- Configuring the virtual disk format

	


Virtual hard drives can vary between hypervisors.

VDI disks are primarily used for VirtualBox.

VHD can be used by Windows Hyper-V

VMDK can be used by VMware hypervisors 

In this configuration select VDI


Click ‘Next’ to continue the Wizard
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[bookmark: _Toc66005745]Figure 6- Thinly provisioning the storage

	


How a virtual disk is created and updated during operation can affect performance and how the systems is able to operate. 

Fixed size disks are in theory faster to read and write data but when created will  consume more space on the host device.

Dynamically allocated disks grow to the specified maximum size as data is written. This can consume less space on the hosts but  can slow a system down in practice the performace is negligable especially on faster SSD drives.   

Click ‘Next’ to continue the Wizard
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[bookmark: _Toc66005746]Figure 7- Setting the size of the initial disk
	




Set the location of the virtual hard drive and size the disk to the specification as required 









Click ‘Create’ to complete the Wizard
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Repeat the proccess for all the guests required


[bookmark: _Toc66005747]Figure 8- All guest machines provisioned

	

[bookmark: _Toc66005769]Further configuration options
	Once the initial VM has been created further modifications need to be made within the system to achieve the requirements laid out in the specification.
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[bookmark: _Toc66005748]Figure 9- Selecting CPU and CPU features
	Select the number of CPUs required for the service and the feature set required for the system









Click ‘OK’ when complete
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[bookmark: _Toc66005749]Figure 10- Adjusting configuration to ensure suitable levels of performance
	As advised the Video Memory was left at the default of 128MB.










Click ‘OK’ when complete
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[bookmark: _Toc66005750]Figure 11- Attach ISO to Virtual CD ROM drive
	Attach an ISO to the CD ROM drive for the OS required.








Click ‘OK’ when complete 
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[bookmark: _Toc66005751]Figure 12- Select the correct virtual network for the guest
	For the first NIC (Network Interface Card) on the server select the required network type. In this instance an additional label was applied as its possible to have multiple internal networks

	
[bookmark: _Toc66005770]Network Types

 In this example an Internal Network is used . This network in only available to VMs and not the host. A NAT network could be used for the primary NIC if the devices are required to connect to the external network
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	Each server has specified a second NIC is required. 
Again a separate network is required a new network is created and labelled accordingly.



Click ‘OK’ to continue 


[bookmark: _Toc66005752]Figure 13- Select the specific virtual network




[bookmark: _Toc66005771]Post install configuration

The hosts firewall was disabled on each of the hosts for following network profiles networks Private, Public, and Domain
[image: ]
[bookmark: _Toc66005753]Figure 14- Disable the firewall



[bookmark: _Toc66005772]Verifying Connectivity
Each host was configured with the IP address as per the specification. Ping tests were conducted from each device to verify connectivity.
Server1 to Client1 and Server2
[image: ]
[bookmark: _Toc66005754]Figure 15- Output of test PINGs


Client1 to Server1
[image: ]
[bookmark: _Toc66005755]Figure 16 - Ping testing cont.

Server2 to Client 2 and Server1
[image: ]
[bookmark: _Toc66005756]Figure 17- Ping testing cont.


Client2 to Server1
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[bookmark: _Toc66005757]Figure 18- Ping testing cont.





[bookmark: _Toc66005773]What is a Hypervisor
	A hypervisor provides the ability to divide physical system resources into isolated logical partitions. Each partition operates like an independent system running in its own Operating environment. The hypervisor manages the assignment of processors, I/O, and memory to dedicated resources. Or by dividing a pool of resources into logical partitions. [2]
	
[bookmark: _Toc66005774]Types of Hypervisor 
[bookmark: _Toc66005775]Type 1 hypervisors run directly on the hardware they typically have a smaller installation footprint and are focused on being the basis of the Hypervisor platform only without the need to offer other network services. Direct access to the resources of the physical device can service highly efficient design and is seen as more secure as its smaller installation footprint limits the attack surface from potential compromise. 
Management of Type 1 hypervisors typically require the use of a separate management solution if large clusters of machines are provisioned.  Examples of Enterprise level Type 1 hypervisors include VMWare ESXi, Microsoft Hyper-V, Citrix XenServer  and Nutanix AHV.
Type 1 hypervisors also tend to have an approved hardware compatibility list of specific hardware that is recommended to run and has supported drivers for the hardware: -

	http://hcl.xenserver.org/

https://www.vmware.com/resources/compatibility/search.php?deviceCategory=io&details=1&partner=515&releases=508&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc 



[bookmark: _Toc66005758]Figure 19- Examples of vendor HCL  databases

In production environments support contracts can be problematic is the solutions are running on hardware not approved by the application vendor and its advisable to ensure hardware is on the HCL.

	
[bookmark: _Toc66005776]Type 2 hypervisors are installed onto an existing operating system with an additional layer between the hypervisor and the underlying hardware which can be perceived as a performance overhead and is typically installed on an individual PC where a user needs to run more than one operating system environment.
This type of hosted hypervisor is not normally an ideal environment for production environments. Examples of a type 2 hyper visor include VMware Workstation, Oracle VirtualBox.
Type 2 hypervisors are typically easier to setup as the host operating system is already running on an approved hardware platform.

	[image: figure2]



[bookmark: _Toc66005759]Figure 20 - Types of Hypervisor


[bookmark: _Toc66005777]Significance of the subnet mask in IPv4 addressing 
A subnet is a consecutively numbered IP range [3]. In the worked example we are working with three  Class C networks each with 256 consecutive IP addresses. IP address in the same subnet normally follow the same rule in that the addresses in the same subnet are not separated by a router and addresses in different subnets are separated by at least on router. [3, p. 269]
Subnetting allows the splitting of networks onto smaller networks. It increases routing efficiency to help improve security and reduce the volume of broadcast traffic. The subnet mask identifies which part of an IP address is the network address and which part is the host address.
With the worked example the IP address 192.168.1.100 has a subnet mask of 255.255.255.0. As IPV4 address are 32bit address and are split into 4 octets with each octet having a decimal range from     0-255.

	Number scheme
	Ip Address
	Subnet mask

	Decimal
	192.168.1.100
	255.255.255.0

	Binary
	1100000.10101000.00000001.01100100
	11111111.11111111.11111111.00000000


[bookmark: _Toc66005760]Figure 21- Binary conversion of IP address and Subnet
By performing the AND operation on the two binary numbers we can see the identify the illustrate the network the host resides within
	Host Address in Binary notation
	11000000.10101000.00000001.01100100

	Subnet address in Binary Notation
	11111111.11111111.11111111.00000000

	AND Network Address in Decimal
	192.168.1.0


[bookmark: _Toc66005761]Figure 22- AND function of the Host and Subnet to find the Network Address


[bookmark: _Toc66005778]Cloud computing
Cloud computing has made massive hyperscale global data centres possible. Utilizing large secured data centres around the globe, serviced by multiple utility telecom and power providers providing utility level . Each filled with commodity servers of varying architectures, coupled with virtual network and storage solutions to provide multiple layers of redundancy. The clustered hypervisor fabric permitting multiple tenants’ access to services on the on the same physical platform. Development of solutions built by third party providers are readily available within the cloud services providers marketplaces for easy deployment within the clients tenancy. Services that would takes a protracted amount of time to architect, procure and build can be provisioned within seconds to meet an organizations IT demands. 
The rapid provisioning of services can allow services to be built that can scale up to meet demands and then scale back as demand falls away. Or services that can be created to meet local demand or utilize CPU time in global regions during off peak hours. 
Cloud services are structured around services a customer can choose a solution that best suits their needs. From Infrastructure as a Service where a virtual machine is provisioned, and the management of the platform is the responsibility of the customer. All the way to software as a service where the customer consumes software service such as Office 365. To frame these two extremes a traditional on premises Email server would require an organization to specify the required hardware with suitable overhead for growth. They would then install the operating system the email server software the networking to service the email service the firewalls, antivirus, email filtering services, plus perform the regular maintenance of the email servers to maintain optimal performance the patching of the applications the operating system the updates of firmware and drivers the ongoing demands of the network hardware with staff overheads to ensure the system meets regulatory requirements. Moving to an IAAS solution all the server hardware requirements are moved to the cloud provider. The client organization must still perform the maintenance of the solution and manage the security of the email server etc. Moving the platform to a SaaS solution removes the need to do all the above. The solution is managed completely by the cloud provider. Storage growth, system maintenance, email filtering, networking, regulatory compliance infrastructure is taken care of. The client has just enough access to the platform to perform essential configurations required for their organization and report on user activity. Major cloud providers include Amazon Web Services, Microsoft Azure, Microsoft 365, Google Cloud, Oracle Cloud.
One of the major benefits of cloud solution can also be a major concern as the cloud solutions are so flexible and the ability to add new services is easy the governance of the service needs to be managed closely as the costs of the solution can easily grow uncontested until it is too late. Services that are no longer required need to be de-provisioned as these costs will still need to be covered by the organization.
As the customer is reliant on the provider to maintain and patch its infrastructure unless the client is vigilant with its monitoring of notifications outages may occur without the client being sufficiently informed. 
Some clients may be unprepared for the requirement to ensure they have well connected networks between their own clients their own organization and the cloud services and their cloud services need well connected networks to.

[bookmark: _Toc66005779]Terminology 

[bookmark: _Toc66005780]Ping
	Ping is a network diagnostic tool that tests within the first three layers of the OSI model, by sending an Internet Control Message Protocol (ICMP) echo request we can demonstrate the availability of a stable network between source and destination devices. Ping is available on multiple operating systems and performs the same task with minor variations in the user operation. 

[bookmark: _Toc66005781]Ipconfig
	Ipconfig is a command line tool used to display the current configuration of the network interfaces on a Windows host device. Ifconfig would be the UNIX/Linux/MacOS equivalent. 



[bookmark: _Toc66005782]Firewall
	Cisco define a firewall as [4]
	 A network security device that monitors incoming and outgoing network traffic and decides whether to allow or block specific traffic based on a defined set of security rules.
“Traditional” firewalls operated at the third layer of the OSI model and would manage traffic at an IP or port address.  As these technologies have become more sophisticated firewalls have added more functions such as Intrusion Detection and Prevention systems, Anti Virus, Application control, Web content filtering. For example on a stateful firewall with clients using the internet ports 443 and 80 traffic would typically be allowed through regardless of the application being used. However, with a Next Generation Firewall operating at layer 7, traffic filtering is now application aware.  For example inspected packets for a video streaming service that operates over ports 443, 8443 etc could either be blocked or modified in such a way as to not impact so heavily on the available bandwidth. 

[bookmark: _Toc66005783]PAE
PAE [5] is commonly used by 32-bit machines to address memory addresses greater that 4GB. By enabling PAE on a 32-bit system X86 systems Windows can access up to 64GB or 128GB of physical memory. 
With the move towards 64-bit CPUs and 64-bit operating systems these systems can natively handle memory greater than 4GB this however 32-bit processes are still affected by this memory limit.
 
NX 
NX or No-execute [6] flags the data in the memory to be no executable. This is an additional security measure to prevent in memory execution of code. 

OOBE
The Windows Out Of Box Experience [7] or how the system behaves when a user starts to use the system for the first time. Within Windows these default settings present the user with the choices the operating wants to present back to the end users. System administrators can implement policies and procedures to help reduce the number of questions a user is asked during the first OOBE session. 
[bookmark: _Toc66005784]Dynamic Disks/Thin Provisioning 
	Dynamic disks or Thin Provisioning is the process where a disk sizes are virtually allocated on a configuration, but the physical space is not formatted and reserved. Typically, a software vendor would provide a minimal or recommended specification for a solution that can include a required amount of disk space. By thinly provisioning storage the operating system thinks the storage resources are available. In operation the hypervisors disk handling sub systems write data to the disk and the actual space consumed grows as required. 

[bookmark: _Toc66005785]OverProvisioned Storage 
 	Using thinly provisioned dynamic disks can lead to over provisioned storage. This is a situation where more disk space is allocated to virtual machines than is physically avalible to the host.  In practice on smaller development systems this is not too much of an issue however on larger production systems it is adviseable to monitor storage subsystems to ensure the overprovsioned disks are managed more effectivly. As once a shared volume is full it can cause operations of all the VMs using that shared resourse to halt.
[bookmark: _Toc66005786]Data DeDuplication
	Installing 2 copies or 10 copies  of the same operating system on the same storage can consume a vast amount of disk space. With a typical install of a Windows consuming approximatly 20GB of disk space being able to reduce the amount consumed can be benifical. Data deduplication within Windows servers takes maching patterns within files and creates reparse points to duplicates portions of the files that have the same pattern [8]. This is slightly different from Single Instance Storage which only compared the whole file [8].   
[bookmark: _Toc66005787]Nested Hypervisor
	Nested Hypervisors allow systems to be built to run virtual infrastructure within or on another virtual environment eg a VMware ESXi host can host a Windows Hyper V server that itself can host other virtual machines.  This solution is available for a single end user all the way up to a massive global cloud service provider [9]
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Reply from 192.168.100.1: bytes=32 time<ims
Reply from 192.168.100.1: bytes=32 time=lms TTL=128

Ping statistics for 192.168.160.1:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
pproximate round trip times in milli-second:
Minimum = ems, Maximum = ims, Average = @ms

:\Windows\system32>_




image18.png
- Oracle VM VirtualBo;

[C:\Windows\system32>hostname
|server2

IC:\Windows\system32>ipconfig

Windows IP Configuration

Ethernet adapter Privateinternal 2 Network:

Connection-specific ONS Suffix

Link-local IPv6 Address . . . . . : feB8::21£7:2708:1a6c:dd24%12
IPv4 Address. . . . . . . .. .. ! 192,168.101.1
Subnet Mask . . . . . . ... . .1 255.255.255.8

Default Gateway . . . . . . . . . !
Ethernet adapter Public Private network:

Connection-specific ONS Suffix

Link-local IPv6 Address . . . . . : feB8::5861:af91:ad2b:8964%3
IPv4 Address. . . . . . . . .. . 1 192.168.1.101
Subnet Mask . . . . ... .. + o 1 255.255.255.0

Default Gateway . . . . . ... .:
[C:\Windows\system32>ping 192.168.101.2

pinging 192.168.101.2 with 32 bytes of data:

teply from 192.168.101.2: bytes=32 time<lms TTL=128
eply from 192,168.161.2: bytes=32 timecims TTL=
teply from 192.168.101.2: bytes=32 timecims TT
teply from 192.168.101.2: bytes=32 timecims TTL=128

Ping statistics for 192.168.101.2:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = @ms

|C:\Windows\system32>ping 192.168.1.160

Pinging 192.168.1.100 with 32 bytes of data:

teply from 192.168.1.100: bytes=32 timeclms TTL=128
teply from 192.168.1.108: bytes=32 timecims TTL=128
teply from 192.168.1.100: bytes=32 timecims TTL=128
teply from 192,168.1.100: bytes=32 timecims TTL=128

Ping statistics for 192.168.1.100:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 8ms, Maximum = @ms, Average = @ms
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: \Windous\system32>hostname

iclient2

&C: \Windows\system32>ipconfig

indows IP Configuration

Ethernet adapter Private Network:

Connection-specific DNS Suffix
Link-local IPv6 Address .

IPv4 Address. 192.168.101.2
Subnet Mask . . . . . . .....: 255.255.255.0
Default Gateway . . . . . . ... : 192.168.101.1

fe80::29ce:a30f :dc60: fe2a%8

:\Windows\system32>ping 192.168.101.1

Pinging 192.168.101.1 with 32 bytes of data:

Reply from 192.168.101.1: bytes=32 time<ims TTL=128
Reply from 192.168.101.1: bytes=32 timecims TTL=128
Reply from 192.168.101.1: bytes=32 time<ims TTL=128
Reply from 192.168.101.1: bytes=32 timecims TTL=128

Ping statistics for 192.168.161.
Packets: Sent = 4, Received = 4, Lost = @ (% loss),
Approximate round trip times in milli-seconds:

Minimum = ems, Maximum = @ms, Average = Oms

Windows\system32>
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