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[bookmark: _Toc192197474]Task 1
[bookmark: _Toc192197475]Abstract - This assignment requires research and practical implementation of a virtualised network for a multinational corporation, NOSS2025, with locations in Swansea and Cardiff. The task involves researching hypervisors, IP addressing, routing protocols, and network services, followed by building and deploying the network based on a given topology. Key activities include selecting a hypervisor, configuring IP addressing, and troubleshooting network connectivity issues. The assignment also includes documenting the process with timestamps, screenshots, and technical configurations. The work also includes a reflection on the deployment process, challenges faced, and the troubleshooting methods required to conclude the assignment.  
[bookmark: _Toc192197476]Research on IP Addressing
[bookmark: _Int_uaQxLLLj]Data travels from one computer to another on the internet. It does this by dividing it into smaller packets, which are then converted into bits. [1] These packets are then directed to their intended destination through a series of networking devices, including routers and switches. [2] A router connects the computer to the internet and selects the best route for data to travel, considering factors such as IP addressing schemes, including IPv4 (which uses a 32-bit dotted decimal format) and IPv6, which uses a 128-bit hexadecimal structure to support more devices and improve security. [3] Routers safeguard information from security threats, and can prioritise network traffic, determining which devices receive priority over others. [4] Whereas, switches are used for sending data packets directly to devices rather than sending it to a network like a router does. [5], [6] Routers and switches will work together to facilitate data transmission across the Internet by performing different yet complementary roles. [7] Routers connect different networks and determine the optimal path for data packets to travel, ensuring that the information reaches its intended destination by analysing factors like network topology and routing protocols. [8] Furthermore, subnetting plays a critical role in optimizing network performance. By dividing larger networks into smaller subnetworks, organizations can efficiently allocate IP addresses and reduce congestion, ensuring that network resources are used effectively.
On the other hand, switches operate within local networks and are responsible for forwarding data packets to specific devices within the network, ensuring that the right destination device receives the data. [9] While routers handle inter-network communication and routing, switches are essential for managing traffic within the same network, allowing devices to communicate efficiently with one another. Together, routers and switches ensure that data flows smoothly and securely between networks and devices. [10] Each device connected to the internet is assigned a unique IP address, allowing network administrators to implement strategies like CIDR (Classless Inter-Domain Routing), which helps conserve IP addresses and improves routing efficiency.
Furthermore, the IP address plays a crucial role in the transmission of data on the internet. [11] This is because they enable seamless connectivity by providing a unique identifier for each device on a network, allowing users to access websites, send emails, and transfer data without disruption. [12] Additionally, IP addresses are essential for network routing, as they help direct data packets to their correct destinations by determining the most efficient path across networks. [13] Each device connected to the internet is assigned a unique IP address, facilitating device identification, and allowing network administrators to manage and monitor devices effectively. [14] Additionally, IP addresses are vital for implementing security measures such as firewalls, intrusion detection systems, and access control lists, which protect networks from unauthorised access and cyber threats. [15] Thus, the main roles of IP addresses are to provide seamless connections, identify devices and provide security. [16]

[bookmark: _Toc192197477]Research on Hypervisor
A hypervisor, also known as a virtual machine monitor, is a software that constructs and runs virtual machines. It allows a singular computer to run various virtual machines by virtually sharing memory and processing, along with other resources. [17]
There are two types of hypervisors. This includes Type-1 hypervisors and Type-2 hypervisors. Type-1 hypers run directly on hardware, some advantages of this are that it has good security, a level of performance and scalability. [18] An example of Type-1 hypervisors on the market includes VMware ESXi and Microsoft Hyper-V. [19] However, Type-2 hypervisors run on top of the operating system that the computer already uses. This makes it more user-friendly but less efficient as it relies on the host computer’s operating system. Examples of Type-2 hypervisors on the market include Oracle Virtual Box and VMware Workstation. Some advantages of this are that it is its compatibility, cost-effectiveness and flexibility. [20]
As shown in the below figure, Type-1 hypervisors architecture is constructed with a thin hypervisor layer that manages VM and directly communicates with system resources. Whereas Type-2 hypervisors architecture consists of three layers. These include the physical hardware, the host operating system (OS) and the hypervisor software.
[image: ]
Figure 1: Architectural of Type-1 Hypervisor and Type 2 Hypervisor [21]
Whereas, with Type-2 hypervisor, it runs on top of an existing OS instead of directly on the hardware. It manages a software application within the host OS which manages hardware access and system resources. This hypervisor creates and manages VMs, each running its own guest operating system in a virtualised hardware environment. This type is easier to install but tends to be less efficient in a general sense.
Furthermore, Type-1 hypervisors require dedicated server grade hardware with support got virtualisation technologies such as intel VT-x or AMD-V [22] As they run on hardware, they are more secure. This is because they are less vulnerable to surface level attacks unlike the Type-2 which relies on the OS. This type typically requires high-performance CPUs, high amounts of RAM and networking hardware for scalability. [23] Thus, it is most often used in datacenters and cloud environments. This means they have large scalability and can support many VMs. On the other hand, Type-2 hypervisors can run on consumer-grade hardware with moderate CPU and RAM capacity and will always require a host OS. It has limited scalability but as it requires less RAM and is highly compatible with various host OS such as Window, Linux and macOS, it is ideal for personal use, development and testing as it typically requires less specialised hardware unlike the Type-1 hypervisors. [24] 

[bookmark: _Toc192197478]Research on Routing
Routing protocols are a crucial part of a network’s infrastructure as they assist devices with finding optimal paths for data transfer. [25] These protocols help the communication between routers and assist with directing traffic across networks in an efficient manner. Their main purpose is to ensure data packets reach their destination while simultaneously ensuring that other factors such as speed, reliability and load balancing are not compromised. [26] [27]
Routing protocols can be widely classified into static and dynamic routing. [28] Static Routing consists of manually configuring routes on a router. This method provides a higher level of control and security as routes remain the same unless manually updated. On the contrary, static routing is not ideal for large or ever-changing networks as it requires constant manual configuration. Thus, it is often used in small-scale or stable networks where traffic patterns are predictable. [29] 
Dynamic routing updates routes automatically based on network changes using algorithms and metrics. Dynamic routing protocols can be categorised into three main classes. These include distance-vector, link-state and hybrid. [30] These protocols provide scalability and are adaptable but need a higher level of processing power and bandwidth to exchange routing information. [31]
An example of real-world deployment of routing protocol deployment is within Internet Service Providers (ISPs). [32] For example, Border Gateway Protocol (BGP) is used regularly for routing between ISPs and larger enterprise networks. BGP guarantees that data is transmitted through paths that are the most reliable and efficient, even with multiple autonomous systems. In enterprise networks, Open Shortest Path First (OSPF) is the most favorable link-state protocol.  [33] It has the ability to quickly recalculate routes and update routing information across all devices after a topology change. Thus, it is ideal for large internal networks, such as a large international corporation with multiple branches. [34] However, Enhances Interior Gateway Routing Protocol (EIGRP) is regularly used by businesses that require a hybrid approach that combines the advantages of both distance-vector and link-state protocols. [35]
There are advantages and disadvantages of the various routing protocols. BGP is crucial for large-scale internet routing. It always selects the most efficient path. Although, it can be complex and vulnerable to misconfiguration. This can lead to outages that may cause widespread internet disruptions. [36]
Furthermore, OSPF provides fast convergence and offers detailed network topology awareness, making it great for large networks. However, the downside is that it needs more memory and CPU resources to be effective. [37]
Additionally, EIGRP balances efficiency and simplicity. However, it is exclusive to Cisco which may hinder accessibility and cross-provider compatibility. Despite this, it still performs well when there are changes made to the network and has fast convergence speed.
Thus, while every protocol has its own advantages and limitations, the choice should be guided by factors such as network size, scalability demands, and the level of administrative control required.

[bookmark: _Toc192197479]Research on Network Services
VPNs (Virtual Private Network) - One part of a VPN’s role is to encrypt internet traffic. This guarantees secure remote access to private networks. [38] They do this by using tunneling protocols like OpenVPN, IPSEC and WireGuard to form encrypted connections. [39] All these options strengthen privacy by masing IP addresses and ensure data is secure from cyber-attacks. To take full advantage, regularly updating the VPN software is crucial.
DHCP (Dynamic Host Configuration Protocol) - DHCP assigns IP addresses automatically to all devices on a network. This reduces manual configuration. [40] The way it operates is by using a client-server model, allocating IPs in a dynamic manner from a defined pool. [41] DHCP’s key features include lease expiration, [42] DHCP reservation, which allows network administrators to assign a specific IP address to a device [43] and provides support for subnetting. [44] The best practices include ensuring the most appropriate lease durations are set, establishing DHCP failover in case of redundancy, [45] and securing DHCP servers with access control lists to prevent unauthorised IP assignment. [46]
Active Directory Domain Services (AD DS) - AD DS is a Microsoft directory service that prioritises user authorisation and authentication. It organises everything in a structured manner, catergorising users, computers, and resources in domains. Large collections are called ‘forests’, whereas smaller collections are called organisational units (OU). [47] It involves features such as Group Policy, which assists control settings on multiple computers. AD DS also allows Single Sign-On which enables users to log in a single time and access multiple services without having to input a password each time. However, to ensure security, it is essential to limit user permissions to only what is needed by each user and to lock accounts after a certain number of failed log in attempts while also regularly checking system logs for any unsavory activity. [48]
Certificate Authorities (CAs) - CAs deploy and manage digital certificates that validate identities and secure communications. [49] They help secure online communication by issuing digital certificates. These certificates are used in Public Key Infrastructure (PKI). PKI is a system that ensures secure data exchange over the internet. Some key features involve certificate revocation, [50] trust hierarchies, [51] and automated renewal. The best practices for CA involve keeping CAs offline for security purposes, implementing rules for managing certificates throughout their lifespan and applying robust encryption methods such as RSA-4096 or ECC. [52]

[bookmark: _Toc192197480]Task 2
[bookmark: _Toc192197481]Report: Technical Documentation
Based on the research above, the chosen hypervisor to complete the network is Oracle VM VirtualBox which is a type-2 hypervisor. This decision was coerced by several key factors. One of these includes its cost and accessibility. Oracle VM VirtualBox is free to use and open source which makes it a great hypervisor for educational purposes, especially as students tend to be financially strained. Cross-platform compatibility is also a factor. VirtualBox supports various OS such as Windows, macOS and Linux. This is essential as the project calls for interaction between different OS environments. Another use would be ease of use and straightforward setup. Lastly, it has robust networking features like host-only, internal and bridged networks, which are important for forming isolated networks environments for testing services such as domain management and VPN configuration.
[bookmark: _Toc192197482]Windows Process
Below are screenshots presenting downloads from relevant resources for the hypervisor, server and client operating systems.
As shown below, the Oracle VirtualBox that was already installed on the university PC was used and therefore, reliable, ensuring to use the exact same PC every time progress was added.

[image: ]
 The below screenshot shows downloads for the Windows 11 ISO for the client.
[image: ]
The screenshot below is evidence of downloading the Windows 2022 ISO for the server. 
[image: ]
Below presents the download and the set-up of the Linux ISO.
[image: ]
A Debian file was used to assist with the Linux server and client set up. 
[image: ]
Here are all the files used for each ISO, below.
[image: ]
The screenshot below shows the Windows 11 running as the client (Serena12) and the Windows 2022 client running as the server (Serena’s VM).
[image: ]
The screenshot below shows that the server (Serena’s VM) is operating on an internal network under the name ’VMnet0’. This means the virtual machine is connected to a physical network, treating the virtual machine like a physical device on the network.


[image: ]
The below screenshot shows a change of network from the above ’VMnet0’ to ’VMnet2’. This is a switch from a bridged network to a host-only network. This is to isolate the virtual machine from external networks. It provides security and makes testing easier. It can now only communicate with the host machine and other VMs on the same network preventing external access to the internet. This is a great environment for ’ping’ testing and troubleshooting.

[bookmark: _Int_a811WllJ][image: ]
The screenshot below shows the setup of the IP address for the Windows 2022 server. Shown as’ 192.168.45.62’. [image: ]
The next screenshot shows that the IP address has been successfully set up for Windows 2022 server (Serena’s VM). The way this was checked was by entering ’ipconfig’ in the command prompt where the set IP address will be outputted. It shows ’192.168.45.62’.
[image: ]
The below screenshot shows part of the set-up process for the Windows 11 client (Serena12). As presented 8192 MB of RAM was given for optimal performance.

[image: ]
Also, a CPU of 2 was provided as shown in the screenshot below.
[image: ]
Evidence of the IP address being set up for the Windows 11 client (Serena12) is below. The IP address is 192.168.45.26.
[image: ]
Evidence of the set up being successful is shown below by entering ’ipconfig’ into the command prompt within the virtual machine. 
[image: ]
The screenshot below is a ping attempt from the client (Serena12) to the server (Serena’s VM). This was the first attempt and as shown the ping has failed as it states” request timed out”.
[image: ]
Therefore, to test this issue the firewall had to be disabled to see if this would enable the machines to ping one another. This is shown below with the client (Serena12).
[image: ]
[image: ]
[image: ]

The firewall was also disabled for the server (Serena’s VM), as shown below.[image: ]

The screenshot below shows the second attempt to ping from the client to the server, now that the firewalls were disabled. The ping was successful. 
[image: ]
The screenshot below shows a successful ping from the server to the client now that the firewalls has been disabled.
[image: ]
Below is a screenshot presenting the firewall enabled once more on the client but with configurations that still allow the devices to ping one another. This is done by allowing incoming Internet Control Message Protocol (ICMP) Echo Requests to confirm connectivity to devices while simultaneously keeping the firewall active for other types of traffic. The echo requests below have been included.
ECHO REQUEST – ICMPv4-In
ECHO REQUEST – ICMPv4-In
ECHO REQUEST – ICMPv4-In
This is done to maximise security while still being able to ping to and from all devices.

[image: ]
Below is evidence that the firewalls have been turned on with both the client and server. Showing the client’s firewall enabled first.
[image: ][image: ]



Below shows the server with firewall enabled again.
[image: ]
[image: ]
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Below shows a successful ping from the client to the server even with the firewalls enabled.
[image: ]
Below is a screenshot showing successful ping from the server to the client after the firewalls have been enabled once more.
[image: ]

[bookmark: _Toc192197483]Linux process
The screenshot below shows setting up the IP addresses.
[image: ]
The below shows the IP addresses for both the client and server on the Linux virtual machines have been set. Now the network connectivity can be tested with pings.
[image: ]
The below screenshot shows a successful ping from the Linux server to the Windows2022 server.
[image: ]
The below screenshot is the command used to enable a firewall rule that allows pings.

[image: ]
The below screenshot shows the Linux homepage, showing the virtual machine has been set up successfully. 
[image: ]
Below is evidence that the IP address was changed from a public one to private IP address. This is because the ping is on an internal network and not an external network. Thus, the public IP address was changed to the private IP address (172.16.42.1/24).
[image: ]

The below screenshot shows a successful ping from the Linux server to the Linus client, (Linux client IP address: 172.16.42.2).

[image: ]
The below screenshot shows a successful ping from the Linux client to the Linux server, (Linux server IP address: 172.16.42.1)
[image: ]

[bookmark: _Toc192197484]Task 3
[bookmark: _Toc192197485]Reflection
Throughout the network deployment and testing within Task 2 several issues and challenges were overcome during deployment and testing. There were times where the pings were unsuccessful as the firewall was inhibiting the traffic, as shown with the below screenshot below.
[image: ]

 A temporary solution to this was to disable the firewall to test if this was the issue. As shown in the screenshot below.
[image: ]
[image: ]
[image: ]
 
This allowed successful pings. As shown below.
[image: ]
However, this was not secure, so the firewall was reenabled with some configurations to allow ICMP traffic, as shown in the screenshots below.
[image: ]
[image: ]
[image: ]
Successful ping from client to the host/server with firewall on. 
[image: ]Successful ping from host to the client with the firewall on:
[image: ]

[bookmark: _Int_wSdpsR3c]This ensured that the pings remained successful while maintaining the firewall’s protection. The process involved reviewing firewall rules and adjusting settings to balance security with network functionality, reinforcing the importance of secure, but effective, network configurations during deployment and testing.
Personally, this assignment improved problem-solving and networking skills. The importance of knowing how to effectively set up networks with IP addresses and troubleshoot issues such as firewall configurations while ensuring the connection remains secure was brought to the surface.
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