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[bookmark: _Toc193801405]Identification of Threats and their Countermeasures



[bookmark: _Toc193801406]Internal Security Threats
“There are two main types of insiders: malicious users (those that intentionally harm the institutions), and unintentional insider users (those that accidentally expose confidential data). These activities endanger confidentiality, integrity and availability of the business.” [1]
[bookmark: _Toc193801407]Negligent Insider

Case study of internal data leakage: Capital One data breach in March 2019
One of the largest data breaches of a financial business in North America and Canada. 
In North America, over 100 million affected. Canada 6 million affected. 140,000 Social Security numbers and 80,000 linked bank details of Capital One customers [1].
How the breach happened
According to the FBI investigations, “Federal agents have arrested a Seattle woman named Paige A. Thompson for hacking into cloud computing servers rented by Capital One” The press soon realised that, according to her LinkedIn profile, Thompson worked previously at Amazon. 

In addition, the U.S. Department of Justice accused Paige Thompson of stealing additional data from more than 30 companies, including an unnamed state agency, a telecommunications conglomerate, and a public research university (U.S. Attorney’s Office, 2019). 

Thompson created a scanning software tool that allowed her to identify cloud computing servers with misconfigured firewalls, allowing the execution of commands from outside to penetrate and to access these servers. [2]

Thompson’s motive appeared to be rooted in showing off technical skills rather than financial gain.


Figure 1 describes how the attack was actioned and illustrates how easy it was for Paige to gain unauthorised access. 
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Figure 1. Capital One Attack




[bookmark: _Toc193801408]Malicious Insider
Malicious insiders intentionally steal or sabotage data. [4]

In 2023, electric vehicle giant Tesla suffered a major data breach that was orchestrated by two former employees, who leaked sensitive personal data to a foreign media outlet. 

The leaked information included names, addresses, phone numbers, employment records, and social security numbers of over 75,000 current and former employees.
While legal actions were taken against the former employees responsible for the data breach, the stain on the brand’s security reputation was irreversible. [4]

Types of insider Activities

A study conducted by NATO’s Cooperative Cyber Defence Centre of Excellence 
(Kont, Pihelgas, Wojtkowiak, Trinberg, and Osula, 2015) categorises threats into five main different areas

1. Fraud – consistent of the company’s information and data for personal gain. 

2. IT sabotage – which is a major and unpredictable action against the firm and could seriously impact the availability of the overall infrastructure. 

3. Intellectual property theft – which is a remunerative action that permits insiders to exfiltrate copyrights, patents, trademarks and trade secrets without permission.

4. Espionage – the practice of illegally obtaining information about the plans and activities from industrial and international government entities. 

5. Unintentional – employees that have not malevolent intent, although their actions, or behaviour, occasionally affect the organisation


Remediation guidelines for negligent and malicious insider threats? 

According to the research of G. Mazzarolo [1], “To increase the chances of preventing, detecting and responding to insider threats, the overall security of the organisation must be well structured and organised.” 



Establish an insider threat program (InTP)

We will aim to create an effective insider threat program which will be mandatory training that will include participation from different stakeholders. 

Mazzarolo further notes [1], “An effective insider threat program must include participation from different stakeholders.”



[bookmark: _Toc193801409]Social Engineering Attacks
Social engineering is a tactic used by attackers to manipulate people into giving up sensitive information or access. It exploits human emotions like fear, urgency, or sympathy through methods such as phishing emails, phone scams (vishing), and spoofed websites. While it can target individuals (e.g., fraudulent emails seeking banking info), it's often part of larger, complex attacks. [5]

Types of social engineering attacks: 

[image: A diagram of a enterprise attack
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Figure 2, Social engineering attacks to an enterprise. 

[bookmark: _Toc193801410]Social Engineering threats to FinSecure Ltd
“Most enterprises employ humans to do work that is important. But they can always be manipulated and deceived easily. They can unwittingly aid an attacker in harming their own enterprise.” [24]

These are some of the following Social Engineering threats that FinSecure should be aware of. They will be presented to colleagues during the training days (discussed later). 

Employee Threats: 

Impersonation – a person disguises as someone else. Attacker poses as a figure of authority to gain unrestricted access. This method of social engineering exploits the fact that people accept the attacker's claim of being someone.

Vishing - the attacker calls the target and tries to coax him or her into giving up sensitive data. The attacker, for example, can pose as an off-site employee who has forgotten his login credentials. This attack could hit our IT helpdesk. 

Baiting – the target is first carefully selected based on multiple factors after the attacker observes him or her for a period. Once the attacker has learned enough, they bait the victim with an appropriate item and takes advantage of their interest by using any one of the various Social Engineering Methods.



 Infrastructure and Policy Threats: 
“Infrastructures and policies are always implemented in an enterprise as they act as deterrents for an attacker. Installations like metal detectors, radio-frequency identification authentication are used extensively as security measures.” [24]

Shoulder surfing: 
	Threat Description
	Proposed Countermeasure(s)

	The attacker achieves shoulder surfing by looking/peering over someone's shoulders or by using modern-day equipment like cameras and binoculars to steal credentials.
	Provide privacy filters on all monitors and company laptops. An alternative further measure could be to introduce office cubicles to prevent copying.  




Dumpster diving:
	Threat Description
	Proposed Countermeasure(s)

	An attacker can investigate the discarded documents and try to gain any kind of information from them. Even information as simple as calendars and phone diaries can be used to harm an enterprise if used properly.
	Install appropriate lockable paper/document bins in the office.



Eavesdropping:
	Threat Description
	Proposed Countermeasure(s)

	The attacker tries to gain information by listening to employee conversations. This is not limited to just the office either, it can be in public areas such as parks, restaurants and bars.
	Establish a non-disclosure agreement with colleagues where they sign a form so that they agree not to ever discuss customer records publicly/without proper reason.





Technical Components:
“An attacker attempts to steal data from the technical devices used around an enterprise. He can do so by manipulating the employees with less technical knowledge into disclosing the credentials. These credentials can further be used to access the database compromising the complete security of an enterprise.” [24]
Water holing – the process of injecting malware to a user/group via an exploit in a popular website that they would visit. The attacker will look for vulnerabilities in the websites the victim(s) visit and finds ways to infect them with malware. Then, when anyone from the enterprise visits the website, the corresponding device is infected with malware and this process repeats itself until the user gets some sensitive information. 

Smishing – a form of phishing where the attacker sends the victim several text messages containing links to different websites in attempt to fool them into thinking the sender is credible. The attackers convince the victims to submit their credentials. Awareness must be spread amongst FinSecure to avoid Smishing attacks. 

Pretexting – Pretexting is where the attacker creates a fabricated scenario or “pre-text” to manipulate victims into divulging sensitive information. For example, the attacker could impersonate an IT support person, asking for access to a computer to fix a supposed problem.


[bookmark: _Toc193801411]Remediation Guidelines for Social Engineering attacks

1. Administrative Controls: Security Policies, as well as rules and regulations must be officially documented and followed. Employees should understand what’s expected of them and the consequences if they break the rules.

2. Technical Controls: There are several hundreds of different tools which we can use, however the essential ones noted in this journal are tools like data loss prevention, email monitoring, web filters, and security monitoring systems. These in tandem can help stop information leaks.

3. Physical Controls: Physical controls are used to limit access to physical assets and systems. For example, giving our employees only the access they need to do their job (the principle of least privilege) and making sure critical tasks require more than one person. 

4. Employee Training: Employees should have regular security training, with a section specifically on insider threats. This will help them understand what’s expected of them, what threats they may face, and how they can avoid becoming a weakness in FinSecure’s security system. 

5. Incident Response: FinSecure must be prepared to handle incidents involving malicious or unintentional insider threats. There should be an incident response plan that includes how to report the issue, notify management, and assign an investigation officer. [1]
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Figure 3; Remediation guidelines for social engineering





[bookmark: _Toc193801412]Internal Networking Threats

[bookmark: _Toc193801413]Malware and Virus infections

Malware otherwise known as malicious code/software, refers to a program that is inserted into a system, with the intent of compromising the victim’s data, applications or operating system. [20] 

The severity of malware can range from a serious major scale theft or an almost harmless practical joke. Either attack method is dangerous to organisations or especially us as FinSecure. 

Remediation for Malware and Virus infections

Ensure policies support the prevention of malware incidents

As an organisation, we need to ensure that we use policy statements as the foundation for malware prevention efforts. According to [20], should an organisation fail to state malware prevention considerations clearly in its policy, it is unlikely to perform malware prevention activities consistently and effectively.  

Our malware prevention policy will include provisions related to remote workers – both those using internal and externally controlled systems as part of FinSecure’s day to day operations. 



[bookmark: _Toc193801414]SQL Injection Attacks

From researcher W. Halfond [21], SQL injection attacks pose threats to Web applications, they can allow attackers to gain access to the back-end databases that underlay the applications and the sensitive information that such databases contain. 

Halfond further notes, “Although researchers and practitioners have proposed various methods to address the SQL injection problem, current approaches either fail to address the full scope of the problem or have limitations that prevent their use and adoption.” 

This statement implies there’s more than meets the eye with SQL injection, and it poses the question, do organisations overlook these attacks? 

As of right now, FinSecure is vulnerable to malicious SQL statements. Our organisations sensitive information can be compromised via numerous methods: 

Injection through input (Online login page for financial information)

Attackers can inject SQL commands by providing a doctored user input. Propose FinSecure’s web portal can read information in a variety of ways. For our current service, user input comes from form submissions sent via our web app via HTTP GET or POST requests. This has the potentially to be doctored to run an SQL command that could steal, modify or remove our data. 

We must also be aware of injection through cookies. When a returning client of FinSecure visits our website, cookies can be used to restore the client’s state information providing a more user-friendly experience. However, since our clients have control over the storage of a cookie, a malicious client could mess with the content of the cookies. An attacker could execute an SQLi attack by embedding the script inside the cookie. 

Second-order injection

A second-order SQL injection occurs when the harmful input is first stored in the database and later used in another query without proper validation. This type of attack is harder to detect because the malicious input doesn't take effect immediately but instead triggers later when the data is processed.

As explained by W. Halfond [21], “The root cause of SQL injection vulnerabilities is insufficient input validation. Therefore, the straightforward solution for eliminating these vulnerabilities is to apply suitable defensive coding practices.”

Our team of developers must be informed about the practice of defensive coding, and we will organise a training course for our software and quality engineers to attend and gain practical experience ensuring there are no gaps in knowledge. 

Notes for FinSecure service creation teams:

Our team of developers must implement the following countermeasures: 

Input type checking: 
· Ensure we reject input that contains anything other than characters or digits. [21] 

Encoding of inputs: 
· Ensure the use of functions that encode strings in such a way that all meta-characters are specially encoded. This is to ensure the database only reads normal characters. [21]

Positive pattern matching:
· Ensure we adopt positive pattern matching as opposed to negative validation which searches input for forbidden patterns or SQL tokens. 

· Remember we can’t always envision every type of attack that can be launched against FinSecure. 

Identification of all input sources:
· As discussed above, there are numerous possible sources of input to our web application. 

· We must ensure that ALL input sources are checked and validated. 

Quality Engineering SQLi Detection and Prevention 

Black box testing is a way of checking if a system works correctly without needing to know how it is built or coded. Testers focus on inputs and expected outputs, using requirements and specifications to create test cases. [22]


[bookmark: _Toc193801415]DNS Spoofing & Poisoning
· Redirects users to fake websites to steal login credentials or distribute malware.
· Prevention: DNS security extensions (DNSSEC) and encrypted DNS queries.
A.A. Maksutov [23] notes, “Currently, there are several ways to protect against replacing DNS responses, but there is no available and simple tool for detecting a DNS-spoofing attack.”
SSLstrip works by intercepting a victim’s HTTP traffic and replacing HTTPS links with unprotected HTTP links or similar-looking secure links. Acting as a proxy server, it redirects traffic from the standard HTTP port, modifies the data, and then sends it back to the victim. [23]
Figure 4 illustrates how the attacker intercepts communication between the victim and the server. The victim’s traffic with the attacker is unprotected, while the attacker’s traffic with the server remains encrypted. This makes the server believe the connection is secure, unaware of the attacker’s presence. Meanwhile, the victim thinks they are using HTTPS safely but is exposed.
[image: A diagram of a person with a computer
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Figure 4. DNS Spoofing

Remediation Guidelines for DNS Spoofing & Poisoning

By implementing DNSwitch technology, we can proactively protect our internal and external operations from DNS-based threats and help protect our clients’ financial data.
DNSwitch heightens DNS security by combining speed and protection. Unlike traditional methods like DoH and DoT, which encrypt every request and slow performance, DNSwitch operates in the background, activating encryption only when suspicious activity is detected. This ensures both efficiency and security. [23]


[bookmark: _Toc193801416]External Security Threats
[bookmark: _Toc193801417]Phishing attacks
Phishing scams have rapidly increased in recent years, becoming a major global cybersecurity concern. As noted by researcher B.B. Gupta [7], “In the last few years, phishing scams have rapidly grown, posing a huge threat to global Internet security. Today, phishing attack is one of the most common and serious threats over the Internet, where cyber attackers try to steal users’ personal or financial credentials by using either malwares or social engineering.”

Phishing remains a highly effective attack method because it exploits human psychology and technical vulnerabilities. Attackers will often use deceptive emails, fake websites, or malicious links to fool users into revealing sensitive information, such as passwords or banking details.

How phishing attacks work
As Vaishnavi Bhavsar explains, [10] "Phishing is the act of attempting to payoff information such as username, password and credit card details as a trustworthy entity in an electronic communication."

Phishing emails often appear to come from social media platforms, but they can also come in the form of payment service, or IT administrators tricking users into clicking malicious links that lead to compromised websites or malware infections.
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Figure 6. Illustration of a modern-day phising attack
Remediation Guidelines for Phishing Attacks



Use the recognised ISO 27002 standards

According to [11], “Organizations can effectively manage and protect their information from unauthorized access, by following the internationally accepted and recognized Code of Practice for Information Security Management i.e. ISO 27002 (http://www.iso27001security.com/html/27002.html)” 

We should familiarise our staff with this recognised code of practice for Information Security Management so that companies can begin to protect their information assets. (More information on staff training plan can be found below). 
[bookmark: _Toc193801418]Ransomware
According to the research of [13], “Ransomware is the most dangerous cyber-attack in the world that prevent users accessing their devices, by locking the user’s device screen or encrypting user’s files.”

Users’ files are usually encrypted and stolen with a recovery option presented by attackers which is usually a large financial sum. 

Remediation Guidelines for a Ransomware attack
Research from [14] suggests that we as a company should “ensure adequate system protection by correctly installing and configuring computers and networks”. 

Furthermore, H.Sing[14] plays on the importance of creating a regular backup process for the data. We should have a continuous real-time backup which is off cloud-infrastructure. Storing copies offline prevents ransomware software from accessing them. 

Further research from this source outlines a few key measures to preventing Ransomware attacks: 


1. Endpoint protection –ensure that anti-ransomware software is installed on all devices on the network. 

2. Network configuration – ensure firewall is properly configured. Some basic measures such as ensuring passwords are required on Remote Desktop Protocol ports which will prevent unauthorised personnel accessing private resources

3. Whitelist of programs allowed to run on the domain – a whitelist would be beneficial to us to ensure that only approved software is run on across our devices. 

4. Block certain email extensions – establish rules for our mailbox configuration so that we can mitigate potentially weaponised attachments. A list from [14] shares some known dangerous attachments.
[bookmark: _Toc193801419]Distributed Denial-of-Service (DDoS) Attacks

"The increase in DDoS attacks has made it important to address the consequences it implies on the IoT industry being one of the major causes. The aim of this paper is to provide an analysis of the attempts to prevent DDoS attacks, mainly at a network level" [16].

Research from [16] suggests that the most considerable solutions for an organisation to prevent DDOS attacks are ones that exist at a network level instead of being physical/embedded. 

A network called CoFence that was implemented by the authors of [30] was designed to automatically defend incoming DDoS attacks by a method called NFV. 


Remediation Guidelines for DDoS Attacks

After reviewing [16] I believe a good way forward for FinSecure to prevent against DDoS would be to enable a network infrastructure that will redirect traffic from a server under attack to another server. 

OpenFlow (as seen below in figure 5) acts as a secure tunnel [16] that allows data transfer between each plane of an SDN. 

In summary, network-level solutions rather than physical or embedded ones, are the most effective in preventing DDoS attacks. The CoFence network, utilising Network Functions Virtualization (NFV), demonstrates an automated approach to mitigating such attacks. 
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Figure 5, practical application of an OpenFlow defence system. 


[bookmark: _Toc193801420]Man-in-the-Middle (MitM) Attacks
· Attackers intercept communications between two parties to steal or manipulate data.
· Example: Intercepting login credentials over unsecured public Wi-Fi.
“The name Man-In-The-Middle is coined from the basketball scenario where two players intend to pass a ball to each other, while one player between them tries to seize it.” M.Conti [18]

A common MITM attack involves two endpoints and a third-party (external) attacker. With access on the communication channel between two endpoints the MITM attacker can manipulate their messages as demonstrated in Figure 6. 
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Figure 6 exchanged messages in a typical MITM attack. 

Victim 1 and Victim 2 try to initialise secure communication by sending each other credentials or keys, the attacker can intercept these keys. 

To ensure FinSecure is protected from MITM attacks, we MUST encrypt our data in transit. This can easily be achieved by ensuring staff are using a Virtual Private Network. 



[bookmark: _Toc193801421]Security Policies for FinSecure

According to the research of A. Mishra [25], Cybersecurity policies are crucial to an organisation as they establish guidelines for safeguarding digital assets and confidential information. The policies aim to reduce risks from cyberattacks and data breaches and ensures compliance with clear rules and regulations. 

[image: A diagram of a security policy
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Cyber security is essentially about managing risk, and this policy documents the defined requirements for, and agreed principles governing, the measures employed to protect FinSecure IT systems, data and services from harm or misuse in an appropriate and proportionate manner. 



[bookmark: _Toc193801422]Standards and Frameworks
· ISO 27002:2013
· NIST Cyber Security Framework
· CIS Critical Security Controls for Effective Cyber Defense
 
Privacy Policy – The privacy policy aims to model the correct use of sensitive data, such as medical, biometric, and financial data in terms of the rationale for utilising these sensitive personal data and to protect them from violations. It serves to prevent the disclosure, use, access, transfer, and exchange of sensitive data without the knowledge of someone by ensuring user consent. 

Information Policy – The correct usage of online applications and services is defined by this policy. The goal is to determine the level of security and identify vulnerabilities in websites. It also serves to safeguard critical client information from harmful scripts on other pages. This is to avoid web application assaults such as scripting, that injects programs into data-driven applications [25].

Physical Policy – The target is first carefully selected based on multiple factors after the attacker observes him or her for a period. Once the attacker has learned enough, they bait the victim with an appropriate item and takes advantage of their interest by using any one of the various Social Engineering Methods.

Data Retention Policy – The target is first carefully selected based on multiple factors after the attacker observes him or her for a period. Once the attacker has learned enough, they bait the victim with an appropriate item and takes advantage of their interest by using any one of the various Social Engineering Methods.

Access Control Policy – The target is first carefully selected based on multiple factors after the attacker observes him or her for a period. Once the attacker has learned enough, they bait the victim with an appropriate item and takes advantage of their interest by using any one of the various Social Engineering Methods.




[bookmark: _Toc193801423]ISO 27002:2013
“The ISO/IEC 27001:2013 standard has been developed to improve the
Information Security Management (ISM). Currently, health institutions lack effective ISM processes that enable reliable interorganizational activities.” [27]

J.Martínez [27] demonstrates the positive use-case for implementing ISO standards in their business model for security of a large picture archiving system. 

ISO/IEC is a set of international standards that have been prepared to provide requirements for implementing, maintaining and continuously improving an information security management system.

[bookmark: _Toc193801424]NIST Cyber Security Framework
The NIST Cybersecurity Framework (CSF) is a framework developed to help organisations reduce and manage cybersecurity risks, focusing on six key functions: 
· Govern 
· Identify 
· Protect 
· Detect 
· Respond
· and 
· Recover. 

Voluntary Guidance:
NIST provides a set of best practices, allowing organisations to follow a recognised approach to risk management [26]

The NIST Cybersecurity Framework helps businesses of ALL sizes better understand, manage, and reduce their cybersecurity risk. 

[bookmark: _Toc193801425]CIS Critical Security Controls for Effective Cyber Defense
The CIS Critical Security Controls (CIS Controls) are a further set of best practices that we can use to strengthen our cybersecurity posture. Today, millions of cybersecurity practitioners globally use CIS Controls and/or contribute to their development via a community consensus process. [28]




[bookmark: _Toc193801426]Monitoring and Response

[bookmark: _Toc193801427]Incident Management
The Head of CSS is responsible for managing this process on behalf of FinSecure. All staff are responsible for identifying and reporting potential cyber security incidents. Advice must be sought from CSS if there is any uncertainty regarding whether an event constitutes a cyber security incident. Where an incident also involves the loss of confidentiality, integrity or availability of data, this must also be reported to the incident management department immediately.

[bookmark: _Toc193801428]Reporting a weakness to security infrastructure
All employees are responsible for reporting any observed or suspected cyber security weaknesses in FinSecure systems or services. These can range from bugs in live systems and/or software applications to misconfigured systems that open an unnecessary attack vector.

[bookmark: _Toc193801429]Learning from Cyber Security Incidents
The knowledge gained from analysing and resolving cyber security incidents should be used to reduce the likelihood or impact of future incidents. A ‘lessons learned’ meeting should be organised in person at FinSecure within seven days of closure of the incident to establish controls and procedures that may be required, or which existing measures require amendment, and a ‘lessons learned’ report should be generated and circulated to those with a need-to-know.

[bookmark: _Toc193801430]Collection of evidence
Legal advice should be sought at an early stage in any contemplated legal action and advice sought regarding evidence requirements. ISO/IEC27037 provides guidelines regarding the identification, collection, acquisition and preservation of digital evidence. 

[bookmark: _Toc193801431]Incident Management Diagram

[image: A diagram of a process flow
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[bookmark: _Toc193801432]Awareness, education and training

After conducting necessary research into various cyber and network security attack countermeasures, a common ground amongst all internal threats and most external threats was found in staff awareness and training. Research documented throughout this journal suggests human error is a leading cause of breaches, and such a security-aware workforce can reduce the risk of phishing attacks, data breaches, and other cyber threats. 

“While internet consumption buttressed by information technology improvements increases dramatically, many netizens (i.e., people who use the internet) still lack sufficient awareness of various internet threats (also defined as “cyber hazards”).” – [30]
[bookmark: _Toc193801433]Induction Process
Upon induction to FinSecure, it is now mandatory for all employees to agree and sign a use of web and email declaration. Staff must understand and follow the FinSecure Cyber Security Policy and keep up to date with current information security training. 
[bookmark: _Toc193801434]Simulated Phishing Campaigns
To train staff with real-world phishing scenarios, we will conduct simulated phishing attacks to test employees’ awareness and reinforce training. These have great benefits if used wisely, according to [12], these campaigns are known to promote vigilance by encouraging employees to be mindful about what they receive and most importantly LEARN from their mistakes while posing no threat to FinSecure Ltd. 

These should be used cautiously however, as research from M. Shopps and others has concluded that phishing campaigns can “increase stress for individuals who click on simulated phishing emails. A possible explanation for recent research claiming that training interventions embedded in SPCs are not effective is the negative effect that stress has on learning.”  [12]

[bookmark: _Toc193801435]Establish malware and virus awareness programs
FinSecure should implement awareness programs to guide staff and general users on malware incident prevention. Every user employed with us should be made aware of the ways that malware spreads, and the risks that it poses. 

Awareness programs should educate staff about the policy and procedures that apply to malware incident handling, such as malware detection on a system, and most crucially, how to report a suspected infection. To achieve this, we can organise a series of activities for staff to provide training on specific tasks. 


[bookmark: _Toc193801436]Conclusion
In the ever-evolving inter-connected world, cyber security is no longer optional—it is a fundamental pillar of trust. As we at FinSecure Ltd continue to grow as a leader in financial management, the rising threat landscape makes it vital for us to safeguarding sensitive financial data and ensure regulatory compliance.
For FinSecure Ltd to maintain its reputation and secure our clients’ trust, the policies, incident management and threat remediation guidelines should be adhered to carefully and strategically. Investment in cyber security training, strategic resource allocation and cutting-edge security technologies such as AWS serverless will position FinSecure Ltd as a cyber-attack hardened organisation. 
It is now time to act. Prioritising our network and cyber security will ensure FinSecure’s long-term success in an increasingly complex digital landscape.
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Incident Response

Establishing transparent procedures for prioritising
the handling of incidents is essential. Efficient
methods of collecting, analysing, and reporting
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MALICIOUS INSIDERS

Malicious insiders intentionally steal or sabotage data.

[4]

In 2023, electric vehicle giant Tesla suffered a major
data breach that was orchestrated by two former
employees, who leaked sensitive personal data to a

foreign media outlet. 1. Fraud - consistent of the company’s information and data for personal gain.

Types of Insider Activities

. . . 2. IT sabotage — which is a major and unpredictable action against the firm and could
The leaked information included names, addresses, seriously impact the availability of the overall infrastructure.

phone numbers, employment records, and social
. 3. Intellectual property theft —which is a remunerative action that permits insiders to
SeCUI’Ity numbers of over 75’000 current and former exfiltrate copyrights, patents, trademarks and trade secrets without permission.
employees. E h fillegally ob f b he pl d
. . . 4. spionage — the practice of illegally obtaining information about the plans and activities
While legal actions were taken agamSt the former from industrial and international government entities.
employees responsible for the data breach, the stain
, . . . . 5. Unintentional - employees that have not malevolent intent, although their actions, or
on the brand’s security reputation was irreversible. [4] behaviour, occasionally affect the organisation
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SOCIAL ENGINEERING ATTACKS

Social engineering is a tactic
used by attackers to manipulate
people into giving up sensitive
information or access. It exploits
human emotions like fear,
urgency, or sympathy through
methods such as phishing
emails, phone scams (vishing),
and spoofed websites. While it
can target individuals (e.g.,
fraudulent emails seeking
banking info), it's often part of
larger, complex attacks.

Incident Response

Establishing transparent procedures for prioritising
the handiing of incidents is essential. Efficient
methods of collecting, analysing, and reporting
data are all part of a mature Incident Response

Administrative Controls
Creating a security policy in a mandatory measure
\ in order to protect an organisation's assets.

procedure.
Technical Controls
Detecting and preventing technical controls help
avoid privilege misuse or reduce the damage it can
" cause.
Security Awareness

Creating a culture of security awareness is an
essential part in facing Insider Threat risk

Physical Controls

Prevent unauthorised access to Organisation
assets is the first layer of security in a defence in-
depth strategy





image16.png
INFRASTRUCTURE AND POLICY THREATS

JShoulder surfing:

Threat Description

Proposed Countermeasure(s)

The attacker achieves shoulder surfing by
looking/peering over someone's
shoulders or by using modern-day
equipment like cameras and binoculars
to steal credentials.

Provide privacy filters on all monitors and
company laptops. An alternative further
measure could be to introduce office
cubicles to prevent copying.

Dumpster diving:

Threat Description

Proposed Countermeasure(s)

An attacker can investigate the discarded
documents and try to gain any kind of
information from them. Even information
as simple as calendars and phone diaries
can be used to harm an enterprise if used
properly.

Install appropriate lockable
paper/document bins in the office.

;|JEavesdropping:

Threat Description

Proposed Countermeasure(s)

The attacker tries to gain information by
listening to employee conversations. This
is not limited to just the office either, it
can be in public areas such as parks,
restaurants and bars.

Establish a non-disclosure agreement
with colleagues where they sign a form so
that they agree not to ever discuss
customer records publicly/without
proper reason.
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TECHNICAL COMPONENT THREATS

Water holing - Water holing involves injecting malware to a user/group via
an exploit in a popular website that they would visit. The attacker will
look for vulnerabilities in the websites the victim(s) visit and finds ways
to infect them with malware. Then, when anyone from the enterprise PASSWORD.
visits the website, the corresponding device is infected with malware .
and this process repeats itself until the user gets some sensitive
information.

Smishing - Smishing is a form of phishing where the attacker sends the
victim several text messages containing links to different websites in
attempt to fool them into thinking the sender is credible. The attackers
convince the victims to submit their credentials. Awareness must be
spread amongst FinSecure to avoid Smishing attacks.

Pretexting — Pretexting is where the attacker creates a fabricated
scenario or “pre-text” to manipulate victims into divulging sensitive
information. For example, the attacker could impersonate an IT
support person, asking for access to a computer to fix a supposed
problem.





image18.png
PHISHING

"Phishing is the act of attempting to payoff
information such as username,
password and credit card details as a
trustworthy entity in an electronic
communication."”

Phishing emails often appear to come
from social media platforms, but they can
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or IT administrators tricking users into
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INTERNAL AND EXTERNAL NETWORKING THREATS

* Malware and Virus Infections
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MALWARE AND VIRUS INFECTIONS

Malware otherwise known as malicious code/software,
refers to a program that is inserted into a system, with the
intent of compromising the victim’s data, applications or
operating system.

The severity of malware can range from a serious major
scale theft or an almost harmless practical joke. Either
attack method is dangerous to organisations or especially
us as FinSecure.

As an organisation, we need to ensure that we use policy
statements as the foundation for malware prevention efforts.

Our malware prevention policy will include provisions related to
remote workers — both those using internal and externally
controlled systems as part of FinSecure’s day to day operations.
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SAL INJECTION

Attackers can inject SQL commands by providing a doctored user input.
Propose FinSecure’s web portal can read information in a variety of
ways. For our current service, user input comes from form usename | e-mail
submissions sent via our web app via HTTP GET or POST requests.

This has the potentially to be doctored to run an SQL command that
could steal, modify or remove our data.

password

* We must also be aware of injection through cookies. When a
returning client of FinSecure visits our website, cookies can be used
to restore the client’s state information providing a more user-
friendly experience. However, since our clients have control over the
storage of a cookie, a malicious client could mess with the content of
the cookies. An attacker could execute an SQLi attack by embedding
the script inside the cookie.
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DNS SPOOFING & POISONING

. Redirects users to fake websites to

steal login credentials or distribute
malware.

. Prevention: DNS security extensions 9 Q
(DNSSEC) and encrypted DNS
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DISTRIBUTED DENIAL OF SERVICE (DDOQS)

"The increase in DDoS attacks has made it
important to address the consequences it
implies on the IoT industry being one of the
major causes. The aim of this paper is to
provide an analysis of the attempts to prevent
DDoS attacks, mainly at a network level"

A distributed denial-of-service (DDoS)
attack is a malicious attempt to disrupt the
normal traffic of a targeted server, service
or network by overwhelming the target or
its surrounding infrastructure with a flood
of Internet traffic.

Secure Channel

Flow Table

Net Services

OO API

Controller

« Add/delete flow entries
« Encapsulated packets
« Controller discovery





image24.png
MAN IN THE MIDDLE ATTACKS

. Attackers intercept communications between two parties to
steal or manipulate data.

. Example: Intercepting login credentials over unsecured public

Wi-Fi.
“The name Man-In-The-Middle is coined from the basketball Victim1 Attacker Victim2
scenario where two players intend to pass a ball to each other,
while one player between them tries to seize it.” M.Conti[18] M1 > M2
le M2 M4 *
M5 e Mé

* Acommon MITM attack involves two endpoints and a third-
party (external) attacker. With access on the communication
channel between two endpoints the MITM attacker can
manipulate their messages as demonstrated in Figure 6.
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FIN SECURE LTD SECURITY POLICIES

Cybersecurity policies are crucial to an organisation as
they establish guidelines for safeguarding digital assets
and confidential information. The policies aim to reduce
risks from cyberattacks and data breaches and ensures
compliance with clear rules and regulations.

Cyber security is essentially about managing risk, and
this policy documents the defined requirements for, and
agreed principles governing, the measures employed to
protect FinSecure IT systems, data and services from
harm or misuse in an appropriate and proportionate
manner.
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FIN SECURE LTD SECURITY POLICIES

Privacy Policy - The privacy policy aims to model the correct use of sensitive data, such as medical, biometric, and financial data in terms of the rationale for utilising these
sensitive personal data and to protect them from violations. It serves to prevent the disclosure, use, access, transfer, and exchange of sensitive data without the knowledge
of someone by ensuring user consent.

Information Policy - The correct usage of online applications and services is defined by this policy. The goal is to determine the level of security and identify vulnerabilities in
websites. It also serves to safeguard critical clientinformation from harmful scripts on other pages. This is to avoid web application assaults such as scripting, thatinjects
programs into data-driven applications [25].

Physical Policy - The target is first carefully selected based on multiple factors after the attacker observes him or her for a period. Once the attacker has learned enough, they
bait the victim with an appropriate item and takes advantage of their interest by using any one of the various Social Engineering Methods.

Data Retention Policy - The target is first carefully selected based on multiple factors after the attacker observes him or her for a period. Once the attacker has learned
enough, they bait the victim with an appropriate item and takes advantage of their interest by using any one of the various Social Engineering Methods.

* Access Control Policy - The target is first carefully selected based on multiple factors after the attacker observes him or her for a period. Once the attacker has learned
enough, they bait the victim with an appropriate item and takes advantage of their interest by using any one of the various Social Engineering Methods.
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INCIDENT RESPONSE

The Head of CSS is responsible for managing this
process on behalf of FinSecure. All staff are
responsible for identifying and reporting
potential cyber security incidents. Advice must
be sought from CSS if there is any uncertainty
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TRAINING PROGRAM

* After conducting necessary research into various
cyber and network security attack
countermeasures, a common ground amongst
all internal threats and most external threats was
found in staff awareness and training. Human
error is a leading cause of breaches, and such a
security-aware workforce can reduce the risk of

phishing attacks, data breaches, and other cyber
threats.
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INDUCTION PROCESS

* Uponinduction to FinSecure, it
is now mandatory for all
employees to agree and sign a
use of web and email
declaration. Staff must
understand and follow the
FinSecure Cyber Security
Policy and keep up to date with
current information security
training.
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SIMULATED PHISHING CAMPAIGNS

* To train staff with real-world phishing
scenarios, we will conduct simulated
phishing attacks to test employees’
awareness and reinforce training.
These have great benefits if used
wisely, these campaigns are known to
promote vigilance by encouraging
employees to be mindful about what
they receive and most importantly
LEARN from their mistakes while
posing no threat to FinSecure Ltd.
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ESTABLISH MALWARE AND VIRUS AWARENESS

PROGRAMS l 1
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FinSecure should implement awareness
programs to guide staff and general users on
malware incident prevention. Every user
employed with us should be made aware of
the ways that malware spreads, and the risks
that it poses.

Awareness programs should educate staff about
the policy and procedures that apply to
malware incident handling, such as malware
detection on a system, and most crucially,
how to report a suspected infection. To
achieve this, we can organise a series of
activities for staff to provide training on
specific tasks.
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CONCLUSION

In the ever-evolving inter-connected world, cyber security is no longer optional—it is a fundamental pillar of
trust. As we at FinSecure Ltd continue to grow as a leader in financial management, the rising threat
landscape makes it vital for us to safeguarding sensitive financial data and ensure regulatory
compliance.

For FinSecure Ltd to maintain its reputation and secure our clients’ trust, the policies, incident
management and threat remediation guidelines should be adhered to carefully and strategically.
Investment in cyber security training, strategic resource allocation and cutting-edge security
technologies such as AWS serverless will position FinSecure Ltd as a cyber-attack hardened
organisation.

* [Itis now time to act. Prioritising our network and cyber security will ensure FinSecure’s long-term
success in an increasingly complex digital landscape.
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