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2) Introduction
Ransomware is a risk to businesses all over the world and if encountered can have both financial and business continuity implications. The purpose of this report is to provide a brief overview of Ransomware, using CryptoWall Trojan as a specific example, and provide information about how a business can protect itself against an attack.

3) Ransomware Details
In the words of Cindy Ng 
“Ransomware is malware that encrypts a victim’s data, extorting a ransom to be paid within a short time frame or risk losing all his files” [1].
Ransomware is often distributed through spam emails after the recipient opens an attached link. A payment is then requested in order for the recipient to access the encrypted files, usually via electronic payment (E.g. Bitcoin) which can be hard to trace.


4) CryptoWall Trojan
CryptoWall is a specific form of malware which infiltrates a computer and encrypts files. It can take the form of a ‘Trojan Horse’ which poses as a legitimate file. Some reports suggest that Cryptowall 3.0 has caused over 325 million dollars in damages since it first emerged as a threat [2]. 

5) Risks to Business
A Ransomware attack on a business’s computer system will not only cause financial expense after the cost of the payment request but may also have far reaching implications. Loss of important documents and files, loss of confidence in IT systems, financial costs in terms of rectifying the effected computers and damage to corporate reputation can be extremely damaging to any business. These are just a small example of many.

6) Options for Risk Mitigation
· Install an effective Anti-Virus software program
· Update computer software regularly
· Ensure that all staff are familiar with IT security and the risks involved in breaches
· Create a thorough ‘Back Up’ strategy for important files and documents to avoid loss should an attack occur

7) Conclusions
In the modern world with businesses totally reliant on IT systems, a sound knowledge of IT security is required in order to ensure the best possible protection from Malware attacks. By implementing simple procedures and processes, the risk of significant damage to the business can be reduced.

8) Recommendations
In the short term the current business IT systems should be reviewed and checked to ensure that suitable Anti-Virus software is installed and that there is a robust ‘Back Up’ strategy in place. 
In the long term, regular IT Security awareness training for all staff should be implemented and systems should undergo a program of regular updates.







[bookmark: _GoBack]9) Reference List


[1] 		C. Ng, "Ransomware Guide and Protection," 9th September 2018. [Online]. Available: http://varonis.com. [Accessed 8th November 2019].
[2] 		J. Peters, "The State of CryptoWall in 2018," 11 June 2018. [Online]. Available: http://www.varonis.com. [Accessed 15 November 2019].




Further Reading
(Links to further reading / more detailed information to be placed here)

  




