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1. [bookmark: _Toc130906818]Abstract

This report will aim to explore the different aspects of network programmability, including its significance in today’s automated world. This report will focus on the multiple aspects of network programmability, which will include network automation, and network API’s including their importance in present trends. Furthermore, this report will discuss API standards and architecture, automation frameworks and tools, as well as the measures currently in place to improve API security and privacy.  
This report will thoroughly review the automation of security and compliance policies, identifying the potential benefits and drawbacks. It will also examine the state of the current API security and privacy. Investigating the current measures organisations can take to improve security and protect users.
Overall, this report will provide insight into the ever-growing world of network programmability and identify its importance in today’s automated world.  While investigating the various aspects of network programmability, this report will provide a thorough understanding the challenges benefits and opportunities that are related to this evolving technology.
2. [bookmark: _Toc130906819]Introduction

Network programmability is an advancing model, which looks to redefine networking. The ability to program network devices and automate network tasks has been available for a while, however, with the new developments in tools and API standards, automation frameworks have emphasised this concept.
With the demands of modern applications growing, which includes the rise in complexity of the network infrastructure, network programmability has become more important and significant than ever. In this report, the dimensions of network programmability and the significance it plays in today’s automated world will be investigated. 
We will investigate tools and API standards and architectures including automation frameworks, as well as extensively review the automation of security and compliance policies as well as API security and privacy.  In this report, we aim to provide an in-depth understanding of network programmability and the impact it will have on the world of networking.

3. [bookmark: _Toc130906820]Network programmability dimensions

Network programmability can be broken down into multiple dimensions, each with its own implication in the automated world today. The main dimension is network automation, which refers to the automation of network management, configuration and the operation of network services and devices attached to a network. This can involve tasks such as network monitoring, policy enforcement and provisioning. Automating these tasks can reduce the time needed substantially, therefore, reducing the effort needed to operate and manage networks, with the added bonus of increased reliability and consistency of network processes.
Another key dimension is software-defined networking (SDN), which essentially splits the network from the data plane, which enables the network administrator to manage and configure the network centrally through a software controller, this allows for a more flexible and fluid approach. With the added benefit of being able to integrate with other software and systems.

Network virtualisation is another dimension of network programmability, essentially enabling multiple virtual networks to be created on a single physical network. Thus, providing increased flexibility and efficiency in utilising network resources. This becomes particularly useful in cloud computing infrastructure where customers may need separate virtual networks.
As stated, by. [1] Edelman, S. S. Lowe, and M. Oswalt
Configuration management is the most common type of automation, so we aren’t going to spend too much time on it here. You should be aware that when we mention configuration management we are referring to deploying, pushing, and managing the configuration state of the device. This includes anything as basic as VLAN provisioning to more complex workflows that configure top-of-rack switches, firewalls, load balancers, and advanced security infrastructure, to deploy three-tier applications.

Another noteworthy dimension of network programmability is network analytics. This involves using machine learning (AI), which uses multiple advanced techniques to capture and analyse the network data, this provides insights into the network’s security, and performance as well as other more specialist metrics. Which can increase the proactivity and effectiveness of network management, whilst providing increased problem resolution and troubleshooting.

4. [bookmark: _Toc130906821]Automation Frameworks and tools

Automation frameworks and tools allow for a variety of different capabilities and features for network programmability, making network administrators to do their jobs easier as it automates network tasks, and improves efficiency and network tasks. A few popular automation frameworks are.
· Nornir – is a python-based automation framework, that has an east to use user interface for the automation of automating network configuration and management. It allows multiple features for automation, such as task automation, data gathering and multi-vendor support.
· Jinja - is also python-based but is a templating engine. Allowing network administrators, a powerful create configuration files. It is usually used in conjunction with other frameworks to automate a wider range of management and configuration tasks.
A few automation tools are:
· SolarWinds network configuration manager – it can be installed on Windows server and has a user-friendly user-interface. This means it is easy to set up, and it allows for widespread configuration network changes. This means can save huge amounts of time and can reduce human error. It can also notify the network administrator if an unauthorised change has been made.
· Saltstack – is an automation tool that uses YAML-based language to automate the network configuration and configuration tasks. It gives a wide range of features for remote execution, orchestration, and configuration management. 
· Netmiko – is python-based that gives the network administrators simple and easy-to-use interface for automating tasks on the network. It also supports a vast among of network devices, allowing for high compatibility as well as providing features for automation. 

As Edelman, S. S. Lowe, and M. Oswalt show an example [1]Here is a very basic example of collecting data from an IOS device using the Python library netmiko.
 from netmiko import ConnectHandler 
device = ConnectHandler(device_type='cisco_ios', ip='csr1',username='ntc', password='ntc123') 
output = device.send_command('show version') 
print (output) 
The great part is that output contains the show version response and you have the ability to parse it as you see fit based on your requirements.

Overall, automation frameworks and tools when combined together offer a large range of features and capabilities for network programmability, allowing network administrators to automate tasks on the network, improve operational efficiency and reduce errors.

5. [bookmark: _Toc130906822]API Standards and architecture

Application programming interface or API in network programmability enables the user of API’s and software to create and automate network tasks. There are multiple API standards and architectures that are commonly used across the board.
· REST
REST API stands for representational state transfer application programming interface. It’s an architectural software style which can be used for creating web services. REST is based on the hypertext transfer protocol (HTTP) as well as it’s methods (GET, POST, PUT, DELETE) and its purpose is to provide a standardized simplified way in order for different systems to communicate with each other over the internet.
Rest APIs use HTTP requests to communicate in order to carry out database operations such as reading, updating, adding, and removing a specific resource. A record can be retrieved from REST API by using a GET request create to receive a record, a POST request to create one, a PUT request to update a record, and a DELETE request to delete. Every HTTP method can be applied to the API. It can resemble a website that is being viewed in a web browser that has HTTP capability.
A known benefit to RESTful APIs is their scalability, as they can be extended to accommodate changes to a system easily. Furthermore, they are platform-independent, which means that they can potentially be used by any application client, regardless of the operating system or programming language used to create it. 
To create/ build a REST API, the developer must first identify a set of resources and methods that can be used to communicate with those resources. It should be designed to follow specific principles, for example, the use of HTTP methods, the use of unique URLs to show resources, and the use of standard data formats, for example, JSON or XML, to allow data to be exchanged between the server and the client.
As Fernando Doglio states [2] the API REST was designed with the internet being at the forefront, this means that an architecture that uses REST will be expected to work properly with the massive amounts of web traffic on the internet. To allow this, the concept of layers has been introduced. By separating components into layers, allows each layer to use the layer below it and to communicate its output to the one above. This simplifies the system’s complexity.

· SOAP
SOAP API stands for Simple Object Access Protocol, it’s a protocol that allows communication between processes that are running on different operating systems, like Linux and Windows to communicate through HTTP and its XML. SOAP APIs are created and recovered, designed, create, update, and delete records.
SOAP API sends messages as enveloped which consists of both a header and a body. The body of that message holds the actual message, while the header has information about the message, like the identity of the recipient. The main body can contain any type of known data; however, its common purpose is to transfer data between recipients.
A known benefit of SOAP AP is its ability to modify to a situation, it can be easily adapted to be to investigate complex scenarios. Also, it has built-in error handling, enabling errors to be captured and handled correctly. A well-known SOAP API is PayPal, the PayPal public API allows people to accept payments.

As it states on redhat [3]
SOAP is a standard protocol that was first designed so that applications built with different languages and on different platforms could communicate. Because it is a protocol, it imposes built-in rules that increase its complexity and overhead, which can lead to longer page load times. However, these standards also offer built-in compliances that can make it preferable for enterprise scenarios. The built-in compliance standards include security, atomicity, consistency, isolation, and durability (ACID), which is a set of properties for ensuring reliable database transactions.

There are a few differences between REST and SOAP APIs, a few key differences are, REST API has no official standard as it is an architectural style, and SOAP API has a standard because it is a protocol. REST APIs use multiple standards such as JSON, URL, HTTO and XML, SOAP APIs are mainly based on HTTP and XML. In comparison to SOAP, which uses XML to create the payload and results in large files, REST employs multiple standards, which results in lower use of bandwidth and resources.

· JSONs
JSON is a format to build APIs and stands for JavaScript Object Notation. It is used to exchange data between the client and the server, the JSON API gives specifications to provide guidelines for how data should be formatted and delivered, this makes it simpler for developers to create API’s.
JSON APIs the data is represented as JSON objects, within the objects, there is a set of key-value pairs. JSON supports links between resources, this allows developers to link data easily. Also, it provides a set of rules allowing for filtering, sorting, and error handling which enables developers to create APIs that are user-friendly and can be maintained easily.
The main benefit of JSON is that it gives a standardised format to exchange data, this makes it easier for developers to create APIs that can work seamlessly with other systems. JSON can also help reduce the code needed to create an API, it creates a set of rules and conventions that can be easily followed by developers.
As noted by Rapidapi.com [4] developers use the API software to create other programs which allow clients to easily access information from the server, without needing adhoc coding. Well-known corporations such as Twitter and Flickr are among some companies that use this API software.

6. [bookmark: _Toc130906823]Security and Compliance policies

With the ability to automate and manage network infrastructure using software instead of manual configuration. It is critical that there are security and compliance policies in force, ensuring that everything is implemented securely, meaning that the network is protected from security threats.

6.1. [bookmark: _Toc130906824]Security compliances

Role-based access control (RBAC) should be implemented, this gives each specific user the relevant access needed to do their job. If needed a second ‘elevated’ administrative account can be created, this would allow the user to need the second account for more technical tasks, such as remoting onto servers or databases. Even network administrators would have multiple accounts, for different tasks. 
Creating login and monitoring policies would allow an audit trail to be created. This would allow network events to be captured and identify the potential incident. Audit logs should be maintained and reviewed regularly to search for suspicious activity.
Secure communication policies, such as transport layer security (TLS) or secure shell (SS) can be enabled and used to ensure secure communication channels.
Authentication and authorisation policies ensure that only authorized users can access network services and devices by using, a username and password, and certificates embedded apps.

6.2. [bookmark: _Toc130906825]Compliance policies

Data protection is an important compliance policy, this should be in place to ensure that all possible sensitive data is protected. As everything is now digital, it is important that encryption is in place to protect the data when in transit.
Industry-standard compliance to ensure that network programmability complies with regulatory and industry standards. This can be based on the information that is being, stored or accessed.
An incident response policy should be in place, this should outline the steps that need to be taken in the event of a security breach.
A monitoring policy should be in place to consistently monitor the network for potential threats, which extends to the use of intrusion detection and prevention systems. 

7. [bookmark: _Toc130906826]API Security and Privacy

API security and privacy are two close is an essential concept that is closely related, in order to protect sensitive data and resources that are exchanged through APIs. The confidentiality, integrity and availability of data and resources rely on security and privacy.

7.1. [bookmark: _Toc130906827]API Security

API security concentrates on protecting the API from unauthorised access, data breaches and other potential security threats.
· Use secure authentication methods, for example, OAut2.0 or OpenID. This will ensure only users with access can use the API.
· Allow authorisation controls to allow only users can access the data and resources they are allowed to.
· Use encryption to protect the data when being transmitted between the API and its clients.
· Validate all received inputs, to prevent attacks like SQL injection or cross-site scripting (XSS)
· API software and dependencies need to be kept up to date to address and patch and known threats and vulnerabilities.
As Michael Cobb from techtarget says [4] the more business allows access to data through APIs, and present a good target for data theft and software hacks. Insecure APIs are a threat. They are known to be the most exposed component of a network and are therefore a likely target for a Cyber Attack.

As Lucy Kerner from techbeacon states [5] 
In fact, some of the biggest security breaches of late were due to an API vulnerability. This includes the infamous Cambridge Analytica breach, where a Facebook API loophole exposed personal information about more than 50 million people. And that's just one of dozens of examples of sensitive personal and competitive information laid bare by improperly configured and/or secured APIs.

7.2. [bookmark: _Toc130906828]API Privacy

API privacy concentrated on protecting the privacy of personal data and sensitive information that is sent through APIs.
· Only gather and exchange the minimum amount of data required for the API to function. 
· Use encryption, such as HTTPS or SSL, to secure the transmission of data.
· Establish policies for keeping and deleting data through the API. This will ensure compliance with regulations.

8. [bookmark: _Toc130906829]Useful Resources to help

There are resources such as can be found on developer.cisco.com. The resources allow a guided walkthrough and testing environment to teach multiple automation tools and languages including but not limited to Python Java and JSON. As well as everything needed to create, develop, and find the data to code into working APIs in both wide area networks and local area networks, including multiple environments to test them. The fundamentals of network programmability are explained, such as the security and privacy policies, security companies as well as the multiple dimensions that have been explained in this report.
There are other options to Cisco, such as Udemy but it does not offer as many options or learning tracks. There are fewer academic-based and course-based resources that do not cost money. Such as W3 schools and YouTube, both offer the basics that can be investigated before spending more money and time pursuing the qualifications.

9. [bookmark: _Toc130906830]Conclusion

In conclusion, network programmability is an essential tool to achieve greater automation and, efficiency in network operations. It has multiple layers, like network APIs and network automation which are needed for addressing today’s increasing trends such as the internet of things (IoT), cloud computing and SDN. Network automation tools and frameworks have surfaced in order to simplify and streamline network operations and enable network administrators to respond to business needs whenever needed.
Network programmability has also been aided greatly by API standards and architectures, which have enabled the seamless merging of multiple applications and systems. APIs usage enabled the development of networks that are more adaptive and flexible, allowing innovation and enhancing business responsiveness.
With the usage of APIs increasing, there needs to be an emphasis on enhancing API security and privacy. For APIs to be secure and comply with specific legislation, the automation of security and compliance standards has become mandatory. To secure and protect sensitive data and resources that are shared over APIs, security best practices such as secure transmission, authentication, and authorisation as well as frequent security updates need to be implemented.
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