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Abstract
This report outlines the potential advantages of using blockchain technologies to revision control CNC programs. By issuing copies of the relevant hash number associated with a given CNC program, operators will be limited to only a single usable program that is dictated by the issued manufacturing paperwork. Traceability can also be improved by recording the hash numbers called by each CNC machine. This will allow operations to quickly trace and isolate any defective product and narrow down affected products already in storage at a warehouse or currently in use in the field.
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[bookmark: _Toc114070334]Introduction
The control of CNC programs involved in the manufacture of medical devices is crucial to not only the smooth day to day operation of a manufacturing facility but is also required by many notified and regulated bodies or agencies. FDA 21 CFR part 820 and ISO 13485 lays out the conditions in which medical device manufacturers must maintain and control an effective Quality Management System (QMS). A key part of a compliant QMS system is a suitable engineering change management system and control of manufacturing processes and documentation. Although the current controls in place for CNC programs at ZB Bridgend are sufficient to meet FDA and BSi requirements, they are not infallible, and back-doors exists. These back doors can lead to unauthorised programs being run in production and increase the possibility of product recalls.
Blockchain technologies offers a solution to program revision control by taking advantage of their changing hash numbers after the smallest of alterations and comparing them to a database of those currently approved for manufacturing use.
[bookmark: _Toc114070335]What is a Blockchain
Blockchains are basically a type of database that allows the recording of transactions and as a result, tracking current and past transactions. It is more commonly referred to as a distributed ledger which all network participants will have access. These networks can be exceptionally large and in the case of cryptocurrencies, global. As a result of large network and user numbers, all records would need to be secure to prevent fraud. Blockchains achieve this by creating new blocks and new hash numbers when data is altered or removed and maintains traceability by requiring the previous blocks hah number as part of the verification process. No participant can change or tamper with a transaction after it’s been recorded to the shared ledger. If a transaction record includes an error, a new transaction must be added to reverse the error, and both transactions are then visible. (IBM, 2019).
History of Blockchains
In 1991, Stuart Haber and W. Scott Stornetta first described the first cryptographically secured chain of blocks. This idea would slowly evolve over the years until in 2000, Stefan Konst publishes a theory of cryptographic secured chains of information and how it could be implemented.
Blockchain stayed a theory until 2008, when a developer, or possibly a group of developers, by the name of Satoshi Nakamoto released a white paper establishing a model for what would become formally known as a blockchain. Soon after, the first blockchain containing financial information was released, known as the cryptocurrency Bitcoin. Blockchain technology has now separated from Bitcoin currency. Although Bitcoin and other cryptocurrencies are still active, there are new developments that look to utilise blockchains outside of financial services. Companies such as IBM are now offering blockchain solutions for manufacturers as part of supply chain management. The Blockchain technology always relates to the cryptocurrency, because this technology is the basis of cryptocurrency’s work, but these are different things. The Blockchain technology also is used in another areas, such as the logistics systems or medicine institutions and others. The application of this technology improves the quality of the system’s working process. (Golosova & Romanovs, 2018).
[bookmark: _Toc114070336]Utilising Blockchains in Manufacturing
Using a blockchain in place of the current controls will not only ensure that only approved programs are accessible for manufacturing but can also close any back doors to altering any CNC program that would bypass ZB Bridgend’s engineering changes control process.
Current Controls
CNC programs are currently stored in a shared folder on a network drive within the ZB Bridgend facility. Access to this folder is tightly controlled and limited to only a select number of manufacturing engineers. New or modified CNC programs are not added directly to this folder. Instead, software executes a script which pulls the new or modified program from its storage location and creates a copy within the main CNC programs folder. The script also creates a program specific log detailing the time, date, engineers name and a reference to a change request number relevant to the program change. The program number does not change regardless of the program revision.
While this method has worked well since it’s introduction it is not an entirely secure system. The programs stored in the folders are read-only once the script has finished copying them. However, this can be removed by simply right clicking the program and unticking the “Read-only” box in the properties section. The same is true for the change log that is generated. This allows anybody with access to not only alter what is an existing approved program, but also falsify the change log.
CNC operators should not manually load programs from the system in the CNC machines. This should be done automatically via the manufacturing paperwork. An operator must scan a barcode and the CNC machine will download the latest version of a given program and load into the memory of the machine. There is no way of finding if a falsified program has been loaded or not without comparing it to the earlier version and the original copy submitted via the change process if such a copy still exists. It has also been found that there are copies of CNC programs stored within the CNC machine. These copies where made by operators who changed the program to alter tooling offsets instead of using the tooling offset settings that are separate to the program. Company policy states that only programs vital to the operation of the machine itself can remain in the machine provided it is appointed as a protected program and not accessible by operators. Part specific programs have been found in the main storage area of some CNC machines and that these programs do not match the latest approved versions. These unauthorised programs can be used in day-to-day production with little to no warning.
Blockchain Controlled Programs
Blockchains can be used to control the revision history of CNC programs. Thanks to being immutable, it would be exceedingly difficult to change the latest revision of a blockchain controlled CNC program without raising attention and without the earlier owner’s private key. Should the previous private key be known, and a program altered the resulting save would create a new block, and thus, a new hash. This hash will differ to the earlier block and would show that a change has been made, authorised or not. The actual CNC code could be stored on-chain or off-chain. For this application, storing the data on-chain may be the most secure option.
This change in hash numbers can be used at the CNC to confirm program revisions. When programs have an authorised change or modification via the change process, the resulting hash number can be added to a database stored in the company MRP system. This hash number can be printed on the manufacturing paperwork as a barcode. The operator can then scan this barcode and the CNC will load the associated program. If modified programs were made or copies stored on the CNC machine existed, then the associated hash number would differ to those referenced by the MRP system and would not be loaded. This would ensure that only the latest and approved program is loaded during manufacturing. No other hash number would match that printed on the manufacturing paperwork.
[bookmark: _Toc114070337]Benefits of Blockchain Controlled Programs
Manufacturing Confidence
By controlling CNC programs with blockchains, operations will have increased confidence that only the latest and approved revisions of a given program will be run in production. It would require the development of a database within the MRP system, and a crosschecking function created on a CNC machine to match the hash number presented by the operator, to that of the stored program. There is a similar function already in place via Seiki. This system could be changed to work with the hash number format. This would cut the daily program audits that is currently undertaken as part of the effort of ending unauthorised programs and cause fewer disruptions to production.
Batch-Program Traceability
There is a requirement that all manufacturers of medical implants have full traceability of the part, from raw material through to finished saleable part. Currently, all parts manufactured at ZB Bridgend are traceable. However, due to the way individual cells are setup, it is not possible to identify which CNC machine used what revision program to produce the part. It would be possible to cross reference dates to find the program used but as mentioned above with regards to unauthorised copies, that program may not actually have been used. A way to counter this is for the CNC to log the manufacturing lot numbers and the program hash numbers used. Regular auditing would be a matter of cross referencing the CNC log against the information stored in the MRP system.
Cost Savings
By eliminating the ability to run unauthorised programs the manpower required to conduct daily program audits will be freed up. Machine downtime will also be reduced as some CNC machines need to be sat idle for a full audit of its hard drive.
Cost savings can also be made in the event of product recalls. Currently, if a product is recalled for an issue related to a CNC machining operation on specific machine/s or program revision then it can be difficult to find the lot numbers affected. As a result, every lot manufactured through a given cell within a given period will be recalled regardless of whether the parts were processed by the offending machine or not. Based on an average throughput of over 1,000 parts per week, per machine. The number of recalled parts can quickly grow and the cost increase further.
By implementing blockchain controlled programs and machine logging, individual lots can be traced through individual machines and have a record of the program revision used by referencing the hash number of the program. This can dramatically reduce recall numbers and cost.
[bookmark: _Toc114070338]Evaluation
Using blockchains to control program revision and selection can offer a huge advantage to the ZB Bridgend manufacturing facility. With a unique hash variable given to each program revision, manufacturing managers and quality personnel can quickly and efficiently name manufacturing equipment used to produce a given product. Using blockchain technology can also strengthen a QMS system and help reduce observations from regulated bodies during audits that may result in huge product recalls.
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