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[bookmark: _Toc151060409]Definition of ransomware:
 Ransomware is the type of malware which is used to not to give access to a particular computer systems or files until a large amount of money, or ransom, is paid. These types of cyber attacks have increased and have become more sophisticated in the recent years. The main goal is to get a large amount from individuals, or businesses, or organizations in form of crypto currencies and more.

[bookmark: _Toc151060410]Historical context:

Early Instances (1989-2005), Encryption-Based Ransom ware (2005-2012), Crypto Locker and Bitcoin (2013), Ransomware as a Service (RaaS) (2016-2017), Targeting Critical Infrastructure (2018-present), Double Extortion and Data Leaks (2020-present), Continued Sophistication (2021-2023).These are the historical context of ransomware. []

[bookmark: _Toc151060411]REvil Ransomware:
REvil was a notorious ransomware gang also known as Sodinokibi.They were active from 2019 and was dismantled in 2022.This group was main crime syndicate for most of the high profile ransomware. They used sophisticated and highly effective methods. []

[bookmark: _Toc151060412]Profile of REvil
[bookmark: _Toc151060413]Origin of REvil:
REvil is a criminal enterprise based primarily based from Russia that runs a Ransomware as a Service (RaaS) operation. The core members are based in Russia and operate out of Russia. They hire hackers known as affiliates to conduct the breach, to steal data, to delete backups, and to infect victims system with ransomware for a share of profile. They are said to affiliates of an old disbanded ransomware group called as GandCrab.When the gang retired in 2019 REvil emerged. At the beginning REvil group didn’t have a name, later when Tomas Meskauskas had a chat with them in their own chat designed by them to chat with the victims. He asked them about their name and also told them that they are known as Sodinokibi among the Researchers, and they came up with a name which is ‘REvil’ which means ‘Ransom Evil’ which was inspired by a popular video game known as ‘Resident Evil’.
[image: ]
Figure 1: Chat between REvil operator and Tomas Meskauskas as posted on the PCrisk blog []


[bookmark: _Toc151060414]Known affiliations or partnerships

Operation GoldDust, which took place on 4 November, led to the arrest of two individuals suspected of deploying the ​Sodinokibi/REvil ransomware in ​Romania. These cyber-attacks are believed to be responsible for infecting around 5,000 systems and collecting approximately half a million Euros in ransom payments. Over the past months, law enforcement agencies have been actively targeting ransomware operations, resulting in several arrests. The operation has been a joint effort involving 17 countries, Europol, ​Eurojust, and INTERPOL. Their collaboration has been crucial in identifying the perpetrators, carrying out wiretapping activities, and seizing infrastructure used by the Sodinokibi/REvil ransomware family. This ransomware is seen as the successor to GandCrab, and the recent arrests include affiliates of both Sodinokibi/REvil and suspects linked to GandCrab. These coordinated international efforts demonstrate the commitment of the law enforcement community in combating cybercrime and maintaining the security of digital spaces. By targeting the individuals behind these ransomware operations and disrupting their infrastructure, authorities aim to significantly impact their ability to carry out attacks and demand ransom payments. Such operations serve as a deterrent and reinforce the ongoing battle against cybercriminals [].
 (
Figure 2:
 
REvil recruitment ad (translated from Russian)
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1.1. Figure 3: Ransom-based recruitment ad (translated from Russian)

[bookmark: _Toc151060415]Cyber Attacks
A cyberattack is an intentional and malicious act conducted by cybercriminals using computers or networks to target and compromise other computers, networks, or digital systems. It involves unauthorized access, disruption, or theft of information with the intent to cause harm. Cyberattacks can take various forms, such as malware infections, phishing scams, denial-of-service attacks, man-in-the-middle attacks, social engineering, and exploiting software vulnerabilities. The goals of a cyberattack may include disabling or damaging systems, stealing sensitive data, or using compromised systems as launching points for further attacks. Organizations and individuals need to implement robust cybersecurity measures to protect themselves against cyberattacks and minimize their impact.
[bookmark: _Toc151060416]​Notable cyber attacks attributed to REvil
REvil, also known as ​Sodinokibi, is a notorious ransomware-as-a-service (RaaS) operation that has been involved in several high-profile cyber attacks. Here are some notable cyber attacks attributed to REvil:
1.1.1. [bookmark: _Toc151060417]JBS Cyberattack (May 2021) - REvil was identified as the group behind the cyberattack on ​JBS SA, the world's largest meat processing company. The attack caused temporary shutdowns of JBS facilities in the U.S. and disrupted operations at poultry and pork plants. JBS paid an $11 million ransom in Bitcoin to REvil. []
1.1.2. ​Kaseya VSA Ransomware Attack (July 2021) - REvil targeted the software company Kaseya by exploiting vulnerabilities in its VSA remote monitoring and management tool. The attack had a widespread impact, encrypting the data of numerous managed service providers and their customers. REvil demanded a $70 million ransom to restore the encrypted data. []
1.1.3. [bookmark: _Toc151060418]Acer Ransomware Attack (March 2021) - REvil claimed responsibility for a ransomware attack on Acer, a multinational hardware and electronics corporation. The attackers demanded a $50 million ransom to decrypt stolen files and delete them. []
These are just a few examples of the cyber attacks attributed to REvil. The group has been involved in several other attacks, targeting various organizations and demanding significant ransoms for stolen data.

[bookmark: _Toc151060419][bookmark: _Toc150970869]Conclusion
In conclusion, cybersecurity and international cooperation have several important implications. By sharing information and intelligence, countries can enhance protection against cyber threats and coordinate timely incident response. Cooperation also strengthens legal frameworks, enabling the prosecution of cybercriminals. Through capacity building, developing nations can improve their cybersecurity capabilities. International cooperation establishes norms and standards, fostering interoperability and trust. Finally, cybersecurity and cooperation contribute to economic stability by protecting infrastructure and facilitating safe digital transactions. Overall, collaboration in cybersecurity is crucial for maintaining security and stability in a rapidly evolving digital landscape.
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