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Essay 1:
Digital policing – assess the role of specialist units in investigating cybercrime.


Recently, in terms of volume, cybercrime has surpassed “all other forms of crime in the UK and has been acknowledged as a national priority” (Schreuders et al, 2020:316). The importance of responding to cybercrime effectively is highlighted by the Home Office in the Policing Vision 2025 report that states we require “new law enforcement capabilities and ensuring our people are trained and equipped to deal with the new and challenging threats” (NPCC, 2016:8). As a result, every police force in England and Wales now has a dedicated cybercrime unit to combat cybercrime following funding from the UK government (Ashford, 2019). Despite there still being room for improvement, this essay will argue that specialist cybercrime units are an essential part of modern-day policing. Firstly, I will explore what is cybercrime. 
There is no single agreed upon definition of cybercrime; however, the term is often used to describe a “crime or other undesirable behaviours that involve the use of networked technology and more specifically the internet” (Hunton, 2011:106). Cybercrime can affect anyone who uses a computer or the internet (Horan and Saiedian, 2021). In the UK, 87% of adults used the internet daily or almost every day in 2019 (ONS, 2019), illustrating the vast number of people vulnerable to cybercrime offences. It is estimated fraudsters stole more than £4 billion in the UK in 2022 (Flinders, 2023), highlighting the enormous economic impact of cybercrime. However, the impacts of cybercrime are not limited to people and can have immense impacts on businesses. More than 80% of UK organisations experienced a cyber-attack in 2021/22 (O’Driscoll, 2023), which has a considerable impact on the organisation’s reputation. Types of cybercrime include phishing, ransomware, and malware attacks. The volume and complexity of cybercrime is escalating (Harkin and Whelan, 2019), which highlights the importance of specialist cybercrime in investigating these complex and challenging crimes. In the next sections I will assess the importance of specialist cybercrime units.  
Specialised cybercrime units are essential to modern-day policing organisations due to their skills and expertise in investigating cybercrime. The skills possessed by these cybercrime units are not readily available in other departments within the police. Harkin and Whelan states that is it widely recognised there is a “growing deficit in police expertise and capacity to address cyber-crime” (2021:531). As a result, it is argued that we must think “differently about what is meant by ‘frontline policing’” (Home Affairs Committee, 2018:59). These quotes imply frontline officers are not adequately equipped to deal with cybercrime investigations. A similar argument has been raised by Harkin and Whelan who state, “front-line officers can face citizen requests for assistance that they cannot understand or respond to” (2022:73). Highlighting the importance of specialist cybercrime units who can understand the complexities and technical aspects of investigating cybercrime. Dekic is another scholar who declared the initial response to high-tech crime “should come from people with solid engineering competency as those persons can understand how technical systems work” (2022:273). The above arguments demonstrate how crucial specialist cybercrime units are due to their specific skill set. 
Furthermore, due to the technical skills possessed by specialist cybercrime units, they can produce expert evidence for use in court. Horan and Saiedian explain digital forensics help “investigators piece together evidence and determine the timeline of events in a crime” (2021:580). Specialist cybercrime units can “support investigating officers with the collection and interpretation of digital evidence” (Wilson-Kovacs, 2021:669), providing key help and support to investigators of other units. Furthermore, Rappert et al have explored how digital forensic units turn digital data into legitimate evidence for use within the criminal justice system (2022). This vast and valuable evidence would not be as readily available without these skilled specialist cybercrime units. Moreover, Rappert et al confirm digital forensic units form a vital part of turning digital footprints into evidence for exploitation and indecent image offences (2022:8). Their capabilities surpass those of frontline officers in identifying and prosecuting perpetrators of online exploitation offences. Despite the value of these specialist cybercrime units, in the next section I will explore the issues for these units to overcome to realise their potential.
An issue faced by specialist cybercrime units in the UK is that there are too many local variations in their response to cybercrime (HMICFRS, 2019). Furthermore, a more recent article from the HMICFRS reports that victims face a postcode lottery with the service they receive, with significant different between forces across England and Wales in the amount of time it takes for digital forensic examinations to begin after a crime is reported (2022). This is despite considerable investment from the government in the cybercrime units in police organisations across England and Wales. A consequence of not having a consistently high-level law enforcement response to cybercrime across England and Wales is the negative impact this will have on the institutional legitimacy of police forces (Koziarski and Lee, 2020). A possible solution to this is for forces to work in collaboration with other forces and third-party agencies (NPCC, 2020). 
Another issue faced by specialist cybercrime units are the resourcing issues they face. Harkin and Whelan argue that it is clear the demand of cybercrime is exceeding the capacity of most police forces due to the “escalating volume and complexity of cybercrimes” (2021:531). Despite Harkin and Whelan writing from an Australian perspective, it seems that similar issues are present in the UK with the HMICFRS reporting that England and Wales police forces are overwhelmed when it comes to digital forensics (2022). It is argued police forces are overwhelmed due to a lack of police expertise to address the growing cybercrime demand (Harkin and Whelan, 2021). Harkin and Whelan have argued the ‘low visibility’ of these specialist cybercrime units may result in resourcing issues as senior management fail to understand the core needs of these units (2019). A possible solution to this resourcing issues is to hire highly skilled and technically minded civilian staff to improve the resourcing levels of these specialist cybercrime units, to narrow the gap between existing police capacity and high demand levels (Harkin and Whelan, 2021). 
In conclusion, despite the issues faced by specialist cybercrime units, they are still an essential and vital part of modern-day policing. This is evidenced by the home office labelling these units as a national priority (NPCC, 2020). This assignment has argued that despite the need to improve the regional differences and resourcing issues of specialist cybercrime units, they are a critical part of police organisations due to the expert evidence they produce, and the crucial skill set they possess to investigate cybercrime offences and help prosecute offenders. 
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Essay 2:
Critically evaluate methods used to communicate information and intelligence both within individual police forces and more widely. Are current methods effective, and how might they be improved? Your answer must be based on academic research, but you may make reference to recent, relevant examples.

[bookmark: _Hlk134966778]Recent articles have argued that intelligence is “essential for all criminal investigations” (Kowalick et al, 2018:596). The importance of communicating information and intelligence effectively within and between police forces is “becoming essential for success” (Griffiths et al, 2016:268). The failure to share information and intelligence effectively can be devastating as illustrated by the Soham murders in 2002 (Brown, 2018). The failure to share information on this occasion allowed a previously investigated individual to gain the position of school caretaker in Soham who subsequently murdered two schoolgirls (Griffiths et al, 2016). This essay will evaluate the methods used to communicate information and intelligence within and between police forces, arguing the current methods require improving. Firstly, I will explore what is information and intelligence. 
Information has been defined as the “raw material used the create intelligence” (Brown, 2018:2). Information can be gathered via several methods such as routine operational police activity and members of the public (COP, 2013). On the other hand, intelligence has been defined as “information that is collected about crime and criminals and evaluated, analysed and disseminated” (Parliamentary Joint Committee on Law Enforcement, 2013:5). Similarly, the NCA defined intelligence as information that has been analysed and assessed (2023). Phythian and Kirby argue that intelligence is critical in tackling “current strategic policing priorities” (2022:4). The advantages of obtaining vast amounts of intelligence are well established. New intelligence can generate greater lines of enquiry, improving operational effectiveness (Lambri et al, 2011). Furthermore, it is argued that increasing knowledge and intelligence helps improve decision making (Brown, 2018). For example, the intelligence can assist in identifying which criminal groups to target in an age of resource constraints (Ratcliffe, 2016). In addition, there is extensive research highlighting the advantages of sharing the information and intelligence that has been collected. For instance, through effective intelligence sharing it is suggested police forces can “draw upon broad expertise, including the latest advancements in policing techniques and best practice” (Griffiths et al, 2016:270). In the next section, I will evaluate the informal methods used to communicate information and intelligence within police forces. 
Within police forces, it has been suggested that information and intelligence can be shared through more formal methods such as digital information networks, or informally via personal social networks (Cotter, 2017). These informal communication methods include verbal and written briefings and face to face meetings (Griffiths et al, 2016). Officers will utilise informal communication methods to seek information to “prevent crimes, solve criminal cases and to find missing persons” (Lewandowski and Nestel, 2016:50). Several articles have highlighted the popularity of the informal methods of communication with Lewandowski and Nestel stating police officers use “personal contact most frequently when seeking information” (2016:49). There are multiple perceived benefits of using these more informal methods of communication. Weiss notes that the more formal systems used to communicate intelligence were too time consuming compared to informal methods (1997), suggesting it is more effective to gather intelligence through peer-to-peer communication. Furthermore, Cotter argues that intelligence shared informally between contacts was perceived to be “more current, detailed, reliable and secure”, with officers seeking to avoid IT systems particularly when sharing sensitive information (2017:173). Despite the benefits, scholars have highlighted aspects of informal communication methods that requires improving. 
Firstly, it has been argued that one of the main barriers to information and intelligence sharing in relation to informal communication methods is the fact that individuals recognise that knowledge is power (Seba and Rowley, 2010). As a result, there is a reluctance to share important intelligence as this is seen as an asset with considerable value in relation to status and career development (Seba and Rowley, 2010). Additionally, Carter and Carter state there is an unwillingness to share information if there is additional gain from holding on to it (2009). As a result, it is essential to ensure there is an organisational culture which encourages and promotes the sharing of intelligence (Goh and Hooper, 2009). A way of creating a sharing culture is through the implementation of long-term initiatives such as regular team briefings and team building exercises (Lindsay et al, 2009). Additional measures that may promote a sharing culture is introducing or maintaining staff canteens as a way or encouraging information exchanges of information (Griffiths et al, 2016). 
Next, I will evaluate the use of PND to share intelligence between police forces. PND has been championed as representing “one of the most important developments in recent policing history” (Lambri et al, 2011:1). PND was born out of the Bichard inquiry where one of its recommendations was the implementation of a national intelligence system as a matter of urgency (Bichard, 2004). PND allows police forces across England and Wales to see and share intelligence that until now has only been available within individual police forces (Lambri et al, 2011). PND is an effective system making information from other forces readily available to improve operations outcomes and inform decision making (Lambri et al, 2011). Furthermore, it helps support de-confliction (Mapel, 2014). De-confliction is to prevent more than once police force simultaneously investigating the same individual or group (Brown, 2018:3). This can prevent the duplication of effort, saving time and resources for each police force concerned (Parliamentary Joint Committee on Law Enforcement, 2013). Despite the extensive advantages associated with PND, there are aspects that could be improved. 
A barrier to the success of PND is data quality. Lambri et al, have stated that data which is “incomplete, inconsistent, not meaningful or misinterpreted due to the different ways forces manage their information can lead to poor decisions, wasted time or missed opportunities” (2011:10). Furthermore, it is argued the lack of data standard can lead to inaccuracies in recording “people, events and even colours” (CGI, 2013:1). These issues stem from the “non-standardised and inconsistent data gathering methods across forces (Lambri et al, 2011:15). It is crucial to rectify these data quality issues to ensure that PND is as effective as possible. Phythian and Kirby conclude in their article, a solution to these data quality issues is to establish national standard for data quality and PND use across forces (2022:11). 
In conclusion, despite informal communication and PND being identified as effective methods used to communicate information and intelligence within and between forces, there are still aspects that can be improved to ensure they are more effective. This assignment has argued that promoting a culture of information exchange may ensure that officers are sharing valuable and important intelligence. Furthermore, PND could become more effective if national standards in data quality are established. 
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Essay 3:
What impact can personal bias have on investigations, and how effective are the measures in place to prevent this? Your answer must be based on academic research rather than personal experience. 


Recently, movements such as Black Lives Matter have cast a “spotlight on implicit and unconscious bias” (Chafota, 2020:1). It is argued we must confront the issue of police bias immediately (Cooper and Fullilove, 2020), as prejudice within policing is not a new problem (Chan, 1997). Although, the impacts of police bias extend beyond investigations and can greatly diminish the trust communities place in the police (Madon and Murphy, 2021), in this essay I will focus on the impact that personal bias can have on a police investigation. Personal biases can take many forms (Northon, 2016), however in this essay I will focus on confirmation bias and stereotyping. I will argue that current measures in place to prevent these personal biases impacting investigation are not entirely effective. I will start by exploring confirmation bias. 

Confirmation bias has been defined as “seeking or interpreting of evidence in ways that are partial to the existing beliefs, expectations or a hypothesis in hand” (Nickerson, 1998:175). It is contested that confirmation bias can cause an officer to “focus on evidence confirming the investigative theory, while ignoring or refusing to look for contradicting evidence” (Rumney and McPhee, 2021:438). Confirmation bias has been shown to impact multiple stages of an investigation from the gathering of evidence to the interviewing of suspects and victims (Minhas and Walsh, 2018; Sumampouw et al, 2022). Furthermore, it is argued that “any investigation could be at risk of being subject of confirmation bias” (Minhas and Walsh, 2018:2). Several scholars have explored the impact of confirmation bias on a criminal investigation. For example, O’Brien (2009) found during a mock criminal investigation that police students who named a suspect early, were biased and determined to confirm that person’s guilt as the investigation progressed. However, confirmation bias is not limited to new recruits and can impact senior investigators. For example, Ask and Gronhag (2007) found that experienced investigators rated evidence as more credible and reliable if it was consistent with their initial theory. These studies show how confirmation bias could result in tunnel vision, where police officers do not investigate wholistically, only seeking information that supports their theory (Meterko and Cooper, 2022). Rossmo and Pollock concluded in their article that confirmation bias led to flawed decision making and poor thinking during investigations and was ultimately the biggest problem in wrongful convictions (2018). Next, I will explore stereotyping. 

Stereotypes are defined as “generalizations about a group of people that are both individual and collective” (Christiani, 2021:894). For example, Correll et al state that certain ethnic minorities are stereotyped as more likely to be involved in criminal behaviour (2007). Minhas and Walsh state that stereotyping is “one of the major sources of partiality in criminal investigations” (2021:267). Stereotypes impact different aspects of policing from investigations to judgments about who to stop and search (Spencer et al, 2016). In relation to stereotyping in criminal investigations, studies have shown that police officers are more likely to focus on black people when thinking of about criminal activity (Spencer et al, 2016). It is argued that this bias is problematic as it shifts investigators attention away from true offender who are not black towards “black citizens who are not violating the law” (Spencer et al, 2016:54). This has the potential to delay investigation and result in wrongful convictions. Racially discriminatory stereotypes are well documented in the policing domain (Glaser, 2014). However, stereotypes extend beyond race, with female domestic violence victims experiencing a non-intervention approach from police officers due to gendered stereotypes about their untrustworthiness (Leung, 2014). This could result in police officers failing to investigate effectively due to a perception that females lack credibility (Leung, 2014). Next, I will explore the effectiveness of training in combating the negative consequences of stereotyping. 

Anti-bias training, a term used interchangeably with diversity training, is typically offered, or mandated for employees (Legate et al, 2023). It is estimated that billions are spent on these types of training annually (Kirkland and Bohnet, 2017). Anti-bias training aims to reduce biased attitudes and stereotyping through providing the participant with educational information about their psychological biases in order to raise awareness of the biases they may possess (HMICFRS, 2017). Despite the large investment, the benefits of anti-bias training in reducing personal bias are disputed. Minhas and Walsh argue that the training is necessary to make officers aware of stereotyping and “improve case outcomes” (2021:280). However, Paluck et al argue that anti-bias training tends to have very little lasting effects with only a modest effect immediately following the training (2021). Furthermore, Legate et al (2023) in one of the most recent articles to explore the impact of anti-bias training from a U.K. perspective again concluded that the effects of anti-bias training are negligible. In response to this, authors have recognised the importance of organisational culture in reducing prejudice and stereotyping (Carter et al, 2020). For example, Applebaum states that diversity training will only produce results if there is an appropriate workplace culture that promotes diversity (2019). The above articles highlight that training alone is not an effective measure to combat bias and requires an effective organisational culture that encourages broader diversity and inclusion initiatives (Berzukova et al, 2016).
Finally, an approach that is suggested to help prevent confirmation bias is a tool that prompts the investigator to consider to what extent does the same evidence support alternative hypothesis (Rassin, 2018). The ‘alternative scenario model’ refers to the idea that “police investigators should postulate at least two scenarios” (Sumampouw et al, 2022:384). Sumampouw et al go on to state that this model could “increase objectivity of police investigators and mitigate the effects of confirmation bias” (2022:384).  It is argued that this approach is showing promise at reducing the effects of tunnel vision (Meterko and Cooper, 2022). Despite the promise of this alternative scenario model, there is currently limited research on the model which will require greater examination in future studies before we can label the model as effective. 
In conclusion, the negative consequences of both confirmation bias and stereotyping on an investigation are well established. It is argued that these personal biases can impact decision making and lead to ‘tunnel vision’ (Meterko and Cooper, 2022). The training currently in place to prevent the effects of stereotyping are ineffective, and it is suggested that police forces will require an organisational culture change to increase their effectiveness (Applebaum, 2019). However, this essay suggests that an ‘alternative scenario model’ is showing promise and could be effective at reducing the effects of confirmation bias (Meteko and Cooper, 2022). 
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Essay 4:
What characteristics or factors increase the risk of exploitation by serious or organised crime gangs? Your answer should examine both the psychological and socio-economic characteristics of victims of exploitation. 

Tackling organised crime is considered a national priority by the UK Government due to the threat to national security (HM Government, 2015). It is estimated that serious and organised crime costs the UK economy around £24 billion each year (Local Government Association, 2015). Furthermore, it is believed that up to 17% of recorded crime can be attributed to organised crime (Crocker et al, 2016). Several factors increase the risk of exploitation by an organised crime group (Thompson, 2019). In this essay I will examine both psychological and socio-economic characteristics of victims of exploitation from serious and organised crime groups. Specifically, I will examine social exclusion, financial vulnerability, and low self-esteem. Firstly, I will explore what is a serious and organised crime group. 
The UK Government defines serious and organised crime as “individuals planning, coordinating and committing serious offences, whether individually, in groups and/or part of transnational networks” (2018:11). They go on to state the main categories of serious offences are child sexual exploitation and abuse, illegal drugs, illegal firearms, fraud, modern slavery, human trafficking among other offences (HM Government, 2018). It is argued that organised crime groups involve larger networks than more local level gangs and usually have “national and often international” reach (Thompson, 2019:103). Furthermore, McLean states that serious organised crime groups typically involve adult membership with a focus on financial reward (2017). However, scholars have challenged this policy definition of organised crime groups, arguing they are not as exceptionally coordinated and organised as the definition would suggest (Hobbs, 2013). Instead, it is suggested that the networks are often messy, and perpetrators are over-glorified (Hobbs, 2013). Despite this, it is believed there are around 4,600 organised crime groups operating in the UK (Townsend, 2019). Next, I will explore the factors that increase the risk of exploitation by these serious and organised crime gangs. 
It is believed that social exclusion is one of the main characteristics of victims of exploitation from organised crime groups. Social exclusion is a broad concept with several definitions (Morgan et al, 2007). However, it is argued the primary elements of social exclusion highlight an individual’s lack of participation in mainstream “social culture, economic and political activities” (Burchardt, 2000:320). Furthermore, social exclusion is associated with the concepts of social isolation and ostracism (Wai, 2023). Spicer et al, highlight social exclusion as one of the main characteristics of victims of exploitation in ‘cuckooing’ (2020). ‘Cuckooing’ is the process where drug dealers and organised crime groups take over the homes of residents and create an outpost for their drug operations (Spicer et al, 2020). It is argued, due to a victims’ social isolation, they are targeted and easily ‘befriended’ by crime group members, whose main purposes is to acquire the victims home to run their operation (Spicer et al, 2020: 306). Similarly, Olver and Cockbrain found in their study of county lines that people were susceptible to exploitation due to being disconnected from their community (2021). This is likely due to the loneliness of victims who are seeking family and friendship, which perpetrators take advantage of. This point is illustrated by Sharkey et al, who states affection, social significance, and the family structure that gang membership brings is often enough to entice vulnerable people into the criminal lifestyle (2011). Next, I will examine financial vulnerability. 
Financial vulnerability is a multi-faceted concept with several definitions. Despite this, in their study Chipunza and Fanta summarised financial vulnerability as the inability to accumulate savings, attend recreational activities and meet basic living costs (2023:784). Several authors have highlighted financial vulnerability as a key factor that increases the risk of exploitation by an organised crime group. For example, McLean et al (2020) highlighted that poverty is known to make young person’s vulnerable to being exploited by crime groups. Furthermore, Annan et al concluded that young persons were inclined to join gangs “to improve their personal financial status” (2022:2205). It appears young people are financially vulnerable due to a lack of financial opportunities available to them. This is something that organised crime gangs’ prey upon to exploit them. For instance, Irwin-Rogers highlights that criminals often take advantage of financially vulnerable people by offering an attractive luxury lifestyle (2019). This is something that may appeal to young persons as Ashton and Bussu (2020) highlight that those being exploited often come from poor economic backgrounds. Finally, Williams and Finlay argue due to the financial vulnerability of young people, they are easily persuaded to join ‘gangs’ to help their family financially (2019). They argue this is due to a lack of alternative options (Williams and Finlay, 2019). 
Finally, I will explore low self-esteem. Self-esteem refers to an individual’s opinion of themselves (Whelan, 2022). Therefore, people with low self-esteem often have poor opinions of themselves and doubt who they are and what they can achieve (Whelan, 2022). This has been identified as a key characteristic of victims of exploitation. For example, Annan et al highlight low self-esteem as a key factor in the exploitation of young people (2022). They argue that young people perceive they are not capable of obtaining legitimate employment and are pushed into drug dealing as a result (Annan et al, 2022). Beyond the exploitation of young people by organised drug groups, studies have shown that low self-esteem is a key factor in the exploitation of young females in criminal sexual exploitation (CSE). For instance, Vrubliauskaite concluded that the main psychological factor increasing risk of “becoming victim of CSE comprise of negative views about oneself or low self-esteem” (2018:135). They argue that females develop low self-esteem as a result of childhood trauma (Vrubliauskaite, 2018). This in turn encourages young females to choose ‘maladaptive’ problem solving strategies, allowing people and organised groups to take advantage of their vulnerability (Vrubliauskaite, 2018:134). 
In conclusion, this essay has explored both socio-economic and psychological characteristics of victims of exploitation. It is argued that social exclusion, financial vulnerability, and low self-esteem all play a crucial role in increasing the risk of exploitation by serious or organised crime groups. Furthermore, it appears these concepts are inter-related with financial vulnerability leading to low self-esteem and a perception they are not capable of earning legitimate income, and low self-esteem potentially leading to social exclusion. However, it is important to note that the leading causes for exploitation by organised groups are “multifaceted and cannot be attributed to a single risk factor” (Annan et al, 2022:2199). 
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