
Task 1
Literature Review of Information Security Frameworks and Models 
Given the growing number of data breaches, there is an increasing need to implement robust security structures. In 2023 alone, more than 5 billion records were compromised (Salako et al., 2024). Frameworks provide principles and models that organizations use to operate and safeguard their information systems. Major models in this section include ISO/IEC 27000, ISO/IEC 27014, ITIL, NIST, COBIT, and GRC, and how they apply to NatureGarden (NG).
 ISO/IEC 27000 Series 
The standards of the ISO/IEC 27000 family cover information security management. Included are the ISO/IEC 27001 standard for security management systems and the ISO/IEC 27002 standard for controls. This is a risk-based framework that safeguards the confidentiality, integrity, and availability of information. ISO 27001-certified organizations exhibit a 40% decrease in data breach rates and an enhanced level of trust among stakeholders (Folorunso et al., 2024). To NG, ISO 27001 may provide a systematic approach to identifying risks and implementing controls, as well as ongoing monitoring and management. 
ISO/IEC 27014: Governance of Information Security 
ISO/IEC 27014 adds governance to the ISO 27000 family of standards. It helps organizations align security with business goals. The standard proposes six principles: a risk-based approach, performance review, investment direction, internal and external conformance, security culture, and organizational-wide adoption (Calder and Watkins, 2024). NG's lack of internal policy or alignment makes ISO 27014 particularly suitable. Its focus on board-level responsibility ensures that information security becomes part of NG's strategic direction. I
TIL (Information Technology Infrastructure Library) 
ITIL focuses on IT service management, including service delivery, risk handling, and incident response. Though ITIL is broader than security, its principles help maintain service continuity, which is essential in NG's wireless and cloud-heavy environment. By integrating ITIL's change management and service continuity processes, NG can better handle disruptions from security events (Maleh et al., 2021). 
NIST Cybersecurity Framework
 The National Institute of Standards and Technology (NIST) developed a cybersecurity framework based on five core functions: Identify, Protect, Detect, Respond, and Recover. NIST is widely adopted in both public and private sectors, especially in the U.S., and helps tailor controls based on organization-specific risks. NG can use NIST to assess its current posture and prioritize actions. Its practical and scalable approach suits NG's diverse and mobile environment (Zografopoulos et al., 2021). 
COBIT and GRC Approach 
COBIT (Control Objectives for Information and Related Technologies) is a governance and management framework for enterprise IT. It includes performance goals, metrics, and maturity models. COBIT 2019 emphasizes value creation, risk optimization, and compliance, aligning IT efforts with business objectives (Chhetri, 2022). For NG, COBIT can be utilized to enhance governance structures and define responsibilities across departments. The GRC (Governance, Risk, and Compliance) approach integrates security planning with business management to ensure effective risk management and compliance. It helps ensure that risks are identified, resources are appropriately managed, and compliance with laws is maintained (Sikdar, 2021). GRC also promotes accountability, a significant issue for NG since no team currently owns security responsibilities.

