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[bookmark: _Toc153367113]Introduction
Within this assignment, I shall be taking a look at Data Security and Compliance and the different kinds of methods we can use to help provide security for a company. In task 1 I shall be researching and discussing different methods to help aid in protecting your company and its assets as well as taking a look at any policies, procedures and laws that must be taken into consideration. Then, in task 2 I shall be implementing those found within the research into a case study of a company called StresSolution, a company that helps to combat against cyber-attacks.
[bookmark: _Toc153367114]Task 1
[bookmark: _Toc153367115]Security Frameworks
A security framework is essential to any organisation. Security frameworks help to define both policies and procedures for security and control. They provide a systematic approach for protecting against security risks, data leaks and to help protect any assets the organisation might have. [1] Some of the most infamous frameworks organisations use include:
· ISO 27001 - ISO 27001 is the most used and “famous” type of security framework used in organisations today. It helps to maintain Information Security Management Systems (ISMS) with a holistic approach by continuously improving and implementing new rules based upon recent security concerns. It really focuses on ISMS to create policies and procedures to ensure the best possible security for their organisation. It’s continuously improving itself by constantly monitoring current and past security risks and threats. [2] ISO 27001 also uses a centrally managed framework meaning that all the information needed (including digital data as well as physical such as paper documents) will be secured in that one location. This allows users to find what they need much more easily as it will be centralised in one location.  [3]
· NIST – The National Institute of Standards and Technology (NIST) is a non-regulatory agency of the United States Department of Commerce and provides a framework to aid in security. It focuses more on the risks by identifying, protecting, detecting, responding, and then recovering from them. It takes those instances and then builds upon them to create the framework. Because it takes these steps and uses them to create the framework, it means that this framework is extremely flexible and can be easily changed based on current security risks. [4]
· COBIT - Control Objectives for Information and Related Technologies (COBIT) is another framework commonly used however it focuses more so on governance and business needs rather than the technical side of things. It will take what the company needs and the direction it is currently taking and then use that to make security decisions, rather than delve into the IT procedures and technical considerations.  [5]
Overall, Security frameworks are essential to any organisation. Without them, assets within the business are at a huge risk and data compliance rules might not be followed. 
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Just like frameworks, having security technologies like firewalls, access controls, VPNs, IDPS and encryption are essential to maintaining the security of your network and the assets held within your organisation. Without these, there would be very little security within your organisation and therefore just begging unwelcome visitors, such as hackers, to come and take whatever data they would like. [6]
Some examples of Security Technologies are as follows:
· Firewalls – A firewall acts as a “wall” between the flow of traffic. It monitors and controls the data packets sent to and from a network. The firewall will help to figure out if a data packet contains any malware that could do damage to your network and everything within. It can also monitor and then log all the data traffic that goes through the firewall which could be useful to frameworks that build upon current threats such as NIST. Network segmentation is also a feature of firewalls as it can help to split up your network, especially if you want to keep sensitive data away from the general flow of traffic. [7]
· Access Controls – as the name suggests, this type of technology limits who can access certain sections of your network. It helps to keep any individuals that are not authorised to access certain data out of the system and limiting them to what they can access. This can help an organisation to maintain security access and to ensure that the data that needs to be kept secure, is actually kept secure. Any data leaks can then be traced back to only those who have access to this.  [8]
· VPN (Virtual Private Network) – A VPN can be used to establish a secure and encrypted virtual network that can be accessed remotely. This means that anyone that needs to access assets and data from outside where the network is located can do so. Also, because VPNs can be encrypted it means that any data remotely accessed will be encrypted between the network and the user. They can also help to defend against any cyber-attacks such as data breaches and man-in-the-middle attacks with the use of secure communication from encryption.  [9]
· IDPS (Intrusion Detection Prevention Systems) – just like a firewall, an IDPS monitors your network to monitor, detect and prevent any malicious activity and then takes whatever action is required to combat said threat. It monitors traffic and the logs to look for any irregularities (such as unauthorised logins) and then will identify whether or not it can be considered a threat. Because it is constantly monitoring the system, it can then provide real time responses and let an administrator know if serious action is required to in order to ensure the security and continuing stability of the network. [10]
As we can see from the different kinds of technologies listed above, it would be vital for an organisation to utilise these to ensure that any assets and data that the company holds is kept secure and that the network they might be using is kept online too. 
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In the terms of cyber security, Cryptography is the method of encoding and decoding information sent within networks. It is essential to the security your data as it stops attackers gaining your data from MITM attacks, data breaches and data interception. There are three main types of cryptography:
· Symmetric encryption – this type of encryption uses a single key to encrypt and then decrypt the data. Because it uses only the one key, it is a very fast and efficient way of protecting your data. Also, because it only requires one key, it means that encrypting your data is extremely simple to do. However, as it uses the one key it means that if that key is leaked, all of your data can be decrypted and then stolen. [11] 
· Asymmetric encryption – this type of encryption uses two keys instead of one, a public (used to encrypt) and a private key (used to decrypt). Because of the use of two keys, the security of your data has increased dramatically as any attacker would need access to both keys to be able to decrypt the data. This type of encryption would be better suited to larger parties due to the use of the two keys and the security that comes with this. [12]
· Hashing – this type of encryption takes the data and changes it into a set string of characters know as the hash which is calculated using a hash function. Because hashing is a one-way encryption, it means that it cannot be reversed and therefore almost impossible for the data to be stolen. Hashing also allows us to be able to store passwords securely as Hashing is also able to be used on passwords. This would be important to an organisation as it means that any accounts and logins can be safely set up without the risk of leaks. Hashing also supports the use of digital signatures which can help aid in authenticating users. However, the main drawback of using Hashing is that there is a chance of hashing collision meaning two sets of data use the same hashing code. [13]
Overall, cryptography is essential to protecting your data within an organisation. Without it, your data could be vulnerable to outside attacks, and you’d be risking data leaks. Although asymmetric encryption is vital, using a mixture of all three types of encryption is the best way to ensure the security of your data. 
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When it comes to protecting a physical location, the use of physical security is essential. We use physical security on a day-to-day basis, sometimes without even realising it! Physical security can help to mitigate any physical attacks and threats an organisation might encounter. Utilising physical security can greatly help in protecting the assets the organisation might have within the premises and also the staff that work there too. 
Types of physical security:
· Access Control - physical security such as fences, gates and keys/key cards are an essential part of securing the premises. Without them, anyone could simply walk into an unauthorised area and potentially steal or damage assets and data an organisation might keep on said premises. Access control also helps to keep your staff safe from risk by using keys/ access cards which can then help to ensure that only employees can enter the building/ particular area. [14]
· Security personnel – the use of security guards could be vital to keeping assets secure, depending on the organisation and what they would be protecting. But even smaller/ less vital organisations and businesses such as supermarkets use security personnel to protect and minimise theft from within their stores. One of the bonuses of using security personnel is that they can respond to any incidents in an instant as they would already be onsite and then could be handled in a professional manner, thus increasing the chances of protecting their assets if someone had managed to break in. [15]
· Surveillance Monitoring – security technology such as CCTV can help to reduce the amount of crime committed onsite. For most people, the thought of a camera watching their every move is unsettling, especially for those about to commit a crime. Therefore, having CCTV implemented will help to reduce this. Also, having CCTV within your organisation can help to provide live feed for a member of security to monitor many different locations at once and then can respond instantly if a crime is witnessed. CCTV can also be used as evidence if a crime is committed. Alarms are also a great tool to use for surveillance monitoring as it can be used to alert someone (usually a member of security) to any incident in the area. Fire alarms (such as smoke detectors) can help to alert staff to a fire within the building, intrusion detection alarms (such as motion sensors and door/ window sensors) can help to alert security when an unauthorised entry has happened. [16]
All of the above methods of utilising physical security will aid in keeping an organisation’s data one way or another. Depending on the size of the organisation and what the organisation is actually about will determine what types of physical security would be required.
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Implementing Information security is vital to keeping your assets secure within your organisation. To be able to implement this, there are some steps we can take to ensure the maximum security for your assets.
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This step is pretty self-explanatory. The very first thing you need to do to be able to successfully implement information security is to create a team that can understand what needs to be done in order to safeguard against any threats that might appear. This team will need to be able to create policies and procedures to mitigate attacks, perform risk analysis, be able to react if/when an attack does happen as well as perform day-to-day security tasks such as upkeeping and regular testing. Your team will also need to have a vast knowledge of what assets your organisation might own including software and hardware. They should also be able to create and read databases to efficiently store the organisation's data.  [17]
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Here in this step, we take our presented risk, and we assess it. The team will take what the risk is and study what sort of damage it could present to the company. For each risk, the team will need to take into account what assets are going to be affected, the likelihood of the risk occurring, what impact the risk will have on the rest of the company and what can be done if said risk does occur. From here, the team can now manage each risk and choose what they wish to achieve. Depending on the severity of the risk, the team can choose whether or not they wish to add policies and procedures to reduce the chance/damage output of the risk occurring, accept that the risk could happen and if it does, it won’t be too big of an issue or do everything they can possibly do to prevent the risk from happening at all in the case of a risk creating devastating loss.  [17]
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Now that your team has identified any potential threats and how to tackle them, we need to know where they are in order to keep them safe. Your team will locate all of the assets, make a note of it and then the team can start to apply some security technology to help defend against it such as VPNs, firewalls, and access controls. Once all these types of technology have been implemented and all the previous steps have been completed, you need to have your whole system reviewed to ensure that there aren’t any flaws within your newly applied system. Having your system reviewed from a third party will ensure that there is no bias and that if anything had been missed by a member of your team, it can be spotted and then resolved later on.  [17]
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Within this next part of the assignment, I shall be taking a look at both the research and the lecture content and to then develop a Security framework system in which StresSolution can use that complies with polices and governance.
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At the very top of the tree, we would need to have a Chief of Information Security Officer. This role would be filled by someone that would have the skills to be able to manage and oversee the entire security system. They’d need to be able to work with the team effectively, have a vast knowledge of threats and cyber-attacks and to also be confident as the leader when representing the team. 
Next, we would need to have a Security Operations Manager. This role would oversee the day-to-day operations of the program and also have a vast knowledge of the system requirements. 
StresSolution would also need to have a Compliance Officer to ensure that the company does not break any laws while operating. This is an essential role as all companies could come fact-to-face with legal issues if not followed correctly.
A Risk Manager would also need to be apart of the team so that they have someone to focus on mitigating the risks that StresSolution would come face-to-face with. This would also be vital in the case of StresSolution as their main company goal is to help fight against any cyber-attacks. 
The team would also need to have an Incident Response Manager. The purpose of this role would be to lead their team to respond to whatever incident may occur. Although StresSolution help others to mitigate attacks, they would still need to have their own protection in case they themselves came under attack.
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When it comes to policies and procedures, there are many that StresSolution need to consider taking on. Here are a few:
· Data Classification policy – This policy defines how a company would store and classify their data (whether that’s sensitive, public or private). It also determines how and who that data is accessed by such as what level of clearance is needed for certain staff members. This would be required for StresSolution as they would most likely have access to some of their client’s data and systems if they are to help strengthen their customer’s security against attacks. [18]
· Access Control policy –This policy will give out certain access rights to a select few to ensure the safeguarding of StresSolution’s data. It limits who can access certain areas and guides users on what they need to do if they have that level of authorisation. Just like with the previous policy, this one is vital to ensure that the data held by StresSolution is only accessible by authorised users to ensure the integrity of the data is kept. 
· An Incident Response procedure – this procedure would be vital to any company, not just StresSolution to ensure that the proper action has taken place in a time of need. This procedure will help to guide staff on how to respond to certain incidents such as attacks. This procedure will guide users on how they need to report and tackle an incident and what steps need to be followed (such as reporting, containment and recovery). If StresSolution were to not follow this procedure then whenever an incident did occur, it would be slightly chaotic as certain actions might have been missed and actions like reporting could be done incorrectly. 
· Data Handling Policy – although similar to the Data Classification policy above, this policy determines how the data is handled within the company. It is a guideline for staff to ensure that the integrity of the data is kept safe by ensuring that the data is handled correctly. For example, depending on how the sensitivity level of the data will determine whether or not the data can be shared with a third party or not. 
· Data Protection Policy – this policy will help to secure and protect the data that StresSolution will have in their possession by determining how it is stored and managed. It also ensures customers that their data will be protected and can be trusted with StresSolution. This could then lead to more potential future customers. This policy will also help to ensure that StresSolution is compliant with the data protections laws that all companies must abide by. 
· Backup/ Recovery procedure – this type of procedure is also essential as it helps guide companies on what needs to happen if vital data is lost and how you would recover it. It helps to ensure that backups are implemented regularly so that if your data is lost, one of the most recent copies of that data is stored safely. StresSolution would need one of these procedures to ensure that minimal data is lost and that operations can continue as normal in the event that your original piece of data is lost.
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When it comes to compliance with the law and general ethics, StresSolution must take these two areas into consideration. Just like all companies, StresSolution will need to abide by certain laws to ensure that they do not come face-to-face with any potential fines or lawsuits. Some of the laws they would be required to consider are:
· General Data Protection Regulation (GDPR) – this law is essential for any and all businesses that handle data. This law covers all the use of data and how it needs to be protected in every way possible, especially when handling other people's data such as names, addresses, phone numbers etc. It ensures that all data is processed within the guidelines of the law and with consent. It also grants the owner of the data the permission to deny and restrict what data they give and what the company can do with it. StresSolution will need to comply with this law otherwise the likelihood of them being shut down and facing legal action.  [19]
· Data Protection Act 2018 – this law is extremely similar to GDPR as it is the UK’s version of it. Just like with GDPR, this law helps to protect a user’s data and privacy when in the possession of a company. However, the Data Protection Act 2018 is specifically made for the UK and the companies within. Different countries will have their own version of the GDPR but the UK has this one and all companies based in the UK, including StresSolution, will have to follow this act by law. Also, complying with this law willingly will show StresSolution’s customers that they are an ethical company and show compassion for their customer’s data. [20]
· Computer Misuse Act 1990 – this law essentially makes the act of accessing a computer system with authorisation illegal and therefore incriminating the user. As StresSolution would be handling user’s data, it is essential they comply with this law to ensure that only people with authorisation can access their system which is likely to have sensitive data on it (customer details etc.). This law also helps to protect StresSolution too as when followed, it can help to fight against any attacks and loss of data from the lack of authorisation. Following this act will also get StresSolution their customer’s trust as it shows that they have a responsibility to take care of their assets.  [21]
Overall, complying with these laws are essential for the company to carry on running and not to face any legal action. It also shows any potential/ existing customers of StresSolution that they care about the customers and their data. 
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StresSolution will need to plan ahead to ensure the security of their system and therefore set out numerous rules and regulations that each staff member must then follow. The purpose of setting these rules and regulations is purely to give a strict direction in which StresSolution must operate. These rules will align with the company’s goals and objectives to ensure that security is maintained while still being able to operate functionally. 
A security framework will also have to be developed within this stage. NIST framework is probably a good choice for StresSolution to use as it mainly focuses on giving guidance to cyber threats and attacks including protecting and detecting. As StresSolution focuses on helping customers to combat cyber-attacks, this would be a suitable choice. However, as StresSolution also gives out aid in data recovery and compliance, having a combination of multiple frameworks like NIST and COBIT will suit the company better as it fits in more with the goals and is therefore less restrictive.
Within this planning, StresSolution will also have to manage their resources such as technology and even staff. If StresSolution are to keep budgets at a suitable level, they’ll continuously need to keep an eye on these resources so that if they are overpaying/ no longer require it means they can save themselves a bit of money. 
StresSolution will also need to bring in training for their staff members. Both technology and staff must be consistently evaluated and to ensure the knowledge is there. It is vital to ensure that their staff is up to speed with the latest security risks, security frameworks and data recovery methods etc. so that they can perform at a high standard and therefore making StresSolution more profitable in the long run. 
However, it is the responsibility of the higher up staff members, such as the CISO or the Security Operations manager, to enforce these rules. But using a bottom-up approach to governance is also key as it utilises staff members. These staff members might notice something missing from the lower levels of hierarchy that they can then report to higher management. This also allows the engagement of staff members in the creation of the security, therefore potentially boosting staff morale. 
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StresSolution will also have to partake in risk management. Risk management would need to be done to protect all of StresSolution’s assets.  Firstly, StresSolution would need to perform the risk identification process. Here they will assess any potential risks that could pose a threat/ cause disruption to StresSolution’s operation. This usually involves looking for any faults and issues or potential ones within their systems and assets as well as any vulnerabilities that could lead to a cyber-attack. This can also include staff members such as hiring a new member of staff and doing a background check.
After the initial identification, StresSolution will need to perform an assessment to determine the risk’s likelihood and threat level. This will then help to prioritise what risks need to be mitigated as soon as possible. From here, the team will work out how to mitigate those risks by implementing new security methods, adding new systems like IDS and adding encryption. 
Once this stage is completed, StresSolution will have to continuously monitor those risks and ensure that those new implementations have been successful. Tests will need to be applied, like penetration testing, to determine that there are no longer any flaws with the system or to see if by adding those new systems we haven’t created any new risks within the system. 
If this method has indeed been successful, StresSolution can now create an incident response plan to this issue so that if it does ever arise again, the team will know how to react sooner rather than later. This will have to be trained to all staff so that they are aware that this issue is possible. 
If StresSolution were to follow these steps above, their risk mitigation would be significantly improved. It also means that any loss of assets and data would also be reduced too.
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When it comes to preparing for the worst, contingency planning is an essential step to help reduce the damage of an attack. StresSolution would need to prepare and plan some processes and protocols for certain events if they did occur. To do this, StresSolution would need to create a contingency planning team. This team will help to develop plans and processes to certain events and how members of staff should react if one of those events does occur. There are three main plans that StresSolution need to lay out. They are the Incident response (IR) plan, Disaster recovery (DR) plan and the Business continuity (BC) plan.
The IR plan is set in place to help identify, classify and respond to any incident that may occur. This plan will help to identify what risk comes under this plan and help users to detect it. The plan will the include the necessary stages that StresSolution will need to implement to be able to identify and then investigate the risk including how to determine cause and contain the risk so that it does not expand and cause more damage. It also includes any protocols and guidelines that staff members will need to take into consideration when dealing with said risk. The IR plan also includes recovery how that should be performed.
The second plan is the DR plan. This plan is essentially like the IR plan however is used on much greater threats. Depending on the severity of the situation, the contingency planning team will determine whether or not the event is classed as an incident or a disaster. If it is classed as a disaster, the response and recovery part of the plan will change and the more vital aspects of the attack will be focused on rather than a general focus. It will also determine how quickly the team should respond the disaster. 
The other plan is the business continuity plan. This plan will help to ensure that StresSolution can continue operations as normal as possible in the event of a disaster that effects the primary operating location. For example, if the main building were caught by natural disasters, such as fires, flooding, storms, the business can still operate as normal as possible (obviously depending on the severity of the disaster). The plan will dictate what needs to happen with offsite data backups and how you would access them in a time of need. They would also need to include a section on how to work away from the main work site whether that’s from another site or remote working from home. All of these will be determined within the plan to ensure that StresSolution can still operate in the event a disaster does happen.
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Protection mechanisms are vital to safeguard your company’s assets from any potential attacks or disasters. StresSolution will need to have these protection mechanisms in place to ensure that their assets are protected during an incident. There will need to be some security technology put in place to help defend against your hardware such as firewalls (to detect any malicious incoming traffic), VPNs (to help encrypt your data and to mask IPs) and an IDPS (to help battle malicious software and any other irregularities). Physical security can also be implemented to help defend your assets. This can include access control (to help limit who can access sensitive areas within the network), security personnel (to protect assets including staff in real time and to respond to any incident immediately) and even surveillance monitoring (to aid in catching criminals and to provide evidence. All of these methods will help to protect StresSolutions assets, especially as they work in the computing industry. 
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