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Abstract/Synopsis 

This project looked at how Microsoft Azure Arc can be used to manage on-premises 

Windows servers without having to move everything into the cloud. The main goal was to 

connect four Windows Server 2016 and 2019 machines to Azure Arc, set up monitoring 

through a Log Analytics workspace, and apply governance policies to keep everything 

consistent and secure. 

During the setup a few problems came up such as network firewall blocks and time sync 

issues, but these were sorted out without causing major delays. Once the servers were 

onboarded, policies and alerts were configured successfully, showing that Azure Arc can 

make hybrid server management much simpler, even when dealing with older 

infrastructure. 

Overall the project showed that Azure Arc is a practical way to extend cloud management 

tools to on-premises environments. All objectives were met and the environment was 

running smoothly by the end. Future improvements could include adding more policies, 

scaling to larger setups and using automation to make management even more efficient. 
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Glossary 

Term Definition 

Azure Arc A Microsoft service that allows on-premises and multi-cloud 

resources to be managed through the Azure portal. 

Azure Policy A service in Azure used to enforce governance rules and compliance 

across resources. 

Log Analytics A monitoring service in Azure that collects and analyzes 

performance and diagnostic data from resources. 

Hybrid Cloud A computing environment that combines on-premises data centers 

with public or private cloud services. 

Connected 

Machine Agent 

The agent software installed on servers to allow them to be 

onboarded into Azure Arc. 

Governance The process of setting policies, standards and procedures to manage 

IT systems effectively. 
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Chapter 1 

1.1 Introduction 

This chapter provides background information on the research topic, focusing on the 

implementation of Microsoft Azure Arc in an enterprise environment. The project aims to 

enhance server management by integrating cloud management technology for on-

premises, edge and multi-cloud environments into a centralized solution. Currently, the 

organisation utilizes VMware for managing its entire on-premises server infrastructure 

and SolarWinds for event monitoring. A direct migration to a fully cloud-based server 

environment isn't feasible at this time due to legacy systems that rely on the existing 

setup. Implementing Azure Arc will enable system administrators to manage and monitor 

all internal infrastructure over the internet effectively, as if they were fully cloud-hosted. 

This includes leveraging Microsoft's conditional access and Defender security features 

from anywhere at any time. 

What is Microsoft Azure Arc? It is a hybrid and multi-cloud management platform that 

extends Azure services and management capabilities to infrastructure beyond the Azure 

environment. It allows organisations to project their on-premises servers, Kubernetes 

clusters and other resources into Azure, enabling management of these assets through 

the Azure Portal as if they were native Azure resources. This unified approach facilitates 

consistent governance, security and compliance across diverse environments, including 

on-premises datacenters, edge locations and other cloud platforms [10]. 
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Figure 1 – Azure Arc Architecture (Source: Microsoft Learn, "Monitor Azure Arc-enabled 

servers with Azure Monitor," Microsoft, Jan. 2024 [14]). 

 

This report also entails reviewing documentation, adopting suitable methodologies, 

onboarding servers, implementing policies, creating log analytics workspaces and 

configuring alerts. The literature review will compare methodologies, identify research 

gaps and outline best practices for Azure Arc implementation. By following these 

approaches, the project aims to deliver a comprehensive solution, offering insights into 

the successful implementation of Azure Arc within diverse environments.  
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1.2 Aim 

To enhance the organisation’ server infrastructure management by securely implementing 

Azure Arc, enabling effective real-time analysis, alerting and manageability over the 

internet anywhere at any time. 

 

1.3 Objectives 

This report will consist of the following objectives: 

• Carry out a literature review on Microsoft Azure Arc technology 

• Select a suitable methodology that will be used for project management and 

delivery. 

• Configure and deploy the Azure Arc connected machine agent, log analytics 

workspaces, policies and alerting on the required hosts. 

• Carry out evaluation and testing to ensure successful implementation. 
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1.4 Structure of the Project 

The project is essentially divided into three parts. Firstly, the theoretical work that 

underpins the project, which involves reviewing literature and former studies on Azure 

Arc implementation. This theoretical work will expand the knowledge base and be 

fundamental to the project's outcome. 

The second part details the design and implementation. This section outlines the problem 

formulation and the design implemented to integrate Azure Arc technology within an 

enterprise environment. It covers the onboarding of servers, installation of the Arc 

connected machine agent, creation of baseline policies and setup of log analytics 

workspaces and dashboards. The software and hardware required to complete this 

project are also covered here. 

Finally, the third part details the findings. This section will analyse the performance, 

security and management efficiencies achieved through the implementation of Azure Arc. 

It will include a summary of the previous chapters, a conclusion and outlines of any future 

work or development. 

• Chapter one delivers a background summary of the project, specifying the aim and 

emphasizing the objectives necessary for a successful outcome. 

• Chapter two concentrates on the literature review, comparing systematic and 

narrative literature review types along with why narrative was chosen, identifying 

research gaps and outlining best practices for Azure Arc implementation. 

• Chapter three details the research approach and design, including the practical 

steps for onboarding servers, implementing policies, setting up log analytics 

workspaces and alerts. 

• Chapter four outlines the execution of the fieldwork, including the installation of 

the Arc connected machine agent, creation of baseline policies, log analytics 

workspaces and alerts. 

• Chapter five examines the findings, analysing the performance and management 

efficiencies achieved through the implementation of Azure Arc. 

• Chapter six focuses on the conclusion, summarizing the previous chapters, 

providing a conclusion and outlining any future work or development. 
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Chapter 2 - Research & Review of Literature 

2.1 Introduction 

This chapter explores existing research and technical writings around Microsoft Azure Arc, 

particularly its use in managing hybrid cloud environments within businesses. The aim is 

to review key sources critically, picking out patterns, benefits and challenges that directly 

shaped the project's practical work. 

Originally, a systematic literature review was considered. However, Azure Arc is still quite 

new and there isn’t much formal academic material available yet. Because of this, a 

narrative review approach made more sense, allowing for a broader search across 

technical documentation, case studies and industry insights. 

 

Hybrid cloud has become a major focus for organisations looking to stay flexible without 

losing control over governance or security [1]. Azure Arc fits into this evolving landscape 

by bridging on-premises and cloud environments. Since the technology and its use cases 

are still developing rapidly, it was important for this research to include both theoretical 

ideas and real-world deployment experiences. 

 

2.2 Literature Review Types 

2.2.1 Narrative Literature Review 

At the start of the project, two options for reviewing the literature were considered: a 

systematic review or a narrative review. 

Narrative reviews work particularly well for new areas where formal studies are limited 

[2]. They let researchers draw on a wider mix of sources, including whitepapers, case 

studies and expert blogs, which was crucial for a topic like Azure Arc. It also made it easier 

to spot real-world challenges and patterns across different industries [3]. Given the 

hands-on nature of this project, the narrative review approach was a better fit than a 

purely theoretical one. 
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2.2.2 Systematic Literature Review 

Systematic reviews tend to suit more mature research fields where there's already a lot of 

published academic work [4]. They follow a strict process, using detailed inclusion and 

exclusion criteria to avoid bias. 

While valuable, this method can be quite rigid and isn't always ideal when exploring 

newer technologies like Azure Arc, where some of the best insights come from industry 

experts and technical blogs [5]. Considering the early stage of Azure Arc’s adoption, 

sticking to a systematic review would have missed out on key practical knowledge. 

 

2.3 Search Strategy 

2.3.1 Keywords 

To keep the search targeted, key terms were selected based on the project’s focus areas. 

These included: 

• "Azure Arc" 

• "Hybrid cloud management" 

• "On-premises server onboarding" 

• "Azure Policy" 

• "Azure Monitor alerts" 

• "Governance" 

• "Cloud security" 

Using a set of keywords like this helped pull in literature that was directly relevant [6]. 
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2.3.2 Sources and Databases 

Sources were selected if they discussed Azure Arc onboarding, hybrid governance, 

monitoring, or cloud security. Searches were run across a range of databases: 

• IEEE Xplore 

• ACM Digital Library 

• ScienceDirect 

• SpringerLink 

• Google Scholar 

Because the academic material around Azure Arc is still catching up, credible industry 

sources like Microsoft Learn, Gartner reports and respected tech blogs were also brought 

in [7]. 

 

2.3.3 Boolean Search Strategies 

Boolean operators made it easier to refine the results, using combinations like: 

• "Azure Arc" AND "on-premises management" 

• "Azure Arc" AND "Azure Policy" AND "governance" 

• "Hybrid cloud" AND "Azure Monitor" AND "alerts" [8] 

This helped balance precision with a wide enough scope to capture relevant studies. 
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2.4 Inclusion and Exclusion Criteria 

To make sure the literature collected for this project stayed focused and relevant, a set of 

inclusion and exclusion rules was applied, that helped steer the search towards material 

that was both useful for the project’s aims and credible enough to rely on. 

 

Inclusion Criteria: 

- Sources published from 2019 onwards, covering Azure Arc’s introduction and 

development 

- Materials that focused on Azure Arc onboarding, policy management, monitoring, 

or hybrid cloud security 

- Peer-reviewed journal articles, Microsoft official documentation, industry 

whitepapers and reputable technical blogs 

 

Exclusion Criteria: 

- Articles that only talked about general Azure services without linking to Azure Arc 

- Non-English language sources 

- Material without strong technical backing, like opinion blogs without clear 

authorship 

 

Since Azure Arc is still quite a new topic, the search followed a narrative review approach, 

that made it possible to include a broader mix of sources, especially where peer-reviewed 

academic studies were hard to find. 
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The search and filtering process is summarised in Figure 2 below: 

Step Description 

Initial Search Around 60 sources identified across databases 

and technical sites. 

Title and Abstract Screening 35 sources excluded based on relevance, date, or 

scope. 

Full Text Screening 7 more excluded due to lack of focus on Azure Arc 

or hybrid governance. 

Final Literature Pool 18 sources selected (1 academic, 17 

technical/industry reports). 

Figure 2 - Summarisation of literature searches (Author: David Corner). 

 

When searching through databases like IEEE Xplore, ACM Digital Library, ScienceDirect 

and SpringerLink it quickly became clear that there was only one academic paper directly 

focused on Azure Arc. This wasn’t too surprising given how new the technology currently 

is. Since there wasn’t enough formal research to rely on, the review also heavily drew on 

grey literature such as Microsoft’s own documentation, industry reports and trusted 

technical blogs, to build a fuller and more practical view. This fitted well with the narrative 

review approach which is designed to include a broader range of credible sources when 

academic studies are still limited. 
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2.5 Search Process 

The initial searches produced about results. After screening titles, abstracts and full 

papers, 11 sources were selected as highly relevant. 

This included one peer-reviewed academic paper and ten technical or industry sources. 

It quickly became clear that formal academic research into Azure Arc remains limited, 

making technical and industry material essential for building a realistic understanding 

[10]. 

 

2.6 Categorisation of Literature 

To make the findings easier to work with, the literature was grouped into five major 

themes: 

• Azure Arc Overview and Capabilities 

• Onboarding On-Premises Servers 

• Policy Enforcement with Azure Policy 

• Monitoring and Alerts through Azure Monitor 

• Security and Compliance in Hybrid Cloud Environments [11] 

This structure helped keep the review organised and tied closely to the project’s technical 

focus. 
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2.7 Addressing Each Category 

2.7.1 Azure Arc Overview and Capabilities 

Aravind [12] describes Azure Arc as a way to connect traditional data centers with the 

cloud, allowing for Azure-native management across diverse environments. 

Krishnan [6] highlights Arc’s strength in creating a single governance layer for multi-cloud 

and on-premises setups but Buyya et al. [13], warn that adding abstraction layers can 

introduce extra complexity. 

Gartner [14] compares Azure Arc to alternatives like AWS Outposts and Google Anthos 

noting that Arc focuses more on extending governance, whereas others aim to replicate 

full cloud environments locally. 

On the other hand, Arc’s model depends heavily on reliable connections to Azure 

Resource Manager - something that isn't always practical in tightly locked-down networks 

[15]. 

 

2.7.2 Onboarding On-Premises Servers 

Mishra et al. [15] offer a clear explanation of the onboarding process using Azure's 

Connected Machine agent. 

Real-world challenges are discussed by Krishnamurthy et al. [9], who point out issues like 

firewall restrictions, proxy settings and agent authentication failures that aren’t always 

obvious in official documentation. 

Microsoft’s own guidance [11] admits that network policies and Active Directory 

complexity can cause onboarding failures. 

While the standard onboarding steps [17] are technically correct, many practical issues 

only emerge during real deployments, suggesting that operational experience plays a big 

role in successful rollouts. 
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2.7.3 Policy Enforcement with Azure Policy 

Schutten [16] highlights how Azure Policies can extend compliance monitoring to non-

Azure resources through Arc. 

However, Zhang et al. [7] warn about a "policy drift," where local changes go unnoticed 

and potentially undermine compliance. 

Hill [15] recommends regular compliance scans and automatic remediation policies to 

keep governance tight. 

According to Gartner [14], automated compliance enforcement will likely become 

standard within a few years, which supports the need for proactive policy management in 

hybrid environments. 

However, Arc's built-in policy sets often need heavy customisation to meet sector-specific 

standards like PCI DSS and HIPAA [8]. 
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2.7.4 Monitoring and Alerts through Azure Monitor 

Microsoft’s documentation [17] provides guidance for setting up monitoring of basic 

metrics like CPU, memory and server health. 

However, Erl et al. [13] argue that for more complex hybrid environments, Azure Monitor 

alone might not provide deep enough observability. 

Gartner [14] reports that many organisations are using third-party tools like Datadog, 

Dynatrace and Splunk alongside Azure Monitor to get more complete visibility. 

Krishnamurthy et al. [9] also point out that when servers are geographically distant from 

Azure regions, there can be delays in telemetry updates and alerts. 

 

2.7.5 Security and Compliance in Hybrid Environments 

Microsoft’s governance baseline [18] offers strong starting points for securing Arc-

connected servers. 

However, Kim et al. [8] highlight that hybrid architectures introduce new vulnerabilities - 

especially around lateral movement between cloud and on-premises assets. 

Grozev and Buyya [13] argue that traditional perimeter-based security models need to be 

replaced by resource-centric, zero-trust strategies to better handle hybrid threats. 

Meeting strict compliance standards like GDPR often requires additional policies and 

custom audits beyond what Microsoft’s default templates provide [17]. 
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2.8 Research Gaps 

Despite the growing amount of guidance around Azure Arc, several important gaps 

remain: 

• Onboarding Complexity: Many guides assume simple network environments and 

don’t address real-world obstacles [9][11]. 

• Scaling Policy Management: How Azure Policy operates at large scale (across 

hundreds or thousands of resources) hasn’t been widely studied [7][15]. 

• Hybrid Observability: There’s limited research into integrating Arc with third-party 

monitoring tools [13][14]. 

• Compliance Customisation: Few sources explain how to tailor Arc’s governance 

templates to strict industry regulations [8][18]. 

These gaps show the importance of a more practical study and real-world testing to better 

understand how Azure Arc behaves under complex conditions. 

 

2.9 Conclusion 

Overall, the literature reviewed provides important insights into Azure Arc’s potential to 

simplify hybrid governance and monitoring. At the same time, it highlights the gap 

between theoretical documentation and the reality organisations face when deploying 

hybrid solutions. The real-world issues around onboarding, scaling policies, monitoring 

limitations and compliance challenges show that further practical research is needed. 

This dissertation aims to address some of these gaps by evaluating Azure Arc’s 

deployment and governance features through hands-on implementation. 
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Chapter 3 - Research Methodology 

3.1 Introduction 

This chapter explains how the research for this project was planned and carried out, 

including the overall design, chosen philosophy, methods of data collection and how each 

part supported the project’s goals. The research focused on implementing Microsoft 

Azure Arc in an on-premises enterprise setting and aimed to take a well-structured 

approach while allowing flexibility as new insights came up. 

The aim here is to show why the selected research methods made sense for this project. 

As the work progressed, small changes were made to the design where needed, helping 

to keep everything aligned with the main objectives and ensuring the methods stayed 

relevant and effective. 

 

3.2 Research Overview 

To make sure the Azure Arc implementation met its intended goals, a carefully thought-

out process was followed where this section breaks down how the research was carried 

out, from the approach and philosophy used to how information was gathered. 

 

3.2.1 Research Process 

To help guide the structure of this project, the Research Onion model by Saunders, Lewis 

and Thornhill was used. This model breaks down the research process into different 

layers, starting from the wider philosophical approach and narrowing down to the 

methods used for collecting data. This helped make sure the choices made during the 

research were well thought out and that each step connected clearly to the overall aims 

of the project. 
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Figure 3 - The Research Onion model (Source: Adapted from M. Saunders, P. Lewis, and A. 

Thornhill, Research Methods for Business Students, 5th ed., Pearson Education, 2007 [19]) 

 

The Research Onion model, developed by Saunders et al., provides a structured 

framework for designing research methodology [19]. It comprises six layers: research 

philosophy, research approach, research strategy, methodological choice, time horizon 

and techniques and procedures. This model guides researchers through the process of 

developing a coherent and well-structured research design by systematically considering 

each layer from the outermost to the innermost. 
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The model was useful in showing how each part of the research fits together. For this 

project, a few layers were especially important: 

- Philosophy - Positivism 

A positivist view was taken because the focus was on collecting real, measurable 

data. Since the project looked at things like server performance, alerts and system 

monitoring, this approach made the most sense as it allowed the results to be 

based on hard evidence rather than opinions. 

 

- Approach - Deductive 

A deductive approach was chosen because the research started with clear goals 

and then tested them during the implementation. This worked well as it allowed 

ideas from the literature to be applied in practice to see what actually worked. 

 

- Strategy - Document Review and Hands-On Testing 

The research involved reviewing technical documents and case studies to 

understand how Azure Arc works and then carrying out the actual implementation 

in a test setup. This helped connect what was learned in theory with how the 

technology performs in real scenarios. 

 

- Techniques - Structured Tasks and Monitoring 

For every task, from setting up the servers to configuring alerts, this was carried 

out in a planned, step-by-step way. This helped make sure the process was 

consistent and that the data collected was accurate and useful. 

 

Using the Research Onion gave the project a clear path to follow, but it also allowed room 

to adapt if needed. It helped make sure each part of the research connected properly to 

the next and that the overall design stayed on track with what the project aimed to 

achieve. 
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3.2.2 Research Philosophy 

The positivist philosophy was chosen because it focuses on evidence-based outcomes. 

Since the project involved testing Azure Arc’s ability to monitor and manage on-premises 

servers, having measurable results was essential. 

This approach made it easier to focus on specific data points like CPU usage, heartbeats 

and alert notifications. Using real-time monitoring tools helped make sure the results 

were based on actual system performance, which was important for understanding how 

well Azure Arc worked in a practical setting. 

 

3.2.3 Approaches 

A deductive approach will be carried out, this is based on specific hypotheses about the 

effectiveness of Azure Arc through testing and observations. By starting with the projects 

aims and objectives the deductive approach allows data validation to be carried out 

effectively against Azure Arcs features. This consists of server onboarding results and 

real-time server polling data within log analytics workspaces using KQL queries. 

 

3.2.4 Strategies 

The case study strategy was adopted to explore Azure Arc’ implementation within a 

controlled enterprise environment. This study helped provide detailed examination 

results of the following: 

- The enrolment and onboarding procedures for existing servers using the Arc 

Connected Machine Agent. 

- The build and configuration of the log analytics workspaces along with 

performance monitoring workspaces and alerting. 

- Comparisons between traditional SNMP monitoring products such as Solarwinds 

whilst highlighting the benefits of adopting Azure Arc for remote management. 

 

Using a case study approach on this project, created scope for a detailed analysis of Azure 

Arc’ practical applications whilst keeping the research detail relevant  
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3.2.5 Choices 

The mono-method approach was chosen for this project, as it provides full focus on 

implementation and data collection through quantitative methods. This method ensures 

consistency whilst testing Arc’ key functionalities in real use cases, that helps streamline 

the overall research processes. 

 

3.2.6 Time Horizons 

This project adopted a cross-sectional approach that evaluates the implementation and 

performance of Azure Arc within a set timeframe. Whilst keeping focus within the 

deployment phase during initial implementation, the research captured measurable 

results, this includes success rates of server onboarding, the initial system performance 

and additionally the effectiveness of event alerting. This approach highlighted areas of 

key insights into capabilities within Azure Arc whilst identifying potential room for 

improvement in other areas. 

 

3.2.7 Techniques and procedures 

The implementation process adhered to a clear and logical series of steps that would help 

ensure that everything ran smoothly and effectively. It started firstly with setting up an 

Azure Resource Group followed by a log analytics workspace that would be the 

foundations of where the server data is stored and inspected. Following this, servers 

were brought aboard by rolling out the connected machine agent to the existing servers 

so they can effectively be administered through the cloud management dashboard.  

Once the onboarded phase was successful, event alerts were then set up that would 

assist with keeping full visibility if in the event something needed critical attention. These 

alerts were configured using basic email forwarding rules that essentially sends an email 

to system administrators if a specific event has triggered. Once these notifications were 

created and functioning effectively, performance data was then pulled from Azure 

monitoring dashboards to demonstrate server overall health, response times and if any 
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administration tasks required that were carried out to the server in question remediated 

the issue. 

 

Each stage in the procedures were recorded, allowing the process to easily be followed and 

demonstrated into practice if and where needed later. The procedure demonstrates how 

Azure arc can be implemented effectively to allow secure and efficient server management. 

 

3.2.8 Contingency planning 

To ensure the project remains on track and achieves its objectives a contingency plan has 

been developed. This plan should soley identify any potential risks that may arise during 

the implementation of Azure Arc, along with measures to help mitigate these risks and 

strategies to help monitor and address any unexpected challenges encountered. 

 

Identified Risks 

Timeline Delays - Unprecedented delays encountered such as issues with servers being 

onboarded effectively or the general configuration of resources could impede and create 

setbacks on the project delivery schedule 

Resource constraints - Any limitations related to hardware availability, licensing 

requirements or insufficient training for the supported users could disrupt the progress of 

the project. 

Technical challenges - Issues with compatibility when integrating Azure Arc with existing 

infrastructure may create additional obstacles during the implementation phase. 

Mitigation Measures 

To address the risks identified, the following strategies have been put in place: 

- Effective and Detailed Timelines - Extra time was allocated for the critical tasks 

within the project that would help accommodate any unexpected delays and help 

keep the overall project schedule on track. 

- Personal Training - Comprehensive training was provided to all stakeholders and 

users to ensure readiness to help minimise any disruptions. 
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- Pilot Testing - Any changes will be subject to pilot testing to ensure they meet 

desired expectations before implementing into full production 

 

Monitoring Strategies 

Regular monitoring was essential to track the projects progress and to help address any 

risks proactively: 

- Continuous feedback - Feedback loops had been created to gather input from 

users and stakeholders to improve the system throughout its project lifecycle. 

- Frequent Reviews - Regular reviews of the projects progress were conducted to 

ensure it continues to align with set goals and schedules. 

- Risk Assessments - Regular risk assessments were performed to identify emerging 

risks and devise appropriate solutions to help overcome them. 

 

By incorporating this contingency plan into the project, it helps anticipate any potential 

challenges that could arise, ensure effective proactive management, help minimize 

disruptions and help support a successful Azure Arc implementation successfully.  
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3.2.9 Project Planning 

Gantt Chart 

The following Gantt chart helps demonstrate a clear breakdown of the timelines of events 

and phases for the project. Every task is planned out within roughly 2-week intervals that 

focuses on each key milestone, this includes configuring required resources, onboarding 

the servers along with configuring monitoring alerts. 

The purpose of the Gantt chart is to ensure that each stage is completed in order of 

dependencies before moving onto the next stage. As an example, onboarding or real-time 

server monitoring wont effectively operate until the underlaying log analytics workspace 

is configured as there would be no place for the data to reside. By ensuring that all tasks 

are well structured, not only does it allow the project to remain organised to help hit its 

objectives without any unexpected delays, but helped stay on top of progression 

providing any room for adjustments where necessary as demonstrated in my contingency 

plan.  

Figure 4 - Gantt chart table for planning phase (Screenshot by David Corner). 

 

Figure 5 - Gantt chart table for pre-production implementation phase (Screenshot by 

David Corner). 

 

Figure 6 - Gantt chart table for Production implementation phase (Screenshot by David 

Corner). 
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3.3 Research Methods 

To meet the project’s objectives, two main research methods were used: 

- Document Review 

A variety of technical resources were reviewed, including Microsoft documentation, case 

studies and academic articles. These helped build a better understanding of Azure Arc’s 

features, limitations and how others have used it in similar environments. 

 

- Hands-On Implementation 

Azure Arc was tested in a lab environment that mirrored enterprise conditions. Tasks 

included onboarding Windows servers, setting up Log Analytics workspaces, applying 

policies and configuring alerts. This helped test how well Azure Arc could be used to 

manage real systems. 

 

Combining both methods allowed the research to stay grounded in proven concepts while also 

exploring how the technology worked in action. 
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3.4 Data Collection 

Data collection focused on gathering reliable information to support the project's aims. This 

involved: 

- Testing and Monitoring 

By setting up Azure Arc tools and services, the project captured performance data and 

alert information. These were used to see how the platform handled real workloads. 

 

- Literature and Documentation 

Sources like IEEE Xplore, Microsoft Learn, Google Scholar and published case studies 

were used to gather background information. These materials helped fill in the bigger 

picture and backed up the findings from practical tests. 

 

3.5 Conclusion 

This chapter explained how the research for this project was designed and carried out, step by 

step. It started by using the Research Onion model to break down the different parts of the 

methodology-from the bigger picture, like the research philosophy, to the more detailed 

elements like the tools and procedures used. 

A positivist philosophy was chosen because the focus of the project was on collecting clear, 

measurable data. This made sense considering the technical nature of Azure Arc, where things 

like server performance and alert data could be tracked and analysed. A deductive approach 

was used alongside this to allow the research to start with clear objectives and then test them 

through hands-on work. 

The project followed a case study strategy, which helped take a closer look at how Azure Arc 

could be rolled out in a real enterprise environment. Combining this with a mono-method 

approach, which focused mainly on quantitative data, meant the project stayed consistent and 

results were easier to compare and understand. 
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A cross-sectional time horizon allowed everything to be assessed over a fixed period, 

particularly during the rollout and early monitoring stages. Setting up the systems such as  

onboarding servers, configuring alerts and tracking performance was done through a clear and 

structured process and each step was recorded so it could be followed again if needed. 

Planning also included a contingency section to deal with any risks that came up such as delays 

or technical issues, with backup steps like extra training, timeline buffers and pilot testing. A 

Gantt chart was used to map out the key stages and make sure everything was done in the right 

order. This made it easier to stay on track and adjust things if needed along the way. 

Altogether the methods used in this project helped make sure the research stayed organised, 

practical and focused on real outcomes. With a strong foundation now in place, the next 

chapter will go into the results and what they tell us about using Azure Arc in a real-world setup. 
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Chapter 4 - Design and Implementation 

4.1 Introduction 

Creating and integrating that link between Microsoft Azure Arc into an enterprise setup helps 

overcome quite a leap when looking to bridge traditional on-premises infrastructure with cloud 

capabilities. As businesses and technology evolves in the near future, a demand for more 

centralized management, security and operational consistency and scalability becomes 

absolutely imperative where Azure Arc is an ideal solution to help expand those features and 

capabilities, especially across diverse types of environment setups - whether it would be on-

premises, hybrid-cloud or multi-cloud. 

In this chapter the architectural design, onboarding process, alert configurations and overall 

operational workflows will be demonstrated that lays out and provides a solid understanding on 

the key principles that shapes the implementation strategy. By tailoring deployment and 

implementation to align with organisational priorities, this approach will help ensure that 

efficiency, scalability and overall security postures are maintained throughout. 

 

4.2 Problem formulation 

4.2.1 Context and Challenges 

Methods on managing hybrid infrastructure with an enterprise setting comes with several 

obstacles, this is especially the case when existing tools are unable to provide a more 

streamlined approach in terms of manageability. At present, most governance and policy 

implementation capabilities and even real time monitoring tend to be scattered across various 

platforms, leading to potential gaps in security, a lack of consistency across environments and 

inefficiencies within operational workflows. 

With the organisation gradually evolving along with its infrastructure expanding, it’s clear that a 

more unified approach for server management is required. The IT department requires a 

solution that seamlessly integrates both the on-premises and cloud environment together 

without adding any further complexity. By harnessing the Azure Arc technology for this type of 
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management, it helps provide a solid framework to help achieve this but consideration needs to 

be taken in addressing operational and security concerns whilst ensuring its whole structure 

carefully fits within existing infrastructure. 

 

4.2.2 Defining the Problem 

The current server management method lacks centralized framework which makes it harder to 

enforce policies effectively, streamline administrative processes and set and maintain security 

standards as quite a lot of it is currently decentralized. The use of these diverse systems don’t 

have any capabilities to interlink with each other which can lead to a number of inefficiencies 

and reduced visibility on critical, high availability infrastructure.  

This project examines the deployment of Azure Arc as a practical solution to these challenges 

focusing on the onboarding and enrollment of servers, configuring alerts and policies. The goal 

would be to determine how Azure Arc helps improve resource along with security and efficiency 

whilst seamlessly integrating into existing workflows and management solutions. 

 

4.2.3 Why it matters 

If operating without a unified management framework, governing and securing server 

infrastructure can become difficult especially if environments increase in size. Inconsistencies 

with policies and can create unnecessary overhead making IT management more complex than 

required. 

The project itself takes a more practical approach to evaluate Azure Arc’ and where it is and can 

be applied in the real world, by assessing how it can improve visibility of security and 

governance along with overall efficiency within an enterprise setting. All insights obtained will 

help provide a clear and structured pathway for any business looking to modernize their 

infrastructure and to ensure long-term scalability where needed. 
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4.2.4 Scope and Focus 

This study focused on the practical implementation of Azure Arc within an enterprise setting, 

this implementation specifically addresses: 

- Server Onboarding - Simplifying the integration of existing and on-premises resources. 

- Alert Configuration - Refining out of box monitoring workflows for security and 

operational oversight to notify or gather telemetry on any events that require action. 

- Policy Enforcement - ensure that governance consistency across the hybrid environment 

is met.  

Further advanced functionalities such as Kubernetes and automation, fall outside the scope of 

this project. 

 

4.2.5 Project Goals 

This project aims to explore how Azure Arc can optimize IT management within an enterprise 

setting by improving policy consistency, security enforcement and operational workflows. Key 

objectives include: 

- Developing a streamlined onboarding process tailored to the organisation’s 

infrastructure. 

- Enhancing monitoring mechanisms to strengthen security posture. 

- Refining governance practices to align with compliance requirements. 

By implementing Azure Arc within a controlled enterprise environment, this project will provide 

actionable insight into hybrid IT optimization, ensuring long-term scalability, security and 

operational consistency. 
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4.3 Design 

 
Figure 7 - Azure Arc topology demonstrating architectural setup (Image by David Corner). 

 

4.4 Implementation 

4.4.1 Project Objectives  

The key goals for this phase of the project include:  

- Onboarding non-Azure Windows servers into the Azure environment using Azure Arc. 

- Setting up a dedicated Log Analytics workspace to collect and analyse telemetry data. 

- Creating Azure Monitor alerts to notify administrators of CPU utilization and server 

heartbeat conditions. 

- Applying Azure Policy to enforce baseline security and configuration settings. 

- Validating Azure Arc functionality on both Windows Server 2016 and Windows Server 

2019.  
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Pre-Implementation Preparation  

Before onboarding could begin several preparatory steps were completed to ensure 

compatibility and connectivity with Azure services.  

 

Operating System Compatibility  

The project environment consisted of four servers, running either Windows Server 2016, 

Windows Server 2019 and Windows Server 2022. These diverse versions of operating systems 

are officially supported by Microsoft for Azure Arc onboarding and fully meet the system 

requirements for the Azure Connected Machine Agent.  

Each server had sufficient system resources available, including at least 2 GB of RAM available, 

free disk space of up to 100gb each, a 64-bit operating system and PowerShell version 5.1 or 

later.  

 

Azure Subscription and Configuration  

An active Azure subscription was used to deploy the required services. As part of the setup:  

• A resource group named ‘RG_AzureArc’ was created to logically group the Arc-enabled 

servers.  

• A Log Analytics workspace named ‘law-arcpoc-uks-001’ in accordance to applicable 

naming conventions that demonstrates its intent, services offered and location, was 

provisioned to store performance metrics and logs for all servers.  

• A service principal was configured with the necessary roles (Contributor and Hybrid 

Resource Administrator) to securely onboard the machines using scripts and 

automation.  

• Azure Arc itself does not incur any charges for server onboarding, but costs can apply for 

additional features such as logging, policy enforcement and security integration, 

depending on usage levels.  

  



38 

Network and Firewall Requirements  
Azure Arc relies on outbound internet access to communicate with Azure services. No inbound 
traffic is required. Firewall rules were reviewed and updated to ensure that each server could 
send traffic over HTTPS (port 443).  
In addition, name resolution was confirmed for required Microsoft endpoints. These include: 

- login.microsoftonline.com - used for authentication  

- management.azure.com - used for resource management 

- guestconfiguration.azure.com - used for policy application 

- dc.services.visualstudio.com - used by Azure Monitor and diagnostics  

Where necessary, proxy settings were checked to ensure proper routing. 

 

Required Tools 

The following tools were installed on the servers:  

- Azure CLI  

- Az PowerShell module  

- Azure Connected Machine Agent  

These tools were required for registering and managing each server through Azure Arc.  
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Server Inventory  

The servers included in this implementation are listed below:  

Server Hostname Operating 

System 

Function Server Type IP Address 

Hulk Windows Server 

2022 

Application 

Server 

Virtual 172.28.1.199 

Skyfall Windows Server 

2019 

Application 

Server 

Virtual 172.28.2.52 

Mystique Windows Server 

2016 

Content Delivery 

Server (with IIS) 

Virtual 172.28.0.206 

Havok Windows Server 

2019 

Content Delivery 

Server (with IIS) 

Virtual 172.28.0.51 

Figure 8 - Table showing host server information (Author: David Corner) 

This mixture allowed the testing of Azure Arc's functionality across different supported 

Windows Server versions.  

 

4.5 Azure Arc Onboarding  

4.5.1 Agent Installation  

Firstly the device needs to be added to Azure Arc in order to commence with real time reporting 

and provide further analytics and alerting. To do this the ‘Add a Machine’ option within Azure 

Arc needs to be selected where it automatically provides a full script to onboard depending on if 

you require onboarding single or multiple hosts. When going through the onboarding options 

the ‘RG_AzureArc’ resource group that was initially created had been selected, along with the 

required region 
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Figure 9 - Add a machine option within Azure Arc console (Screenshot by David Corner). 

 

 

Figure 10 - Required resource group and region selected within the Azure Arc server onboarding 

configuration (Screenshot by David Corner). 
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By using the following script that was provided on each of the nominated servers, the Azure 

Connected Machine Agent was downloaded and installed on each server. This script not only 

installs the agent but automatically connects the server to the required resource group, cloud 

tenant and Azure region. This was carried out on each of the four servers so they are connected 

to Azure Arc services effectively:  

Figure 11 – Azure Arc onboarding Powershell code (Screenshot by David Corner) 

 

Figure 12 - Powershell output on host device demonstrating successful Azure Arc server onboard 

(Screenshot by David Corner). 

 

Once connected, the servers appeared in the Azure portal under Azure Arc - Servers, showing 

active status and basic telemetry. This demonstrates that real-time monitoring has enabled 

effectively.  
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Figure 13 - Azure Arc Machine list showing HULK successfully connected (Screenshot by David 

Corner). 

 

Figure 14 - Overview page showing telemetry for server HULK (Screenshot by David Corner). 

 

 

Figure 15 - Azure Arc Machine list showing SKYFALL successfully connected (Screenshot by David 

Corner). 

Figure 16 - Overview page showing telemetry for server SKYFALL (Screenshot by David Corner). 
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Figure 17 - Azure Arc Machine list showing MYSTIQUE successfully connected (Screenshot by 

David Corner). 

 

Figure 18 - Overview page showing telemetry for server MYSTIQUE (Screenshot by David 

Corner). 

 

 

Figure 19 - Azure Arc Machine list showing HAVOK successfully connected (Screenshot by David 

Corner). 

 

Figure 20 - Overview page showing telemetry for server HAVOK (Screenshot by David Corner). 
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4.6 Monitoring and Alerts  

4.6.1 Log Analytics Configuration  

By default within Azure Arc, each server stores all its real-time telemetry on an individual basis, 

which can pose quite a challenge when it comes to configuring alert policies and keeping 

visibility on real-time monitoring. To overcome this a Log Analytics workspace is required that 

essentially brings all this data all servers and dumps them into this central store where all the 

monitoring policies are applied to. In addition, having this set up helps provide benefits in the 

log run as any newly provisioned servers will automatically poll its data here and be part of real-

time alerting as enforced by Azure policy.  

 

In order for the above to take place, the Log Analytics workspace ‘law-arcpoc-uks-001’ had been 

created and configured to collect telemetry such as CPU, memory and heartbeat activity from 

all Arc-connected servers. This was set up by searching for ‘Log Analytics Workspaces’ in Azure 

and selecting the ‘Create’ option within the header pane where the following setup wizard 

appears to configure accordingly. 

 

Figure 21 - Overview page demonstrating resource group being selected when creating log 

analytics workspace (Screenshot by David Corner). 
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Once the workspace had been created, Azure Arc will need to be instructed on what types of 

performance metrics are needed for real-time monitoring through the Log Analytics Workspace. 

In order to achieve this, Data collection rules need to be configured and pointed to the types of 

hardware that requires real-time probing.  

 

To configure this under the new workspace, the ‘Agent’ options under ‘settings’ for that 

Workspace will need to be selected to enable further probing capabilities.  

 

Figure 22 - Add data source page within data collection rules demonstrating included 

performance counters (Screenshot by David Corner). 
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For implementation purposes for the project, the basic option was enabled which should 

provide sufficient real-time server information, for server analysis and event alerting where 

required. 

 

4.6.2 Azure Alerts 

To provide proactive monitoring, an alert rule was created to detect when processor utilization 

on the hosts exceeds 80%, using the following KQL query within Azure Monitoring: 

Figure 23 - KQL query to display and alert hosts that exceed 80% CPU utilization (Screenshot by 

David Corner). 

 

This query was scheduled to run every five minutes. If the threshold was met, an alert was 

triggered within the Azure Alert console and an email notification was sent to the system 

administrator via a configured email action group.  

 

Additionally, to the above a ‘heartbeat’ alert rule had also been configured to detect if a server 

unexpectedly goes offline using the following KQL query within Azure Monitoring:

Figure 24 - KQL query to display and alert hosts that miss a heartbeat scan within the last 5 

minutes (screenshot by David Corner). 
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This query is also scheduled to check every five minutes and if this particular event fires, an 

alert will be triggered within the Azure Alert console along with an email notification sent to the 

system administrator. 

 

4.7 Azure Policy Setup 

As part of bringing the servers into Azure Arc, a couple of Azure Policies were applied to keep 

everything consistent and improve monitoring. These policies were chosen because they were 

simple to set up and made sense as they would benefit the environment. 

 

4.7.1 Checking the Time Zone 

The first policy used was ‘Audit Windows machines that are not set to the specified time zone’. 

This policy helps by checking if each server has the right time zone setting. For this project, it 

needed to be set to ‘(GMT) Dublin, Edinburgh, Lisbon, London’. 

Making sure all servers have the same time zone is important for things like log files and 

effective change tracking. Once the policy was set up, a check was done to make sure it was 

active and a quick check over the Azure policy page showed the policy was assigned correctly 

and reflecting the correct status(s). The results from this are covered later in the Testing and 

Validation chapter. 
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4.7.2 Sending Activity Logs to Log Analytics 

The second policy used was ‘Configure Azure Activity logs to stream to a specified Log Analytics 

workspace’. 

This one makes sure that Azure Activity Logs, like resource changes and admin actions, are 

automatically sent to a Log Analytics workspace. For this setup, the logs were sent to ‘law-

arcpoc-001’. After setting it up, the policy showed as assigned and basic checks confirmed it was 

active. Details on whether the logs were actually arriving in the workspace are explained in the 

next chapter. 

 

4.8 Challenges Encountered 

A few small challenges came up during the setup of Azure Arc and the related services. 

One issue was with network connectivity. At the beginning, one of the servers (hulk) could not 

reach Azure endpoints because outbound HTTPS traffic was blocked by the firewall. This was 

fixed by updating the firewall settings to allow traffic on port 443, which is needed for the Azure 

Connected Machine Agent to communicate effectively. For future projects, comparing the 

networking requirements with current firewall rules should help avoid these delays as server 

rules can be excluded to communicate directly to those services, that should help alleviate any 

in depth investigations that in turn can cause delays with implementation. 

 

Another challenge was with time synchronisation. One Windows Server 2016 machine had a 

system clock that was out of sync by several minutes. Since accurate timekeeping is important 

for authentication and logging an NTP server was configured to fix the issue. 
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There were also some minor delays when waiting for policy compliance results and log data to 

appear in the Azure portal. These delays were expected as these tend to happen from time to 

time with cloud solutions, but it took some patience for everything to show up properly after 

the initial setup. 

Overall, the challenges were straightforward to resolve and did not cause major disruption to 

the project timeline. 

 

4.9 Results and Validation 

After completing the implementation steps, several checks were carried out to make sure 

everything was working as expected. 

All the four servers appeared in the Azure portal under Azure Arc-enabled servers, showing a 

connected status and reporting basic telemetry like operating system versions, memory and disk 

sizes along with activity status. 

The installation of the Azure Connected Machine Agent was successful on each machine. 

Monitoring was set up correctly and performance data such as CPU, memory, disk, process, 

system and network usage started flowing into the ‘law-arcpoc-001’ Log Analytics workspace 

since being enabled as data collection rules. 

Both Azure Policies were assigned properly. The time zone audit policy was active and the 

activity log streaming policy was showing as assigned to the resource group. 

Validation of the policies, as well as further testing of alerts and monitoring, is discussed in the 

next chapter (Testing and Validation). 
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4.10 Conclusion 

The project to set up Microsoft Azure Arc for four on-premises Windows servers was completed 

successfully. It showed that traditional servers can be managed through Azure without needing 

to move them fully into the cloud. Important tasks like connecting the servers, setting up 

performance monitoring and applying policies were all put in place and tested. A few issues 

came up during the setup, but they were solved at ease without causing major delays. 

By choosing straightforward but effective Azure Policies, such as checking that time zone 

settings were correct and making sure activity logs were being recorded, the project improved 

both the consistency and visibility of the environment. The work done during this phase created 

a strong base for validating the setup and making further improvements, which are discussed 

later in the report.   
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Chapter 5 - Evaluation and Testing 

5.1 Introduction 

After setting up Azure Arc and getting the servers connected, a few tests were done to make 

sure everything worked like it was supposed to. This part of the report goes over what was 

tested, how it was checked and what the results were. 

 

5.2 Checking Azure Arc Connections 

The first thing checked was whether the servers showed up properly in Azure Arc. 

Each server was looked at in the Azure Portal to see if it was connected and sending back basic 

details like its name, operating system and connection status. 

 

Figure 25 - All servers connected and showing healthy in Azure Arc (Screenshot by David Corner). 

 

As shown in Figure 25, all four servers appeared in the Azure Arc dashboard. Their connection 

status showed as healthy and the details matched what was expected, which meant the agent 

installation and registration worked properly along with an accurate representation of its 

connectivity status. 
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5.3 Checking Monitoring Through Log Analytics 

The next step was to check if performance data and heartbeats were being sent into the Log 

Analytics workspace (law-arcpoc-001). 

This was done by running a few basic queries in the workspace and checking for heartbeat 

entries and CPU/memory usage stats from each server. 

Figure 26 - Heartbeat metrics collected in Log Analytics (Screenshot by David Corner). 

Figure 27 - memory metrics collected in Log Analytics (Screenshot by David Corner).  
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Figure 28 - Performance metrics collected in Log Analytics (Screenshot by David Corner).  

 

By referring to the above figures, this should effectively demonstrate that the monitoring side of 

the setup was working properly. 
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5.4 Checking Azure Policy Compliance 

Two policies were applied earlier and both were checked to make sure they were doing what 

they were supposed to. 

 

5.4.1 Time Zone Policy 

The first policy was set to check that all servers were using the right time zone (GMT London). 

After letting Azure Policy scan the resources, the compliance report showed that all four servers 

were compliant. 

Figure 29 - Time zone policy showing as compliant on MYSTIQUE (Screenshot by David Corner). 
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Figure 30 - Time zone policy showing as compliant on HULK (Screenshot by David Corner). 

 

 

Figure 31 - Time zone policy showing as compliant on HAVOK (Screenshot by David Corner).
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Figure 32 - Time zone policy showing as compliant on SKYFALL (Screenshot by David Corner). 

All servers passed the check without any problems, which meant their clocks were set up 

properly. 

 

5.4.2 Activity Log Streaming Policy 

The second policy was about making sure Azure Activity Logs were being sent to the workspace. 

This was checked by opening Log Analytics and looking at the logs collected. There were entries 

for things like resource group changes and policy assignments, showing that the logs were 

coming through. 
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Figure 33 - ‘Configure Azure Activity logs to stream to a specified Log Analytics workspace’ Azure 

policy showing as compliant against server HAVOK (Screenshot by David Corner). 

 

Figure 34 - ‘Configure Azure Activity logs to stream to a specified Log Analytics workspace’ Azure 

policy showing as compliant against server HULK (Screenshot by David Corner). 
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Figure 35 - ‘Configure Azure Activity logs to stream to a specified Log Analytics workspace’ Azure 

policy showing as compliant against server SKYFALL (Screenshot by David Corner). 

 

 

Figure 36 - ‘Configure Azure Activity logs to stream to a specified Log Analytics workspace’ Azure 

policy showing as compliant against server MYSTIQUE (Screenshot by David Corner). 
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5.4 Azure Monitor Alerts 

As part of the project objectives, Azure Monitor alerts were configured to track CPU, memory 

utilization levels and server heartbeat conditions for the onboarded Windows Servers. These 

alerts were designed to notify administrators if CPU usage exceeded a defined threshold or if a 

server heartbeat was not received, indicating a potential server issue. 

The alert rules were set up within the Log Analytics workspace (law-arcpoc-001) and were 

assigned action groups for notification purposes. During the validation phase, the alert rule 

configurations were reviewed to ensure they were active and targeted at the correct resources. 

Although no real alerts were triggered during the testing period due to stable server conditions, 

the alert rules appeared correctly configured and active within the Azure Monitor portal. 

Figure 37 - Configured Azure Monitor alert overview page for CPU utilization (Screenshot by 

David Corner). 
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Figure 38 - Configured Azure Monitor alert rule conditions for CPU utilization (Screenshot by 

David Corner). 

 

Figure 39 - Configured Azure Monitor alert rule overview page for heartbeats (Screenshot by 

David Corner). 
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Figure 40 - Configured Azure Monitor alert rule conditions for heartbeats (Screenshot by David 

Corner). 

 

5.5 Summary 

The testing and validation phase confirmed that all key aspects of the Azure Arc implementation 

were working as intended. 

Each server was successfully onboarded into Azure Arc and appeared as connected resources 

within the Azure Portal. Monitoring was configured through a dedicated Log Analytics 

workspace ‘law-arcpoc-001’ with heartbeat and performance data successfully collected from 

all servers. 

Azure Policies were applied and evaluated, with compliance results confirming that servers met 

the required configurations, including correct time zone settings and activity log streaming. 

Azure Monitor alerts were also configured to track CPU utilization levels and server heartbeat 

status. Although no active alerts were triggered during the testing period, the alert rules were 

reviewed and confirmed to be active and correctly targeting the appropriate resources. 
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Overall, the implementation achieved the core monitoring and governance objectives, providing 

a clear demonstration of how Azure Arc can be used to manage and monitor on-premise servers 

through a cloud-based platform. 
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Chapter 6 - Conclusions and Recommendations 

6.1 Summary 

This project looked at how Microsoft Azure Arc could be used to manage on-premise Windows 

servers without needing to move them to the cloud. 

Four servers, running Windows Server 2016 and 2019, were onboarded into Azure and linked to 

a Log Analytics workspace called law-arcpoc-001. Two Azure Policies were also set up: one to 

check the servers' time zones and another to stream activity logs into the workspace. 

After the setup, several checks were carried out. The servers connected properly, monitoring 

data was being collected and the policies showed that everything was set up the right way. 

Overall the project showed that using Azure Arc in a mixed environment is a practical and 

reliable solution for server manageability. 

 

6.2 Conclusion 

Bringing Azure Arc into the on-premise setup made managing the servers much simpler. Instead 

of using different tools for different servers everything could be viewed and managed in one 

place through the Azure Portal. 

Setting up the servers was straightforward once the network and firewall settings were sorted 

out. Monitoring through Log Analytics worked well and having the Azure Policies in place added 

another layer of control. 

The project showed that it’s possible to apply cloud style management to older systems without 

needing to fully migrate them, making it easier for businesses to modernise at their own pace. 

While the setup was successful, there’s still plenty of room for adding more policies, alerts and 

automations in the future to make the environment even stronger. 
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6.3  Recommendations for Further Research 

If this project were to be taken further, a few ideas could be explored: 

 

• Managing larger environments - It would be useful to see how Azure Arc performs 

when managing a bigger number of servers and if anything changes when scaling 

up. 

• Adding more policies - Looking into more built-in or custom Azure Policies would 

help cover areas like security updates, software installations, or backup settings. 

• Automating fixes - Researching ways to automatically fix problems (for example, 

through Azure Automation when a server becomes non-compliant) could save even 

more time. 

• Using advanced monitoring tools - It might be interesting to use features like Azure 

Monitor Workbooks or machine learning to predict server issues before they 

happen. 

• Cost vs benefit - Doing a proper study on the running costs compared to the benefits 

could help businesses understand the real value of using Azure Arc for hybrid 

management. 
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Chapter 7 - Reflections 

7.1 Introduction 

This chapter shows how well the aim and objectives for the project were achieved. It also 

discusses the challenges faced, how they were handled and how the project progressed overall. 

These reflections are linked back to the original objectives set at the start of the project. 

7.2 Research Aim 

The aim of this project was to explore the implementation of Microsoft Azure Arc for managing 

on-premise Windows servers, using Azure-based tools for monitoring, compliance and 

operational management without migrating the servers to the cloud. 

 

7.3 Objectives and Reflections 

Objective 1: Establish an understanding of Azure Arc's capabilities for hybrid cloud 

management. 

This objective was achieved. Background research in the Literature Review chapter helped build 

a clear understanding of how Azure Arc fits into hybrid environments. The knowledge gained 

was directly applied during the setup and configuration of the Arc environment in the 

Implementation chapter. 

Objective 2: Successfully connect on-premise servers to Azure Arc. 

This objective was achieved. All four servers were connected to Azure Arc following the 

installation of the Connected Machine Agent. The servers appeared as connected resources in 

the Azure portal and monitoring through Log Analytics confirmed that the onboarding process 

was successful, as detailed in the Testing and Validation chapter. 
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Objective 3: Configure monitoring and basic policies through Azure Arc. 

This objective was also achieved. A dedicated Log Analytics workspace (law-arcpoc-001) was 

created to collect system data from the servers. Two Azure Policies were applied to audit the 

servers' time zone settings and ensure activity logs were streamed to the workspace. Both 

policies showed successful compliance during testing. 

 

7.4 Reflections on Conduct and Progress 

The project overall went smoothly, but there were a few small challenges. One early problem 

was network-related: a firewall rule initially blocked outbound HTTPS traffic, which prevented 

the servers from connecting to Azure Arc. This was fixed quickly by adjusting firewall settings 

and spotting the affected server was mistakenly included in an implicit deny rule. Another minor 

issue was a server that had an incorrect system time due to being en-US out of box, which 

caused connection problems. This was solved by setting up proper NTP time syncing to en-GB, 

where in the end the time zone Azure Policy later implemented showed it as compliant. 

Most problems were identified in the risk analysis section and minimise strategies, such as 

planning extra time for network troubleshooting proved effective. There were no major 

unexpected delays and the project stayed close to the original timeline. 

One point for improvement would be to allow more time for policy evaluation and Azure system 

refreshes, as policy compliance results took longer to appear than expected. This could have 

been factored more accurately into the planning stages. 

Overall, the project was conducted in an organised way and progress was steady from the initial 

setup through to testing and validation. 
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7.5 Conclusion 

The implementation of Microsoft Azure Arc for four on-premises Windows servers was 

completed successfully. The project showed how traditional infrastructure can be brought into 

Azure’s management platform without having to move anything fully into the cloud. Key steps 

like server onboarding, monitoring and applying policies were set up and working. A few 

problems came up during the setup, like firewall issues and time synchronisation, but these 

were sorted out without causing major setbacks. 

Choosing simple but meaningful Azure Policies like checking time zone settings and making sure 

activity logs were collected, helped keep the environment more consistent and improved 

visibility across the servers. Monitoring and alerts were also put in place using Azure Monitor 

and the machines were sending back telemetry and triggering alerts based on the rules set. 

Along the way, the project picked up on a few of the real-world challenges that had been 

highlighted in the earlier literature review like onboarding not always going as smoothly as 

Microsoft’s guides suggest and monitoring needing extra work to fully cover everything 

properly. Even though this was a small-scale setup, it reflected some of the bigger challenges 

that larger organisations would likely face. 

There were some limits to the project, mainly because it only covered four servers in a 

controlled environment. In a larger or live enterprise setup, things like policy drift, deeper 

security compliance and more complex monitoring would need to be planned out much more 

carefully. 

If the project was expanded in future, it would make sense to roll out Azure Arc across multiple 

sites or regions, add more automation for policy management and look at plugging in third-

party monitoring tools to improve visibility even further. 

Overall, the project proved that Azure Arc is a strong option for organisations wanting to 

manage on-premises and cloud servers through a single platform, without needing to fully 

migrate everything to Azure.  
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