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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


[bookmark: _Toc27018972]Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security. 
[bookmark: _GoBack]
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1. [bookmark: _Toc27018974]Background
In December 1998, Internet Protocol version 6 (IPv6) was developed by the Internet Engineering Task Force. This new version of the Internet Protocol provides the same features as IPv4. [1] IPv6 is needed because of IPv4 address exhaustion. IPv4 address are running because of the growth of the Internet. There’s fewer than 4.3 billion IPv4 addresses available, depletion’s been anticipated for long time. [2] There’s ways of combatting the exhaustion of addresses, such as recycling addresses no longer needed.
New technologies were created to help. Network Address Translation is where a private network uses one public IP address which allows for the home network to be private allowing for many devices to be connected private. [2] Classless Inter-Domain Routing (CIDR) was introduced to slow the rapid exhaustion of IPv4 addresses by using the variable length subnet masking technique which allocates address space to ISP’s and end users on any address-bit boundary. [3]
2. [bookmark: _Toc27018975]Structure
Double colon means there are a set of 0’s that have been omitted. 3de6::1001
IPv6 is made up of 128 bits divided into 8, 16-bit blocks. Each of these blocks is converted into 4-digit hexadecimal numbers, separated by colons. Due to the length of IPv6 address, there are methods of shortening them.
2001:0000:3238:DFE1:0063:0000:0000:FEFB – This is an IPv6 Address.
This address can be shortened by discarding the leading 0’s, to this - 2001:0:3238:DFE1:63:0:0:FEFB.
Then, if there are 2 or more blocks of consecutive 0’s, they can be omitted by using 2 colons - 2001:0:3238:DFE1:63::FEFB. The 2 colons an only be used once in an address. This creates a more comprehensible address. [4]

2.1. [bookmark: _Toc27018976]IPv6 Header
The IPv6 header contains essential information for the router. It contains the:
· Internet Protocol version
· Traffic Class which lets the router know what services should be provided to the packet
· Flow Label, which labels the sequence to help the router identify what packet belongs to what information
· Payload Length which tells the routers how much information a packet contains
· Next Header is then used to indicate the type of Extension Header or Upper Layer PDU
· Hop Limit discards looping packets in the networks
· Finally, we have the Source Address and the Destination Address. [5]
2.2. [bookmark: _Toc27018977]Routing Prefix
The Routing Prefix is used to identify a host’s network via 64-bit identifier. This is used for the address type. [4]
2.3. [bookmark: _Toc27018978]Subnet ID
The Subnet ID is built in to the address and borrows 16-bits of the Routing Prefix and works in the same concept as VLSM in IPv4. [6]
2.4. [bookmark: _Toc27018979]Interface ID
The interface ID is the second half (last 64 bits) of the address. It is used to identify a host’s network interface by inserting a hex value in the MAC address. [4]
3. [bookmark: _Toc27018980]Address Types
3.1. [bookmark: _Toc27018981]Unicast
Unicast addressing uniquely identifies an interface. Any packet sent to a unicast address is received by the interface that is assigned to that address. This means there’s just one sender and one receiver. [7]
There are three types of IPv6 unicast addresses:
· Global Unicast – This address type of IPv6 Internet is globally routable. This, essentially is IPv4 public addresses. They’re used to identify a single interface node. [8] This will be used by ISP’s once it is fully implemented to replace IPv4 as its addresses have been exhausted.
· Unique Local – This IPv6 unicast address is for private use. It works similarly to the Global Unicast addresses but should be used in a more limited area and not routed in the global Internet. They are used to connect different sites together that never need access to the global Internet and are independent of ISP’s. [7]
· Link Local – This is for sending packets over a single subnet. These packets are confined to this subnet so a router will not forward packets with this address to other subnets. [9] Devices use Duplicate Address Detection to determine whether or not the link local address is unique. [7]

3.2. [bookmark: _Toc27018982]Multicast
Multicast is where a device sends a packet to multiple destinations, known as a multicast group. One device can be part of many multicast groups. These groups can never be the source address and packets sent to multicast groups always have a unicast source address. [10] Multicast is used to distribute lots of data. It is used for streaming services for music and video. It allows many to many connectivity.
3.3. [bookmark: _Toc27018983]Anycast
Anycast addresses are groups of receivers. Not all the members of the group get sent packages. Only the closest ones to the sender receive anything. This is because Anycast addresses are used as network safety features, such as load distribution. [11] [12]
4. [bookmark: _Toc27018984]Advanced Functionalities/Transition Methods
Dual-stack network is one of the transition technologies in which IPv6 and IPv4 operate simultaneously. This allows configuration and routing protocols to be handled by both IP versions. [13]
There’s also the tunnelling option. This is where IPv6 packets are encapsulated in IPv4 packets. This allows the new IPv6 protocol to work with the old one.
The preferred way of transitioning is with translation, done by performing IP header and address translation. This allows for communications between IPv6 and IPv4 hosts and networks. [13]
Devices use their unique mac address to assign themselves and IP address without the need for a server. This saves time setting up multiple devices on a network. It is a big security problem as it creates a unique identifier that attackers could use to track specific hardware. [14] If an attacker sends fake router advertisements to some hardware it will be configured to whatever the attacker wants. [15]
5. [bookmark: _Toc27018985]Security
IPv6 is neither less, nor more secure than IPv4. A misconception of IPv6 security is because there is a lack of a NAT it is less secure. NAT has security issues of its own. Firewalls provide equivalent or better security than NAT without breaking end to end connectivity. [16]
Address scanning is more difficult with an IPv6 network. It’s not impossible for an attacker to find an address in a subnet, just harder. It will take half a million years to scan IPv6 subnets with gigabit ethernet. [16]
IPv6 and IPv4 networks need to be secured against both IP vulnerabilities because many devices have operating systems which support dual stacking to help with the transition to IPv6. [16]
Internet Protocol Security was designed to provide network layer security with encryption and authentication. It’s not mandatory to use in IPv6, but using IPsec end to end is more practical as there’s no NAT. [16]
There are Best Current Practices (BCP), resources and features to secure IPv6 Networks. But the best security measure is knowledge of the protocol.
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[bookmark: _Toc27018987]Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.254.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.178
	172.16.11.179

	E
	172.16.12.0
	255.255.255.192
	172.16.12.1
	172.16.12.243
	172.16.12.243

	A
	172.1612.244
	255.255.255.226
	172.16.12.244
	172.16.13.2
	172.16.13.3

	C
	172.16.13.4
	255.255.255.254
	172.16.13.5
	172.16.13.8
	172.16.13.9
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