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[bookmark: _Toc66437321]Task 1- Pre-requisite tasks:
As Server1 will act as the domain controller, it is essential that certain settings as correct before proceeding onto other configuration stages. These tasks to be completed in advance, are evidenced below.
	Evidence/ Screenshot
	Description

	[image: Server1 [Running] - Oracle VM VirtualBox]
	

	[image: Server1 [Running] - Oracle VM VirtualBox]
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[image: Server1 [Running] - Oracle VM VirtualBox]
	

	
[image: Server1 [Running] - Oracle VM VirtualBox]
	


                                                                          


[bookmark: _Toc66437322]Task 2 – Deploying Active Directory:
The next stage of configuration is to install Active Directory (AD). The table below demonstrates the completion of tasks which will mean Active Directory is successfully deployed.      
	Evidence / Screenshot
	Description

	[image: ]
	Opening Server Manager, then selecting Add Roles and Features.

	[image: ]
	Selecting ‘Role-based or feature based installation’  as the installation type.

	[image: ]
	As can be seem, DC1-NWT is the selected server to make changes on.

	[image: ]
	After selecting Active Directory Domain Services, the pop-up window on the right opens. Here we select add features.

	[image: ]
	This screenshot shows that the tick box is checked next to Active directory Domain Services, which confirms the feature has been selected.

	[image: ]
	On the features window, next is selected as it is just a role to be installed for the server.

	[image: ]
	

	[image: ]
	On the confirmation window, clicking install will start the install of the server role.

	[image: ]
	After clicking install, this window is presented which shows the progress of installation.

	[image: ]
	After completing installation, a notification is present in server manager
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[bookmark: _Toc66437323]Task 3 – Creating User Account Objects:
	Evidence/ Screenshot
	Description

	[image: ]
	Opening the Active Directory user and computers, via command entered in the run box. 

	[image: ]
	Active Directory has opened, and the domain is expanded.

	[image: ]
	The Domain Controller has been clicked which, lists DC1-NWT as the domain controller for nwtraders.msft

	[image: ]
	The domain admin group is selected and shows the members tab lists the current administrator account.

	[image: ]
	Selecting New, then User. To create a new user.

	[image: ][image: ]
	After selecting new user, the window displayed on the left is brought up. Details have been entered here to add a new user.
Next the password window is presented, settings selected are shown on the right.

	[image: ][image: ]
	Adding the account created to Domain Admins. The account is found after selecting check names.

	
	





[bookmark: _Toc66437324]Task 4 – Object Attributes of Interest:
	[bookmark: _Hlk66357037]Evidence/ Screenshot
	Description

	[image: ]
	John Smith, a newly created account, has been automatically added to the domain users group.

	[image: ]
	Here the logon hours for the user are set to allow the user logon rights Monday to Thursday between 8am and 5pm. With logon denied between 1pm to 2pm Monday to Friday. 

	[image: ]
	Under account options, the user cannot change password option is selected.




[bookmark: _Toc66437325]Task 5 – Adjoining the domain and testing user logins:
	Evidence/ Screenshot
	`

	[image: ]
	Verifies there are no computer objects currently listed under the computer OU in AD.

	[image: ]
	Creating computer object WS1-NWT.

	[image: ]
	Changing the computer name to WS1-NWT.

	[image: ]
	Preferred DNS server is set in the IPV4 configuration for PrivateNet1 Adapter on Client1 (WS1-NWT)

DNS later changed to 192.168.100.1 after troubleshooting when failing to join the domain.

	[image: ]
	System added to the domain successfully after entering administrator credentials. 

	[image: ]	[image: ]
	Logging onto using the domain account that was created earlier, John Smith (JS123456).

	[image: ]
	When logged on, the identity icon confirms that John Smith is logged on.

	[image: ]	
	Trying to log onto the domain controller (Server 1 VM) using non-admin credentials.

	[image: ]
	The following message is presented, as the user does not have the rights permitted to log onto a system with the Domain Controller role.

	
	





[bookmark: _Toc66437326]Task 6 – Observational Task:

[bookmark: _Toc66437327]DNS - explain what it is, how it works (illustrations) and its significance within Active Directory Domain Services.

DNS stands for Domain name System; DNS is responsible for translating hostnames to IP addresses and vice versa. For example, the client1 VM hostname was WS1-NWT, and the IP address was 192.168.100.2. For systems trying to send packets of data to WS1-NWT, they would not understand where to send the packets with just the hostname present, for this reason the hostname would need to be translated to an IP address. Then using the IP address systems can use the IP address to understand where to send data packets too. 
The importance of DNS within Active Directory Domain Services (ADDS) is that DNS is used to locate a domain controller. Microsoft [1] advise “When any of the principal Active Directory operations is performed, such as authentication, updating, or searching, computers use DNS to locate Active Directory domain controllers. In addition, domain controllers use DNS to locate each other.”


[bookmark: _Toc66437328]AD is one critical ‘Role or Feature based installation’ as part of an enterprise network, identify and provide a brief overview of 2 other critical roles?
· Web Server IIS
· DHCP
· Print and Document Services
· Windows Deployment Services

[bookmark: _Toc66437329]Explain why it is important to have different levels of access/roles within the ‘Built in’ Network User Account groups (e.g., Domain Admins, DHCP Admins, etc).
Role-Based Access Control, essentially only allowing certain levels of access to people who require that access to complete their job.

[bookmark: _Toc66437330]Share your ideas in-detail on Microsoft’s recommendations on AGDLP and AGUDLP for assigning permissions. How do you view them in the perspective of a System Administrator in strategizing and implementing within your network?
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