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Introduction: 
If a business is certified and successfully completes the auditing process, then it can be guaranteed that its security measures will be implemented in the event of theft, data breaches, security incidents, etc. When standards, policies, procedures, and controls for managing security risks have been applied to an acceptable level that is the only circumstance in which the security audit may be approved. Following industry-standard frameworks and models that meet relevant security principles is a prerequisite for accreditation in the audit procedure. Subsequently, we will review the essential security frameworks needed to obtain government and business contracts in the UK and maintain certification.
1 .General Data Protection Regulation (GDPR): 
GDPR grants individuals the freedom to control what personal information businesses can collect, how those businesses can use that data to make decisions, and the legal protections that businesses can provide to their clients without restricting their ability to follow them. If users are unable to view, download, or remove their data from a company, they may file a lawsuit against the company. Users need to be informed about how the information gathered is used and shared with other businesses. According to GDPR, pertinent data must be erased whenever a user leaves the company and have the right to move the data to another company. 
The organization should abide by GDPR if any of its personnel work in the European Union. Companies must report GDPR authorities within 72 hours of discovering a data breach, or risk fines. There are severe penalties for not complying with GDPR, up to 4% of annual global turnover or €20 million, whichever is higher. Cookies serve as an excellent example; a consent form ought to specify which cookies are tracked and how they are handled.
1.1 Seven Guiding Principles [1]: 
1.1.1 Lawfulness, Fairness, and Transparency: Legality, equity, transparency, and the individual's best interests must all be taken into account while processing personal data. As a result, it prohibits handling the data in a way that could cause the parties concerned undue injury, surprise, or deception.
1.1.2 Purpose Limitation: Personal data be gathered and handled clearly, lawfully, and in a way that is compatible with the intended use.
1.1.3 Data Minimisation: In order to process personal data, it is important to collect it at a sufficient and relevant level for the planned purpose.
1.1.4 Accuracy: Have the most correct personal data possible while storing it; this information needs to be maintained current.
1.1.5 Storage Limitations: Purpose of fulfilling the process obligation is that personal data be retained for a minimum amount of time and in a manner that allows the subject to be identified.
1.1.6 Integrity and Confidentiality: Security measures should be taken when processing and storing personal data to guard against unauthorized, illegal, unintentional loss or destruction, 
1.1.7 Accountability: Implement GDPR rules and adhere to board, auditors, investors, clients, and partners' requirements.
1.2 Data Privacy Impact Assessment (DPIA):
- GDPR Risk Assessment systematic procedure, also known as the Data Privacy Impact Assessment (DPIA) assesses any potential risks to individual’s private rights and liberties that may result from data processing operations. It includes processing operations whose nature, extent, context or goals. 
- This process helps to evaluate potential threats to people's rights and liberties, like identity theft, discrimination, or illegal access. It reduces or gets rid of the risks that have been discovered by utilizing techniques like encryption, access controls, and pseudonymization.
2. Cyber Essentials: 
A straightforward and efficient framework endorsed by the National Cyber Security Centre (NCSC) and the UK government is the Cyber Essentials program. All sizes of businesses can take advantage of this program. Basic cyber security measures must be implemented by organizations of all sizes in order to safeguard networks, desktops, laptops, servers, and other IT infrastructure components hosting data and applications. 80% of frequent cyberattacks can be thwarted by using the five fundamental Cyber Essential security controls.
The IT Department completes the Cyber Essentials self-assessment form and sends it to the Cyber Essential assessor for certification. Cyber Essential Plus is also a self-assessment, but it has an added benefit in that the Cyber Essential assessor will also examine the IT network. A yearly renewal of certification is required. The Cyber Essentials plan will assist you in lessening the effect of many threats, including ransomware, malware, phishing attempts, password-guessing assaults, and network attacks, by correctly applying the five fundamental security measures. [2]
2.1 Five Security Controls are: 
2.1.1 Firewalls: Check that your network is protected by a strong firewall that is set up and configured correctly. If the firm permits remote work, home routers will be tested using the Cyber Essential framework, and the business PC will be tested to ensure that the software firewall is installed and configured properly. In order to comply with Cyber Essentials and ensure that your company is more fully protected, firewalls are essential for preventing unauthorized access. Therefore, you must ensure that your firewalls are configured correctly.
2.1.2 Secure Configurations: Testing mobile phones, laptops, PCs, and servers are part of secure configurations. Not in use pre-installed software needs to be uninstalled. The certificate won't be completed if the program is switched to a new product and the old software is left behind. These are considered a security risk. IT will also need to examine how the passwords are configured. Everybody should log in to the computers using a different username and password.
2.1.3 Patch Management: Windows 7 and Windows 10 Operating System running on computers is a failure on the system level, only latest Windows version (Windows 11) gets approved. Windows Server are also to be kept at the latest version.  Patching servers and PCs need to happen in a matter of 14 days from the date that the patch is released rather than several months. Employee-owned mobile phones are covered, and the software on iPhones and Android devices should be the most recent version.
2.1.4 Access Control: Installing software is not allowed for Standard User accounts. Installing software, updating patches, and granting full user access to computers is allowed for Admin accounts. Employees will have regular access, and IT staff will have admin access. If this is compromised, hackers will take all control. Good procedure should be followed when disabling an employee's account.
2.1.5 Malware Detection: Every device requires properly installed and configured anti-malware software. Many computers still have antivirus software that has expired, which poses a security risk.
3. Information Technology Infrastructure Library (ITIL): 
ITIL is a set of frameworks for managing IT services that offer guidelines, best practices, and recommendations to assist, align IT services with the goals and requirements of a company. By providing guidelines for designing, transferring, operating, and improving IT services using the most effective techniques, ITIL assists all organizations in providing value to their clients. Enhancing productivity and achieving consistent service delivery are the objectives.
Information Technology Service Management (ITSM) is concerned with how a company keeps up its IT services for clients. It also manages a number of other processes, including designing, planning, delivering, and deploying services. ITSM ensures that services comply with regulatory requirements at all times.
We can determine whether a service is providing value to the customer and fulfilling their needs by assessing its utility and warranty. Utility is the capability that a product delivers to fulfill a certain need; it provides the function, features, and purpose of the service. A warranty guarantees the usage of service availability, information security, capacity and continuity.
3.1.1ITIL Service Lifecycle Core Concepts: [3] 
3.1.1 Service Strategy: Focuses on comprehending and outlining the needs and goals of IT services and coordinating them with organizational objectives. It entails determining development prospects, evaluating consumer demand, and creating a detailed plan for implementing services. 
3.1.2 Service Design: Involves creating architectures, processes, policies, procedures, and documentation that control the delivery of new or modified services and guarantee their efficiency, scalability, and dependability.
3.1.3 Service Transition: Focuses on introducing services seamlessly through thorough testing and training, managing modifications, and bringing services into operation.
3.1.4 Service Operation: Involves handling incident and problem management, responding to service requests, and providing IT services on a daily basis all while preserving service security, performance, and availability.
3.1.5 Continual Service Improvement (CSI): focuses on identifying opportunities for improvement, putting those improvements into practice, and continuously enhancing services, procedures, and overall performance in order to maximize service quality, efficiency, and cost-effectiveness.
4. ISO27001: 
Information Security has become a crucial concern for any organization, as there is increased risk of cybersecurity attacks and data breaches for businesses. Protecting the business from external threats and internal attacks resulting from accidental breaches and human mistake is crucial for an effective strategy.
The globally recognized ISO27001 standard specifies a strong, risk-based framework known as information security management system or ISMS. This systematic approach uses risk management to safeguard and manage all of the organization’s information. If ISO27001 is hosted with ISMS compliance, will comply with GDPR and NIS regulations. Information security risks that could significantly affect operations are mitigated via ISMS. Having a certified information security management system (ISMS) helps you close more business, acquire funding, and position your brand for success.
ISO27001 is applicable to businesses of all kinds, sizes and types. It is vendor-neutral. The goal of the standard is to assist enterprises in consistently and cost-effectively managing their security practices. This standard provides a set of guidelines, a code of conduct, and best practices to guarantee robust information security management, assisting organizations in protecting their information assets. 
ISO27001 implements 114 best practice controls. It describes an extensive set of controls divided into 14 sections that each deal with a distinct facet of information security. An efficient Information Security Management System (ISMS) can be established and maintained by enterprises using these set of controls with processes and procedures in place.
ISO27001 secure information in all forms such as digital, paper-based or cloud. It protects the entire scope of information whether it is for whole organization or belongs to certain part of it. It increases the attack resilience, combats technology-based risks and other threats like ineffective procedures. ISO constantly adapts to changing attack and threat landscape in the organizations, responds by evolving to threats and ensuring information security risks are managed over time. It reduces cost with return to investment in information security, protects the confidentiality, integrity and availability of data, makes security part of business operations and functionality so employees understand security risks and embrace controls to be implements as part of their everyday practices.
ISO27001 merely offers guidelines for creating an efficient ISMS. Another standard in the ISO27000 series is ISO27002, which offers best practices, guidelines, and a code of conduct for implementing ISMS.
If an organization's ISMS complies with ISO27001 requirements, a certification audit will be conducted by ISO27001 companies for a written assurance. It is not a mandatory certification
Conclusion: 
Data security analysts should have a basic understanding of each framework and model in order to create and implement security policies, standards, and controls during an incident response. The frameworks and standards are developed based on the levels of development at the regional, national, and global levels. Well-known frameworks like NIST, COBIT, and HIPAA are in use worldwide for a variety of reasons. The most widely recognized framework is ISO27001 which offers multiple certification levels.
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Introduction: 
Companies must manage opportunities, implement security policies, controls and procedures for new technologies and go through audits to recertify in order to stay up to date with security frameworks and certification advancements. When there are suitable protocols in place to handle security events, data breaches, data theft, and data is protected, Governance, Risk and Compliance in security are in place. Nature Garden should consider these security principles in their next audit process and reporting.
1. Security Policies: 
Organizations utilize a variety of document formats in the domain of governance, risk management, and compliance (GRC) to formulate, disseminate, and uphold their policies, guidelines, and optimal procedures. 
Policies: An organization's goals, regulations, and guiding principles are outlined in high-level statements known as policies. Policies have a wide range of application and offer direction on appropriate conduct, standards, and the consequences of noncompliance.
Standards: Standards include mandatory conditions, guidelines, or standards that must be met in order to comply with a given policy. Within an organization, standards create uniformity and consistency in technologies, procedures, or practices.
Procedures: Procedures are comprehensive blueprints or step-by-step instructions that specify how tasks, processes, operations, or activities must be performed in accordance with policies, standards and regulations.





                                                                   Policies                                                         

                                                                  Standards

                                                                 Procedures      
 
                                                                   Guidelines
    
					      Baselines

Guidelines: Guidelines are suggestions or recommendations that offer guidance or best practices for accomplishing particular aims or objectives.
Baselines: Baselines are the bare minimum security configurations, settings, or circumstances that are deemed appropriate by an organization for a specific system or environment. They provide the framework for security measures and are frequently used as standards for assessing compliance and implementing changes
Using the security policies and protocols implemented by the management, basic controls, guidelines and standards can be set by the IT administrators to manage the limitation, usage of assets by following underlining security principles to clear the audit procedure.
1.1 Access Controls: 
- Access controls use security protocols and guidelines that govern the administrators and the users, to give the ability to access, view, and modify resources within a computer system.
- By limiting access to particular resources, data, or locations to only authorized people or systems, these controls safeguard confidential information and threat unauthorized use.
- Employees must have standard access to the company network, cloud access. Administrator privileges should be given to IT staff, or else hackers will have complete control over the system.
1.2 Password Management Policy: 
- Adhere policy to use unique, complex passwords to the applications and other personal online service account. 
- Promote or mandate the usage of secure password management software to store and manage passwords and the use of encryption on passwords to keep in databases or sent over networks.
- To avoid extended exposure in the event of a breach, impose limits on the reuse of passwords and mandate frequent password changes at certain intervals.
- In order to handle any suspicious activity or illegal access attempts, provide incident response procedures for monitoring, detecting, and logging password-related actions.
1.3 Multi-Factor Authentication (MFA):
- An account or system must pass numerous verification steps in order to be accessed using multi-factor authentication (MFA), a security mechanism. By demanding several credentials or factors to confirm a user's identity, it raises the security risk.
- For example, A user may receive a verification number on their smartphone (something they have) or biometric information (something you are) that they must enter to gain access to an account secured by multi-factor authentication (MFA). This process begins with the user entering their password (something they know).
1.4 Secure Email Policy: 
- Require that email communications use encryption such as Transport Layer Security (TLS). Give guidelines on how to encrypt sensitive materials or attachments sent over emails.
- Define acceptable and undesirable email usage, including acceptable content for personal use policies, business communications, and forwarding external emails. Put in place spam, anti-phishing, and anti-malware filters to stop malicious emails from getting to users' inboxes.
- Regulate email retention policies and processes as per the legal requirements.
- Ensure compliance with any data protection rules, such as the General Data Protection Regulation (GDPR), with any emails handling sensitive or personal data.
1.5 Data Encryption: 
- To ensure confidentiality and shield private information from illegal access or interception, data encryption uses cryptographic methods and keys to encrypt data.
- Data Encryption is used to secure messaging applications, VPNs, encrypted emails and other communication channels to safeguard data while it is in transit. Data saved on laptops, servers, or databases that is encrypted reduces the possibility of physical theft or unwanted access.
- Data protection laws like the GDPR frequently mandate encryption in order to protect sensitive and personal data.
2. Protection Mechanisms:
In order to guarantee the confidentiality, integrity, and availability of information within an organization's IT environment, these mechanisms refer to a variety of tactics, tools, and procedures that are intended to avoid, identify, and mitigate security issues. Among the main defenses are:
2.1 Firewalls/Virtual Private Networks (VPN):
- Firewalls serve as gatekeepers, controlling and monitoring the flow of traffic entering and leaving the networks while VPNs build secure tunnels for encrypted information to travel over untrusted networks, guaranteeing privacy and confidentiality. 
- Stateful Inspection can be enabled to monitor the current state of active connections, and Application-Level Filtering can be used to regulate particular apps or services by analyzing data at the application layer. By doing this, only authorized traffic is permitted.
- In order to create layered security, protect against numerous cyber threats, and ensure secure remote access, organizations frequently implement firewalls and VPNs in tandem.
- Setting up a Site-to-Site VPN securely links entire networks (branch offices, data centers) over the internet, while establishing Remote Access VPN offers secure access for lone individuals or devices connecting remotely to a corporate network.
- If the configurations don't comply with any security rules or regulations, the Cyber Essentials audit procedure won't be finished as it is a security risk.
2.2 Intrusion Detection System (IDS) and Intrusion Prevention System (IPS)
:- IDS/IPS are security tools used to monitor on network activity, identify potentially dangerous activity or security risks, and take appropriate action to prevent or mitigate these threats.
- IDS monitors network traffic or system activity for indications of security incidents, policy violations, or unauthorized access attempts. It also analyzes network packets, log files, or system events to find patterns or signatures of known attacks or anomalous behaviors. These analyses result in the generation of alerts.
- When an intrusion is detected, an intrusion prevention system (IPS) actively stops or mitigates the threat by reconfiguring firewall rules, discarding packets, or banning IP addresses. IPS monitors network traffic or system activity for known patterns, abnormalities, or signatures.
- Having IDS and IPS together will boost the overall network security posture by using IDS for monitoring and alerting and IPS for active threat prevention.
2.3 Threat Model/Intelligence: 
- A proactive approach to cybersecurity is the implementation of threat modelling and threat intelligence which assists businesses in anticipating, preparing for and mitigating cybersecurity risks and threats in a constantly changing threat landscape. 
- Analyzing the system's architecture, resources, possible threats, weaknesses, and attack vectors in a methodical manner is known as threat modeling. In order to create efficient security measures for the business, it is necessary to comprehend the threats and their possible impacts
- Threat intelligence helps identify and prioritize possible threats and vulnerabilities by offering context and real-time information. This enhances threat modeling. 
2.4 Incident Management: 
- The entire cybersecurity strategy of a business must include incident management.
- Organizations can efficiently respond to security incidents, mitigate damage, minimize downtime, and strengthen their security posture against future incidents when they have strong incident management protocols in place.
- It takes routine testing, training, and enhancement of incident response procedures to keep preparedness and resilience in the face of evolving threats.
- In order to comprehend how the incident has happened and what vulnerabilities have exploited, this investigation entails obtaining evidence, doing forensics, and assessing the occurrence.
- Based on their type, seriousness, and effect on company operations, incidents are logged, filed, and classified. Prioritizing response efforts is aided by accurately classifying occurrences.
2.5 Endpoint Detection Response: 
- EDR systems give security teams’ real-time observation and analysis of processes, file updates, network connections, and other endpoint behaviors by offering deep visibility and continuous monitoring into endpoint activity.
- EDR system enables security analysts are able to proactively look for indicators of threats or vulnerabilities within the endpoint environment.
- Rapid incident response is a capability provided by EDR solutions. EDR tools offer both manual and automated reaction measures to remediate and confine the threat.
2.6 Physical Security: 
- Ensuring the safety of humans, safeguarding assets, and preserving business continuity all depend on physical security.
- Locked doors, reinforced windows, vaults, and safes are some ways to safeguard important possessions. Fire suppression systems, flood barriers, and other measures are used to defend against environmental risks including fire, floods, and natural catastrophes.
- Alarms, motion detectors, sensors, and other devices to detect illegal access or breaches and to notify security staff or monitoring centers.
- Cameras equipped with closed-circuit television (CCTV) to record and monitor activity on the property. Utilizing video analytics to detect and investigate threats in real-time.

3. Service Level Agreement: 
A written contract or agreement that outlines the expected level of service and the metrics to be used for monitoring and evaluating it is called a Service Level agreement, or SLA. A service provider, along with its clients or other relevant parties, signs it. Both the supplier and the client are guaranteed to understand their respective roles and duties in upholding a secure and efficient IT environment by following to these SLAs, which provide explicit instructions, deadlines, and metrics for evaluating the provider's performance in key IT management tasks. Notable tasks that service provider can complete are,
3.1 Patch Management: The practice of regularly assessing, testing, and installing security updates and patches for operating systems, software, and firmware is known as patch management. Every patch will be tested in a non-production environment before being deployed.
Effective Patch Management system ensures Cyber Essentials Certification.
3.2 Installing Anti-Virus: Install, set up, and maintain antivirus software on each endpoint to protect against malware and viruses. Ensure that the antivirus definitions are up to current on all endpoints.
3.3 Installing Operating System: The service provider will install approved software programs on customer devices. The operating system will be updated either on a monthly basis or in line with the vendor's releases of critical security patches. The accuracy and functionality of the software will be examined after installation.
3.4 Installing Software: On user devices, the service provider will install authorized software programs. After installation, the software installation will be checked for accuracy and operation. 
3.5 Hardware Maintenance: Perform routine maintenance and support on hardware components to ensure peak performance and dependability. Hardware issues that have been reported will be acknowledged and addressed within the allocated resolution period.
3.6 Updating Windows Group Policies: Keeping Windows Group Policies up to date involves managing and putting them into practice in line with business guidelines. Every change made to the Group Policy will be tested in a secure environment before being implemented.
4. Security Management Models: 
Organizations utilize structured frameworks and processes to create, manage, and uphold their total security posture. These are referred to as security management models. These models include best practices, procedures, and methods for putting security measures in place, keeping an eye on them, and making improvements to them throughout an organization. Notable security management models consist of:
4.1 ISO/IEC 27001: Information security management systems (ISMS) adhere to this globally recognized standard. It gives an organization's information security management a methodical strategy for creation, implementation, upkeep, and continuous improvement.
4.2 NIST Cybersecurity Framework: The National Institute of Standards and Technology (NIST) created this framework, which provides a set of guidelines, standards, best practices, and principles for controlling and enhancing cybersecurity risk management. The Risk Management Framework (RMF) offers an organized procedure that incorporates risk management and security measures into the system development life cycle. 
4.3 COBIT (Control Objectives for Information and Related Technologies): Developed by ISACA, or the Information Systems Audit and Control Association, with an emphasis on enterprise IT governance and management. It assists businesses in making sure that their IT procedures complement their objectives and adhere to legal requirements.
4.4 ITIL (Information Technology Infrastructure Library): ITIL offers a collection of best practices for managing IT services, not a strong emphasis on security management. It is focused on synchronizing business requirements with IT services.
5. Security Management Practices:
Security management techniques ensure that access privileges are appropriately granted, tracked, and deleted when needed, helping firms maintain a strong access control framework to prevent unauthorized access, data breaches, and security incidents. Enforcing policies, conducting regular audits, and implementing effective procedures all contribute to a secure access control environment.
5.1 Termination Issues: 
- Give users, contractors, and departing staff a clear process for ending their relationship with the organization. Reversing access rights as soon as possible after termination is necessary to prevent unauthorized access.
- After a termination or change in job status, establish and implement policies that ensure user accounts, credentials, access badges and user access are promptly deactivated or altered. 
- By routinely monitoring and auditing user access rights and privileges, you may ensure that revoked workers or persons no longer have access to corporate systems and data.
5.2 Least Privilege: 
- Give users only the minimal access rights necessary to carry out their jobs in accordance with the least privilege principle.
- Regularly review and assess user access to eliminate unnecessary or excessive access rights.
- By adopting role-based access control, which gives rights based on work obligations, you may lessen the risk of excessive access.
5.3 Separation of duties: 
- Define and execute policies that distribute key duties among multiple individuals to avoid a single user from having complete control over sensitive processes or systems.
 - Install access controls to guarantee that no one can finish an important task without oversight or approval from others.
5.4 Periodic Violation Report: 
- Establish monitoring tools and protocols to spot violations of access rights or unusual user access patterns. Make and review violation reports often in order to identify and address any unauthorized or suspicious access control behavior. 
- Establish incident response procedures to address access breaches as soon as possible after determining their main causes.
5.5 Network Segmentation: 
- Partitioning the network into more manageable and smaller segments can help mitigate the impact of security breaches and limit the lateral movement of attackers.
- Control access between network segments strictly by limiting traffic flow and access based on user roles, applications, and data sensitivity.
6. Risk Management: 
Systematic approach to risk management consists of risk identification, analysis, evaluation, and response to risks that can potentially affect an organization's goals.. It involves recognizing potential threats, estimating their likelihood and impact, and implementing countermeasures to either mitigate, transfer, or accept the risks. GDPR Risk Assessment technique, Data Prevention Impact Assessment is to evaluate high risks to an organization such as data breaches, or data theft.
Risk Acceptance: The Company acknowledges the risk and is equipped to deal with any potential consequences from the risk. There is no feasible measures to address the risk or cost of risk outweighs the cost of fixing the risk.
Risk Mitigation: The process of intentionally reducing a risk's likelihood, effect, or intensity.
Residual Risk: The amount of risk that remains after all preventive or corrective actions have been performed, within the bounds of the organizations risk tolerance level. This is because risks are never totally removed.
6.1 Vulnerability Assessment: 
- Vulnerability assessments play a crucial role in an organization's cybersecurity strategy by proactively detecting and mitigating potential security vulnerabilities before malicious actors can exploit them. The vulnerabilities associated with out-of-date software, incorrect configurations, weak passwords, and other flaws can be found using automated scanning techniques.
- Vulnerabilities should be prioritized according to their severity, exploitability, possible impact on the company, and chance of exploitation using a vulnerability assessment strategy.
- Necessary steps must be in place to remediate or mitigate risks after discovering vulnerabilities.
Example: Web Application Risk Model
In compliance with current legislation, the methodology and processes employed for risk assessment activities are based on previous events, projected future events, and the ensuing repercussions. A risk analyst's duties can include assessing a risk's likelihood and impact using historical data or expert judgment. Internal limitations, such as a shortage of personnel with cybersecurity expertise and an inexperienced cybersecurity implementation, make these responsibilities difficult.
Risk is the likelihood that an exploit will successfully exploit a weakness in an organization and cause a negative impact to it. Impact is associated with the possibility of losing availability, integrity, confidentiality or accountability. [4]
Risk = Likelihood * Impact
Risk = Likelihood * Severity
Risk = Severity * Likelihood * Sensitivity
Risk = Loss event frequency * Loss magnitude
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Table: 2 Risk Levels
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6.2 Penetration Testing: 
- A simulated cyberattack on a computer system, network, application or organization’s infrastructure is known as penetration testing and is executed by security experts to assess the security risks.
- Penetration testers make an effort to use the vulnerabilities they have found in order to breach the system's security, elevate privileges, or obtain unauthorized access in order to show the possible harm that could result from the real attackers using these techniques.
- Organizations that address vulnerabilities discovered during penetration testing can reduce the risk of security breaches and data compromises.
- In order to assure stakeholders about the security measures in place, penetration testing may be required in order to comply with industry regulations or standards like Cyber Essentials
6.3 Information Asset Management: 
The administration of an organization's information assets over the course of their lifecycle is referred to as information asset management. 
- All types of data, records, documents, and digital content whether are in physical or digital form that are valuable to an organization are considered information assets.
- Physical asset management handles storage and actual maintenance whereas electronic asset management concentrates on data governance, security, and compliance to address digital storage and cybersecurity measures.
- Physical assets include servers, desktops laptops, network devices, datacenter, paper documents, CCTV Cameras, sensors, office buildings, hardware, tools, products, raw materials
- Electronic Assets are in the form of digital data like Software programs, Personal Data, Intellectual property, databases, operating systems, multimedia content, websites, and documents
- Types of threats that can cause financial loss to an institution are data breaches, data loss, hardware and software failures, accidental breaches and human error, catastrophic events, etc.
- Single Loss Expectancy (SLE) calculates financial loss from one incident and Annualized Loss Expectancy calculates the annual loss from a specified risk or security threat. Cost Benefit Analysis is derived using the below calculation,
SLE = Asset Value(AV) * Exposure Factor
ALE = SLE * ARO
Cost Benefit Analysis (CBA) = ALE(precontrol) – ALE(postcontrol) – ACS
ALE (precontrol) = ALE examined Risk before implementing the control
ALE (postcontrol) – ALE examined within certain period after implementing the control
ARO = Annualized rate of the occurrence
ACS – Annualized cost of the safeguard
7. Contingencies Planning: 
By being proactive in anticipating possible interruptions, Contingency planning helps organizations improve resilience and lessen the impact on operations.  Performing a business impact analysis determines which business operations, procedures, and resources are essential. In the event of unanticipated circumstances, having clearly defined and tested contingency plans in place can greatly reduce downtime, financial losses, and reputational harm.
7.1 Incident Response Plan: 
- Organizations can cope with security incidents, cyberattacks, data breaches, and other scenarios that compromise critical systems or information by using an incident response plan, or IRP, which is a documented set of guidelines and processes.
- By proactively addressing security concerns, one may lessen the impact of incidents, limit lost time, save money, and uphold stakeholder confidence.
- Planning, recognizing, containing, eliminating, recovering, sharing lessons learned, and ongoing improvement are the seven stages of incident response implementation.
7.2 Business Continuity Plan: 
- Business Continuity Plans are necessary for enterprises to retain resilience and guarantee minimal disruption to important activities in the case of a disaster. 
- This allows the continuance or quick restart of critical business services and operations. This includes taking a data backup when resources are at stake. Organizations can efficiently manage risks, reduce downtime, safeguard assets, and maintain operations by implementing a well-designed and tested business continuity plan (BCP).
- This helps protect the organization's reputation and guarantee business continuity.
7.3 Disaster Recovery Plan: 
- In the event of a cyberattack, disaster or other event that significantly disrupts regular business operations, a Disaster Recovery plan (DRP) is a structured and comprehensive strategy that outlines the precise steps and protocols an organization must take to recover and restore critical IT systems, data and infrastructure.
- It helps businesses to recover vital systems while cutting down on downtime, minimizing losses, and preserving operational resilience in the face of adverse circumstances.
-  To keep up with evolving threats, technology, and business needs, the DRP must undergo regular reviews and updates along with BCP to maximize the cost-effectiveness.

8. Compliance: 
Compliance is the act of abiding by the rules, laws, policies, and guidelines set forth by outside regulatory agencies or governing organizations. Financial reporting, consumer protection, workplace safety, and data protection are frequently the focus of compliance initiatives. Organizations may face operational disruptions, financial penalties, legal repercussions, and reputational harm if they fail to comply with legal and regulatory standards.
- Individuals now have more rights under GDPR with relation to their personal data, including the ability to access it, request its rectification or erasure, limit processing, export it, and object to entities processing it. There are severe penalties for not complying with GDPR, up to 4% of annual global turnover or €20 million, whichever is higher.
- Cyber Essentials cybersecurity certification program is to assist enterprises in securing their network against frequent cyberattacks and proving their adherence to best practices. This is a UK government backed program launched by UK’s National Cyber Security Centre (NCSC). This one year validity Cyber Essentials certification may be required for, or preferred for, firms in certain government contracts and partnerships.
- The Cyber Essentials program will assist defend against common cyber threats and lessen their impact by correctly applying the five fundamental security controls. These threats include ransomware, malware, phishing attempts, password-guessing assaults, and network attacks. 
- Best practices for IT service management are outlined in the ITIL framework. It offers advice on how to better match IT services to business requirements, increase service quality, demonstrate commitment, and effectively manage IT operations. 
8.1 Digital Forensics: 
- The identification, preservation, analysis and presentation of digital evidence kept on electronic devices and systems are the core goals of the forensic science field of digital forensics in order to preserve the evidence’s integrity and admissibility in court.
- Digital Evidence is analyzed by forensic experts using sophisticated tools and techniques.
- In order to determine the root cause and mitigate future risks, organizations employ incident response teams to identify into security breaches, data breaches, network intrusions and other cyber incidents.
- Legal and regulatory criteria must be met by digital forensic examinations. This entails adhering to the correct protocols, securing the required authorization, and guaranteeing the admissibility of evidence in court.
9. Governance and Strategic Planning for Security: 
In order to manage and control an organization's cybersecurity posture and ensure that it is in alignment with business objectives, risk tolerance, and compliance needs, it entails putting in place a systematic framework, policies, and procedures.
9.1 Planning Strategy: 
9.1.1 Corporate Strategy: 
- Describe the organization’s objectives, long-term vision, overaching purpose in terms of those essential elements to ensure alignment and support.
- In each department, a team must be setup and assembled. 
- Write a report to the board that outlines the legal requirements, compliance standards that must be met, security policies and regulations that must be followed, and methods for identifying and assessing security threats that could have an effect on the entire organization.
9.1.2 InfoSec Strategy: 
- Preserving the confidentiality, availability, robustness, and integrity of services and systems.
- In order to pass the audits, establish a comprehensive framework consisting of security standards, best practices, and protocols to safeguard assets, data, and systems. 
- Create threat modeling in order to proactively detect, handle, and monitor new threats, vulnerabilities, and information security hazards. 
- Implement programs to educate employees on security risks, suggested protocols, and their roles in maintaining a secure work environment. 
- Create recovery plans in case of a security compromise to minimize disruptions.
9.1.3 IT Strategy: 
- Establish procedures and policies to make sure that IT operations adhere to the governance structure and overall compliance needs of the company. 
- Build, test, and appraise the IT infrastructure which consists of networks, hardware, and software to make sure security is a priority. 
- Install access controls, firewalls, and encryption, among other precautions.
- Plan ahead and stay current to ensure that IT systems can withstand future security incidents, natural disasters and cyberattacks. 
9.2 Auditing and Reporting: 
- Auditing assures compliance with laws, rules, and standards.
- In addition to assisting in identifying opportunities for process or operational improvement, audits also detect and prevent fraud, mismanagement, and security vulnerabilities. 
- Organizations must conduct regular audits in order to ensure that established standards are followed, promote continuous improvement, and give stakeholders confidence regarding the accuracy of financial statements and operational efficacy. These attributes are critical to maintaining transparency, integrity, and accountability in business operations.
- Aspects of the organization's operations are the focus of several audit types, which include financial, operational, compliance, and IT audits.
- An audit report is created by the audit team or auditors after the audit is completed. It includes their analysis, conclusions, and findings.
-  A variety of stakeholders, such as management, the board of directors, regulators, and pertinent departments, are typically informed about audit findings in order to get insight into the operations and compliance status of the firm.
9.3 Security Measures: 
- Effective security awareness programs and comprehensive training programs can significantly enhance an organization's defenses against cyber threats and risk management when integrated into security governance and strategic planning.
- Clearly and thoroughly define permitted use, data management guidelines, password restrictions, and incident reporting processes in security policies.
- To safeguard data from potential security risks and breaches, employee education on phishing awareness, social engineering techniques, and various security dangers is essential.
- During planned and interactive training sessions for each department, assess staff members' understanding of security principles using questionnaires, quizzes, or other assessment tools.
Conclusion: 
Ethics is the definition of disciplines with moral obligations and duties, while law is the role of behavior that is upheld by established authorities. Legal and ethical requirements are essential and cannot be replaced. Success is impacted by the procedure used to define the code of conduct in implementing the principles by the documentation. It is crucial to set up a functional system that monitors certification criteria. A key part of ensuring the product’s certification is such a system is the company’s engagement with a third part certification compliance authority during the design phase. This involvement includes the proactive submission of documentation to the certification authority attesting to the product’s compliance with standard requirements. [5] [6] 
47% of companies will be GDPR compliant by 2025, and ISO27001 certification is being adopted by many companies worldwide. By adhering to ethical and legal requirements, safeguarding confidential information, lowering the dangers involved in using personal devices, and preserving its priceless intellectual property, a firm can significantly strengthen its security posture. The increasing requirements for compliance and a coherent security framework make this feasible. With these components are integrated, NatureGarden will be able to continuously assess and modify these protocols in response to changing security ricks and technological advancements.
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