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\Abstract\

‘FR ‘has emerged as a solution to improve security across many global sectors. The manipulation and
use of unique biometric data are used to identify and verify individuals. Safety within academic
environments ‘has become an important discussion throughout the past decade.

This report analyses the use of FR to improve security in such an environment. A solution is designed
for an academic organisation and an analysis is conducted. The concerns associated with this
technology are obtained and addressed, alongside the limitations and considerations. These
concerns are found through research methods such as observations, interviews, and secondary
literature reports.

The implementation, cost, and accuracy of the technology are discussed and reviewed to produce a
designed solution to an academic organisation. The solution uses a range of hardware and software
elements (Raspberry Pi 4, Python, and many other elements) to produce a FR application tailored to
the needs of an academic organisation.

Future recommendations to improving the application; the accuracy and speed, are discussed. The
legal and ethical considerations to implementing this an FR application within the academic sector
are also addressed.

1. Introduction

This project assesses the use of facial recognition (FR) software to improve security within an
academic/educational setting. FR is an emerging technology. [The use and research of this technology
within an academic/educational setting is Iimited]. \FR has proven to improve security within specific
industries such as CCTV. rThis project will assess whether this is true within an academic/educational
environment.

Future recommendations to improving the application; the accuracy and speed, are discussed. The
legal and ethical considerations to implementing this an FR application within the academic sector
are also addressed.

2. Research & Review of Literature
The data collection methods chosen provided a large range of relevant literature.

2.1. Secondary Research

2.1.1. What is Facial Recognition Software?

To understand the meaning of FR software, we must understand ‘Biometrics’. Biometrics is ‘the
automatic recognition of a person using their distinguishing traits’ (1). FR is an umbrella term for
biometrics and consists of the automatic analysis of distinguishable facial features on an individual
[21. Software is used to achieve this.



Norton, a popular antivirus software, suggest that there are four stages to the process of FR.

Stage 1 - A picture or video of an individual is presented to the FR algorithm (the formula used to
identify an individual).

Stage 2 - The geometry of the individuals’ facial features Is read, Key factors such as the distance
between the eyes and distance from forehead to chin are measured. The software may also
identify other distinct facial features such as skin tone or birthmarks,

Stage 3 - This facial signature is then compared to a database of known faces. Depending on the
organisation or industry, the number of known faces may differ (for example, staff within a
security firm or known criminals within a police database),

Stage 4 - The final process is the acceptance or rejection of the individual (and their facial signature)

[4]

This process may differ depending on the technologies used within the FR software.

2.1.2. Facial Recognition Environments & Tools

2.1.2.1. General Use

FR has been used in many different environments/industries ranging from the smartphone industry
to law enforcement agencies. Over recent years, FR software has been implemented into several
products designed by monopolistic smartphone giants. Samsung have described FR as the ability to
‘unlock your smartphone in one quick move’ [5].

This suggests that FR is used to assist in the security of the smartphone (the biometric data
implemented can be used to unlock the device). Recent studies conducted by Juniper Research also
suggest that by 2024, biometric FR will be present in more than 800 million mobile devices (90% of
smartphones) [6].

2.1.2.2. Governmental & Law enforcement Use

Law enforcement agencies such as the metropolitan police and Interpol use biometric data to
identify criminals (or missing persons) in their established geographical location [7] [8] ﬂQh. To Identify
these individuals of interest, FR is implemented into CCTV and surveillance cameras owned by the
organisation.

This is all in the importance of global/national security. The software is used to catch criminals,
prevent a crime from occurring, and find missing persons. A documentary produced by KM Plus
Media labelled ‘Terrorism Close Calls’ show that the use of biometric data, and devices to read such
data, are vital in preventing security threats to the general public [10].

FR is also used by other governmental agencies to improve convenience. A number of airports have
implemented ‘e-gates’ to combat the rapid growth of aviation passengers worldwide [11]. These ‘e-
gates’ are automated FR scanners (or other forms of biometric scanners) at border control which are
used to handle problems such as congestion caused by the arrival of passengers.

The UK government actively advise passengers arriving in the UK to use the e-gates if they are
eligible for faster entry into the country. A passenger will supply their passport to the e-gate (with
the image of the passenger facing the scanner). The FR software analyses the passengers face for
biometric data through an external camera, alongside key security features provided on the passport
(to ensure legitimate passports are presented). If the e-gate fails, the individual will be directed to a
member of staff (security) at border control who will perform further checks to determine if the
passport is legitimate [12].



The implementation of FR software at airports have shown evidence of “improved accuracy of
detecting fraudulent documents” [13]. This can be further promoted following a study conducted in
2020. A world map of the number of countries who use FR, are considering using FR, show no
evidence of use or have outright banned the technology was generated. The results generated from
the study can be shown.

Facial Recognition Status Total Countries

Currently Using FR ‘ 98

: Approved but not yet implemented 12

| Considering using FR | 13

| No evidence of use found | 68

FR Banned { 3
[14]

This data suggests that the number of countries who have adopted FR software has increased
overtime. FR was first implemented in airports within the United States followed by an increase in
terrorism in 2004 [15]. This study suggests that FR is a valid and accepted form of security within a
number of countries.

2.1.2.3. Educational Use

The United States is also an early adopter of using FR within education. This has been implemented
throughout the United States due to an increase in school shooting incidents. The use of FR has been
marketed as a ‘shield’ against school shooting incidents alongside a way to identify unauthorised
intruders [16]. The true effects of the implementation of this technology within these schools may
require a longer study over time.

Although there is evidence to suggest FR improves security at places such as airports, there should
be some scepticism as to the effects within an academic/educational setting (due to a different
range of deterrents implemented and the motives of unauthorised individuals).

A public-school official in Denver [17] argued that implementing FR software could prevent
dangerous people from entering the school/educational grounds (campus), such as an expelled
student or an individual barred by a restraining order. There may be issues to consider though,
students may feel ‘policed’ by such policies and may not feel they have any freedom whilst at
school/on lcampus|.

2.2. Initial Concerns

Technological software concerns have been observed in regard to the creation of FR software. There
are different methods which can be adopted to create an effective solution. Recognition algorithms
and machine learning are some examples [18].

Creating an algorithm or machine learning solution alongside an application for an educational
organisation could prove time-consuming. The accuracy of the FR software is also a large concern. If
the software is not accurate, it may produce more issues than what it is required to solve (such as
overwhelming a staff member as multiple students cannot enter the campus, potentially creating
congestion).



Accuracy can be affected by a number of different factors, both intrinsic and extrinsic.

, Intrinsic Factors : Extrinsic Factors
! A_ging o | Occlusion ) - o
| Faclal surgery | Background Noise (visible noise)
| Facial Expression Mllumination
& | Pose Variation
Resolution
[19]

Each intrinsic factor and extrinsic factor will need to be understood and thoroughly analysed in order
to produce the most effective solution. This will require a number of different testing strategies at
the appropriate time.

Occlusion is an increasing concern. Due to the COVID-19 Pandemic, the use of face masks has
provided partial occlusion to the face for a large majority of the population (depending on the
location and current rules set). This is prevalent in educational settings as throughout 2021 a
number of rules have been imposed to ensure the use of face masks to combat the spread of COVID-
19. This could prove problematic for FR software as the algorithm analyses biometric data from the
face. If there is partial face covering, the accuracy may fall dramatically.

Some religions require individuals to cover parts of their face or surrounding facial features such as
the use of Hijab’s or Nigab’s (worn by women who part take in the Islamic faith) [25]. It is extremely
important to follow legislation when designing a product or application. The Equality Act 2010 states
that it is unlawful to discriminate against someone based on their religion or belief [26]. This will
require careful consideration as there is potential to discriminate accidentally by implementing such
ftechnologies.

2.2.1. Data Protection & Data Storage

The implementation of FR software must require students, staff, and other bodies within an
academic organisation to understand the technology that they may face. Confidential data will have
to be handled and must follow strict guidelines in order to protect said ldata\.

The Data Protection Act 2018 [27] is a national legislation (within the UK) which organisations,
businesses, and government bodies must follow to protect and control how personal information is
used. There are many factors within this legislation that must be followed such as the fair use of
personal data and the strict storage requirements associated.

2.2.2. Student Age Related Concerns

The personal data used throughout academic organisations may contain data on minors (individuals
under the age of 18). The GDPR (general data protection regulation) [28] contains a specific subset of
protection requirements that organisations must consider when managing this type of data.

Minors may not fully understand the risks involved in regard to providing their personal data to
organisations or businesses. In order to use this type of data, a legal guardian to the individual
(minor) will need to provide consent.

2.3. Future Implementations & Discussions
Due to the COVID-19 pandemic, there are changing requirements which businesses must follow (or
are advised to follow) in order to reduce the spread of coronavirus. Under the Welsh government



guidance, organisations are encouraged to implement one-way systems, improved ventilation, and
other methods to achieve this. These are known as ‘Engineering controls’ [29].

Himination

Substitution

Use of saeens and barriers,

Engineering Controls :
Automatic goors

Administ rative
Controls

[29]

This might suggest that the implementation of limited contact technologies will be encouraged by
the government. FR could be used to achieve this and should be considered when designing a
\solution\.

2.4. Primary Research

2.4.1. Interviews

In order to obtain direct, valid, and important information, interviews were conducted. Relevant
authorised individuals from the organisation/client (NPTC) were contacted and a discussion was
generated.

A series of questions were devised to further understand the desired solution. Interviews allow
further clarifications to be made, creating a more in-depth analysis within the discussion. These
interviews will provide important information on the design of the proposed solution; what should
be implemented and what should not be implemented.

The College Safety & Security Manager at NPTC was contacted by email. They accepted a video
interview arranged through Microsoft Teams. The discussion proved vital in obtaining a detailed
understanding of the current security implementations in place within the college, alongside
important information that must be followed when a new security measure or technology is
implemented.

A new sign-in system had recently been implemented at the entrance to campus grounds. This
system is used by contractors and students only. This system is integrated with other technologies
within the college, such as the staff database and the email server. This allows automation to play a
key part in sending emails and other relevant information to the required members within the
organisation (such as a student using the sign-in system to alert a staff member that they are
available for a scheduled meeting).



The security manager suggested that the implementation of the new sign-in system took a
considerable amount of time and that any security technologies that are to be implemented or
discussed within the college must complete thorough checks and testing.

A large emphasise was placed on legislation during the discussion, specifically the GDPR, and how
the security technologies within the college must comply with them. They suggested that this is a
long process, and that it takes a long time to “get the technology right”.

The security manager suggested that FR technology could be “the next stage of security
implementations within the college to create, design, and solidify safe learning communities”.

The security manager suggested that staff should not have to sign in through these means. They
stated that staff do not like to be ‘clock-watched’ and that they may find the implementation of this
type of technology to be controlling and restrictive. This could create an extensive list of other
issues, especially for staff members who are unionised (could lead to teacher strikes and distrust
amongst the organisation).

Through their experience within their current role, they suggested that the software is not the only
consideration that should be made when developing a security feature of this type. “The hardware
security features do not work without the software and the software does not work without the
hardware”. This suggests that the hardware technologies used must collaborate with the software
chosen.

The security manager expressed concerns on the length of time data is kept on an individual. The
newly implemented system currently holds information (specifically photographs) of individuals for
30 days to comply with legislation. This could prove problematic for a system such as the one
proposed.

Cost is another concern. The newly implemented sign-in system is expensive not only to build,
implement and install, but to ensure year-round support is provided (through a yearly subscription
fee). This may suggest that the design and the features implemented within the proposed FR
application must not be complex so that limited knowledge is required to solve issues. This also
suggests that the cost of the hardware and software must certainly be ‘considered.

3. Research Methodology

3.1. Philosophy

The philosophical research methodology that will be required to conduct effective research will be
positivism. Security based research will require the positivism philosophical research methodology
due to the nature of the question proposed [20].

To understand if FR software can improve security within an academic/educational setting, facts and
relevant evidence must be the focus. In order to understand and produce an outcome based on the
research question, it is most acceptable to use this approach. This is due to the basis of requiring
statistical, non-speculative information and ‘data‘.

3.2. Approach

A deductive approach will be required to produce an outcome to the project. The ability to identify
an individual using camera-related technologies is prevalent throughout the security industry (such
as CCTV). FR software has already been used to improve security in other sectors, such as the smart



phone industry [3]. Therefore, a deductive approach will be used as a hypothesis which will expand
upon an existing theory [21].

3.3. Strategy

The strategy chosen for this study will be experimental [22]. The study is focused on the analysis of
FR software to improve security within a specific environment. To understand if security has been
improved with the use of this software, experiments will need to be conducted to obtain useful
information and data.

A comparison of the current security measures will be analysed, and single variables will be changed
in order to produce an outcome. One such variable may be the implementation of FR software
compared to the use of standard CCTV software.

3.4. Time Horizon

The time horizon required to conduct this study will be cross-sectional [30]. This is due to the time
allocated to the study. Observations will be made before a solution is implemented. To ensure an
effective solution, observations will be conducted after the design. Different groups of the academic
population will be observed throughout these times such as students, staff members and visitors to
the organisation.

3.5. Data Collection Method

There will be a range of data collection methods used throughout the analysis of research. To
conduct suitable secondary research [24], previous case studies and literature will be analysed,
tested, and compared to assist in producing a hypothesis, supporting the theory that the use of FR
within a particular setting can improve security.

A range of primary data collection techniques will also be adopted [23]. Observations of current
security measures within a particular academic setting will be analysed to produce important
data/information. Interviews with relevant individuals within this educational setting will also be
conducted. These data collection methods initially seem the most appropriate for the discussion at
hand in providing important \data\.

3.6. Development Methodologies

3.6.1.SDLC

A sequential development methodology such as waterfall is not appropriate for the development
required. Each stage must be completed before continuing with the waterfall methodology. The
inability to go back if issues occur could prevent project success. The proposed solution will require a
consistent communication with the client and its users. If changes were required, they could not be
completed using this methodology.

Therefore, the methodology chosen to conduct this project is agile (iterative). The agile
methodology allows regular interactions with the client and users. This is ideal for the project at
hand to produce an effective solution; the needs of the client and user must be addressed.

The agile SDLC breaks the project down into smaller cycles/sprints, which allow for precise timings to
be considered without the compromise of quality. At the end of each sprint, something is produced.
For example, adding a specific feature to the application would require a sprint. Multiple sprints
would produce the final outcome, satisfy both the user and the client.

Through the regular interactions with the client and user (creation of multiple project sprints), the
application is tailored to suit their needs. This can be time consuming, but the result can be



effective. Other iterative SDLC’s such as spiral were dismissed although initially they seem like an
effective solution. Spiral manages risk, specifically risks that may be difficult to anticipate at the
start of the project. The research conducted found the associated risks with the technology,
therefore although a suitable development methodology, it was disregarded.

The application proposed has real clients (Neath Port Talbot College). This will mean that the design
will need to be tested and adapted to suit their environment. Due to the nature of the technology,
changes to the design are likely to occur in order to fully satisfy the client. This suggests that an
iterative development methodology is again more \appropriate‘.

3.6.1. Frameworks & Paradigms

Frameworks are a proposed development methodology which have been identified as a method of
developing a solution. Software frameworks provide a foundation for the development [31]. This will
allow the design of the solution to be developed faster without compromising required
functionalities.

PyQt is a python-based framework used to develop a graphical user interface (GUI) for an
application [32]. This python widget is available on many platforms. Related to the current project,
detailed research has been performed to assess where this framework may be most suitable. There
are other frameworks which have been considered.

WinForms (Windows Forms) [41] is an interface designer used primarily on windows operating
systems. This framework uses the programming language C# and allows the implementation of
multiple common GUI features or elements (such as text boxes or buttons) to be added to an
application with ease using the simple ‘drag-and-drop' technique.

WinForms could be used to produce the entire application, but this would have to be on a machine
that uses the Windows operating system. This could become costly for the organisation (compared
to other solutions) which may produce an ineffective \solution].

Alongside the use of frameworks, a programming principle or methodology must be identified and
adopted. The proposed design of the solution will require some user input to identify the user (a
student ID number).

The proposed design could adopt the object-oriented programming (OOP) paradigm [33]. The OOP
paradigm focuses on the data (or objects) presented or called. This paradigm allows specific
elements of code, or data structures, to be reused when called. This allows code to be reusable and
may assist the debugging process (as errors can be identified easier as each object or class is self-
contained).

This is the exact focus required for the solution proposed. Data will be presented and made available
to the application ready for identification. The FR algorithm will need to keep updating and checking
the live camera feed. Objects, which contain data and code, will be called, and reused. In this
scenario, the object would contain code that instructs the algorithm the process required to
identify/reject a user and the data would be the users’ facial image within the data store (if
identified).

There are other paradigms which have been researched. The functional programming [42] paradigm
requires subprograms to be read as functions. Further research found that this paradigm was more
appropriate to applications that manage large amounts of data. The proposed application will not
manage large amounts of data therefore this paradigm was |disregarded.



The imperative programming paradigm requires each function to be implicitly coded along every
step of the application. As each operation is coded, this means that pre-coded models are not called
upon. This paradigm is a reasonable choice as the application can be created exact to specifications.
The path of data is also very easy to understand as the path is linear. This issue with this paradigm is
that code can quickly become very extensive and confusing. This could lead to a higher risk of errors
occurring and difficulty \debugging‘.

4. Design & Implementation

4.1. Aims & Objectives
These aims and objectives were originally proposed during the initialisation of the project. Research
completed may already meet some of the objectives set, yet the project is still incomplete.

4.1.1. Aims
e The aim of the project is to assess how FR software can be used to improve the security of
current systems within an academic/educational setting.
e Sufficiently test and evaluate a designed solution within a suitable setting (educational
setting) and obtain feedback where necessary.

4.1.2. Objectives

e Tounderstand the ethical considerations of implementing FR software in an
academic/educational setting.

e Tounderstand the security considerations of implementing FR software.

e Tounderstand the type of data generated and used to produce an effective FR program.

e Obtain first-hand statistics from suitable sources to understand how and if FR software
should be used in an educational setting.

e Design a suitable program for an educational setting.

e Develop a suitable program for an educational setting.

e To achieve a clear understanding of the benefits and drawbacks of implementing FR
software within an educational setting.

e Tounderstand the different hardware and software requirements of building an effective FR
program.

4.2. System Choices, Justification & Requirements

4.2.1. Hardware

Some technologies are required to allow FR technologies to function. A standard peripheral which is
required for the design to function is a USB camera. This peripheral can be customised. The USB
camera must provide fully HD video quality (at 1080p). This will allow the FR algorithm used the best
possibility to identify a user (better accuracy).

Based on these requirements, the USB camera chosen for the solution is the Logitech C920 HD Pro
[34]. This technology provides full HD 1080p video at a resolution of 1920 x 1080. It also provides a
steady framerate of 30 fps (frames per second). This was chosen due to the low cost (~¥£50) and the
simplicity of the implementation.

The main hardware component proposed and used within the design is the Raspberry Pi 4GB. The
Raspberry Piis a single-board computer that uses the Linux operating system, specifically an
extension of the Linux operating system known as Raspbian [35]. The Raspberry Pi provides extensive



compatibility with a range of standard computing peripherals specifically USB cameras and
keyboards.

Other hardware components were researched such as the Arduino [40]. This hardware technology is
similar to the Raspberry Pi but is less powerful. The Arduino does not have a pre-packaged operating
system which could prove problematic during the development of the solution. The greatest benefit
to using the Arduino is the cost. The Arduino costs on average, £25 (depending on the specification
chosen) but due to the resource intensive technology used within the proposed solution, this
technology was deemed unsuitable.

The solution chosen was the Raspberry Pi due to the ability to manage resource hungry
technologies, the pre-packaged operating system provided (Raspbian) and the large range of
compatibilities available.

4.2.2. Software & Programming Language

The hardware requirements of the project have determined many software choices. The operating
system (OS) used for the design proposed is the pre-packaged operating system available on the
Raspberry Pi (Raspbian). This is due to the compatibility (of the technologies chosen).

The larger scope of this operating system and hardware chosen is the ability to install compatible
libraries and other developer-authorised applications at limited to no cost. Developing a FR
algorithm can be extremely difficult and can take a long time to develop. The hardware and software
chosen to develop the solution allows the ability for a FR algorithm to be used that already exists.

This will then be implemented into the application and will be tailored to suit the needs of the client
(Neath Port Talbot College). The FR algorithm decided is one created by Adam Geitgey [36]. This
algorithm is the most supported FR technology on the platform, it is a trusted library, and it is the
most up-to-date FR algorithm. The full library can be found on GitHub [37].

Alongside this chosen software technology, a few other libraries must be installed to support the FR
algorithm. These are:

e QOpenCV —This is a library of programming functions mainly aimed at real-time computer
vision [38].

e Dlib—This is a general-purpose software library used to detect the facial landmark of a user
[39]. This is completed through estimating the co-ordinates of facial points on a person’s face
(the FR algorithm uses this to compare an image to the real-time live video stream).

The software discussed specifically relates to the programming and implementation of the
technology. Software must be adopted to design the proposed application. PyQt and Tkinter are GUI
toolkits available on the Raspberry Pi. They were proposed as potential solutions to designing the
application. Tkinter provides extreme customisability through designing functions, buttons, and
other features within a typical GUI (graphical user interface) through coding.

PyQt on the other hand also provides a large range of customisability but instead of developing the
graphical user interface through coding techniques, a pre-packaged design tool can instead be
adopted. This tool can save a lot of time depending on the GUI required. Due to the proposed GUI of
this application not requiring complex user input or a large range of features, PyQt was adopted as
the tool used to develop the graphical user interface.

Finally, the programming language adopted to design the solution. The language chosen is Python.
This is due to the large range of resources available, specifically related to the hardware and



software technologies already chosen. Furthermore, the technologies chosen are all compatible with
this programming language.

Other languages such as C# or C++ could be used to design the solution. This would require using a
different framework to design the GUI such as the .NET framework supplied by Visual Studio. This
could create compatibility issues as the framework is not native to the Raspberry Pi [43] and there is
limited support available to non-native languages and technologies (errors or bugs encountered
could be difficult to solve due to the limited support).

Python is the most appropriate programming language to use in relation to the application proposed
as it is the native programming language to the hardware. This will assist in the implementation of
the application by reducing the risk of errors or bugs as there is a large range of support available for
native technologies.

4.3. Proposed functionality (IPO)
There are three main functionalities of the FR algorithm that must be known. These are the Input,
the Process, and the Output (IPO).

- Input
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Output

The input is based on what the user will provide to the algorithm, or the application proposed. In
this case the user will enter their unique ID number (their student number).



Welcome to the NPTC Facial
Recognition Scanner!

‘1

iease enter your stugent numaoer below

Student Number: EEAEEEES Enter

Once the unique identifier has been entered the user will then be required to face the live camera
feed. This is the secondary input required for the FR algorithm process to occur.

Please Look Directly at the
camera

With this information, the FR algorithm will compare the user shown on the live camera feed to a
datastore of unique known users. This is where the processing within the algorithm occurs.

Each image held within the datastore is named after the users’ unique identifier (student number). A
form of verification will check that the student number provided matches the name of the image.
This will only occur if the user is known, and their image is found through the FR algorithm initially. If
the user has no student number (no facial image within the datastore), they will be rejected and the
student number they provided will not be checked.



The output display provided to the user will be an ‘Accepted’ interface, or a ‘Declined’ interface
depending on the FR algorithm decision. This can be shown below.

You have been accepted] Hmm... | cannot seem to recognise

you.
nse

-

|

~N

Welcome! member.

Please contact a nearby staff

4.4, Design

Throughout the design a number of changes were made to meet the requirements of both the user
and client. The proposed login/enter screen changed to support limited user input. Through the
research and interviews conducted, requiring input from a user can be tedious and may affect the
overall performance of the application developed. The login screen was removed and replaced with
a simple ‘Enter’ button‘.




Welcome to the NPTC Facial
Recognition Scanner!

Sig
3y

Furthermore, discovered during the development was that the user login provided no real benefit to
the application. Implementing the user login would require complex coding and with that, may place
strain on the hardware (due to hardware limitations). Removing the login allowed less time to be
spent using the application and would require less user input which further support this
development decision. This decision also removed a hardware peripheral (keyboard) which will
lower the overall cost of the solution.

With some development adjustments, the entire application could become touch screen. This could
allow easy sanitising of the equipment and is more favourable to the organisation (based on the
primary research conducted), especially in regard to recent events (COVID-19 pandemic). It is also
more suited to match the other systems within the college (specifically the new touch screen sign-in
system).

Once the ‘Enter’ button had been selected/pressed, the application would continue.‘
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Line 24 is the function that is run when the enter/login button on the main menu is pressed. One this
function is activated (the button is pressed), other defined functions are initiated. The live camera
feed begins, and the second window (the live camera feed window) is started. The list of imports
(lines 4 to 10) ensure connection to the second script and include the navigation elements used by

the application designer interface (PyQt).

The original design of the live camera feed window did not change but the coding techniques were
adjusted. Originally, the FR algorithm would scan all faces to see if the user is recognised or is
unknown. To ensure less strain was placed on the system, the algorithm now only scans for known
faces. After a set amount of time (20 seconds), if no face is recognised, the declined screen is

displayed.
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From lines 76 to 82 we have the FR algorithm. This algorithm is obtained through the
‘face_recognition’ python library designed by Adam Geitgey and has been tailored to meet the
design requirements of the application. Lines 87 to 119 are conditions which are followed when a
user is found (lines 87 to 97) within the database and also if a user is not found (lines 113 to 117).

When a user is recognised, they are notified by a square box around their face alongside their
identification number within the live camera feed interface. The ‘Accepted’ interface or window is

then shown.

Please Look Directly at
the camera
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Lines 110 to 111 restart the application after 20 seconds of a user being accepted (the ‘Accepted’
interface has been shown for 20 seconds). This feature was implemented as it was not fully
considered during the initial design phase. Without this feature, the script would have to be
manually restarted each time a user has been accepted.‘

If a user is not identified over 20 seconds of the live camera feed being active, the user is declined
and are informed through the display of the ‘Declined’ interface. They must then contact a nearby
staff member for assistance. This occurs within lines 113 to 117. A decision was made to not restart
the script after this occurs as the system could potentially be abused. Unidentified/unauthorised
users could keep \attempting to enter the system in order to access the coIIege\. A staff member
should be responsible for assessing if the user is an authorised individual at this stage.

An extra feature was implemented during this stage of development. When users are identified (a
face has been recognised) a log of the user is created (if it is their first time using the system) or/and
updated based on the time and date they were accepted onto campus grounds. This is shown within
lines 101 to 106. A file known as ‘logInfo.txt’ is updated and written to, which produces a log. An
example of an automated user log can be shown below.

~/Facial_Recognibon_App/ioginto tet - Mousepad v a X

File Edt Search View Document Help
120069, 24/02/22 20:28:18

The FR algorithm is implemented but a path to the database store, with the images of known users,
had to be identified and directed.

Griass 13 Swtmstdaaing iueis

-
mper (3 Meseetiaiag, self

-m o't

af Sral sl Lamwrn_vase

Under the defined function ‘startVideo’ (lines 36 to 66) we have the initialisation of the camera.
Within this function we also have the connection made between the FR algorithm and the live
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camera feed. Line 43 direct the FR algorithm to the file directory used to store the images of known
users.

The path has been implemented alongside the FR algorithm. Lines 55 to 66 obtain the identification
number of a known face alongside elements for the webcam to function (using the python library
OpenCV), specifically the orientation of the camera and the style the live feed must be transformed
so that the facial algorithm can read or scan a user’s facial signature.

Lines 28 to 30 are used to assist the automated log of accepted users by providing the current date
and time in a specific format (dd/mm/yy for the date and hh:mm:ss for the time).

pdate_frame|anlf

glabal count

ret, self. image = self.cepture.f

imagw
try

1 oLf.Tace rec (lmsge, encode List, class nase
mcept Exceptaon an o

prant{s
tformt Qleags Format_Indesedi
if lm

i

olse

tutinage smage. shape image . strides sformat

Ut inage

Lines 121 to 126 (the update_frame function) tell the FR algorithm to update each frame the live
camera is active. This means that the algorithm is constantly attempting to identify a known face
based on the data presented by the live camera until certain conditions are met (user is found or
declined).

4.5. Implementation

Due to logistical issues and potential data protection issues. This is due to the technology. The time
allocated to the project does not allow sufficient and complete GDPR testing to be conducted. Initial
research has shown that technologies implemented within these specific environments must be fully
vetted. Thisis a Iong\process\.

However, the college environment was simulated. The camera faced a white wall with sufficient
lighting supplied. The campus grounds were visited, and similar conditions can be found. This is an
assumption. The actual location of the application/solution may differ depending on the logistics
within the college. They may decide to place the solution at a different location. An example of a
user using the simulated environment can be shown below.



10 potential users were instructed to stand 1.5ft away from the camera (estimate). Each user was
different from one another. Whether it be age, gender, or skin colour. Ages ranged from 17 to 56
years old. The users were contacted through connections made within the College.

The users found the experience simple and easy to use. All users found the limited amount of user
input to be refreshing. The oldest user said that they usually struggle with new technologies as they
can be overwhelming. They felt relieved and stated that when they hear discussions on emerging
technologies such as ‘facial recognition’ they automatically assume that the technology will be
difficult to use.

This might suggest that there are some users who are afraid to use the technology because they do
not understand it. Some may rather stick to ‘what they know’ specifically technology that they are
used to using. The largest concern found from most users is the long load times between the main
window (login/enter screen) and the live camera feed screen.

Each user was satisfied with the speed of the algorithm matching their face. The FR algorithm was
able to identify every individual who used the technology within the simulated environment. This
may mean that the sample size of users should be increased but due to time limitations, this was not
possible. The current implementation testing is not enough to prove the functionality of the
application; further testing must be conducted.

5. Testing
To ensure the application is suitable, and meets the proposed requirements, thorough testing must
be conducted.

5.1. Testing Strategy & Audience

The audience and user base required to perform some methods of testing are broad. This is due to
the diverse range of students, contractors, and other relevant members of the organisation that will
require access to campus grounds. This suggests that the only type of testing required regarding the
type of user is age, skin colour, facial expression, or whether the user has had facial surgery.



These are the intrinsic factors which may affect the accuracy of the FR algorithm implemented. To
test the accuracy of the FR algorithm, a list of extrinsic factors must also be tested. These are as

follows:

The image of a known user supplied to the data store (database of known faces). This
specifically relates to the quality of the image.

The illumination of the live camera feed area (lighting).

The background noise of live camera feed area (potentially other faces).

The distance of the user from the live camera feed.

The height at which the live camera is located.

The Test plan will assess multiple different elements of the application. This will include the testing
of usability features (such as buttons or other interactive features) and each application window
designed.

The accuracy of the FR algorithm will have a direct impact on the success of the application. The
tests conducted on the solution can be shown below.



Intrinsic Test Conditions

Test Number Test Data Purpose Expected Result Actual Result
1.1 Facial Images of potential users aged 17, 21, 23, | To assess if age is a factor for Age of the user should not Age of user had no effect on
and 55 were added to the known faces recognising a known user. matter due to their unique facial | identification of a known user.
database. Half of these were female. signature. An advisory is that up-to-date
facial images of users should be
implemented into the database
so that accuracy of the system is
not compromised.
1.2 A variety of facial expressions presented to the | Assess if facial expression may Facial expression will not affect The FR algorithm was able to

live camera feed.

affect the accuracy of the FR
algorithm.

the accuracy of the algorithm. identify known users based on
their facial signature.

Extrinsic Test Conditions

Test Number

Test Data

Purpose

2.1

A known user will have a range of different quality
images implemented within the data store of known
faces.

Assess image quality required
for the FR algorithm to identify
a known user.

Expected Result Actual Result
FR algorithm should identify | Images using the image quality of
a known user. A minimum 720p or above allowed the FR
requirement for the pixel algorithm to identify known users.
quality of a facial image Images below 720p proved
should be obtained. problematic and would sometimes

struggle to identify ‘users‘. [(:o

mmented [AG23]: Interesting




2.2

A variety of different illuminated environments in
which a known user is shown.

Assess the illumination/lighting
of the live camera feed and the
affect it may have on the FR
algorithm.

This test should obtain the
minimum and maximum
illumination levels required
for the application to work
without compromising
accuracy.

The FR was able to identify known
users within environments of low
illumination. The FR was not able to
identify user when highly
illuminated facial image was used. A
suggestion can be made that a well-
lit area is ideal.
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2.3

Multiple different known and unknown users within

the radius of the live camera feed.

To assess if background noise
influences the accuracy of the
FR algorithm.

Background noise should
not influence the accuracy
of the algorithm.

The actual results disproved the
expected results. The background
noise negatively impacted the

accuracy of the algorithm. Different




users were logged each time this
test was run. A suggestion should be
made that users should use this
system with a cover behind them so
that no under users can be

\identified\. (Co

2.4

Known users will test the accuracy of the FR
algorithm by facing the live camera from under 1
metre, 1.5 metres and over 2 metres away.

To identify the required
distance and limitation at
which the user must be for
their face to be identified.

This test will obtain the
ideal distance a user must
be for their facial signature
to be read.

mmented [AG24]: That would be an issue.

The ideal distance found was 1.5
metres (roughly 5 ft). Users who
stood under 1 metre away from the
live camera provided inaccurate
results. This was also true for users
who stood further than 2 metres

away (6.5 ’ft\). (Co

2.5

Known user will test if they are identified by the live
camera feed which is placed at different angles and
heights.

To identify the height at which
the live camera feed should be
located.

This test will obtain the
ideal height at which the
live camera feed must be
placed without the

compromise of FR accuracy.

mmented [AG25]: Again, quite specific.

FR was unable to identify user when
camera height was too low. User
was identified when camera was
placed above the height over the

user (5 ft 11in) and at a slight angle.




2.6

To assess if occlusion affects
the accuracy of facial
identification/recognition.

Occlusion should affect the
accuracy of the FR
negatively. The level at
which should be identified
here.

Known user was unidentified_by the
FR algorithm.

Hmm... | cannot seem to recognise
you.

!g!

N

Please contact a nearby staff
member.

Technical/Design Test Conditions - Software

Test Number Test Data Purpose Expected Result Actual Result
3.1 Select the ‘Enter’ button on the main window To ensure the ‘Enter’ button The ‘Enter’ button will open The Enter button navigates to the
screen. directs the user to the live the live camera feed window. | desired location (live camera feed
camera feed. window).




Welcome to the NPTC Facial
Recognition Scanner!

zs

q

Enter

3.2

A new user will log in.

To ensure a log is created when
a user enters campus grounds
(has been accepted) for the
first time.

A log will be created of the
new user.

A new log was created for the
new user.
160421,02/03/22 16:08:07

33

A known user will log in.

To ensure a log is updated
when a user enters campus
grounds (has been accepted)

The date and time of an
appropriate user log will be
updated.

The log file updated.
120069,02/03/22 16:14:31

120069,02/03/22 17:21:02

3.4

A known and unknown user will use the application.
An assessment will be carried out on the specific
window that appears for each of the different users.

To identify if the correct
interface/screen/window is
shown when a user is declined
or accepted.

If a user is found, they will be
accepted. If a user is
unrecognised, they are
declined.

Once a user was recognised, the
correct window was shown (the
accepted window). However,
when a user was unrecognised,
nothing occurred. A feature was
implemented so that when a face
had not been recognised for over




20 seconds, the declined screen
would be shown.

3.5

A known user will use the system and once they are
accepted, a countdown timer will begin.

grounds.

To ensure that the application
restarts after a user has been
accepted on to campus

The application will restart 10
seconds after the last
accepted user (the ‘Accepted’
window has been shown for
10 seconds).

The application did not restart
after 10 seconds of a successful
entry. Administration
permissions were required. A
different function was
implemented.

Line 111 within the live camera
feed script were changed from
‘os.execv(sys.argv[0], sys.argv)’
to

‘os.execv(sys.executable,
['python'] + sys.argv)’ as the
initial code created errors within
the operating system.

Technical/Design Test Conditions — Hardware

Test Number

Test Data

Purpose

Expected Result

Actual Result

4.1

Python command ‘Isusb’ will be

activated within a terminal window
to identify connected USB devices

to the Raspberry Pi.

To ensure that the
webcam/live camera feed
is identified by the
Raspberry Pi.

The Raspberry Pi should
identify the webcam for
a live camera feed to be
shown.

The Logitech camera was found/identified.




6. Evaluation

To evaluate if the project has been successful, we must compare the solution and research
conducted against the original requirements. A large range of ethical considerations were initially
discovered. The interview (first-hand statistic data generated) conducted with the security manager
also displayed a list of ethical considerations.

Due to these discoveries, the original design of the solution had changed. The staff at the college
would not be required to use this application if it were implemented. Furthermore, many security
considerations of implementing this technology within an educational environment had been found.

FR is a viable option to improve security within educational environments. Discussions with the
college safety and security team suggest this software as being the ‘next step’ to improving security
at NPTC.

This discussion produces a range of unanswered questions. Why has FR not already been
implemented within the college? Is this technology not completely reliable yet? Is there not enough
producers of this technology out there? This could be researched in the lfuture].

A solution was designed, and the application is deemed appropriate. The issues where this project
lies are with the hardware requirements. Although thorough research was conducted on the
different hardware and software requirements needed to build an effective FR program, further
testing and justifications should have been conducted. If this project had to be conducted again, a
larger emphasis on the hardware requirements should be considered.

Many resources discovered and obtained used the Raspberry Pi 4 as a hardware peripheral to
effectively use FR. However, the original design did not fully consider how resource heavy these
applications can be, specifically when integrated with other software elements such as the GUI
designer used (PyQt). This placed heavy strain on the Raspberry Pi 4 which led to long load times
between the login screen and the live camera feed screen.

This is particularly disappointing as one benefit found when researching the use of FR software is the
ability to ease congestion (e-gates at airports). The long load times produced by the application
suggest the opposite. The solution can improve security, but this may be at the cost of increasing
congestion throughout the college.

Users may argue that this produces an ineffective FR system but as the proposal is specifically
related to the improvement of security, evidence can be provided that this objective has been met.
A FR system/application has been designed and developed based on the initial research conducted,
the client has provided positive feedback, therefore this project has met the aims implemented,
ensuring project \success\.

7. Conclusion & Recommendations

FR can improve security within an educational setting. This is only applicable to educational settings
that implement the software correctly alongside using the technology as proposed. Educational
facilities that already have rigid security implementations can benefit from FR. Organisations that do
not have sufficient security protocols already in place may not benefit from this type of technology.

Some potential users within these educational facilities should not have to use the FR technology.
Specifically relating to staff members of the organisation. It is assumed that a different method (or

Commented [AG26]: Failure of initial requirements
discussions.

[Commented [AG27]: Maybe.




the current method; staff lanyards) will be used by the organisation without the compromise of
security related to the FR application \implemented‘.

The review of literature provided extensive and appropriate information on specific elements of FR
software (such as the benefits and drawbacks). This review also allowed a prototype design to be
created based on the existed information discovered and obtained.

The design included the implementation of the python libraries discussed, the FR algorithm, and the
multiple user interfaces. During this stage, many changes were made to either solve existing issues
or to implement new, appropriate features (such as the user log). This was a long process as each
interface had to be designed, buttons and other GUI features had to be implemented, alongside the
back-end programming (ensuring all technologies communicated as proposed including hardware
and software).

Before the application is implemented into the proposed environment (NPTC College), a
recommendation can be made that thorough legislation testing should be performed on the
application. Only then can the implementation of the application be tested properly.

The evaluation provides evidence and justification for the project success. Although the project has
been deemed successful, there are still issues which had to be addressed. The latency and loading
times of the live camera screen application were relatively long which could increase congestion if
many users are attempting to use the application at the same time.

7.1. Suggestions for further work

To develop a better tailored application, it is recommended as a future iteration to implement the
Welsh language as an option due to NPTC promoting the Welsh language. Other languages could
also be implemented so that the application is less exclusive.

Further spending/increasing the budget should be considered as the current hardware in place does
not have the processing power/resources available to utilise FR technology fully. The current
hardware works, but there is room for improvement.

Considerations should be made for transporting the current application into an interactive
touchscreen application. This will be relatively simple as there is only one interactive element
currently within the application. The current sign-in system at NPTC is touch screen therefore, this
technology better suits the current theme within the college and may also be seen as a more
hygienic solution.

Further research should be conducted on the current technology available specifically to these
educational facilities. What is there currently to offer? A further analysis should be conducted on the
types of software, whether they are bespoke or off-the-shelf, and the costs of each solution should
be considered.

The integration of the current sign in system and the FR application proposed must be considered.
As found through the initial interviews, if the technology can work together, this would provide great
benefit to the college by being able to manage multiple technologies with ease. The application must
be fully tested against current legislations in place such as the GDPR and any IEEE standards that the
college is looking to obtain within the future. This can be a long process.



8. Reflection

The development of this technology and application has produced a new range of knowledge and
information. The use of python to develop a solution is interesting. There are a range of different
functionalities which must be followed when using this application (such as code is run from top to
bottom always).

The ability to implement other technologies with python tools is shown to be relatively simple.
Although this was initially discovered based on the research conducted, there was very little
understanding of the limitations of the Raspberry Pi when incorporating multiple technologies or
python tools. If this hardware was improved, the application would run faster, reducing the long
load time between the main menu and the live camera feed.

The Raspberry Pi 4 would bottleneck the application. The initial research conducted found that FR
works well with the Raspberry Pi 4, specifically the face recognition library used within the solution.
However, this research did not factor in the implementation of numerous python libraries and
technologies working collaboratively.

The entire system could have been improved through multiple iterations. This could have solved the
bottleneck problem by producing more efficient code. Due to time constraints, this was not possible.
Development should have started earlier to solve this problem and create a better iteration.

Time was taken to learn python, specifically how to implement the FR algorithm into a live camera
feed. This meant that throughout the development, there were stages where understanding and
learning how to implement specific features were present. This slowed the development of the
solution/application quite considerably as sometimes simple feature implementations, such as
adding a button, took considerably longer than anticipated.

Implementing the technology proved difficult due to a large range of extrinsic limitations. Thorough
testing conducted shows a good use of the potential issues or concerns that the application may
encounter. This might suggest that with the testing information found, the college may implement
the application at a location of their choice when they are ready.

FR is an emerging technology, there is limited information on these types of technologies especially
regarding the use within specific environments. The development provided an immense amount of
learning through understanding basic python, to implementing emerging technologies, and
understanding how to design an effective user interface followed by much more.

This project has produced an outcome to an industry where this technology can be used by using
real clients, users, and performing real tests.
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