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1. Introduction
1.1 Context and Background
One of the common research interests of the researchers has been Internet-of-Things (IoT). It's a regular component of daily life in the home, car, hospital or even factory. Ubiquitous cloud communications between billions of low power sensors and actuators will be based on lightweight protocols like MQTT, CoAP and Zigbee (and most sensors and actuators don't have all the processing power, memory and battery life given to them to perform security checks, either). The large scale and poor defences of IoT has made it a tempting target: large botnets consisting of IoT devices have been well documented in IoT benchmark datasets like Bot-IoT [1] and IoT-23 [3] while new families of IoT malware have been emerging on the market regularly. 
While many of these devices are capable of storing a rather small log locally, many times network traffic is the only log that an investigator can realistically have if some form of incident occurred [6]. This exclusive access restriction has motivated a lot of study on performing analysis of IoT traffic in real time to detect any attacks and aid with the later forensic analysis [1] [4] [5]. Such research can only be done on a large scale with public data sets. Bot-IoT builds on a simulated smart-home testbed and offers millions of flow records of denial-of-service traffic and reconnaissance/data stealing traffic that have been labelled [1][2]. IoT-23 is a 100 % new approach to IoT real malware, traffic and real IoT devices and contains smart lamp and smart lock real malware traffic [3]. TON_IoT takes it one step further, integrating data of a network, telemetry and operating-system from a single testbed [11]. 
However, recent surveys reveal that the compatibility of most network forensic tooling to the myriad of IoT protocols, the fleeting sessions that many IoT devices establish, or support of a growing adoption of obfuscated and encrypted traffic is still lacking [8], [9]. The vast majority of the analysis of the flow graphs that has been undertaken in a ML approach has been quite binary (yes or no, is this flow malicious), and not what is really an inquiry an investigator asks him/herself: What happened, in what order and how much can be believed about that [4], [10]. This proposal is in the following context. It is considered as an evidentiary problem as well as a detection problem and thus, it is IoT network traffic analysis.
1.2 Research Problem
This research aims to solve the problem from the discovery of malicious IoT traffic to real event in an incident. Models generated from Bot-IoT or IoT-23 are typically created for classification of flows: normal vs malicious; or even a limited set of malicious flows [1,4] and evaluated based on accuracy, precision and recall. While this is helpful – the investigator needs a logical, defensible, answer to a series of questions: What devices did the attack use, how did the attack get in and onto the impact, and what was the evidence to support each step [6] [10].
However, it is not that easy as they have three problems to deal with. First, the traffic produced by IoT is quite diverse (various type of devices, protocols, etc., as well as expected behaviours on the devices', indicate that a model learned in one IoT context might be appropriate in the other). Second, on IoT-platforms, encryption and traffic shaping is increasingly making itself felt, the payload is possibly untouchable, and one has to resort to analysis of metadata of the flow - of which less is known. Finally, an existing IoT forensic framework cannot guarantee the output of an existing classifier as solid forensically sound chronologically constructed time line of events that will hold up in the chain of custody challenge, most of the existing IoT forensic frameworks aim on the acquisition of IoT device evidence or evidence contained in it rather than evidence gathered from IoT network [4] [7] [8] [10].
That is, the problem space addressed by this proposal is fairly constrained - flow-based classification is not in the context of structured timeline oriented incident reconstruction, as existing frameworks. The way that the classifier output is formatted, structured and documented to be ready for use for forensic needs could actually be a more methodological concern instead of an individual detection algorithm.


1.3 Research Aim and Objectives
In this research, they intend to develop and anecdotally use a NetFlow based network forensic architecture that will be able to produce a forensically accurate and auditable timeline of IoT network incidents. The system will be classified using machine learning methods and forensically sound evidence handling will be applied to enable reliable investigation and incident reconstruction.

SMART Research Objectives
• Review existing approaches IOt Network Forensic Framed and Traffic-Based IDS: At the end of week 2, evaluate the current state of the art in IoT network forensics and traffic-based IDS and pinpoint ways to enhance the reconstruction of the forensic timeline. 
• Set up appropriate IoT datasets In Weeks 1 & 2, download benchmark data sets (Bot-IoT, IoT-23, TON_IoT etc) suitable for your use and pre-process them as needed, e.g., manage class imbalance, remove inappropriate data. Once the model was trained, the next step was to build a pipeline for classification. Weeks 3 - 6: Design a flow-based feature extraction and machine learning classification pipeline to detect various types/stages of IoT attacks. 
• Write the reconstruction of the timeline script in Python For Weeks 6-8, create a component to transform classified network events for archival in a chronological, auditable way according to the guidance from NIST SP 800-86. 
• Critique the design of what is proposed At the end of Week 10, assess the system and the baseline system (flow-classification-only) with measurable metrics including precision, recall, F1-score, timeline completeness and event-ordering accuracy, evidence traceability.  

These objectives are specific, measurable, achievable, relevant and time-bound, and offer a clear path to evaluate the research and development to the final evaluation.
1.4 Significance of the Research
Enhancing the forensic worth of IoT network traffic analysis is essential to a number of groups. A framework that develops a timeline with sufficient documentation to follow the “chain” of evidence to trace an anomaly score would make it more useful in the operational domain and for law enforcement in the event an incident escalates to that point follows process guidance of all forensics [10]. Fast compromise reconstruction is a key consideration for any organization that has an installation of smart-home, healthcare or industrial IoT components—it can shorten confirmation periods and give enhanced visibility into disclosure to users and/or regulators. The contribution here is also a research one: so far the literature is quite fragmented, with on the one side a number of papers and approaches that address the IoT network intrusion detection problem with a rich set of data [1,3,11,12] and on the other side papers related to the problem of digital forensic soundness due to the limitation expressed mostly by procedural approaches [10]. It's not just about consumer IoT; the relative simplicity of a very incomplete or an untraceable account may have far-reaching consequences in the event of a problem with an automotive (or industrial) application: if that basic principle reveals an untraceable account, it could mean determining how to respond to a telemetrics unit compromised inside a car. The more general response is an indication that practitioners are still not well-equipped to deal with IoT evidence, and perhaps the tools available to mitigate the threat aren't growing or changing at the same rate the IoT deployments and threat surfaces [7] [8] are. This is not a product yet, the one that's supposed to class and evaluate time-lines will help towards that.


2. Literature Review
The main themes this review covers are the concept of IoT forensic frameworks, the challenges involved, benchmark datasets for IoT network intrusions research, machine learning (ML) approaches to traffic classification and the forecible soundness and chain-of-custody. It's only about evidence source for this proposal and not for any device/memory, hence only mentions evidence from network layer. Most of them come from the last five years; this represents how fast IoT attack techniques and data used for studying these techniques have been changing.
2.1 IoT Forensic Frameworks and Challenges
In his work, Battour notes the challenges of IoT forensics, and spells them out at the network layer—the meta information an attacker reveals about the underlying IoT device is created thanks to the information traffic managed by the device, and an investigator could use it to trace back to the IoT device, even if the traffic itself is encrypted [6]. One of their prototypes tools is a prime example of their willingness to look outside the box—showing that structured network capture can provide valuable evidence even when the device itself is not acquirable, harvesting information from network traffic becomes crucial, if not the only, way of obtaining evidence. Combined, it's a method which requests evidence at the network-layer and a virtually ad hoc method to tooling.
2.2 Benchmark Datasets for IoT Network Intrusion Research
Meanwhile, it was decided that the labelled datasets should be created for this type of research to be replicable from one study to the next. The summarised three datasets which are most related with the IoT for this proposal and a summarised general purpose dataset (UNSW-NB15) for comparison are shown in the table 2 [1] [3] [11] [12]. All of these 3 IoT traffic datasets have out-of-balance problem; that is, the number of attack traffic instances is much less than the number of benign traffic instances, which in turn has implications on how to train and test models as part of this study. The second one, less obvious, is that each set of data is based on a single combination of Type of testbed and Type of, attack toolkit: The model created from the Bot-IoT data set would likely not perform the same on the IoT-23 data set without being re-engineered [9] [11]. This is part of the reason why this proposal can be used with more than one dataset and not one benchmark, in the pipeline system.
	Dataset
	Year
	Source / testbed
	Approx. scale
	Notable attack types

	Bot-IoT [1],[2]
	2019
	Simulated smart-home testbed, UNSW Canberra Cyber
	~72 million flow records
	DoS/DDoS, reconnaissance, information theft, keylogging

	IoT-23 [3]
	2020
	Real malware on physical IoT hardware, Stratosphere Lab
	20 malicious + 3 benign captures, 500+ hours
	Mirai, Torii, Hide-and-Seek, Hajime and other botnets

	TON_IoT [11]
	2020
	Federated network/telemetry/OS testbed, UNSW Canberra
	Large-scale, multi-source
	DoS, DDoS, ransomware, backdoor, injection

	UNSW-NB15 [12]
	2015
	Enterprise-style network testbed, UNSW Canberra
	~2.5 million records
	General network intrusion (comparison baseline)


Table 2. Comparison of key IoT network traffic datasets considered for this study.
2.3 Machine Learning Approaches to IoT Traffic Classification
Most of the works rely on supervised or ensembled learning including random forest, xgboost, lightgbm and utilization of deep learning models are applied that are able to model sequential or graph-like structures if the flow information exhibits such structures. Examples include the problem in particle deep framework introduced in [5] by Koroniotis, Moustafa and Sitnikova which tied up deep learning with the bio inspired optimisation method and clearly mentioned on the paper: “The forensic aspect of the aforementioned problem.” The authors also ranges over the wider field of forensic and deep-learning driven approaches to opting for a particular IoT botnet detection mechanism and their conclusion is similar – most models have only their detection statistics evaluated, and not the extent to which they produce forensically useful outputs [4]. As a reminder for any traffic analysis mechanism a recent survey of fine-grained traffic analysis methods [9] reminds us that when everything is encrypted / obfuscated on IoT platforms, a classification can be based on statistics of the traffic flows, and not their contents. 
2.4 Forensic Soundness and Chain of Custody
This proposal needs to be able to produce an output that can be audited and defended against criticism, for this to be achieved, the existing guidance and process covering Digital Forensics, has been used. No process is valid in forensics without a well documented and continuous chain of evidence, which is generally thought of as a fundamental "rule of thumb" in the application of any process, and NIST Special Publication (SP) 800-86 offers a framework to structure the application of forensic methods into a process such as a gathering-and-examination-and-analysis-and-reporting process [10]. That guidance is traditional IT wisdom and doesn't specifically speak to issues of how the evidence in the high volume of IoT devices based upon machine learning results should be integrated into more traditional chains of custody, such as how the confidence score of a classifier should fit into a traditional chain of custody or how the different aspects of a classifier will be presented. It is here where the ongoing research indicates that it needs to be linked.
2.5 Relation to This Study and Summary
Each of these pieces of literature have a solid base in topics of maturity of IoT datasets and modelling for IoT network intrusion detection[1][3][11][12], IoT network incidents primarily rely on network traffic evidence[6][7][8] and have reasonable principles for the digital forensic process although not necessarily specifically IoT–machine learning based network evidence[10]. The missing link is a specific model to help the two come together—a model that explicitly shows how to generate a chronologically sequenced incident timeline—using outputs from classification—that is forensically documented. This is where this proposal comes in which explicitly includes the timeline reconstruct-tion aspect and an evaluation measure which considers the forensic utility, rather than the traditional "detection" accuracy. 


3. Research Design and Methodology
3.1 Research Design
The Design Science Research (DSR) approach is apt for this study because the main outcome of the study is the artefact ‘Traffic based Forensic Reconstruction Framework’ of which has been designed and built through iteration and tested according to both technical and practical criteria. This means that a DSR model is suitable for the research question, aimed at developing a product (in this research a new one – a test might otherwise be appropriate), that has to be evaluated (using content or focus group analysis – the latter would be feasible in this research due to the small number of participants), and that can be further developed in light of the results of the evaluation. This appears to be an appropriate use of the “experimental”, exploratory model of the problem of combining machine learning classification with building structured (forensic) timelines where appropriate decisions of design cannot be pre-specified.
3.2 Research Methods and Materials
Due to these reasons, this research adopts a quantitative approach, where experimentation is done on existing labelled data sets rather than actively collecting the data in the wild with some other devices to mitigate the ethical problems that may occur, which lies beyond the scope of this research work. Of this research approach it is best understood in terms of the characteristic of a software development/evaluation study with a sense of a working sequence being developed then compared to a baseline problematically accepted. The architecture proposed is 3 Stages and this is proposed to be extended to 4 Stages as illustrated in Fig.1.
[image: ]
Figure 1. Proposed network traffic-based forensic reconstruction pipeline.
Stage one is related to the post ingestion treatment of the raw flow records such as the treatment of the data class imbalance (many papers have covered this in the literature of Bot-IoT (IoT-23) problem for instance by re-sampling) or cleaning the traffic data. The payload is not assumed to contain any information at stage two as the traffic is trending towards encrypted traffic [9] and is consistent with other studies on IoT intrusion detection [1][4][5] where the statistical features are extracted at the flow level at stage two. The multi class labelling present in Bot-IoT and TON_IoT [1] [11] is considered in stage three, the classification of flows based not only on one class (attack/binary foal) but by an ensemble of models or a lightweight neural network. Stage four builds the timeline: Events are classified and placed in chronological order, based on the event host, and possibly their collection stage and records are inserted into a structure defined to support the NIST SP 800-86 [10] collection-examination-analysis-reporting model.
The evaluation takes place on two levels. When there is an imbalance such as these datasets, PR-curve and F1-score are considered as the best measure of detection performance [1]. The following three properties are investigated for usefulness to support the forensic analysis of the reconstructed timelines: completeness (how much did it record from the documented actual attack timeline?); order consistency (was it presented in a consistent, chronological order?); and traceability (were events of the time line traceable back to actual individual flow records that support them?
The pipeline is trained and tested via a held-out split within each dataset, and evaluated across datasets – training on Bot-IoT and testing on IoT-23, for example – to ensure the results are not just the artefact of one of the datasets resulting from its quirks and are consistent with cross-dataset heterogeneity concerns as highlighted in the literature [9]. The difference is that it is not evaluated on the classifier only, but is evaluated on a flow-classification model, lacking the timeline-reconstruction stage, thus it only measures the improvement due to the timeline-reconstruction stage, and does not measure the overall improvement due to the classifier.
Materials. As the bottom three datasets are available online, they were used to label and use in comparing and reproposing similar results in previous works namely Bot-IoT [1] [2] and IoT-23 [3] and TON_IoT [11] dataset. Since there is no desire to collect any primary data identifying individuals – but merely a combination of publicly available research data – the main ethical issue is to ensure that each one of these publicly released data is correctly attributed and used in accordance with the licence terms. The software employed were Python (scikit-learn and PyTorch if deep learning is used) and Zeek and tools built-inferred flow tools to create the source datasets, and Wireshark pre-processing datasets at the packet level. The models describe in this work don't need a lot of hardware and only a mid-range GPU (one cloud GPU instance excepted).



4. Expected Outcomes
The findings of the research will be reflected in the development of a working prototype for IoT network flows classification according to the stages of the attack; the number of times of detection on each of the attack stages will be compared with the other detection/no forensic usefulness baseline scenario (flow classification) which will be obtained from the Flow Classification only scenario. Beyond the formally stated raw-detection rate/accuracy in the paper, this Time-line-reconstruction component should also in some way help to improve the traceability and completeness, as the raw-detection rates/accuracies of existing approaches are rather similar [1], [4], [5].
The project would not only result in actual "products" in terms of usefulness of the evidence that machine-learning products provide for investigations, but the experience of being "forensically useful" (which is somewhat under theorised in the literature reviewed) would be increased. Some of the expected limitations are lack of real data for incidents – only data created by testbeds are used; and incompleteness of models trained by one source of data to be applied to other data sources is noted in [9]. One limitation is that if an error is made at the upstream classifier, it will be carried over to the reconstructed timeline during evaluation, but won't be removed from the timeline due to the volume of this exercise, which in itself is unfair.


5. Timeline
The project timeline is scheduled for a 10–12-week period with the project steps in a definite order. The emphasis of Weeks 1 and 2 will be on literature searches and choice of an appropriate data set. The data will undergo pre-processing, and any imbalance in classes will be addressed in Weeks 2 and 3. The development of feature extraction and the classification pipeline will be between Weeks 3-6. The timeline reconstruction component will then take place in Weeks 6-8. Following this, the proposed approach will be compared to some baseline model in Weeks 8-10. Last but not least, Weeks 11 and 12 are applied to analysis of results, full writing up of the project and to any adjustments or enhancements that might be necessary to the project.

[image: ]
Figure 2. Eight-month project timeline.


6. Overall Presentation
This proposal is divided into the following sections: Introduction, Literature Review, Research Design and Methodology, Expected Outcomes and Timeline and each of these sections is broken down into numbered items pertaining to the corresponding section of the assessment brief; these each represent one of the sub-criteria requested in the assessment brief. To facilitate readability and for easy access to the support for each of the claims, there is a table of contents, two summary tables, two figures and a numbered IEEE style reference list throughout this document.
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