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Abstract
This work develops a comprehensive cybersecurity and data management policy for SteelForm Manufacturing Ltd. The company uses smart manufacturing, IoT devices, and cloud services. The report examines modern internal and external cyber threats. These include ransomware, social engineering, supply chain attacks, and cloud risks. Based on NIST CSF, ISO 27001, GDPR, and the CIA Triad, the study recommends security policies and technical measures. These include advanced authentication systems, Zero Trust Network Access, SIEM, SOAR, backups, and vulnerability management. The report also proposes a continuous monitoring and incident response plan. Furthermore, it includes an employee training and awareness program. Implementing these measures will significantly increase the organisation’s resilience against modern cyber threats, reduce the probability of successful attacks, and support long-term business continuity.
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1. [bookmark: _Toc234160797] Introduction
In the modern digital world, information technology is an essential part of almost every organization. Manufacturing companies increasingly use automated systems, cloud services, Internet of Things (IoT) technologies, and smart devices to improve their business processes. However, along with the benefits of digitalization, the number of cyber threats is growing. These threats can disrupt operations, cause financial losses, and seriously damage a company’s reputation.
Cybersecurity is a set of technologies, processes, and controls designed to protect information systems, networks, software, and data from unauthorised access, damage, or destruction [1], [2]. The main goal of cybersecurity is to ensure the confidentiality, integrity, and availability of information. This aligns with the principles of the CIA Triad (Confidentiality, Integrity, Availability) [1].
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[bookmark: _Toc233569983][bookmark: _Toc233572528][bookmark: _Toc233572547][bookmark: _Toc234160810]Figure 1. Global Cybersecurity Challenges in the Digital Environment [3].

Today, organizations face a wide range of threats. These include ransomware, phishing attacks, malware, supply chain attacks, cloud service breaches, and insider threats. The development of artificial intelligence also leads to new social engineering methods [2], [4]. For example, voice phishing (vishing) and fake audio and video messages are becoming more convincing and harder to detect.
The consequences of cyberattacks go far beyond technical problems [1], [2]. For organisations, a successful attack can lead to data leaks, production downtime, financial losses, fines for breaking regulations, and loss of trust from clients and partners. For society in general, cyber incidents threaten critical infrastructure, economic stability, and the protection of citizens’ personal data.
Therefore, ensuring reliable information protection has become one of the key tasks for modern organizations. To manage cyber risks effectively, companies use internationally recognised standards and guidelines. These include the NIST Cybersecurity Framework (NIST CSF), the ISO/IEC 27001 standard, and the CISA Known Exploited Vulnerabilities (KEV) catalog [5], [6]. Using these approaches helps organizations systematically identify threats, implement effective protection measures, and increase their resilience to modern cyberattacks.
This report focuses on developing a comprehensive cybersecurity and data management policy for SteelForm Manufacturing Ltd (SFM). The company has introduced modern smart manufacturing technologies and faces growing risks from both internal and external threats.


2. [bookmark: _Toc234160798] Task
[bookmark: _Toc234160799]2.1 Identification of Modern Threats
Modern organizations face a growing number of cyber threats every year. These threats can cause serious financial losses, data leaks, and major business disruptions. SteelForm Manufacturing Ltd uses Industry 4.0 technologies, IoT devices, and cloud services in its daily operations. Because of this digital transformation, the company now faces serious external and internal risks that did not exist before [1], [2].
One major external threat is Ransomware-as-a-Service (RaaS). This business model allows criminals with little technical skill to buy ready-made ransomware tools on the dark web. This increases the number of ransomware attacks worldwide [1], [7]. A successful attack can completely stop production lines and block access to important company data for days or even weeks.
Another serious threat is AI-powered social engineering. Modern artificial intelligence helps criminals create very realistic phishing emails, fake voice calls (vishing), and fake audio and video recordings. They use these clever methods to steal employee passwords and gain access to company systems [2], [4].
For manufacturing companies, supply chain attacks are highly dangerous. Hackers attack smaller software suppliers or contractors to enter the main target company through trusted connections. A famous example is the SolarWinds attack, which affected thousands of companies globally in 2020 [1], [8].
Cloud technologies and hybrid working also create new risks. Incorrect cloud settings, weak passwords, and the use of personal devices at home can easily lead to unauthorised access to corporate data [8], [6].
Internal threats are equally important to consider. These include insider threats, privilege abuse, human error, and accidental data leaks. Employees might accidentally open malicious email attachments, use weak passwords, or share confidential information with others. Also, staff with high-level access can damage the organisation’s security on purpose or simply by mistake [1], [2].
In conclusion, to protect SFM effectively, the company must understand this wide range of modern threats. It is necessary to implement comprehensive cybersecurity measures to reduce the chance of successful attacks and minimise their negative impact [1], [7].
Figure 2 presents an expert assessment of the relative cybersecurity risks facing SteelForm Manufacturing Ltd based on the likelihood of occurrence and potential business impact of each threat.

[bookmark: _Toc234160811]Figure 2. Expert assessment of the relative cybersecurity risks at SteelForm Manufacturing Ltd [1], [2].

As illustrated in Figure 2, ransomware and phishing represent the highest cybersecurity risks for SFM due to their high likelihood and significant operational impact. Supply chain attacks also present a high level of risk because they may compromise trusted third-party relationships and disrupt manufacturing operations [1], [8].


[bookmark: _Toc234160800]2.2 Modern Security Policies
To protect the information assets of SteelForm Manufacturing Ltd (SFM), we propose implementing modern security policies. These policies are based on Zero Trust principles, the NIST Cybersecurity Framework, and the ISO/IEC 27001. The main principle of the Zero Тrust model is “Never trust, always verify [4], [9].” Every user, device, and application must be carefully checked before getting access to corporate resources.
The first key policy is access control, which is based on the Least Privilege principle [1], [4]. Employees receive access only to the specific data and system they need for their daily jobs. This significantly reduces the risk of unauthorised access and internal data security leaks.
The second important policy is authentication and password management. It requires Multi-Factor Authentication (MFA), complex passwords, and regular access reviews [2]. This measure directly matches NIST recommendations for protecting user accounts from advanced cybercriminals today.
We also strongly recommend a data classification and protection policy. This divides information by confidentiality levels and sets clear rules for storing, processing, and sharing it. This policy helps the company meet strict GDPR requirements for personal data protection rules [10].
To improve organisational resilience, the company should introduce a backup and data recovery policy [1], [2]. This ensures regular backups of critical systems and allows quick recovery after any unexpected security incidents.
These proposed policies directly support the CIA Triad [1]. Confidentiality is ensured through strict access control and authentication. Integrity is maintained via change management, event logging, and access control. Availability is achieved through regular backups, system monitoring, and disaster recovery plans.
All proposed policies are clear, practical, and highly suitable for the SFM manufacturing environment. Furthermore, they fully meet ISO, NIST, and modern Zero Trust requirements, creating a very strong foundation for protecting the information resources of the entire organisation effectively and safely in the future against all these modern digital threats and cyber-attacks [4], [5], [6].


[bookmark: _Toc234160801]2.3 Technical Mitigation Measures
To effectively protect SteelForm Manufacturing Ltd (SFM), the company must implement technical and administrative security measures. These measures align with the NIST Cybersecurity Framework, ISO/IEC 27001, and GDPR. They aim to reduce risks from ransomware, insider threats, social engineering, and data breaches [5], [6], [10].
[bookmark: _Toc233572409][bookmark: _Toc233572452][bookmark: _Toc234160813]Table 1. Mapping Cyber Threats to Security Controls [1], [2], [5], [6].
	Threat
	Primary Impact
	Recommended Control
	Reference Framework

	Ransomware
	Production Downtime
	Immutable Backups + EDR/XDR
	NIST CSF, ISO 27001

	Phishing
	Credential Theft
	MFA + Secure Email Gateway
	NIST CSF

	Insider Threat
	Data Leakage
	Least Privilege + DLP
	ISO 27001

	Supply Chain Attack
	System Compromise
	Vendor Risk Assessment + Patch Management
	NIST CSF

	Cloud Misconfiguration
	Data Breach
	ZTNA + CSPM
	GDPR

	Known Vulnerabilities
	System Compromise
	Patch Management (CISA KEV)
	CISA KEV



One of the most important measures is implementing Multi-Factor Authentication (MFA) for all employees, especially privileged users [2], [4]. Users must confirm their identity using a mobile app or  a one-time code. This measure significantly reduces the risk of account compromise caused by phishing or password theft.
For remote access, the company should use Zero Trust Network Access (ZTNA) [4], [9], [11]. Following Zero Trust principles, no user or device is automatically trusted. Access is only granted after checking the user’s identity, device health, and session risk before they connect to the network.
To defend against ransomware, SFM must use Immutable Backups [1], [2]. These backups cannot be changed or deleted by attackers. Backups should be automated, regular, and stored in a separate, secure environment. This practice is widely used after major incidents like the Colonial Pipeline ransomware attack [1]. This significantly improves the organisation’s ability to recover data following a cyber incident.
Vulnerability management and security patching are also crucial. The company must regularly install software and hardware updates. Special attention must be given to vulnerabilities in the CISA Known Exploited Vulnerabilities (KEV) catalog, as attackers actively use them in real attacks to fix known security problems quickly [5].
In addition, SFM should establish a Vendor Risk Assessment process to evaluate third-party suppliers and software vendors before granting them access to company systems [2], [8]. Regular supplier security reviews and compliance checks will help reduce the risk of supply chain attacks.
To stop malware from spreading, the company should implement network segmentation. This separates the production network, IoT devices, and office infrastructure to keep different areas completely separate. Additionally, the company must use EDR/XDR solutions to detect suspicious endpoint activity and SIEM systems for centralised security monitoring.
For cloud infrastructure protection, Cloud Security Posture Management (CSPM) is recommended [8], [6]. To prevent data leaks, Data Loss Prevention (DLP) technologies should control the transfers of confidential information via email, cloud services, and external drives [10].
Finally, to fight social engineering, SFM should use secure email gateways with anti-phishing features. The company must also run regular phishing and voice attack simulations for all staff members [2], [7]. Using all these measures ensures the confidentiality, integrity, and availability of information. This follows the CIA Triad and improves the organisation’s resilience against modern cyber threats [1], [5].


[bookmark: _Toc234160802]2.4 Proactive Monitoring and Incident Response
To ensure a high level of cybersecurity for SteelForm Manufacturing Ltd (SFM), the company must organise continuous monitoring of its information infrastructure and develop an effective incident response plan. This approach follows the recommendations of the NIST Cybersecurity Framework and ISO/IEC 27001. It also helps maintain the confidentiality, integrity, and availability of information according to the CIA Triad [5], [6].
The monitoring system must provide 24/7 control of all critical network devices, servers, workstations, cloud infrastructure, and IoT equipment. For centralised collection and analysis of event logs, the company should use a Security Information and Event Management (SIEM) system [1], [11]. This tool automatically detects suspicious activity, analyses security events, and quickly finds unauthorised access attempts, malware spread, and ransomware attacks.
[image: The image illustrates a cybersecurity incident response workflow, starting with source identification, detection, and categorization of threats, followed by response actions like isolation, notification, and recovery.

AI-generated content may be incorrect.]To speed up incident response, the company should implement Security Orchestration, Automation and Response (SOAR) [1], [11]. This system automates standard actions like blocking compromised accounts, isolating infected devices, alerting security staff, and starting investigation scripts. This reduces response time and minimises the negative impact of a cyber-attack.

[bookmark: _Toc233569984][bookmark: _Toc233572529][bookmark: _Toc233572548][bookmark: _Toc234160812]Figure 3. Proactive Security Monitoring and Incident Response Process (Adapted from NIST CSF 2.0 and NIST SP 800-61)[5].
Security Operations Center (SOC) specialists must control the security system. They analyse incidents and make decisions in complex situations. The response process should follow the NIST lifecycle: Detect, Analyse, Contain, Eradicate, Recover, and Lessons Learned [5]. After every incident, the team must analyse the root causes and update security policies if needed.
Using SIEM, SOAR, and constant monitoring together will help the company quickly find modern cyber threats. These include ransomware, insider actions, and social engineering attacks. This ensures the resilience of the information infrastructure and keeps production processes running smoothly without any major interruptions or unexpected downtime. This proactive approach is essential for long-term business success [1], [7], [11].


[bookmark: _Toc234160803]2.5 Continuous Training and Awareness
Even the most advanced technical tools cannot ensure high cybersecurity without well-trained and prepared employees [1], [2]. Therefore, SteelForm Manufacturing Ltd (SFM) should introduce a continuous training program based on ISO/IEC 27001, NIST Cybersecurity Framework, and GDPR principles [5], [6], [10]. The main goal is to build a strong security culture and reduce human errors, which remain a primary cause of successful cyberattacks in today’s digital environment.
The training must cover current threats like ransomware, insider threats, and social engineering [7]. Special attention must be given to practical situations of phishing emails and voice phishing (vishing) [2], [7]. These exercises help employees recognise suspicious activity and react correctly to them. This practical approach is highly recommended by the NIST [5].
Training must be tailored to specific job duties [2]. Management should study cyber risk management and decision-making during incidents. IT staff must regularly improve their technical skills in monitoring and network protection. For HR, finance, and procurement employees, the company needs specialised classes on detecting fraudulent emails, protecting personal data, and working safely with external suppliers.
To maintain high awareness, the company should organise monthly training sessions, short online modules, regular knowledge testing, and analysis of simulations results [7]. These metrics will help identify weak areas quickly and adjust the training program when it is necessary.
This proposed program supports the confidentiality, integrity, and availability of information (the CIA Triad). It meets modern international standards and helps create a strong cybersecurity culture. In this environment, every employee clearly understands their personal responsibility for protecting the vital information resources of the organisation from all modern digital threats and cyber risks [1], [6].


3. [bookmark: _Toc234160804] Conclusion
This study showed that SteelForm Manufacturing Ltd faces a wide range of modern cyber threats. These include ransomware, social engineering, insider risks, and cloud security issues. To improve information security, the company must first adopt a Zero Trust model, Multi-Factor Authentication (MFA), SIEM and SOAR systems, regular data backups, and continuous staff training. These measures are absolutely essential because they reduce the chance of successful attacks and minimise their negative impact. In the future, the organisation should use artificial intelligence to detect threats, implement Zero Trust Network Access, and improve cyber risk management according to NIST CSF and ISO standards.
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Conclusion

Cybersecurity is essential for protecting modern Industry 4.0 manufacturing environments.

By implementing a defence-in-depth strategy based on recognised security frameworks, technical
controls, continuous monitoring, and employee awareness, SteelForm Manufacturing Ltd can
significantly reduce cyber risk, improve operational resilience, and support long-term business
continuity.
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