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Surveillance a way to ‘keep us safe’ or a way to ‘control’. 
Explore, in depth, the tensions of surveillance in a modern world.



 The aim of this submission is to delve deeply into the complexities surrounding surveillance (Lyon, 2022; Costanza, 2018; UK Parliament, 2009; Samuel et al, 2017). Specifically, it will centre on electronic surveillance (Lyon, 2022; Sausdal, 2019), a prevalent aspect of the contemporary world (Lyon, 2022; Sausdal, 2019). This analysis will encompass a spectrum of manifestations, such as communication interception (Lyon, 2022; Fontes et al, 2022), digital data monitoring (McGowan et al, 2022; Fontes et al, 2022), and the deployment of electronic devices for surveillance and tracking objectives (Lyon, 2022; Sausdal, 2019). Furthermore, this exploration will address the intertwined themes of crime (Craven, 2016; Craven, 2015), victimization (Victim Support, 2022; Victims Code, 2021), and the dynamics of power and control (Samsel, 2018; Open University, 2023).

 The concept of surveillance relates to the practice of keeping watch on people or places in order to gather information, maintain control, or ensure security (Lyon, 2022; Costanza, 2018; UK Parliament, 2009; Samuel et al, 2017). Data is collected, analysed, and interpreted to observe behaviour, activities, or movements (Lyon, 2022; World Health Organization, 2024; Costanza, 2018; Department of Health, 2012).
Different types of surveillance use different technology and employ various strategies to achieve their objectives (Lyon, 2022; Samuel et al, 2017). Physical surveillance involves direct observation by human agents, such as law enforcement officers or private investigators, in public spaces or through covert means (Lyon, 2022; Newell, 2021; Sausdal, 2019). It can also involve the use of hidden cameras or recording devices to track movements and activities discreetly (Lyon, 2022).
Electronic surveillance relies on technology to monitor and gather information, such as closed-circuit television cameras, drones, or electronic monitoring devices (Lyon, 2022; Sausdal, 2019). Biometric surveillance uses biological characteristics to identify and track individuals, often employed for security purposes (Lyon, 2022). Mass surveillance involves the monitoring of large populations or groups of people, relying on data mining techniques and the analysis of vast amounts of information collected from various sources (McGowan et al, 2022; Fontes et al, 2022).
Corporate surveillance refers to the monitoring of individuals' activities or behaviour by private companies for commercial purposes, such as tracking online browsing habits, purchasing behaviour, location data, or social media interactions (Lyon, 2022; Martinez-Martin, 2020). Government surveillance is conducted by government agencies or authorities for various purposes, including law enforcement, national security, or intelligence gathering (Fontes et al, 2022; Lyon, 2022). Social surveillance involves the monitoring of individuals' behaviour or activities by their peers, social networks, or communities, often through social media platforms and informal observation and reporting within social groups or communities (Lyon, 2022; Fontes et al, 2022).
Surveillance encompasses a wide range of methods and technologies used to observe and gather information about individuals, groups, or activities for various purposes, including security, control, and intelligence gathering (Lyon, 2022; Fontes et al, 2022).
Examining the realm of criminal justice theory reveals a nuanced understanding of surveillance (Durkheim, 1897; Foucault, 1977; Bentham, 1995), which is intricately linked with core inquiries into legal principles, ethical considerations, power dynamics, and societal equity (Durkheim, 1897; Foucault, 1977; Bentham, 1995). Through rigorous examination of how surveillance methods affect both individuals and communities, theorists aim to contribute to policy discussions and advocate for values such as fairness, transparency, and the protection of human rights within the criminal justice framework (Durkheim, 1897; Foucault, 1977; Bentham, 1995).
Several theorists have delved into the topic of surveillance. Foucault, for instance, investigates how surveillance, discipline, and normalization contribute to shaping contemporary modes of governance (Foucault, 1977). Bentham discusses the notion of the panopticon, which is a prison structure facilitating perpetual surveillance, often cited in discussions concerning surveillance and social control (Bentham, 1995). Additionally, Durkheim's (1897) theory of anomie proposes that disruptions in social cohesion can precipitate heightened instances of criminal behaviour (Durkheim, 1897).

 Crime is a complex and socially constructed concept, encompassing behaviours prohibited by law and subject to state punishment (Craven, 2016; Craven, 2015). It spans a broad spectrum of actions deemed harmful, disruptive, or detrimental to individuals, communities, or society at large (Craven, 2016; Craven, 2015). From petty theft to grave offenses like murder and fraud, crime manifests in various forms and degrees of severity, dictated by legislative bodies and enshrined in legal codes (Justia, 2022; Craven, 2016; Craven, 2015). Moreover, societal norms and values heavily influence what qualifies as criminal behaviour, exhibiting cultural and historical variations (Craven, 2016; Craven, 2015).
Criminal acts typically entail harm or injury, whether physical, psychological, financial, or social, affecting victims and wider communities (Craven, 2016; Craven, 2015). Intent, known as mens rea (Knoops, 2017; MacIntyre, et al, 2021), often plays a pivotal role in distinguishing deliberate wrongdoing from accidental actions, forming a cornerstone of criminal liability determination (Knoops, 2017; MacIntyre, et al, 2021). Punitive measures, such as fines, imprisonment, or community service, are commonly employed by the state to address criminal behaviour, aiming at deterrence, incapacitation, rehabilitation, and retribution (Daly, 2016).
Addressing allegations of crime involves a comprehensive legal process, comprising investigations, arrests, trials, and adjudication (Criminal Procedure and Investigations Act, 1996; Ministry of Justice, 2015), where in various stakeholders, law enforcement, prosecutors, defence attorneys, judges, and juries operate within criminal justice frameworks to uphold the rule of law and administer justice (Criminal Procedure and Investigations Act, 1996; Ministry of Justice, 2015).
Crime is a multifaceted and dynamic phenomenon influenced by legal, social, cultural, and economic factors (Scott, 2019; Lynch, Stretesky and Long, 2015). Its comprehension demands scrutiny of legal definitions, social contexts, and impacts (Scott, 2019; Lynch, Stretesky and Long, 2015), as well as the efficacy of criminal justice systems in responding to and mitigating criminal behaviour (Scott, 2019; Lynch, Stretesky and Long, 2015).

 Victims are individuals who have endured harm, injury, or suffering due to criminal, harmful, or wrongful actions (Victim Support, 2022; Victims Code, 2021; Ministry of Justice, 2020). They may find themselves directly targeted by perpetrators or inadvertently caught in the aftermath of criminal activities or adverse events (Victim Support, 2022; Victims Code, 2021; Ministry of Justice, 2020). These individuals face a spectrum of harm, encompassing physical, emotional, financial, and psychological dimensions (Victim Support, 2022; Victims Code, 2021; Ministry of Justice, 2020).
Within legal frameworks, such as the Victims’ Code (2021) and The Code of Practice for Victims of Crime in England and Wales (Ministry of Justice, 2020) victims possess rights and entitlements, including the ability to report crimes, seek protection and support, engage in legal proceedings as witnesses or complainants, and pursue restitution or compensation for their losses (Victims Code, 2021; Ministry of Justice, 2020). Often, victims belong to vulnerable demographics or groups that are disproportionately affected by crime, exploitation, or abuse (Victim Support, 2022; Victims Code, 2021; Ministry of Justice, 2020). Factors such as age, gender, ethnicity, socioeconomic status, disability, or marginalized identity can heighten vulnerability to victimization and shape their experiences of harm and access to justice (Victim Support, 2022; Victims Code, 2021; Ministry of Justice, 2020).
Victimization can exert profound and enduring effects on victims' physical, emotional, and psychological well-being (Victim Support, 2022; Victims Code, 2021). Trauma, grief, and post-traumatic stress disorder (PTSD) (Victim Support, 2022; Victims Code, 2021) may manifest as a result of their experiences, necessitating support, counselling, or therapy to navigate and recover from their trauma (Victim Support, 2022).
Victims' rights movements and advocacy organizations play a pivotal role in elevating awareness of victimization (Victims Commissioner, 2024; Victim Support, 2022; Suzy Lamplugh Trust, 2029), championing victims' rights and interests, and campaigning for systemic reforms to enhance victim support services, access to justice, and crime prevention initiatives (Victims Commissioner, 2024; Victim Support, 2022; Suzy Lamplugh Trust, 2029). Empowering victims to assert their rights, access support services, and participate in decision-making processes is paramount for fostering their recovery and overall well-being (Victims Commissioner, 2024; Victim Support, 2022; Suzy Lamplugh Trust, 2029).

 Power and control constitute foundational concepts crucial for comprehending social interactions, organizational frameworks, and systems of governance (Samsel, 2018; Open University, 2023). These concepts intricately mold relationships, hierarchies, and the allocation of authority within societies (Open University, 2023). Social control, a key facet, encompasses the mechanisms, norms, and institutions utilized by societies to regulate and manage the behaviour of their members (Hollingshead, 1941). It encompasses both formal and informal processes of socialization, coercion, and regulation aimed at fostering order, stability, and adherence to societal norms and values (Hollingshead, 1941; Open University, 2023).
Formal mechanisms of social control encompass institutionalized systems of rules, laws, and regulations enforced by governmental authorities, law enforcement agencies, and judicial systems (Perera, 2024). Agents of social control encompass a diverse array of individuals, organizations, or institutions responsible for upholding societal norms and regulations (Perera, 2024). These can range from parents, teachers, and religious leaders to law enforcement officers, judges, legislators, and governmental agencies (Perera, 2024).
Governmental control entails the exercise of authority and power by governing bodies, institutions, or officials to regulate and administer public affairs, policies, and resources within a society (Rose, 2000). Legislative bodies enact laws, statutes, and regulations that establish legal frameworks and guidelines governing behaviour, rights, and responsibilities (Rose, 2000). Executive branches oversee the administration and implementation of laws and policies, while judicial branches interpret and apply laws, resolve disputes, and uphold justice (Rose, 2000). Bureaucratic agencies, departments, and administrative bodies are tasked with overseeing specific areas of public policy, regulation, and governance (Rose, 2000).
Power and control exert pervasive influences within societies, shaping social behaviour, organizational structures, and systems of governance (Samsel, 2018; Open University, 2023; Rose, 2000). An understanding of the mechanisms and dynamics of social and governmental control is indispensable for analysing social order, political authority, and the distribution of power within societies (Samsel, 2018; Open University, 2023; Rose, 2000; Perera, 2024).

 Electronic surveillance encompasses a spectrum of technological tools utilized to monitor and gather information about individuals, groups, or activities (Home Office, 2022; Becker, 1999; Lyon, 2003). This practice manifests in various forms, including the interception of communications, digital data monitoring, and the utilization of electronic devices for tracking and surveillance purposes (Home Office, 2022; Becker, 1999; Lyon, 2003).
The interception of communications entails methods such as wiretapping (Diffie and Landau, 1998), email monitoring software, or network monitoring devices (Home Office, 2022; Lyon, 2003; Diffie and Landau, 1998). Legal authorization may be obtained by law enforcement agencies, intelligence entities, or government authorities to intercept communications as part of criminal investigations or national security operations (Home Office, 2022). Monitoring digital data and networks involves employing software tools, algorithms, or automated systems to scrutinize extensive data sets, identifying patterns, trends, or anomalies indicative of criminal behaviour or security threats (Home Office, 2022).
Video surveillance stands as another prevalent form of electronic surveillance, employing closed-circuit television (CCTV) cameras to observe and record activities in public spaces, private properties, or government facilities (Information Commissioner’s office, 2024; Piza, et al, 2019). Captured video footage can be monitored in real-time by security personnel or archived for subsequent review and analysis (Information Commissioner’s office, 2024; Piza, et al, 2019). Additionally, GPS tracking devices or location monitoring technology can be employed to monitor the movements and whereabouts of individuals or vehicles in real-time (Information Commissioners office, 2024).
The collection and analysis of data constitute crucial steps in electronic surveillance, generating vast amounts of data necessitating collection, storage, and analysis to extract meaningful information or intelligence (Jansen, 2018; Information Commissioners office, 2024). Techniques such as data mining (McGowan et al, 2022; Fontes et al, 2022), pattern recognition, or machine learning aid in identifying pertinent information (Jansen, 2018; McGowan et al, 2022; Fontes et al, 2022), detecting trends, and generating actionable intelligence for law enforcement, security, or investigative purposes (Jansen, 2018; McGowan et al, 2022; Fontes et al, 2022).
While electronic surveillance offers advantages in terms of security, crime prevention, and public safety (Mamonov and Koufaris, 2016; Lyon, 2022; Sausdal, 2019), it concurrently raises concerns pertaining to privacy, autonomy, and freedom of expression (Mamonov and Koufaris, 2016; Lyon, 2022; Sausdal, 2019). Technologies such as CCTV cameras and facial recognition systems may encroach upon privacy rights (Almeida, Shmarko and Lomas, 2022), restricting individual freedoms and eroding trust, autonomy, and personal agency, thereby impacting one's sense of self and authenticity (Almeida, Shmarko and Lomas, 2022).
Surveillance can induce anxiety, paranoia, and self-censorship (De Jong and Strikwerda, 2021), limiting creativity, innovation, and social interactions (De Jong and Strikwerda, 2021; Harding, 2018), potentially leading individuals to avoid certain activities and curtail freedom of expression (De Jong and Strikwerda, 2021; Harding, 2018). This fear may deter individuals from engaging in public discourse, advocating for social change (De Jong and Strikwerda, 2021; Harding, 2018), or exercising their democratic rights, thereby impeding the free exchange of diverse ideas necessary for a vibrant and inclusive society (De Jong and Strikwerda, 2021; Harding, 2018).
The widespread adoption of electronic surveillance technologies may foster a normalization of surveillance culture (Zappe, 2020; Blaive and Faraldo, 2022; Harding, 2018), where constant monitoring and data collection become normalized (Zappe, 2020; Blaive and Faraldo, 2022; Harding, 2018). This normalization risks desensitizing individuals to privacy erosion and civil liberties infringement, potentially fostering complacency or resignation towards surveillance practices (Zappe, 2020; Blaive and Faraldo, 2022; Harding, 2018).
Navigating the balance between security imperatives and respect for privacy and civil liberties is imperative for a parliamentary society (Zappe, 2020; Blaive and Faraldo, 2022; Harding, 2018). Transparent oversight, accountability mechanisms, and ethical guidelines are indispensable for mitigating risks and safeguarding individual freedoms in the realm of electronic surveillance (Zappe, 2020; Blaive and Faraldo, 2022; Harding, 2018).

 In conclusion, surveillance embodies a diverse array of methods and technologies employed to observe and gather information pertaining to individuals, groups, or activities, serving various objectives such as security, control, and intelligence-gathering (Lyon, 2022; Costanza, 2018; UK Parliament, 2009; Samuel et al, 2017). To fully grapple with the overarching inquiry of whether surveillance serves as a means to ensure public safety or as a mechanism for exerting control (Samsel, 2018; Open University, 2023; Rose, 2000), it was imperative that this submission delve into the realms of crime (Craven, 2016; Craven, 2015), victimization (Victim Support, 2022; Victims Code, 2021), and power dynamics (Durkheim, 1897; Foucault, 1977; Bentham, 1995). Through this exploration, it becomes evident that the concept of surveillance is expansive, encompassing a multitude of domains ranging from digital and physical (Lyon, 2022; Newell, 2021; Sausdal, 2019) to corporate (Lyon, 2022; Martinez-Martin, 2020) and electronic (Lyon, 2022; Sausdal, 2019), among others (Lyon, 2022; Costanza, 2018; UK Parliament, 2009; Samuel et al, 2017). This analysis underscores the nuanced nature of surveillance, acknowledging its potential benefits in safeguarding the public while also recognizing significant concerns surrounding privacy infringement and inherent flaws within surveillance systems (Lyon, 2022; Costanza, 2018; UK Parliament, 2009; Samuel et al, 2017). Continued research and technological advancements are essential in the field of surveillance to enhance the protection of individuals' privacy rights (Lyon, 2022; Samuel et al, 2017). As surveillance methods evolve and become more sophisticated, there is a pressing need to develop robust systems and protocols that prioritize privacy while still effectively addressing security concerns (Lyon, 2022; Samuel et al, 2017).
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