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I- IPv4 Addressing Table
	Specification
	Subnet A
	Subnet B

	Subnet IP address
	192.168.202.0
	192.168.202.128 

	Subnet mask (slash notation)
	      /26
	  /25

	Subnet mask (dotted decimal)
	255.255.255.192 
	255.255.255.128 

	1st Host IP address
	192.168.202.1   
	  192.168.202.129

	Last Host IP address
	192.168.202.62
	 192.168.202.254

	Number of usable hosts per subnet
	 62
	 126

	Broadcast address
	192.168.202.63
	192.168.202.255



II- IPv4 Address assignment
	Device
	IP address
	Subnet Mask
	Gateway

	PC-A
	192.168.202.62
	 192.168.202.192
	192.120.2.1

	R1-G0/0/0
	192.168.202.129
	
	192.120.2.129

	R1-G0/0/1
	192.168.202.1   
	255.255.255.192 
	192.120.2.1

	S1
	192.168.202.2
	255.255.255.192 
	192.120.2.1

	PC-B
	192.168.202.254
	255.255.255.128 
	192.168.202.129



III- IPv6 Addressing Table
	Assigned to Interface
	IPv6 Subnet Address
	Prefix Length

	R1-G0/0/1
	2001:da8:acbd:0001::0
	/64

	R1-G0/0/0
	2001:da8:acbd:0002::0
	/64



IV-IPv6 Address assignment
	Device
	IPv6 address
	Prefix Length
	Gateway

	R1-G0/0/0
	2001:da8:acbd:0002::1                 
	 /64
	FE80::1

	R1-G0/0/1
	2001:da8:acbd:0001::1
	/64
	FE80::1

	S1
	2001:da8:acbd:0001::2
	/64
	2001:da8:acbd:0001::1



Task 2: Device Configuration 
1) Hostname 
[image: ]        
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2) Encrypted privileges EXEC password 
             


3) Secure the console access password

[bookmark: tv_11][bookmark: tw_11][bookmark: tx_11]S1#configure terminal<OR>config t
[bookmark: ty_11]Enter configuration commands, one per line. End with CNTL/Z.
[bookmark: t10_11]S1(config)#line console 0
[bookmark: t12_11]S1(config-line)#password ccnaconpass
[bookmark: t14_11]S1(config-line)#login
[bookmark: t16_11]S1(config-line)#exit
[bookmark: t18_11]S1(config)#exit 

4) Minimum length passwords

R1(config)# security passwords min-length 10 
R1(config)#

5) Create an administrative user 
R1(config)#username admin password admin1pass
R1(config)#

6) Configure an MOTD banner 
R1(config)#ba
R1(config)#banner motd “ No Unauthorised Access!”

7) Encrypt all passwords 
R1(config)#service pass
R1(config)# service password-encryption

8) Disable IP domain lookup 
R1(config)#no ip do
R1(config)#no ip domain-lookup
R1(config)#

9) Enable synchronous logging 
R1 (config-line) #logging sy
R1 (config-line) #logging synchronus
R1 (config-line) #exit

S1 (config-line) #logging sy
S1 (config-line) #logging synchronus
S1 (config-line) #exit

10) Configure router’s interfaces 
R1 (config) #int gigabitEthernet 0/0/0
RI (config-if)fip add 192.168.202.129 255.255.255.128
R1 (config-if)fno shut
R1 (config-if) #
SLINK-5-CHANGED: Interface GigabitEthernet0/0/0, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/0, changed state to up
R1 (config-if) fint gi
RI (config-if) texit
(RI (config) tint g
RI (config) fint gigabitEthernet 0/0/1
RI (config-if)fip add 192.168.202.1 255.255.255.192
R1 (config-if)|no shut
RI (config-if)‡
BLINK-5-CHANGED: Interface GigabitEthernet0/0/1, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/1, changed
state to up
RI (config-if) #

R1 (
11) Configure switch’s management (SVI) interface 

S1 (config-if)#ip add 192.168.202.2 255.255.255.192
S1 (config-if) #no shu
S1 (config-if) #no shutdown
S1 (config-if) #
SLINK-5-CHANGED: Interface Vlan1, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlan1, changed state to up
S1 (config-if) #









Task 3: Verify Network connectivity 


	From
	To
	Protocol
	IP Address
	Ping Results

	PC-A
	R1 G0/0/0
	IPv4
	
	

	tftttttttPC-A
	R1 G0/0/0
	IPv6
	
	

	PC-A
	R1 G0/0/1
	IPv4
	
	

	PC-A
	R1 G0/0/1
	IPv6
	
	

	PC-A
	S1 VLAN 1
	IPv4
	
	

	PC-A
	S1 VLAN 1
	IPv6
	
	

	PC-A
	PC-B
	IPv4
	
	

	PC-A
	PC-B
	IPv6
	
	

	PC-B
	R1 G0/0/0
	IPv4
	
	

	PC-B
	R1 G0/0/0
	IPv6
	
	

	PC-B
	R1 G0/0/1
	IPv4
	
	

	PC-B
	R1 G0/0/1
	IPv6
	
	

	PC-B
	S1 VLAN1
	IPv4
	
	

	PC-B
	S1 VLAN1
	IPv6
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Router>
Router>enable

Routerfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R1

R1(config) #
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Switch>enable
Switchfconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) $hostname S1




