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[bookmark: _Toc110946766]Abstract
The topic of this thesis is the ways in which DiffServ can reduce delay, jitter, and packet loss parameters, thereby enhancing the real-time traffic performance of networks. The demand on using real-time applications such as voice and remote video conferencing has increased significantly in the last few years. The limitation of Best-Effort traffic transmission mechanisms, together with the cost of bandwidth have pushed organisations to find other ways to prioritise and improve the quality of their real-time applications. Quality of Service (QoS) has proved to be a popular solution. This paper investigates the performance of real-time applications in two networks: Best-Effort and DiffServ. Primary research was undertaken using the Cisco lab equipment. Two different types of traffic were generated (UDP and TCP), using the Packet Sender and VLC software. UDP traffic was treated as a high priority traffic, whereas TCP was given a low priority (background traffic). Congestion was intentionally created by increasing the traffic size until it exceeded the link capacity. The aim of these experiments was to determine how real-time applications can be enhanced using DiffServ and QoS, compared with Best-Effort. 


[bookmark: _Toc110946767]Chapter one: Introduction
[bookmark: _Toc110946768]1.1 Historical Background
For more than a century, analogue technology has been used to transfer voice signals through copper wires. This technology is known as the plain old telephone system (POST) [1]. POST was based on switching circuits, which meant a dedicated line must be reserved for each phone call. Despite the reliability of the POST, this technology is financially costly, specifically for long distance phone calls. Furthermore, POST was not designed to carry any data types other than voice. Therefore, VoIP technology was introduced to supplant POST in the UK in 1995 [2, p. 1]. The cost of long-distance VoIP phone calls is cheaper in comparison to POST.  In addition, VoIP is not limited to only one network or medium.  It can be transferred through copper or fibre cables; VoIP also uses digital signals as opposed to analogue. The Internet is an example of a wide area network (WAN) which can be used to carry phone calls between two or more end-users at the same time. Regarding the infrastructure, VoIP technology does not require as much onsite equipment as POST does [1].  Adding to that, VoIP networks are easy to build, setup, configure, and manage. Despite the relatively low cost of VoIP technology, its reliability cannot always be guaranteed, because voice does not have dedicated lines when it is transferred. In addition, VoIP and all other types of data are served on the Best-Effort concept [3]. As a result, the quality of real-time applications can be affected as they compete with other types of data for link bandwidth. Real-time traffic such as voice and video traffic is delay-sensitive, therefore it requires a specific treatment. Real-time traffic is also sensitive to other parameters such as bandwidth, jitter, and packet loss. Therefore, real-time traffic requires what is known as quality of service (QoS) to avoid these parameters. QoS is a series of mechanisms which treat different traffic types unfairly, prioritising voice over other types of traffic [4]. 
[bookmark: _Toc110946769]1.2 The demand on real-time applications
The recent global pandemic has led to Increasing demands for virtual meetings and “working from home” that have come from businesses, education establishments, conferences, and other types of gatherings. These have characterised the network environment in recent years. The increase in virtual meetings has correspondingly pressured a growing need for QoS to enhance both the performance and quality of real-time applications [5]. Since the beginning of 2020, the entire world has been adapting to the conditions created by the COVID-19 pandemic. For instance, the use of Microsoft Teams rose by almost 900% from March to June 2020 [6]. And the daily active users (DUA) of Zoom increased from half million to more than one and a half million between 25th of April and 15th of November 2020 [7]. During the period of the pandemic, companies and institutions saw profound changes made to their routine working procedures. Many of these involving IT. Today, even though the pandemic restrictions have largely been lifted, many companies are moving towards making working from home either a permanent policy change or offering it to their employees as an option [8]. For example, in April 2022, Brian Chesky, the chief executive of the Airbnb properties company, announced that all its employees would have the flexibility to work from home [9]. Chesky expected that this flexibility might continue for the next ten years. Furthermore, other big companies such as Cisco and Microsoft still allow for remote working. As a result, the demand on network bandwidth has increased. For all these reasons, it has become an urgent and important issue to find ways to provide a good quality of service across over-taxed networks facing ever increasing network demands. There are two main means to solve these problems, either through implementing QoS, or through buying more bandwidth. Buying more bandwidth, is often not the preferred option because it means spending more money; therefore, the quality-of-service approach is chosen in order to ensuring a good quality of voice and video for real-time network applications.
[bookmark: _Toc110946770]1.3 The Motivation for the QoS project
The need for QoS was the main motivation for work to be undertaken on this project. Enterprise networks are usually connected through a leased line or the internet. Congestion occurs when input traffic reaches a level that is more than the capacity of the output ports [4]; therefore, congestion is expected to happen in any bottlenecks during the traffic path. For instance, figure 1 shows where congestion mostly occurs. Implementing QoS is important for real-time applications as “Modern real-time multimedia applications such as IP telephony, telepresence, broadcast video, Cisco Webex, and IP video surveillance are extremely sensitive to delivery delays and create unique quality of service (QoS) demands on a network. When packets are delivered using a best-effort delivery model, they may not arrive in order or in a timely manner, and they may be dropped”. [4]

[image: Diagram

Description automatically generated]
[bookmark: _Toc110843253][bookmark: _Toc110946799]Figure 1 A network sample with congestion

QoS is an important mechanism to deploy in networks that experience congestion. Consequently, a large number of academic papers have covered QoS as a topic for research. All the papers I have reviewed for this thesis conducted their experiments using simulation software, and none utilised physical networks to test the capacities of QoS, such as the Cisco lab equipment that I used. A reasonable inference to make is that the Cisco lab makes the task of generating the traffic and gathering the data too complex. But this means that there are always potential gaps in understanding the issue of network congestion completely, as only parts of the network are treated in simulation experiments. Therefore, this paper will cover QoS from a LANs and WANs perspective. However, the entire path of an IP from the source to the destination, including QoS will also be covered. Unlike other network topics, QoS requires more logic and calculation [4]. However, this calculation depends mostly on the network size and the traffic that the nodes generate. For instance, to prioritise audio traffic with one of the QoS mechanisms, Cisco recommends that 10% of the total link bandwidth should be reserved for audio traffic [10]. With the other 90% being distributed between video, network signalling, network control, and other TCP traffic.  
The primary question this research addresses is what is the best QoS mechanism to enhance real-time traffic quality when congestion occurs, in terms of prioritising this traffic and reducing the parameters (delay, jitter, and packet loss). This paper is organised into five chapters: an abstract and introduction constitute the main content of chapter one. The second chapter is a review of the literature. The third covers methodology. The fourth is an analysis of the results, the fifth and final chapter summarises the findings and offers a conclusion. In the Cisco lab, an experimental network will be built in order to test three different QoS mechanisms, Best-Effort (BE), Class Based Weight Fair Queuing (CBWFQ), and Low Latency Queuing (LLQ). These mechanisms are going to be compared in order to ascertain which has the best impact on real-time traffic for rich-media networks. These mechanisms also solve the problems of the legacy queuing mechanisms such as the starvation problem [11, p. 87].  However, they are a combination of all the legacy algorithms [4].
Different experimental scenarios will be devised, based upon the affordances of different appropriate implementations of QoS Mechanisms, and the different results from testing these will be compared and contrasted. The author of this paper asserts that there are gaps in the literature about this issue which are centred on the use of simulation tools to conduct experiments using QoS. Simulation methods cannot cover all the techniques a network engineer could use to optimise real-time traffic over a network. Therefore in this research, a combination of software and hardware will be used to better simulate the real-time traffic paths, which will be examined. The desire to cover this gap has inspired the author to choose the QoS topic from the LANs and WANs perspectives. The following QoS mechanisms are going to be implemented and compared with the Best-Effort.
[bookmark: _Toc110946771]1.4 QoS mechanisms
· Class-based weighted fair queuing (CBWFQ) algorithms that service up to 256 traffic classes by creating up to 256 queues. Each class is assigned specific bandwidth and the queue is served based on this bandwidth. CBWFQ algorithm extends WFQ functionality to deliver support for user-defined flow classes. The packet classification in CBWFQ is based on traffic descriptors such as protocols, markings, ingress ports, and ACLs. After classifying the packets and assigning them to specific classes, each class is subjected to Active Queue Management (AQM): bandwidth, queue limit, weight, and a maximum packet limit.  The allocated bandwidth is the minimum bandwidth given to the class when congestion occurs. The queue limit is the maximum number of packets that the class buffer allows. Although its algorithms are efficient, CBWFQ is not suitable for real-time applications because it does not offer a latency assurance [12]. 

· [bookmark: _Hlk101194086]Low-latency queuing (LLQ) algorithms that are a combination of CBWFQ, and PQ. LLQ was enhanced to fulfil the requirements of real-time flow, such as voice. The assigned traffic is allocated to a strict-priority queue, which is serviced before other CBWFQ queues. All real-time traffic should be assigned to be serviced by the priority queue. But in addition, real-time traffic can also be assigned to multiple classes—each with a guaranteed bandwidth. The bandwidth is used efficiently with CBWFQ, for instance, if an assigned bandwidth is not used by its class, It can be used among other classes. The combined LLQ and CBWFQ algorithms are appropriate for mixtures of real-time and non-real-time traffic. LLQ offers bandwidth and delay guarantees to delay-sensitive real-time applications. Non-priority traffic with CBWFQ algorithms does not suffer from starvation when congestion occurs because a ‘congestion-aware policer’ controls the traffic when it goes beyond an assigned bandwidth guarantee. Figure 2 shows the architecture of CBWFQ and LLQ.
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[bookmark: _Toc110843254][bookmark: _Toc110946800]Figure 2 LLQ and CBWFQ mechanism [4]


[bookmark: _Toc110946772]Chapter two: Literature Review 
This chapter covers existing published research that is related to the topic of this thesis. Some examples of existing research will be summarised and evaluated, and their key findings will be deployed to map out the scope of this research and the territory covered. In particular, gaps will be identified in the methodologies and findings of these published papers which will form the basis of the primary issues to be addressed by the author of this paper.  

The effect of QoS on VoIP traffic is a topic that has been extensively researched [10-18]. Many papers have covered QoS from the perspective of LANs, WANs, MPLS, and other types of networks. Existing research includes studies that analysed different approaches of QoS, as well as studies that dealt with VoIP with a convincing explanatory approach, and studies that are based on experimentation. Consequently, although it is the case that existing research gives valuable insights and understandings about VoIP network performance, QoS services, etc., many studies focus only on software simulations such as OPNET, SIMNET, and other virtual technologies that are used to obtain their findings. 

[bookmark: _Toc110946773]2.1 Papers covering QoS in Wired networks 
Yihunie and Abdilfattah in [13] investigated the effect of QoS on a VoIP network. Their investigation was based on measuring the jitter, voice mean opinion score (MOS), and delay values. They use Riverbed Academic Modeler Edition 17.5 for their simulation experiments. They design a network with two LANs linked through a router to generate a bottleneck on the egress ports of the routers. There were two scenarios created and simulated, one before QoS was applied and the second with QoS implementation.  

Their analysis covered the performances of the network before and after applying QoS. Different types of traffic were generated such as files, emails, videos, and voice. From their experiments, Yihunie and Abdilfattah concluded that implementing QoS on a local area network increased the efficiency of the network’s performance in terms of reducing the main VoIP parameters: delay, jitter, and packet loss. Furthermore, using QoS significantly improved the use of the network resources. However, the QoS was implemented only on the section that represents the WAN network, whereas the traffic was transmitted on Best-Effort basis in both LANs. Their rationale for this is that congestions are unlikely to occur within LANs due to the large capacity of ethernet links [4].     
 
Bahaweres et al. in [10] compared the impact of three different QoS mechanisms: First in First Out (FIFO), Low Latency Queueing (LLQ), and Class-Based Weight Fair Queueing (CBWFQ) on voice traffic. The authors used the OPNET simulation software to design and implement their experiments. The comparative analysis was based on collecting data of delay, jitter, and Mean Opinion Score (MOS) parameters. The delay and the jitter values were calculated mathematically to compare which of the mechanisms reduce the parameters the most. Surprisingly, unlike other papers, the packet loss parameter was not considered in this paper, MOS was used instead, which was based on the opinions of end-users. Compared to [10], Behaweres et al. concluded that voice traffic performs better when a LLQ mechanism is used [10]. The authors used two LANs with four workstations in each LAN. The LANs were linked to two edge routers which were in turn connected with a serial cable. A bottleneck was intentionally created between the two routers. Different types of traffic were generated, and the network performance was monitored both before and after QoS mechanisms were implemented. As mentioned in [10], delay, jitter and MOS were less when an LLQ QoS mechanism was adopted.   

Olariu et al. in [14] used software defined networking (SDN) and virtualisation to examine the packets delay in the QoS environment. As shown by Olariu et al., the voice traffic delay must be minimised in order to obtain a better voice quality and to prevent call fails. The authors used a QoS queueing scheme to prioritise voice packets. An Open Flow testbed was developed by the authors to confirm their proposal. In their experiments, the generated voice traffic in one network was bigger than the capacity of the link to handle it. Thus, voice traffic flowed through a bottleneck that was deliberately created in order to generate a congestion point. The study concluded that network congestion affected only a limited number of users. This is useful data for my research because this study proved that real-time traffic quality is significantly affected by delay.

The goal of the research of Naz et al. [15] was to minimise the bandwidth efficiency, jitter, and delay by applying QoS to regulate a created congestion of 192 kbps on the egress ports. Class Based Weight Fair (CBWFQ) and 802.11e QoS mechanisms were used for a wired and a wireless network respectively. To accomplish the goal, two networks were designed to simulate two scenarios, one network—representing the wired—consisted of two different LANs with edge routers that were connected with a serial cable. By using CBWFQ QoS, 80kbps of bandwidth was assigned for voice traffic. The second network—representing the wireless—consisted of two different VLANs that were connected to a multilayer switch, through an access point. The network traffic was generated by using PRTG Grapher and LAN traffic generator software. The main considered parameters in the analysis stage were delay, jitter, and packet loss for the wired network. Unlike the wired network, the parameters in the wireless network were interference, hidden nodes, multipath propagation, handoff, as well as delay, jitter, and packet loss. As demonstrated in [15], the gathered data was analysed by using the PRTG software. The study concluded that voice quality is always better in wired networks due to the absence of interference. Delay and packet loss was reduced in wired networks because of the ability of QoS to regulate the congestion and prioritise the voice traffic. Although, the successful results were obtained in [15], the authors adopted only one of the QoS techniques (CBWFQ) for the wired network. Therefore, there was a gap that could be covered in future research as other QoS mechanisms could also be applied and tested, such as, Low Latency Queueing (LLQ).  

The issue of VoIP performance was the focus of a study by Amin. Amin in [16] analysed the performance of voice traffic and measured three QoS parameters: delay, jitter, and packet loss. Unlike the previous papers, Amin measured the parameters in more detail, the delay, for instance, was covered from the perspective of propagation and responding times. Furthermore, network security for all the VoIP communications was considered in this study. The network environment in [16] included two different networks: an ethernet network (LAN) and a wireless network (WLAN). However, both networks provide no QoS (Best-Effort) as a benchmark, before DiffServ QoS was implemented. The traffic flow was monitored before and after the QoS adoption. The simulation environment was based on a software simulation that included two different topologies: LAN-to-LAN VoIP environment and WLAN-TO-WLAN VoIP environment. The data was gathered using ETHEREAL network monitoring software. Information about delay, jitter, and packet loss parameters, was organised in a histogram chart representing their respective values versus the number of packets. The delay value was calculated by the equations comparing the RTP packet real arrival time with the packet estimated arrival time, whereas the jitter value was obtained from the inter-arrival time of the real-time packets. The study concluded that QoS is the key to prioritising real-time traffic in a congested environment. 

[bookmark: _Toc110946774]2.2 Papers covering QoS on Wireless networks
Miraz et al. in [17] analysed three VoIP parameters: delay, jitter, and packet loss and how they behaved in a QoS environment. Their work [17] monitored the impact of QoS on audio traffic through heterogeneous networks, namely, WiFi-WiMAX and Wi-Fi networks. The authors simulated their experiments using the Riverbed Academic Modeler Edition 17.5 simulation software, with its easy-to-use Graphical User Interface (GUI). Their simulation was based on two scenarios: one representing the Wi-Fi, the other, the WiMAX. The design of the Wi-Fi scenario included a pair of two Wi-Fi subnets; one in London and another in Manchester. The two subnets were connected through an IP cloud as well as being configured with SIP server credentials. The second scenario used Wi-MAX. Here, two subnets were simulated, and VoIP applications were used in this simulation to operate an interactive voice call and generate voice traffic. The main conclusion of the authors’ work was that jitter was greater in the WiFI-WiMAX network when compared to the Wi-Fi network. Furthermore, the delay and MOS values were also greater in the WiFi-WiMAX network when compared to the Wi-Fi network.    

Sarraf et al. in [18] established a novel method to meet the challenge of integrating different wireless technologies such as GSM, EDGE, UMTS, Wi-MAX, WLAN, etc., into one platform. They argued that this integration should provide mobile phone users with different unified services. However, the real-time traffic support of QoS is one of the required services. While different attributes were covered in this paper, only UMTS, Wi-MAX, and IP-DiffServ/MPLS networks were considered. The InteServ has a limitation in scalability, therefore, the authors proposed DiffServ as an alternative solution to overcome this issue. The proposed mapping techniques included supporting end-to-end QoS over Heterogeneous Wireless Access Networks (HWAN). As demonstrated in [18], QoS gateways should be used to connect all the wireless systems (Wi-MAX, WLAN, LTE, etc.). All the QoS implementation should be on the gateways’ egress ports. According to [18], different applications require End-to-End QoS over Heterogeneous Wireless Access Network (HWAN). Their proposed approach recommended using the QoS DiffServ techniques to prioritise real-time traffic over the whole HWAN. 

Habib et al. in [19] studied QoS in relation to network security, especially in terms of the limitations of security in wireless networks, and the impact of QoS on VoIP traffic. Two types of networks were utilised in the study, wired and wireless. Voice traffic was considered as a benchmark to compare differences of the impact of QoS on both. Different methods were also followed in the QoS implementation. According to the authors, the observed jitter values in the Ethernet-to-Ethernet network were much less pronounced than those in both the Ethernet-to-Wireless and the Wireless-to-Wireless networks.
   
Alkharasani et al. [20] investigated QoS from a policies perspective. The QoS policies that deal with TCP starvation and Random Early Detection (RED) operate by dropping some packets to avoid congestion. This study, focussed on finding the best QoS policy that help real-time traffic to be delivered End-to-End in an undamaged state. An ISP network was also involved in their investigations. Two enterprise networks with two edge routers were designed using the OPNET simulator software. The ISP provider consisted of a few linked routers to represent the MPLS technology, where QoS was implemented. Different QoS tools were used such as DiffServ to manage the congestion, while RED was used to avoid congestion by dropping some of the TCP packets.  

Szilágyi [21] compared and analysed six QoS congestion management mechanisms namely: First-In First-Out (FIFO), Custom Queuing (CQ), Priority Queuing (PQ), Weighted Fair Queuing (WFQ), Class Based Weighted Fair Queuing (CBWFQ), and Low Latency Queuing (LLQ) [21]. The analysis aimed to discover which of these mechanisms is better in reducing delay, jitter, and packet loss, when prioritising real-time traffic over other types of traffic in converged networks. The author simulated the experiments using OPNET IT Guru Academic Edition software. An artificial congestion needed to be generated to test the impact of the QoS mechanisms, therefore the simulation included six hosts, two switches, two edge routers, and egress ports with lower bandwidth than the size of the LANs’ generated traffic. After several experiments and measurements, Szilágyi found that the LLQ mechanism was the most efficient QoS mechanisms to prioritise real-time applications, especially for VoIP traffic. However, the experiments were limited to studying QoS on only one WAN network. 

[bookmark: _Toc110946775]2.3 Literature review summary and conclusion
Although the studies cited in this review contain very valuable insights and discoveries about QoS, it is the view of the author of this study that there has not been enough consideration devoted to tracing the entire path of VoIP traffic in LANs and WANs together. Therefore, the research in this paper will be focusing on enhancing and prioritising the VoIP traffic from one end of a network path to another, through LANs and WANs networks, using QoS DiffServ QoS techniques. Furthermore, the research in this paper will systematically investigate the limitations of Best-Effort QoS mechanisms. These will be compared to two other DiffServ QoS mechanisms, namely CBWFQ and LLQ. In addition, the author of this paper noted that the experiments of all the reviewed papers were based on using simulation software only, whereas the experiments in this research will be based on a mixture of hardware and software, in order to better model an actual network environment. Equipment in The Cisco lab will be used to construct the entire network, while the UDP and the background (TCP) traffic will be generated using the Packet Sender and VLC software respectively. Finally, the data will be gathered, monitored, and analysed using Wireshark software. “Wireshark can capture traffic from many different network media types, including Ethernet, Wireless LAN, Bluetooth, USB, and more. The specific media types supported may be limited by several factors, including your hardware and operating system”. [22]

[bookmark: _Toc85560092][bookmark: _Toc99071954]

[bookmark: _Toc110946776]Chapter Three: Methodology 
[bookmark: _Toc110946777]3.1 Introduction
The task of this paper is to investigate ways in which the quality of real-time traffic over in network can be enhanced in circumstances of network congestion. There is a particular focus also on synchronous audio-visual communication that is required to hold successful virtual meetings. The waterfall methodology has been applied to this project [22]. This chapter is divided into five sections which will clarify the approach to the primary research and provide a more detailed description of the rationale:
3.2 	The analysis phase: planning the hardware and software requirements.
3.3 	The design phase: how the network will be planned and built
3.4 	The implementation phase: generating the data, creating congestion, and 
	configuring the network with QoS.
3.5	The integration and operation phase: monitoring, maintaining, testing and
	Improving the network.
3.6 	Contingency plans

[bookmark: _Toc110946778]3.2 The Analysis phase 
In the literature review, many experiments were identified that compared the impact of different QoS techniques on traffic performance [23]. In most of these experiments, OPNET simulation software was used both to build the network and to generate and analyse the traffic. OPNET has the advantage of already incorporating built-in tools to generate, monitor, and analyse traffic. 
But as  Liangxu et al demonstrated in [24], despite the benefits of using network simulation, it cannot totally replace physical experiments. Furthermore, since most network simulators such as OPNET, NETSIM, and others are not open-source software, it is beyond the resources of this author to make use of them. Therefore, the primary research will be conducted using the Cisco lab equipment [25]. The Cisco lab environment requires a mixture of traffic generating and analysing software. For these experiments, the open-source Video LAN Client (VLC-3.0.17) media player software will be used to generate different types of background traffic. VLC media player software is open source. VLC is also a streaming media server which supports many audio, video, and other file formats and protocols [26]. The ability of VLC to stream media over computer networks and transcode multimedia files makes it a suitable choice to generate the background traffic in this project. The Real-time traffic will be generated by using Packet Sender. Packet Sender v8.0.9, is “an open-source utility to allow sending and receiving TCP, UDP, and SSL (encrypted TCP) packets, as well as HTTP/HTTPS requests and panel generation” [27]. Finally, to capture, monitor, and analyse the traffic, Wireshark Graphical Network Simulator-3 will be used. Wireshark is a network emulator that is used to simulate the complex operations of computer networks [28].
[bookmark: _Toc99071955][bookmark: _Toc110946779]3.3 The design phase
The aim of these experiments is to compare and contrast network data both before and after QoS mechanisms have been implemented. QoS is therefore the hypothesised independent variable, and the quality of the communication is the dependent variable [12]. To demonstrate the effects on the dependent variable entails gathering two sets of identical network data with the only difference being the presence or the absence of QoS. The data from these experiments will be used as the basis of a comparison over a number of different scenarios. The aim is to produce some detailed quantitative evidence of the effectiveness of QoS. In order to achieve this aim, a number of different network designs were trialled before settling on a final one. A significant challenge encountered during this phase of the research was the absence of an UCK9 license in the Cisco lab routers, which meant that IP phones could not be used for this research. The final design takes the form of a network that is able to simulate two LANs conventional enterprise IP networks located within two different geographical areas. As the network is small, the collapsed core of a two-layer design has been adopted, the distributed and core layers are combined alongside the access layer. 
The edge routers of the two LANs are connected via a serial cable to represent the WAN connection, and the points at which congestion occurs at the serial port of (router 0) where the QoS mechanisms are implemented. Figure 3 shows a simulation of the Cisco lab network. At the start of the experiments, the network is set up with only basic configurations. Subsequently it will be implemented with QoS functionality.
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[bookmark: _Toc110843255][bookmark: _Toc110946801]Figure 3 The sample of the Cisco lab network
LANs – the preliminary network design consisted of two LANs. The first LAN comprises two PCs, one switch, and one edge router. Packet Sender is installed on one PC and VLC server on the other. The PCs are used to generate real-time and TCP traffic respectively. The second LAN comprises one PC operating as a client with Wireshark and VLC client software installed. In addition, this PC has one switch, and one edge router. The network configuration is kept simple in order to avoid confounding variables. The simplicity of the network topology is also beneficial as repeatable results can be gathered easily, due to the limited number of nodes that need to be monitored, as well as the small size of generated background traffic. The main affordance of this simple design, therefore, is that the comparison results of the networks before and after the implementation of QoS can be clearly examined. However, at this stage, no QoS will be configured, and the traffic flows will be based, by default, only upon a First-in-First-out principle [4]. 
Traffic - In all the proposed experiments, the main traffic will be UDP, whereas the background traffic will be TCP. The Packet Sender will be used to generate the real-time traffic (UDP), whereas the VLC server will be used to generate the background traffic that is used to create the congestion. The PCs are connected to two switches at the access layer. The collapsed core layer consists of the edge routers. 
Links – 10Mbsp Ethernet links will be used to connect all the network devices together, apart from the serial link connecting the routers of the two LANs. The routers and LANs are connected through 1.544 Mbps a serial cable, which will represent a congestion point. 
[bookmark: _Toc110946780]3.4 The implementation phase
Since the aim of this research is to investigate experimentally how the quality of real-time traffic can be improved (especially in congested environments), some important QoS techniques for real-time applications will be covered. Quality of Service (or QoS) can be defined as a group of procedures that involve traffic classification, congestion management, and congestion avoidance [4]. QoS mechanisms are configured to enhance the quality of real-time traffic by reducing the artifacts of delay, jitter, and packet loss which are particularly associated with network congestion, without increasing the bandwidth [12]. In a number of experiments, a series of network congestions will be deliberately created in order to discover where, when, and how traffic loss issues occur over a network, and how they can be managed and avoided. The goal of these experiments is to find approaches that improve the quality of real-time traffic by prioritising this traffic and reducing delay, jitter, and packet loss. However, there are different QoS mechanisms that function to reduce the impact of those parameters. I will be comparing two of them: Best-Effort and two of Differentiate Service (DiffServ) namely Class-Based Weight Fair Queuing (CBWFQ) and Low Latency Queuing (LLQ). In addition, I will consider principles and protocols linked to traffic and types of traffic (TCP and UDP). However, there are some other mechanisms such as Weighted Fair Queueing (WFQ), Custom Queuing (CQ), and Priority Queuing (PQ), which will not be investigated, because none of them are suitable for real-time traffic [12]. 
Generating the traffic is a complex and challenging task in the Cisco lab. The experiments require different types of background traffic (TCP and UDP) as well as different types of software tools to generate them. Initially the free version of the GNS3 simulation tool and the OSTINATO tool were considered to generate the traffic. But the IP phones could not be used in GNS3 without the Cisco IOS C2811 image [29] which was not available. The problem of generating measurable traffic in the absence of software dedicated to this task therefore had to be solved. For example, WANKiller, a traffic generator which can be installed on a PC and generates different type of traffic [29] would have been a good candidate for these experiments, because the traffic could have been easily classified in more than two different classes and then prioritised as UDP traffic. And in this scenario, One PC on each LAN would have been enough to run the experiments. However, WANKiller software is not open source and its cost was beyond the resources of this author.
[bookmark: _Toc110946781]3.4.1 Methods of Generating Traffic
Despite all these challenges, a workable system was eventually devised for the experiments. The IP phones were swapped with the Packet Sender traffic generated to generate UDP traffic. The UDP traffic from two different nodes was generated using different port numbers and different priority levels were given to them to represent real-time traffic. The problem of generated background traffic was overcome by using VLC software and streaming a file on the network formatted as HTTP. This allows the PC on the other LAN to request the streamed file using an IP source.  
However, due to software limitations, a number of the proposed experiments that were devised theoretically were impossible to achieve in practice. Nevertheless, after a lot of trail-and-error research, workable alternatives were devised that addressed the main aim of the thesis, generating the real-time and background traffic from one LAN and receiving it on the other LAN. 
Packet Sender software was used to generate UDP traffic. And since no actual IP phones could be used, the UDP traffic was generated from two different nodes, with different port numbers, and different priority levels that were assigned to each to represent the real-time traffic. This solution produced data that could not be qualitatively assessed, since no real IP phones (with voice) were used in the experiments, and therefore any data illustrating the preserved fidelity of voice communication when subjected to QoS is absent from this research. Nevertheless, the variations in the UDP traffic sources could be measured quantitively, both before and after the implementation of QoS, and the differences in delay, jitter, and packet loss could be contrasted with earlier experiments in order to extrapolate useful data that reveals how network traffic can be enhanced using QoS. In this manner, the effectiveness of QoS could be meaningfully assessed in various experimental scenarios and the network traffic could be quantitatively compared by measuring the different outcomes. For the background traffic, Video LAN Client (VLC-3.0.17) was used as a server in one of the LAN’s PCs, and as a client on the other LAN’s PC. The traffic was streamed by the VLC server in HTTP format, whereas the VLC client received the streamed traffic by a request system that was based on the IP source. All the traffic in these experiments was generated properly and smoothly, and all the traffic types were captured by Wireshark successfully. The following figures 4 and 5 show screen shots samples of Packet Sender generating UDP traffic and Wireshark capturing TCP traffic respectively. 
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[bookmark: _Toc110843256][bookmark: _Toc110946802]Figure 4 Packet sender generating traffic
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[bookmark: _Toc110843257][bookmark: _Toc110946803]Figure 5 Wireshark capturing traffic
VLC 3.0.11 is a free and open-source media player which works on every popular platform [31]. This software is quite easy to use in terms of controlling the traffic, the IP address, the port number, and some other characteristics. A file can be streamed by the VLC server over the network using different protocols (HTTP is used in these experiments) and a port number. The VLC client can easily request the streamed file by requesting the source IP address and the port number. Figure 6 shows the VLC client requesting a streamed file using the source IP address.
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[bookmark: _Toc110843258][bookmark: _Toc110946804]Figure 6 VLC, used as a client
In the final design of the experimental network, the initial approach to generate different types of background traffic in order to cause congestion was supplanted by the generation of only one type of traffic (TCP) at variable port numbers. Some files that were previously installed on the PCs were sent through VLC to compete with the UDP traffic and generate congestion (this is explained further in the following sections). VLC does not require the internet; thus, it can be used as an appropriate background traffic generator for the Cisco lab environment. An additional advantage of using VLC software to generate the background traffic was that as many windows as required could be open on the same PC and each window could work as an individual server, which meant that one machine could do the work of two PCs (VLC and Packet Sender servers). These outputs could then be combined into one LAN, and the other PC (on the other LAN) could function as a client. To sum up, the problem of generating audio traffic by using IP phones has been circumnavigated using the Packet Sender software. And the complexity of using many PCs to generate TCP traffic has been circumnavigated by using multiple VLC windows on one PC. The final experimental design fulfils the main aim of the research, which is to test the effectiveness of QoS mechanisms by generating more volumes of traffic than could be handled by the egress router port, and then sending this traffic through the network ports to create congestion intentionally. 
[bookmark: _Toc110946782]3.4.2 Creating Congestion 
The first phase of the development of the experiments involved configuring and testing the network without QoS, and then applying it subsequently as the basis of a comparison to measure its effectiveness. QoS is not required unless congestion occurs [4]. But as Edgeworth et al. note [4], QoS is always required as long as there is congestion; therefore, in these experiments, congestion is intentionally created in order to simulate real-world scenarios. Edgeworth et al. also mention that congestion occurs when “the available bandwidth on the data path from a source to a destination equals the capacity of the lowest-bandwidth link. When the maximum capacity of the lowest-bandwidth link is surpassed, link congestion takes place, resulting in traffic drops” [4, p. 363]. There are two solutions to avoid or reduce network congestion; the first is by increasing the bandwidth over the network and the second is by implementing QoS. The first tends to be prohibitively expensive, and so consequently, QoS tends to be the preferred solution [4], [30]. 
Congestion happens when the input is larger than the output or when one output aggregates to more than one input [12]. The egress port of the edge router (The servers’ LAN in this experiment) is the port where the congestion is designed to occur. Congestion is intentionally created by generating a size of traffic (from VLC and Packet Sender servers) that is larger than the egress port can handle. The use of VLC software means that the number of PCs involved in the experiments can be reduced, but the amount of generated traffic can be increased. This is a clear advantage for the design of the experiments. And, as a consequence, the traffic size can be increased easily until it is more than the serial link can handle [4]. Figure 7 shows how congestion occurs. 
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[bookmark: _Toc110843259][bookmark: _Toc110946805]Figure 7 how congestion occurs [4]
Before congestion is added, a UDP file was successfully sent through Packet Sender. All the traffic was captured by Wireshark in sequence on the other side of the network as figure 8 shows. The traffic capturing process ran for five minutes, in accordance with a convention established for the Cisco lab. This time period was chosen to measure the duration of all the experiments in this research, so that an overall consistency could be established across the different findings from each.  
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[bookmark: _Toc110843260][bookmark: _Toc110946806]Figure 8 Captured UDP traffic before congestion
Packet Sender software can repeat the sending of a file, this facility helps to maintain a consistent set of conditions across a number of experiments; the software sends a constant bit rate stream of traffic. After capturing the UDP traffic successfully, congestion is added to the network by sending more UDP and TCP traffic than it could handle. The TCP traffic was easy to generate by the VLC software. The network was streamed with TCP traffic by opening multiple VLC servers on the same PC, each streaming a file to the entire network with an HTTP format, but with a different port number. The VLC clients, on the other side of the network, captured the traffic by requesting the servers’ files, based on their IP source addresses, the protocols, and the port numbers, as figure 6 shows. As the experiments got underway, the network started to be congested, and the UDP packets started to be dropped on the other side of the network. Figure 9 shows UDP packets in Wireshark when the network is congested, before the application of QoS. 
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[bookmark: _Toc110843261][bookmark: _Toc110946807]Figure 9 UDP packet drop
By monitoring and capturing the traffic, it was found unsurprisingly that the more the network is congested, the more UDP packets are dropped. The following section covers how QoS mechanisms were applied across the network to measure the contribution that QoS makes in different scenarios. All the captured UDP packets were monitored and analysed in order to calculate delay, jitter, and packet loss. The same UDP packets were captured by Wireshark both before and after the QoS mechanisms were applied. In addition, the “show int s0/0/0 policy-map” was used to observe the packet loss of each class (this is explained in the next section). 
[bookmark: _Toc110946783]3.4.3 Applying QoS 
QoS is typically implemented in three phases: in the first phase, the traffic is classified and marked; in the second, the traffic is shaped and policed; and in the third, the traffic is queued and managed using Best-Effort, CBWFQ, and LLQ mechanisms. Cisco recommends that QoS management is applied to any link where there is the possibility of congestion [32, p. 424]. In the experiments conducted for this research, QoS is applied at the egress port of the traffic generators LAN side (the serial output link) because the traffic tends to be aggregated at this port. 
3.4.3.1 Best-Effort (BE) 
For the Best-Effort QoS, First-In-First-Out has been deployed in a basic network environment so that the traffic flows based on a first come first served basis, regardless of the packet size or contents. For the DiffServ, two mechanisms have been implemented: Class-Based Weight Fair Queuing (CBWFQ) and Low Latency Queueing, and these will be compared to the Best-Effort performance. 
3.4.3.2 Class-Based Weight Fair Queuing (CBWFQ):
The CBWFQ mechanism operates according to classes that are defined by the user. Classifications include specific criteria, such as the types of input interfaces, protocols, and access control lists (ACLs). The user reserves a queue and directs specific traffic flows for each class. Classes are then assigned with characteristics such as bandwidth, a maximum packet limit, and a weight. Bandwidth represents the maximum bandwidth that a link can use during periods of congestion [33]. After a queue reaches its limit, any additional packets are subjected to Active Queue Management (AQM), tail drop or packet drop, depending on how the class policy is set. Unlike TCP traffic, UDP traffic cannot be re-transmitted [4]. Therefore, a tail drop (Queue-limit command) was used with UDP traffic whereas a WRED (random-detect command) was used for TCP traffic. In the experiments, three classes (class1, class2, and default) were created to classify the traffic into real-time, TCP, and unclassified traffic respectively. Class1 was served with the required bandwidth and a tail-drop to provide low delay, jitter, and packet loss. Class2 was served with the required bandwidth and WRED to avoid congestion. The default class was provided with standard services, which means that the traffic flow was based on Best-Effort. Thirty per cent of the bandwidth was provided for class1 and sixty per cent for the background traffic. The rest of the traffic (ten per cent) is assigned to the default class to carry any additional traffic that is unclassified. In all the experiments, the bandwidth was divided up, based on these percentages. By doing this, each class was allocated a specific percentage of the link bandwidth regardless of the actual link bandwidth.  Regarding class1, AQM was configured with a queue limit of 40, while in class2 it was configured with random-detect, because the traffic in class2 could be retransmitted. A few different experiments were conducted, with and without AQM, to compare the effect of CBWFQ on the real-time traffic. These experiments also involved increasing the UDP traffic at the expense of the TCP traffic (and vice versa), in order to answer the questions: can LLQ and CBWFQ mechanisms deliver good quality UDP traffic even during increases of TCP traffic? And can CBWFQ accommodate UDP traffic in situations where the same type of traffic is increased? It was found that these mechanisms served well when the network was congested. However, as all the classes within CBWFQ are served based on a “round robin” concept, the CBWFQ continues to work effectively even when the TCP traffic is increased. 
3.4.3.3 Low Latency Queueing with Priority Percentage Support
This mechanism allowed an extra characteristic to be applied to a class, in addition to CBWFQ. With LLQ and CBWFQ, the traffic could be sorted into priority and nonpriority traffic classes. But with LLQ, the allocation of priority could be more complex as LLQ also provides “bandwidth and priority” features [4]. The “bandwidth and priority” features allowed for the specification and allocation of percentages of bandwidth to more priority traffic classes. Dividing the link bandwidth based on Kbps was avoided (as was the case with CBWFQ also), but instead, the percentages that were set for the classes were used again. In addition, the “priority” command could also be used for class1 in order to allocate a strict priority to the traffic. This meant that the traffic of class1 had a low latency. The main issue with LLQ is that the lower priority classes might face starvation, which means they would not be served when the network is congested. To mitigate against this, the priority class was restricted with a policy (queue-limit) to prevent class1 from consuming the entire available bandwidth. This was done by determining a number for the priority. The number gives a selected class a priority over the other classes, but with a limited bandwidth. For example, a priority of 100 means that 100 Kbps is reserved for the priority class. If the traffic in this class exceeds 100 Kbps and the network is congested, then the excess real-time traffic is removed by the ‘implicit policer.’ In three experiments the real-time traffic was prioritised. The order of priority was first for voice, then video, then other data, and finally for one default. The priority 100 Kbps was given to the voice class only. Regarding the low priority classes, the low priority queues were managed with Weighted Random Early Detection (WRED) on the low priority queues, in order to drop some of the TCP packets in congested environments.
[bookmark: _Toc110946784]3.5 The integration and operation phase
In this section, the focus is on ways to measure and analyse the effect of QoS mechanisms on UDP traffic. The most logical way to go about this is to devise experiments to monitor the network behaviour, before and after QoS is applied, and then compare the results. I used Wireshark network packet analyser software to collect the data. The delay, jitter, and packet loss were calculated using specific equations. The output is analysed according to these equations. The packets delay was calculated through the difference between the real-time traffic packets’ actual received time and their estimated received time, whereas the jitter was calculated by subtracting the arrival time of the real-time packets from the representative values of their entire journey time. The packet loss value is measured as a percentage of the entire delivered time for real-time packets. Each of these calculations would be repeated every time that a different QoS configuration is applied. After comparing the results of each output, the best QoS mechanism—defined as being the one with the least amount of delay, jitter, and packet loss—could be determined [12] [4]. 
Delay represents the amount of time in which a packet travels from its source to its destination. It is calculated by subtracting the leaving time for packets from their arrival time. In order to be able to calculate the delay values, I had to gather the related information from Wireshark. 
Packet delay = the UDP packet real arrival time – the UDP packet expected arrival time [34]
Jitter represents the amount of “delay variation.” Its amount is calculated from “the difference in latency between packets in a single flow” [4]. In these experiments, jitter is observed by finding the mean average of the time change between each packet sequence. Wireshark was again used to calculate these values. 
Packet loss represents the rate of the packets that leave a source but are not received by a destination. Packet loss is calculated by finding the number (or rate) of dropped packets. This value is obtained by dividing the number of lost packets by the number of packets sent. However, it was easier to calculate the rate of packet loss directly, either by using the “show police-map interface” command, or by using the formula:
Packet loss = Number of packet lost/the total number of sent packets *100 [34]
[bookmark: _Toc99071956][bookmark: _Toc110946785]3.6 Contingency plans 
This section explains the alternative plans, and modifications made, to arrive at the final network design used in the experiments. The process of building and implementing a network that was adequate for these experiments to proceed successfully required a number of novel design iterations to make full use of the available tools in the Cisco lab and to stay within its requirements. 
A disadvantage of basing the experiments in the Cisco lab is that the work cannot be immediately translated into real-world scenarios. This is due to limitations on the variety, scalability, and complexity of experimental conditions compared with those found in the real-world. To address this problem, a few different scenarios that closely resemble real world conditions were implemented, but this is where the challenges emerged and where the lack of resources in the Cisco Lab were felt most acutely. In an ideal scenario, a variety of tools would have been utilised to generate different types of traffic data, such as WANKiller and IP phones could have been added to the network to generate voice traffic. Unfortunately, WANKiller software was not available and the Cisco lab had no current UCK9 license [29], so these ideas had to be abandoned. 
To overcome these difficulties, a simple network was designed and built in the Cisco lab. Then this network was congested before applying QoS. A few different issues and problems were raised during this part of the process, which required further modifications to the network design. 
Using the Cisco lab: the Cisco lab represents an alternative environment to the OPNET and NETSIM environments. And the task of performing all the experiments was quite a complicated and challenging one. Using the Cisco lab required more work in terms of time management, as any potential conflict with other students or events that were happening there has to be avoided. In addition, some devices had to be configured on a regular basis because they were also being used by other students. Finally, there were the challenges of generating the traffic without using either the Internet or IP phones. 
Generating the background traffic: Generating the traffic turned out to be the most complicated task tackled in this research. Different approaches were tried before settling upon using VLC and Packet Sender software as an alternative means to TrueConfr and WANkiller. TrueConfr software was rejected because of the requirement for Internet access and WANkiller for the cost of its licence. 
Generating the real-time traffic: real-time traffic was meant to be generated by using IP phones, but Packet Sender software was used as an alternative, because of the absence of a UCK9 license.  
During the early stages of the research, the option of using the Cisco lab was almost rejected and GNS-3 was considered as an alternative plan. GNS-3 was easy to install and operate. However, an IOS c2811 image was required to configure the telephone-services, and this was not available to download [29], therefore, the Cisco lab was reconsidered. However, as the UDP traffic is an umbrella of both voice and video traffic, and the Packet Sender software was capable of generating only real-time traffic, the title of the dissertation had to be changed to include a “real-time traffic” component, instead of just focussing on “audio traffic.”
Using the Cisco lab environment, a network that includes two LANs was built:
LAN1: two PCs to carry the VLC and Packet Sender servers, one switch, and one edge router.
LAN2: one PC to carry the Packet sender, VLC clients, and Wireshark, one switch, and one edge router. 
Regarding the implementation and configuration phase of QoS, three QoS mechanisms were tested: Best-Effort; CBWFQ; and LLQ. Each mechanism was implemented based upon different network-use scenarios. Data was gathered to calculate the amounts of delay, jitter, and packet loss, and then this data was analysed. The following chapter is a detailed account of the results I obtained. 











[bookmark: _Toc110946786]Chapter four: results and analysis

This chapter focuses on the results of the primary research. The findings have been drawn from a series of experiments in which twenty different configurations of CBWFQ and LLQ with and without Active Queue Management (AQM) adjustments were conducted. Variables were introduced by changing policy parameters such as bandwidth, priority, and queue-limit. Two questions were investigated primarily: Can real-time traffic be guaranteed when the background traffic is increased, and can real-time traffic be guaranteed when the same type of traffic is also increased. In order to investigate these questions, some experiments were devised where the background traffic was altered while the UDP traffic remained at a fixed rate, while in other experiments the UDP traffic was varied, while background traffic remained fixed. It is not possible to speed up packets with QoS [35] . To circumvent this problem, the traffic could only be controlled by reducing its speed, thus forcing the QoS policy to prioritise certain kinds of traffic over other kinds. The background flow of traffic was increased by sending more files through the VLC software simultaneously, whereas the size of the UDP traffic was fixed by sending only one flow through the Packet Sender. In yet another group of experiments, the UDP traffic was increased by sending more UDP traffic from different Packet Sender traffic generators, whereas the background traffic was sent in the form of a single file by VLC.  The data obtained from all of these experiments has been collated and compiled into tables and histogram charts, as will be shown in this chapter. 
The real-time applications assessment of network data is typically measured using a quality measure called the Mean Opinion Score (MOS) [36]. Scales in MOS start from 1 (lowest quality) to 5 (Highest quality). MOS is considered to measure the general end-to-end quality of communications. However, MOS measurements are based upon the subjective quality that users perceive. In this paper, MOS has not been implemented to assess the real-time traffic performance and more objective means of measurement have been chosen. Consequently, performance is considered here in terms of the network environment perspective, rather than the impression of an ideal user (or users). Based on the experiments, the calculated delay and jitter rates have been structured in histogram charts, whose shapes correspond to the number of packets sent, set against the delay and jitter rates. Wireshark packets sniffer software has been used to collect all the data of (delay, jitter, and packet loss). The delay rate has been calculated by finding the difference between the UDP real delivery time and the expected arrival time. 
 (
Packet delay = the UDP packet real arrival time – the UDP packet expected arrival time
 
[51]
) 

Jitter, on the other hand, has been calculated by finding the difference in the inter-arrival time of the UDP packets. Finally, for packet loss, the percentage of total UDP transmitted packets represents the packet loss rates. 
 (
Packet loss
 = Number of packet lost/the total number of sent packets *100 
[51]
)


[bookmark: _Toc110946787]4.1 Before applying QoS
For the ideal network which has no congestion, traffic flows are based upon First-in-First-out (FIFO) principles [4]. For the experiments conducted in the Cisco lab, FIFO is the default queue mechanism. The following section will analyse and compare the results of delay, jitter, and packet loss before and after applying QoS. Furthermore, QoS was applied in two groups, one with AQM and the other without. The data generated from these experiments was calculated mathematically, and the results were organised into tables, before being represented as charts.
[bookmark: _Toc110946788]4.2 After Applying QoS
These results are organised into sections according to the parameters of delay, jitter, and packet loss. For each parameter, the results were divided into two parts, based on different background and UDP traffic loads, and compared to the effect of QoS to the Best-Effort, as the tables featured in this chapter will show. In all cases, the real-time traffic has been investigated primarily, as it is the main subject of this paper. 
[bookmark: _Toc110946789]4.2.1 The Delay:
4.2.1.1 Different sizes of Background traffic
As defined in section 3.5, delay describes the time that a packet takes when it is transmitted from one node to another across a network. Delay is measured in milliseconds (ms) and calculated by subtracting the departure time from the arrival time. The delay parameter, in these experiments, is calculated in two environments: one with different background traffic, and fixed UDP traffic; the other with fixed background traffic, and different UDP traffic. Three main points have been considered in evaluating these experiments; the effect of increasing the traffic in comparison with the effect of increasing UDP delay, and the comparison between DiffServ values before and after applying AQM. Finally, the parameter of delay over the entire experimental network is also assessed.  

	The traffic size
	The delay

	Background traffic
	Total traffic
	BE
	QoS before AQM
	QoS after AQM

	16%
	33.15%
	84.11ms
	83.56ms
	83.56ms

	64%
	81.18%
	107.48ms
	86.51ms
	86.51ms

	80.06%
	97.21%
	125.50ms
	87.52ms
	78.52ms

	128.04%
	145.19%
	3251.80ms
	2874.53ms
	89.25ms


[bookmark: _Toc110843351][bookmark: _Toc110946826]Table 1 the delay with fixed UDP traffic
Table 1 shows the results of the delay (end-to-end delay) across a number of experiments. The UDP traffic size was fixed at 17.15% of the link capacity, whereas the background traffic was increased in each experiment. This was done in order to assess the effect of QoS on real-time traffic when the background traffic has been increased. Table 1 includes two main types of information: the traffic size in percentages which includes the ratio of background and total traffic to the capacity of the link. And the UDP delay heading which includes Best-Effort, QoS before and after AQM is applied.   
The summation of UDP and Background traffic that enters the router is represented by the total traffic in table 1. The size of the UDP traffic was fixed at 17% of the link capacity. The impact of the background traffic on the UDP traffic has been summarised under the delay field. The delay value was increased gradually as the background traffic value was also raised. This was done until the entire traffic was above 100%. The delay rises steeply when the total traffic surpasses the link capacity in both the best-Effort and QoS scenarios, before AQM is applied. The finding was that increasing the background traffic produced more delay for Best-Effort, when the traffic exceeded the full link capacity.  The increased delay for Best-Effort can be explained by the fact that the Best-Effort concept is based on a First-in-First-out mechanism. Therefore, the delay is the average queuing delay of both the background traffic and the UDP traffic. However, there was a slight drop in delay when the total traffic reached half of the link capacity at the time that QoS was applied. In general, compared to Best-Effort, the addition of QoS improved the performance of the network in terms of the delay. The delay was improved by 11.05%, when the total traffic was 65%. These results were obtained from subtracting the BE from the QoS with AQM divided by the BE times 100, ((94.11 – 83.71)/94.11) *100. An improvement of 30.26% was recorded when the total traffic was 97%. The improvement was also 97% when the total traffic exceeded the full link capacity and continued to 145%.  

[bookmark: _Toc110843262][bookmark: _Toc110946808]Figure 10 The delay with various background traffic

By keeping in mind that the router was configured with LLQ to carry high priority traffic (UDP traffic) and CBWFQ to carry low priority traffic (the background traffic), it can be explained why background traffic experienced more delay than the UDP traffic. The background traffic was always forced to occupy the queue which provided a low priority service. The LLQ mechanism, on the other hand, was configured to provide high priority traffic with precedence among other types of traffic. Best-Effort, by contrast, came with a high delay, because the UDP and background traffic were sharing the same queue (FIFO). The results from QoS without AQM illustrate the findings recorded on table 1: when the background traffic is increased the LLQ could not provide a low delay for the high priority queue. This indicates that the LLQ mechanism that was configured was not proactive, otherwise this mechanism could have maintained a low delay for the high priority queue even when the network experienced high background traffic. QoS with AQM, on the other hand, could maintain a low queuing delay for all the traffic (UDP and background), even when the network experienced traffic overload, due to the amount of background traffic flowing through it, and this result was also achieved by dropping some of the background traffic.  
4.2.1.2 Different size of UDP Traffic
In this section, the same procedures as section 4.2.1.1 were applied. The difference is that no attempt was made to keep the percentages of the background traffic at the same value while changing the size of UDP traffic. The analysis of the results of these experiments was also conducted in the same manner as 4.2.1.1. and the results recorded here are also similar to those of the previous section.  
	The traffic size
	The delay

	UDP traffic
	Total traffic
	BE
	QoS before AQM
	QoS after AQM

	5.72%
	85.78%
	121.21ms
	87.04ms
	87.04ms

	17.15%
	97.21%
	125.50ms
	87.52ms
	87.52ms

	34.31%
	114.37%
	2554.86ms
	2193.66ms
	87.97ms

	42.45%
	122.51%
	2549.37ms
	2083.37ms
	86.12ms


[bookmark: _Toc110843352][bookmark: _Toc110946827]Table 2 results with various UDP traffic
Table 2 contains information about traffic sizes (expressed as percentages) and the delay values in milliseconds. The summation of both UDP and background traffic data is presented under the total traffic field. In these experiments, a fixed rate percentage of 80.06% of the entire link bandwidth was reserved for the background traffic. The delay, on the other hand, was calculated in three different cases: int Best-Effort, QoS with not AQM and with AQM. The calculation of the delay was focused on UDP traffic only. Generally, the delay was gradually increased while the rate of UDP traffic was increased in the three cases, before the entire traffic went to 100%. When the total traffic exceeded 100%, the delay was growing in both Best-Effort and QoS without AQM. However, improvements in delay were noticeable with UDP traffic in QoS networks, as contrasted to the Best-Effort network. From table two, 28.19% ((121.21 – 87.04)/121.21*100), improvement was recorded when the total traffic was 85%. Whereas 30.26% improvement was obtained when the total traffic was 97%. QoS with AQM shows 78.34% ((2549.37 - 86.12)/ 2549.37) *100) enhancement in the delay when the total traffic increased to 122% of the link capacity.


[bookmark: _Toc110843263][bookmark: _Toc110946809]Figure 11 the delay with various UDP traffic

4.2.1.3 The delay increasing in the three cases: 
Over the three networks tested: Best-Effort, QoS without AQM, and QoS with AQM, the growth of end-to-end delay was gradual in the Best-Effort network, and the total traffic was less than 100% of the link capacity in DiffServ. In the cases of with QoS with and without AQM, the delay was always less, compared with Best-Effort. The increase of delay in Best-Effort was due to all the network traffic sharing the same queuing mechanism (FIFO). 
Regarding the DiffServ network, the behaviour when QoS was applied can be compared both before and after implementing AQM. The delay results in both scenarios before applying AQM was different because the total traffic was less than 100% of the link capacity. When AQM was applied, the levels of delay were low when the UDP traffic was growing, whereas the network without AQM was not able to maintain such low levels of delay.   
4.2.1.4 Evaluation and analysis of the network services according to the experiments
The results of section 4.2.1.3 indicate that Best-Effort cannot maintain low levels of delay in circumstances of network congestion (heavy traffic loads). It can be postulated that the reason for this is that Best-Effort provides for only one traffic queue, based on the FIFO mechanisms. This is a finding that is easily noticeable in both the experimental scenarios previously explored, both when the UDP traffic increases and also when the background traffic increases. The case of DiffServ (QoS AQM and QoS no AQM) is different. It was found that DiffServ with AQM could maintain low delay for UDP traffic in both scenarios; despite the growth of UDP traffic, or the growth of the background traffic. A reasonable explanation for this is that DiffServ mechanisms classify the traffic into different queues and give priority to the UDP (high priority) traffic, while dropping some of the background (low priority) traffic in order to manage or avoid congestion. Consequently, it was found that implementing AQM with QoS mechanisms provides low end-to-end delay for the real-time applications. The comparison of the delay in these experiments was based on a comparison of the results with the standard acceptable real-time delay, which is 150ms [37, p. 652], therefore any delay equal to or less than 150ms was deemed to be acceptable. 
[bookmark: _Toc110946790]4.2.2 Jitter 
As well as the definition of Jitter offered in section 3.5, it can also be defined in terms of Packet Delay Variation (PDV) [38, p. 73]. The amounts of Jitter in these experiments were calculated by taking samples of the arrival time of the packets, and then calculating the difference between those samples in order to find the total of the differences, then this sum was divided by the number-value of the samples taken (minus 1).  The experiments dealing with the jitter section were conducted in the same way as the previous experiments dealing with delay in 4.2.1.1. Various background traffic loads were transmitted across the network with a fixed value of UDP traffic. These experiments were subsequently repeated, taking various UDP traffic loads with a fixed background traffic value. The results from both these experimental scenarios were evaluated and analysed in order to see the impact of the increased traffic on the levels of jitter. As with the delay section, three networks were considered, Best-Effort, QoS without AQM, and QoS with AQM.   
4.2.2.1 Different levels of background traffic
The Different levels of background traffic are shown table 3. 
	The traffic size
	Jitter

	Background traffic
	Total traffic
	BE
	QoS before AQM
	QoS after AQM

	16%
	33.15%
	4.78
	0.34
	0.34

	64.02%
	81.18%
	21.12
	3.74
	3.74

	80.06%
	97.21%
	23.73
	3.95
	3.09

	128.04%
	145.19%
	1215.67
	1107.69
	5.20


[bookmark: _Toc110843353][bookmark: _Toc110946828]Table 3 UDP jitter with various background traffic
The UDP traffic size was fixed to 17.15% of the link capacity, whereas the background traffic was increased in each experiment in order to investigate its effect on QoS applied to real-time traffic.  Table 3 includes two main sources of information: first, the traffic size expressed as a percentage, which also includes the ratio of the background and total traffic to the capacity of the link; second, the UDP delay, which includes Best-Effort, and QoS, both before and after AQM was applied.  
The summation of UDP and Background traffic that enters the router is represented by the total traffic in the table. The size of the UDP traffic was fixed to 17% of the link capacity. The impact of the background traffic on the UDP traffic has been summarised under the Jitter field. The jitter was increased gradually as the background traffic was raised, until the entire traffic was above 100%. The jitter rose steeply when the total traffic surpassed the link capacity in both best-Effort and QoS before AQM. The main finding from these experiments was that increasing the background traffic produced more jitter for Best-Effort when the traffic exceeded the full link capacity. The increased jitter for the Best-Effort can be explained by the fact that the Best-Effort concept is based on using one queue for the entire traffic (First-in-First-out). Therefore, the jitter in Best-Effort is the average jitter of both the background traffic and the UDP.
4.2.2.1.1 The impact of increasing the background traffic on the jitter
Table 3 illustrates that the amounts of jitter with Best-Effort increased as the background traffic also increased. The jitter in the QoS without AQM was also increasing, while the QoS with AQM resulted in a slight increase of jitter commensurate with the increasing background traffic. 
The enhancement in performance resulting from the reduction of jitter in QoS with AQM over other methods was clearly demonstrated in these experiments. Jitter remained low, even when the levels of background traffic were growing. From table 3, as the jitter stayed low (5.20 ms) of the total traffic of 145.15%. Whereas, with the same total traffic, the jitter jumped to reach 1215.67 ms and 1107.69 ms in the Best-Effort and QoS without AQM networks respectively.  
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The router was configured with LLQ to carry high priority traffic (UDP traffic) and CBWFQ to carry low priority traffic (the background traffic). This explains why background traffic was subject to more jitter, as the background traffic is always forced into the low priority queue. The LLQ mechanism was configured to provide high priority traffic and was given precedence over other kinds of traffic.  Best-Effort, on the other hand, exhibited high jitter artifacts because the UDP and background traffic shared the same queue (FIFO). The results from QoS without AQM in table 3, illustrate that when the background traffic was increased, the LLQ could not provide an adequate low delay for the high priority queue. This indicates, furthermore, that the LLQ mechanism that was configured for the experiments was not proactive, otherwise this mechanism could have maintained low jitter for the high priority queue, even when the network was experiencing high background traffic. QoS with AQM, on the other hand, was able to maintain a low level of jitter for all the traffic that traversed the network (both UDP and background), even when the network experienced traffic overload, as happened when the network was forced to carry data in excess of its capacity. The maintenance of a good signal for the high priority areas was achieved by dropping some of the background traffic.  
4.2.2.2 Different sizes of UDP traffic 
The same procedures that were detailed in section 4.2.1.1 are also followed in this section. The main difference here is that the percentage of the background traffic was kept to the same value, while the size of the UDP traffic values was varied. The analysis of the results was conducted in the same way as in section 4.2.1.1. The results are also ordered in ways that are similar to previous sections.  
	The traffic size
	The jitter

	UDP
	Total traffic
	BE
	QoS before AQM
	QoS after AQM

	5.72%
	85.78%
	26.77ms
	3.39ms
	3.39ms

	17.15%
	97.21%
	23.73ms
	3.95ms
	3.09ms

	34.31%
	114.37%
	823.39ms
	711.17ms
	5.06ms

	42.45%
	122.51%
	814.92ms
	617.00ms
	3.84ms


[bookmark: _Toc110843354][bookmark: _Toc110946829]Table 4 Jitter with various UDP traffic
Table 4 contains information about traffic percentages and information about delay. The summation of the UDP and background traffic is presented under the total traffic field in table 4. In this experiment, a fixed rate of 80.06% was applied to the entire link bandwidth that was reserved for the background traffic. The jitter, on the other hand, was calculated in three different ways in separate experiments: int Best-Effort, QoS with AQM and without AQM. The calculation of the jitter focused on UDP traffic only. Generally, it was found that jitter increased gradually as the UDP traffic also increased in Best-Effort and QoS without AQM, before the entire traffic went to 100%. When the total traffic exceeded 100%, the jitter also increased in both Best-Effort and QoS without AQM. However, improvements in jitter were noticeable with UDP traffic in QoS networks when contrasted with the Best-Effort network. From table 4, 99.53% ((814.92 – 3.84)/814.92) *100), improvement was recorded when the total traffic was 122% of the link capacity.
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4.2.2.2.1 The jitter growth in the three cases: 
In table 4, it was noticeable that there was some fluctuation with the QoS without AQM when the UDP traffic increased. The likely reason for this is that UDP traffic was assigned to a LLQ high priority queue without AQM. In the Best-Effort, on the other hand, the likely explanation for the jitter growth is that all traffic types were sharing the same queue on a FIFO basis. It can be postulated that the slow jitter increase with QoS AQM is due to the high and low priority queuing mechanisms that LLQ and CBWFQ adopt, these enabled the UDP traffic to be prioritised and served in a stable way. 
4.2.2.2.2 Evaluation and analysis of the network services according to the experiments
From the results of table 4 and figure 13, it is apparent that conditions of low jitter cannot be ameliorated by Best-Effort mechanisms when congestion occurs. The Best-Effort mechanism is based on FIFO with only one queue shared by all types of traffic, this is problematic especially when the traffic size is considered (80.06% of background traffic plus the various UDP traffic). The networks with QoS, on the other hand, were able to achieve low jitter rates for various UDP and background traffic loads. This result indicates that LLQ and CBWFQ can provide low jitter for UDP in both congested and non-congested networks by dropping some of the background packets. A reasonable conclusion that can be drawn is that QoS LLQ and CBWFQ mechanisms provide classifications and queuing that successfully manages or shapes the traffic and prioritises the real-time traffic.    
[bookmark: _Toc110946791]4.2.3 Packet loss
Packet loss can be defined as the percentage of dropped packets when compared to those sent successfully [39]. In this experiment, the received packets were calculated by monitoring and observing groups of them through Wireshark software, and then by using the following formula:
 (
Packet loss
 rate = (Dropped packets/Sent packets)*100
)  

A Command Line Interface (CLI) can also be used to investigate packet loss, as figure 14 shows.
[image: Text
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[bookmark: _Toc110946812]Figure 14the lost packets showed by CLI
Similar to the method that was employed in section 4.2.1.1, packet loss was experimentally examined in two scenarios: firstly, when the background traffic was various, and while the rate of UDP traffic was fixed at 16.15%; and secondly, when the UDP traffic was various, and when the rate of background traffic was fixed at 80.05%. The justification for these scenarios was that they allowed for the investigation of what impacts increasing the UDP and TCP traffics have on real-time traffic in a congested network. The packet loss results will be also discussed in the following sections in terms of the percentages of packet loss associated with each experimental scenario.     
4.2.3.1 Different size of background traffic
The various impacts of increasing the background traffic on the packet loss rate is illustrated in table 5. The results show the calculated packet loss rates in different scenarios of background growth. Included are the results of the packet loss rate for the three networks investigated: (Best-Effort BE, QoS without AQM, and QoS with AQM). In following sub-sections, the results found in table [number] will be discussed. 
	The traffic size
	The rate of lost packets %

	Background traffic
	Total traffic
	BE
	QoS before AQM
	QoS after AQM

	16%
	33.15%
	0
	0
	0

	64.02%
	81.18%
	0
	0
	0

	96.02%
	113.20%
	6.9
	0
	0

	128.04%
	145.19%
	13.84
	0
	0


Table 5, The percentages of packet-loss when there are various background traffic sizes
When the total traffic rate was less than the link capacity, there was no impact on the loss of real-time traffic when the background traffic increased. Therefore, the packet loss rate was 0%. However, when the traffic exceeded the full link capacity of 100%, packet loss resulted. In these latter scenarios, it was found that the QoS mechanisms with and without AQM had positive impacts on the packet-loss, while the BE network was not able to deliver real-time traffic properly. As a result, the BE network packet loss rate increased as the amount of total traffic also increased. For example, 6.94% of the UDP packets were lost when the background traffic rate was increased by 21.98% (from 113.20% to 145.19%) as illustrated in Table 5. Figure 15 illustrates the percentage of lost packets with various background traffic size in a graph.


[bookmark: _Toc110946813]Figure 15 The percentage of lost packets with various background traffic size
The most reasonable explanation for the lost packets with BE is that in this system, all traffic types share the same queue, FIFO. An observation that can also be made is that queue delay has a remarkable impact on the packet loss. Consequently, when data in UDP and TCP arrived at the filled queues in BS, packets started to be dropped. Since UDP packets are the main concern in these experiments, it is useful to note that sharing the queue in the BE leads to more traffic loss. From the gathered data in the table [number], it can be also noticed that the rate of the dropped packets in QoS was zero percent. This result indicates the positive impact that QoS mechanisms (LLQ and CBWFQ) have on real-time traffic, which they achieve by differentiating the traffic and prioritising the real-time traffic over other kinds.  
4.2.3.2 Different size of UDP traffic
As in section 4.2.1.1., the experiments in this section were carried out in the same way, except that these were based on various UDP traffic loads with fixed background traffic sizes. Table 6 shows the results of these experiments. 
	The traffic size
	The rate of lost packets %

	UDP traffic
	Total traffic
	BE
	QoS before AQM
	QoS after AQM

	5.80%
	85.81%
	0%
	0%
	0%

	22.90%
	102.96%
	0.62%
	0%
	0%

	34.35%
	114.41%
	9.87%
	0%
	0%

	42.47%
	122.53%
	14.30%
	0%
	0%


Table 6 The packet loss with various UDP traffic loads
In table 6, the traffic size column is divided into columns showing the sizes of UDP and total traffic, while the rate of lost-packet column is divided into columns showing the rates of packet loss with Best-Effort, QoS without AQM, and with AQM. The results of these experiments indicated that the packet loss was zero in the three networks (BE and QoS) before the total traffic reached the full capacity of the link (100%). In addition, the growth in UDP traffic had no impact on the real-time traffic when the total traffic exceeded 100% (simulating a congested network) in DiffServ (QoS with and without AQM). The Best-Effort network, on the other hand, experienced dropped packets continuously when the total traffic exceeded 100%. For example, 13.58% of the UDP packets were dropped when the total traffic increased by 19.57%, as table [number] shows. Figure 16 illustrates the percentage of lost packets with various UDP traffic size in a graph. 
It can be postulated that the reason for this is that all traffic types in Best-Effort networks sharing the same queue creates the packet-loss in this network. In conclusion, the DiffServ networks coped very well before and after congestion, and the reason for this is because LLQ provides for high priority queuing for the real-time traffic. While Best-Effort network does not provide for this. Consequently Best-Effort has proven to be unsuitable for preserving the data integrity of real-time traffic in congested network environments.  

[bookmark: _Toc110946814]Figure 16 The percentage of lost packets with various UDP traffic size

[bookmark: _Toc110946792]4.3 Comparisons with Published Studies
An accurate comparison with other studies, mentioned in the literature review, is quite difficult to achieve, because of the different network simulation environments used. In this research, the Cisco lab was used as the experimental environment, whereas in all the reviewed papers, software tools such as SIMNET and OPNET were used to simulate network environments. However, two of the papers reviewed [15] [40] found similar results to this research. They both concluded that using DiffServ mechanisms, such as LLQ and CBWFQ, could help to reduce the end-to-end delay, jitter, and packet loss in a congested network. 


[bookmark: _Toc110946793]Chapter five: Conclusion
As virtual meetings have become an everyday necessity for many businesses in the post pandemic environment, the need to enhance the quality of real-time applications has become ever more crucial. The high cost of bandwidth has encouraged organisations to deploy QoS mechanisms over their current networks to prioritise voice and video traffic over other types. Furthermore, the limitation of IP networks in transferring data on Best-Effort bases, causes delay, jitter, and packet loss, which is especially problematic for real-time traffic. The Best-Effort mechanism is based on the First-In-First-Out concept. Therefore, real-time applications do not work as effectively on Best-Effort networks. The solution is found by using a QoS mechanism, such as DiffServ. The aim of this paper was to investigate systematically the ways in which the quality of real-time traffic could be improved in congested network environments by using suitable QoS mechanisms (DiffServ). Best-Effort was the benchmark that was used to measure the positive impact of QoS on real-time applications. Two different types of traffic loads were generated across UDP and TCP protocols as managing factors. The traffic was observed, monitored, and then compared in three congested network environments: Best-Effort, DiffServ with AQM, and DiffServ without AQM. 
The experiments concluded that Best-Effort could not prioritise real-time traffic flowing across the network. The DiffServ model, on the other hand, could provide the proper network environment for real-time applications to be transmitted effectively. The main parameters that were considered for this study to evaluate the performance of the quality of real-time traffic were delay, jitter, and packet loss. Real-time applications achieved better performance when Active Queuing Management (AQM) was used than when it was absent. AQM functions to reduce the impact of the three mentioned parameters by managing congestion and favouring high priority traffic over other types, thus avoiding congestion by drooping the low priority traffic. 
[bookmark: _Toc110946794]5.1 Future Research
Utilising the Cisco lab as an experimental environment for network research was challenging at times. Many unexpected obstacles were faced during the course of designing these experiments, such as issues with generating and monitoring the data. It is the claim of the author of this study that the Cisco lab environment is closer to a real-world network, than any simulation software tools that were used in other studies. In consequence, physical networks should be the preferred option for conducting experiments of this kind. However, in terms of dealing with the physical equipment and finding the suitable software to generate, monitor, and analyse the data, the results of the experiments conducted as a part of this research were not accurate, because the absence of UCK9 licenses, which meant that actual communication issues could not be monitored. Therefore, in future studies, it would be instructive to use proper IP phones with the UCK9 license to perform the experiments again in the Cisco lab. This would be an interesting territory to explore in future studies. 
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The delay with various background load traffic

Best-Effort	0.33	0.81	0.97	1.45	84.11	107	125	3251	QoS without AQM	0.33	0.81	0.97	1.45	83	86	87	2874	QoS with AQM	0.33	0.81	0.97	1.45	83	86	78	89	Column1	0.33	0.81	0.97	1.45	



The delay with various UDP load traffic

Best-Effort	0.85	0.97	1.1399999999999999	1.22	121	125	2554	2549	QoS without AQM	0.85	0.97	1.1399999999999999	1.22	87	87	2193	2083	QoS with AQM	0.85	0.97	1.1399999999999999	1.22	87	87	78	86	Total traffic


Delay in (ms)




The Jitter with various background load traffic

Best-Effort	0.33	0.81	0.97209999999999996	1.4519	4.78	21.12	23.73	1215.67	QoS without AQM	0.33	0.81	0.97209999999999996	1.4519	0.34	3.74	2.95	1107.67	QoS with AQM	0.33	0.81	0.97209999999999996	1.4519	0.34	3.74	3.09	5.2	Column1	0.33	0.81	0.97209999999999996	1.4519	the total traffic


Jitter in (ms)




The Jitter with various UDP load traffic

Best-Effort	0.85	0.97	1.1399999999999999	1.22	26.77	23.73	823.39	814.92	QoS without AQM	0.85	0.97	1.1399999999999999	1.22	3.39	2.95	711.17	617	QoS with AQM	0.85	0.97	1.1399999999999999	1.22	3.39	3.09	5.0599999999999996	5.2	Column1	0.85	0.97	1.1399999999999999	1.22	the total traffic


Jitter in (ms)




The percentage of lost packets with various background traffic size

Best Effort	0.33	0.81	1.1299999999999999	1.45	0	0	6.9	13.19	QoS without AQM	0.33	0.81	1.1299999999999999	1.45	0	0	0	0	QoS with AQM	0.33	0.81	1.1299999999999999	1.45	0	0	0	0	total traffic size


packet-loss percentage




The percentage of lost packets with various UDP traffic size

Best Effort	0.85	1.02	1.1399999999999999	1.22	0	0.62	9.8699999999999992	14.3	QoS without AQM	0.85	1.02	1.1399999999999999	1.22	0	0	0	0	QoS with AQM	0.85	1.02	1.1399999999999999	1.22	0	0	0	0	total traffic


packet-loss percentage
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