Week 7 ICS: Tutorial.
Assignment guide: Cheat Sheet
In this tutorial, we will create an optimised Virtual Machine for hosting a type 2 hypervisor based, Windows 11 client.  During the stages of VM creation and fine tuning, we will substantiate our hardware choices to improve the efficiency and performance of the system, based on Type 2 Hypervisor requirements.  Finally, the VirtualBox Guest Additions plug-in software (v7.0) will be utilised, in order to facilitate essential guest VM (Windows 11) driver sets (Graphics, Mouse and Networking driver software) and functionality (native Windows 11 support).
Aim:  Build an optimised Windows 11 (guest O/S VM in Oracle VirtualBox).
Objective(s):
· Create an optimal type 2 Virtual Machine including suitable vCPU (socket, core, thread/logical core count), main memory, storage controller and 
· Be mindful of host hardware available Vs guest VM requirements.  Substantiate all hardware design decisions
· Provide ‘intuitive technically driven narrative’ with each screenshot to explain each stage of the VM creation, optimisation, OS installation and driver installation processes.  
· Utilise tools such as Oracle VirtualBox and VirtualBox Guest Additions/Extension pack.  Explain their function.












Create a new VM: 
· NB: In your assignment; Explain the features and entries here, including the VM Folder (discuss where VM files are hosted for backup/redeployment/restoration purposes). 
· Explain unattended vs attended installations for an OS such as Windows 11.
[image: ]
Memory and vCPU allocation for Windows 11 Client:
· NB: In your assignment; Substantiate why you are using 6144MB of RAM to run Windows 11, (Be careful not to exceed 50% of total host RAM. What are the minimum requirements?  
· Discuss the use of vCPUs what do they mean in the context of CPUs, cores and threads/logical cores?
[image: ]


OS Virtual Hard drive 
· NB: In your assignment; substantiate your selections: i.e. why are you using .vdi format for hard drives?, What is the minimum hard drive size required 52GB).  It is generally wise to accept the default size suggested based on VBox’s recommendation for the version of the Operating system you have selected.
[image: ]

When VM is created, investigate the Expert Settings to make changes in the VM specification(s) to fine tune performance:
[image: ]
Ask ChatGPT/AI the appropriate questions if need be?
· Suggest example of an optimised Oracle VirtualBox VM hardware setup for hosting a Windows 11 guest VM).  Be sure to ‘reference your decisions and attribute them to genuine/authentic sources).

Fine tuning Examples:

[image: ]
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[image: ]

NOTE:  It is important to be mindful of the parameters you are changing as if there are any boot issues or incompatibilities when attempting to start your VM and/or install your guest O/S, you may need to tweak settings back to their defaults.  If this is the case, you should always explain these steps in a Troubleshooting section appended to the end of your assignment, which you would update as you encounter issues.





Storage controller type(s) and disks:
[image: ]

VERY IMPORTANT:  Always provide narrative and explanations of your design decisions with each screen capture of the process:

[image: ]
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Network settings: explain decisions

[image: ]

USB settings: explain decisions.
Some additional post VM creation/ O/S installation considerations:
· Install Guest Additions: (Critical for driver functionality on the guest VM).
· Disable Host Hyper-V 
· Turn off Core Isolation in Guest: Inside the Windows 11 VM, disable Core Isolation to improve speed. 

Part 2:  Installing VirtualBox Extension Pack.
[image: ]
In Downloads folder, double click this file:  (EXPLAIN why the VirtualBox Extension pack (Guest Additions software is required for Windows 11).
[image: ]
It is already present on this testing system, but it should be installed if not already there:
[image: ]
Choose > I Agree













Part 3:  Installing Windows 11 Client (on the guest VM).
Note:  If there are any boot device detection issues, point VBox at the original folder and ISO file here).
[image: ]
· Press any key on the Keyboard to go to the Windows 11 pre-installation boot options:
[image: ]
· Choose Next
[image: ]
· Choose Next
[image: ]
· Set the options as above – choose Next.
Wait for the setup to load the next option:
[image: ]
· Choose Windows 11 Enterprise or Windows 11 Pro:  [You could provide a reason why for example Windows 11 Home is not a suitable choice for enterprise systems here].
[image: ]
· Choose to Accept license terms.
Windows will now scan the disks/drivers in your VM, if you have detection issues.  If the OS does not detect your vdi disk, you have two options:
· Either A revert to SATA/AHCI controller-based disks or;
· B, load in the iRST drivers for the ssd disk (Steps provided below):
To get the Intel Rapid Storage Technology (IRST) driver into a VirtualBox VM—usually to resolve a "No drives found" error during a Windows installation—you must extract the driver files and load them via a virtual USB drive or floppy image. 
1. Download and Extract the IRST Driver 
You cannot use the .exe installer directly within the VM setup screen.
1. Download the latest Intel RST driver (F6 Flpy zip file) from the Intel or your motherboard manufacturer's website.
2. Extract the contents of the downloaded file (e.g., SetupRST.exe) on your host machine to a dedicated folder. You need the .inf, .sys, and .cat files.
2. Note: If it is a single .exe, open a command prompt and use: SetupRST.exe -extractdrivers SetupRST_extracted. 

2. Make the Driver Available to the VM 
You need to present these files to the virtual machine as a "disk." 
· Method A: Virtual Floppy/USB Image (Recommended)
Create a new Virtual Floppy Disk (.img) or a small ISO file containing the extracted driver folder, and mount it in the VM's virtual drive via the VirtualBox Storage settings.
· Method B: Passthrough Physical USB
If you have a physical USB drive, plug it into the host, go to the VM Settings > USB, and add it to the USB device filters so the guest can see it. 
3. Load the Driver during Windows Installation 
1. Start your VM and begin the Windows installation process.
2. When you reach the "Where do you want to install Windows?" screen and no drives are listed, click Load Driver.
3. Click Browse and navigate to the virtual floppy/USB drive you created in step 2.
4. Select the folder containing the extracted .inf files.
5. Select the Intel RST VMD Controller (or similar) from the list and click Next.
6. The virtual hard drives should now appear. 

When the Hard drives are listed, click on the Create Partition button:
[image: ]
· Then click Apply:
[image: ]
Make note of and explain the 3 partitions and what they are utilised for by Windows, choose the Primary partition and click Next to install the Operating System to this area of the disk.

[image: ]
· At the Ready to install page > Choose Install.
· Wait for Windows to finish installing.
[image: ]
Windows will restart the system a few times:

[image: ]
First screen:
[image: ]
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Choose United Kingdom Extended > Yes

[image: ]
Name the system appropriately (as above):

Choose > Set up for work or school

[image: ]
Choose > Sign-in-options
[image: ]
Choose > Domain join 
[image: ]

Create a username and password:
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Select and answer the security questions appropriate to your preferences/best memory
[image: ][image: ]

Now choose whether you want monitoring, cookies, Geographical location data sent to and monitored by Microsoft:
[image: ][image: ][image: ]

Windows is almost ready at this point:
[image: ]

Now you will need to login via the Oracle VirtualBox menu – Insert – Ctrl + ALT + DEL to interrupt the host O/S and tell it that Hypervisor program wishes to send a signal that would otherwise be targeted at the Host O/S

Login with your username and password:
[image: ]

[image: ]
Part 4:  Installing Oracle VirtualBox Guest Additions plug-in software.

To install VirtualBox Guest Additions:
(VERY IMPORTANT NOTE: FOR YOUR ASSIGNMENT YOU NEED TO EXPLAIN THE REQUIREMENT AND FUNCTIONALITY THAT THE ORACLE VIRTUALBOX GUEST ADDITIONS FEATURE PROVIDES):
In the VM window: from the top menu, Choose > 
[image: ]


[image: ]
Click on >  Insert Guest Additions CD image.
In Windows 11, in File explorer click on the Image for VirtualBox Guest Additions (it will be listed like a CD/optical drive and then double click to install the amd_64 version of the application/software (as outlined in the screen captures below):
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Now >  Device Manager, to verify that all drivers have been installed:

[image: ]
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