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I. INTRODUCTION
This report separates into two sections:-

e Workshet Two - Practical.
e Worksheet Two - Observational.

Resources required to complete the listed resources:-

o Type 2 Hypervisor Management Software.

e Server based Network Operating System and intrinsic
services and features.

o Client based Network Operating systems and suitable,
intrinsic/external features.

Worksheet Two requires critical network services on the
virtual network.
II. WORKSHEET TWO - PRACTICAL
A. Windows Server I - Rename Computer
Renamed Windows Server I to DCI-NWI.

Computer MName’'Domain Changes =
Tou cmn changes thie names armd thes membesrshap of this

S D L ".'.‘h.:u'\g-nn gt aff ect aocean to eebwork resousrces

CompLter mammee
D1 - T

Full compudier mames
DC1-MWT

PFsmiber of
{3 Domain

T W b L
WORKGROUP

Cancei

Fig. 1. Figure of Renaming Windows Server I.
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Evidence:

Step Two

w
View basic information about your computer
Windows edition
Windows Server 2019 Standard
& 2018 Microsoft Corparation. All rights Windows Servert 2019
reservad.
System
Processon AMD Ryzen 7 2700X Eight-Core Processor 370 GHz
Installed memory (RAM): 430 GB
System type: 64-bit Operating System, x4-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display
Computer name, domain, and workgroup settings
Computer name: DC1-MWT 9{' hange settings
Full computer name: DC1-NWT
Computer description:
Workgroup: WORKGROUP
Windows activation
Windows is activated Read the Microsoft Software License Terms
Product |D: 00429-00105-46533-AA566 & Change product key
Fig. 2. Figure of Renaming Windows Server I.
B. Windows Server I - Add Roles and Features
Step One
i Add Roles and Festures Wizard - o x|

DESTINATION SERVER
DC1NWT

Before you begin

This wizard helps you install roles, role services, of features, You determine which roles, role services, or
features to install based on the computing needs of your arganization, such as sharing documents, or
hasting a website.

Installation Type

Sarver Selection
To remave roles, role services, or festures:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrater account has a strong passwerd
* Network settings, such as static P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have baen completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

(] Skp this page by default

Fig. 3. Figure of Add Roles and Features.

i Add Rales and Features Wizard - O %

DESTINATION SERVER
DC1-NWT

Select installation type

Select the installatian type, You can install roles and features on a funAing physical computer of virtual
machine, or on an offline virtual hard disk (VD).

Before You Begin

® Role-based or feature-based Installation
Configure a single server by adding roles, role services, and features.

Sarver Selection

() Remote Desktop Services Installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Fig. 4. Figure of Add Roles and Features.

Step Three

Fia Add Roles and Festures Wizard - 0 X
Select destination server B i

Bafore Vou Bagin Select a server of a virtual hard disk on which to install roles and features,

Installation Type (®) Select a server from the server pool
m () Select  virtual hard disk
Sarver Roles Server Pool
Features
Fier |
Name IP Address Operating System

1 Computar(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

Fig. 5. Figure of Add Roles and Features.
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Step Four Step Six

B Add Roles and Features Wizard o X fiu Add Roles and Features Wizard - [u] X
Select server roles R oo 2 g = : DESTINATION SERVER
s | Active Directory Domain Services 2T
x
Select one or more roles to install on the selected server,
i Bafore You Begin Active Directory Domain Services (AD [5) stores information about users, computers, and other devices
Roles Description on the network. AD DS helps administrators securely manage this information and facilitates resource
Active Directory Domain Services Installation Type sharing and collaboration between users.
(AD D3] stores information sbout 5
objects on the network and makes ST R Things to note:

% fation available to users
rk administrators. AD DS

I i . .
Server Roles * T help ensure that users can still lag on ta the netwark in the case of a server outage, install a

in controllers to give Featured miniffum of twa damain contrallers for & domain.
Add features that are required for Active Directory ors access to pennitied _ * AD DS requires & DNS server to be installed on the network, If you do nat have a DINS server
i hi hi
Domain Services? janywhere on the network installed, you wil be prompted to install the DNS Server role an this machine.
single logon process, Canfirmation

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-gn to cloud and on-premises web
spps.

Leam more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

Maols] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD D5 and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Mosls] Active Directory Administrative Center
[Tocls] AD D5 Snap-ins and Command-Line Tools

Install

[¥] Include management tools (if applicable)

Fig. 6. Figure of Add Roles and Features.

Fig. 8. Figure of Add Roles and Features.

Step Five Step Seven

s Add Roles and Features Wizerd - b0 X s Add Roles and Features Wizard = o x
DESTINATION SERVER | o - . . DESTIMATION SERVER
Select features et - Confirm installation selections et
Bafora You Begin Select one of mare features to install on the selected server, Before You Begin To install the following roles, role services, or features on selected server, click Install
Installation Type Features Description Installation Type [7] Restart the destination server automatically if required
'O = NET Framework 3.5 combines the Server Selection Opticnal features (such as administration tools) might be displayed on this page because they have
— been selected automatically, If you do not want to install these optional features, click Previous ta clear
Server Aokes 0 [B] NET Frameviork 47 Features (20f 7 netalled) powes of the NET Framewark 20 Server Roles i R UL e ~ R
I [] Background Intelligent Transfer Service (BITS) e e -
[ Bitlocker Drive Encyption building applications that offer 2anres
ADDS [] BitLocker Network Unlock appealing user interfaces, potect ADDS Active Dirctary Domain Services
) BranchCache your customers’ personal identity Group Palicy M t
Confirmation B Client for NFS information, enable seamless and m e amg‘el‘nen )
[ Containers secure communication, and provide Remote SH\FH.A.ﬂmm‘mrnﬂnn Tools
[] Dats Center Bridging the ability to madel a range of Rale Administration Taok
: business procasses. AD D5 and AD LDS Tools
[] Direct Play
[ Enhanced Storage Active Directory module for Windows PowerShell
[] Failover Clustering AD DS Toals
% ﬁ::ljﬁ:‘r:lr :;;:':esr:mn Active Directory Administrative Center
(] /O Quality of Service AD D3 Snag-lns and Command- Line Tools
[[] 11§ Hastable Web Core
[ Intermet Printing Client
[ 1P Address Management (IPAM) Server
[T iSNS Server senvice v Export configuration settings
< > Specify an altemate source path

[

Fig. 7. Figure of Add Roles and Features.

Next > |

[t ][ et ]

Fig.
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C. Windows Server I - Deployment Configuration
Step One

i Active Directory Domain Services Configuration Wizard - o x
] . TARGET SERVER
Deployment Configuration OCIAWT

Select the deployment aperation

Domain Controller Options

Additional Opticns

() Add a domain controller to an existing domain
() Add a new domain to an existing forest
Paths ® Add a new forest

Review Options ) o ) ! )
Specify the domain information for this operation

Prarequisites Chack
Root domain name:

More about deployment configurations

Fig. 10. Figure of Deployment Configuration.

Step Two

i Active Directory Domain Services Configuration Wizard - 0 X
' . TARGET SERVER
Domain Contraller Options DCLNWT

Deplayment Configuration

Select functional level of the new forest and root domain

) Forest functional level: Windows Server 2016 ]
DS Options L
Additional Options Domain functional level Windows Server 2016 "
pathe Specify domain controller capabilities
Review Options

[+#] Domain Mame System (DNS) server
[+#| Global {ataleg (GC)
|| Read only domain controller (RODC)

Prerequisites Chack

Type the Directory Services Restore Mode (DSRM) password

Password: CILLEIT |

T

Confirm password:

More about domain contreller optians

Step Three

i Active Directory Domain Services Configuration Wizard - o X
' ' TARGET SERVER
Review Options i
Deplayment Configuration  Review your selections:
DBomain Cortroller Options Configure this server as the first Active Directory domain contraller in a new forest. ”

DNS Options The new domain name is "nwiraders.msft”, This is also the name of the new forest.
PR The NetBIOS name of the domair: NWTRADERS
Faths

Forest Functional Level: Windows Server 2016

Prerequisites Check

Dormain Functional Levek Windows Server 2016
Additional Options:
Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No .

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

o | [l ]

Fig. 12. Figure of Deployment Configuration.

Step Four

i Active Directory Domain Services Configuration Wizard - =} X
e TARGET SERVER
Prerequisites Check oC-NWT

| @ Al prerequisite checks passed successfully, Click Tnstall to begin installation. Showmare X

Deployment Configuration
poy o Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Opticns COmputEr

DS Options Rerun prerequisites check
Additional Cptions
Paths @ View recults
Review Optons cryptography algorithms when establishing security channel seszions. A
For more ink about this setting, see Knowledge Base article 842564 (http://

gomicrosaft.com/fwlink/TLinkld=104751),

A delegation for this DNS server cannot be created because the authoritative parent

zone cannat be found or it does not run Windows DNS server. If you are intagrating

with an existing DNS infrastructure, you should manually create a delegation to this

DINS server in the parent zone to ensure reliable name resslution from outside the
domain “nwiraders.msft”, Ctherwise, no action is required.

@ Prerequisite: Check Completed

o All prerequisite checks passed successtully, Click ‘Install’ to begin installation, v

-

A 1 you click Install, the server automatically reboots at the end of the promotion operatian.

More about prerequisites

Fig. 11. Figure of Deployment Configuration.

Fig. 13. Figure of Deployment Configuration.
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D. Active Directory Users and Computers - Add Administrator
User Account

Creation of Standard User Account
User information that is set: First Name: Edward Initials: EP
Last Name: Patch User logon name: NWT-EP
Password: vtp9hBnm

New Object - User X

3) Createin:  nwiraders msft/Users

First name: |Edward | Initials:
Last name: | Patch |
Full name: |Edward EP. Patch |

lUszer logon name:

[NwTep || @nwtraders msf v
User logon name (pre-Windows 2000):
| NWTRADERS | | NWT-EP |
< Back Next = Cancel

Fig. 14. Figure of Creation of Administrator User Account.

Promotion to Administrative User Account
After pressing the Add button on the Domain Admins Prop-
erties, allowed the user to add Edward EP. Patch user to the
Domain Admins Properties window. This indicates that the
user account is now an administrative user.

Domain Admins Properties ? =
General Members Member Of Managed By
Members:
Name Active Directory Domain Services Folder

& Administrator nwtraders.msft/Users
3_;. Edward EP. Patch nwiraders.msft/Users

Add... Remowve

Cancel Apphy

Fig. 15. Figure of Creation of Administrator User Account.

E. Active Directory Users and Computers - Add User Account

Creation of Standard User Account
User information that is set: First Name: Gareth Initials: GS
Last Name: Smith User logon name: NTW-GS
Password: tSNBLh6T

New Ohbject - User x

3) Createin:  nwiraders msft/Users

First name: |Gareth | Iitiale:
Last name: |Smith |
Full name: |Gareth G5, Smith |

Uzer logon name:

[NTW-GS| || @mtraders msit v
Uzer logon name (pre-Windows 2000):
|NWTHADEHS\ | |N'IW-GS |
< Back Mext > Cancel

Fig. 16. Figure of Creation of User Account.

Evidence of User Accounts

Domain Users Properties ? >
General Members Member Of Managed By
Members:

MName Active Directory Domain Services Folder

& Administrator nwtraders msft/Users

3_, Edward EP. Patch nwtraders.msft<Users

3_, Gareth G5. Smith  nwtraders msft/Users

3_; krbtgt rwtraders. msft/Users

< >

Add... Remove

Canicel Apphy

Fig. 17. Figure of Creation of User Account.
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FE. Active Directory Users and Computers - Edit User Account Edit Login Restrictions

Edit User Set time restrictions from Monday 8PM to Thursday 5PM,
Following edited properties: User cannot change password: including 1PM to 2PM restriction.
Checked User Logon Name: NWT-GS, refer to fig 19 Edited

Logon Narne, Page 6. Legon Hours for Gareth G5, Smith X
2 Q g
Gareth G5. Smith Properties 7 = #-2-4-6-3-11}-12-14-15-13-21}-22-g

Member Of Dial4n Enwironment Sessions Al e

Remote control Remote Desktop Services Profile COM-=
General Address Account Profile Telephones Organization Monda?
User logon name: Tuesday
[NTW-GS | | @nwtraders msht ~ Wednesday I O Logon Pemitted
User logon name {pre-Windows 2000): O Logon Denied
[NWTRADERS™ | [WTwas Thursday

Logon Hours... Log On To... Pl
Saturday

[ Unlock account G

Ac ions:
count options Monday through Sunday from 00:00to 00:00

[ User must change password at next logen &
User cannot change password
[ Password never expires

[[] store password using reversible encryption ~ Fig. 20. Figure of Editing the User Account.
Account expires
@) NMever
) End of: 28 March 2021
Cancel Apply Help

Fig. 18. Figure of Editing the User Account.

Edited Logon Name

User logon name
HTW -GS @rwiraders msft -

_U-;er logon name pre-YWindows 20000
HWTRADERS" | NWT-GS

Fig. 19. Figure of Editing the User Account.
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G. Active Directory Users and Computers - Add Workstation 1. Windows 10 Client I - Set Domain

New Object - Computer dialog enables the user to add a Set domain of Client I to nwtraders.msft.
trusted workstation. Computer name, WSI-NWT (Client I) is
added. Computer Mame/Domain Changes >
Mew Object - Computer b You can change the name and the membership of this

TP LT ':l'lﬁl'lgh‘!ﬂ ﬂ"lig‘ht aff ect Bcceas 1o NEtwork MesoLrces

Createin:  nwiraders.msft/Computers
ﬂh S Computer name:

WS1-NWT
Computer name:

Full computsr nams

| st WS 1-NWT rwtraders msft
Computer name (pre-Windows 2000): Mare
WS I-NWT
Member of
The following user or group can join this computer to a domain. (@) Diomain
T T
User or group: ~
| Default: Domain Admins Change... 3 Workgnoup
D Assign this computer account as a pre-Windows 2000 computer
Cancal

Cancel Help

Fig. 23. Figure of Adding Client I to Domain.
Fig. 21. Figure of Adding a Workstation. . . .
¢ ¢ ¢ J. Windows 10 Client I - Login User Account

Logon to Gareth Smith

H. Windows 10 Client I - Rename Computer Note: The login was tested before Login Name was changed.

Renamed Client I to WSI-NWT.

Computer Mame/Domam Changes =

You can changes the name and thes membeshp of thes
computer. Changes might affect acosss to network resources

Comput s masme
WS1-MWT

Full Sormpal e /e
WES1-NWT

Other user

More...

Mlambiesr of

) Dioemaen:

NTW-G5S

() Wiorkogrowp : Sign in to: NWTRADERS
WORKGEOUP ] 1o | sign in to another de

Cancel

Fig. 22. Figure of Renaming Client I. Fig. 24. Figure of Logging into the User Account.
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Evidence of Login

Life at a glance Play and explore.

=] ®

Calendar Mail Xbox

®@ =

Film & TV

e W £

Microsoft Edge  Photos Search Money

Phone Comps...  OneNte

[ File Explorer

Fig. 25. Figure of Logging into the User Account.

Login Restriction
Evidence of login restriction working. Login attempt was made
on a Sunday Evening at 2:30PM.

Other user

Youl yunt has time restrictions that prevent you from ::lgruir:f;; in at this__ ——
time. Please try again later. —

Fig. 26. Figure of Logging into the User Account.

III. WORKSHEET TWO - OBSERVATIONAL
A. Domain Name System

A domain name system acts as a pointer to the relevant IP
address. To describe this, imagine a web address, http://www.
google.com/. DNS of the web address translates the Uniform
Resource Locator (URL) to 172.217.12.228. Try clicking on
the two links and see how the public IP address of Google
and the URL of Google opens the same location.

The tool used to gather the website’s public IP address,
WHOIS IP Lookup Tool,

URL: https://www.ultratools.com/tools/ipWhoisLookupResult.

Domain name systems connect to a domain name server,
such as companies, for example, DNSExit. A service like
DNSEXxit or other domain services enables linking domain
names to a static or dynamic IP address. Aliases can be cus-
tomised, and redirections based on certain URL names are also
available. These services, particularly DNSExit, will generate
their DNS address, which requires the user to configure their
domain with the new DNS. Some examples of other DNS
services are mentioned in the article, Best free and public DNS
servers in 2021 by Mike Williams [1]:-

e OpenDNS.

o CloudFlare.

o Google Public DNS.

Figure 27 displays that when the computer tries to access
www.example.com. Communication to DNS Resolver then
communicates to other server services such as Root Name
Server, Top Level Domain Name Server and Authoritative
Name Server. DNS resolver will pass back a readable IP
address, which can be used for communication to an external
server. These are but not limited to:- Hyper-Text Transfer
Protocol Secure (HTTPS), File Transfer Protocol Secure
(FTPS) and Simple Mail Transfer Protocol (SMTP).

1
ROOT NAME
o) SERVER
o=
L= LI
TOP LEVEL DOMAIN
e [O=ann] "R LEVELDOMA
o= o=
DNS
RESOLVER
1
AUTHORITATIVE
m NAME SERVER
o=
L=
=1
o=
WWW.EXAMPLE.COM

Fig. 27. Figure of Paul Davenport [2] - What is DNS — and why is it
important?
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http://www.google.com/
http://www.google.com/
http://172.217.12.228
https://www.ultratools.com/tools/ipWhoisLookupResult
https://www.ultratools.com/tools/ipWhoisLookupResult
https://www.dnsexit.com/
https://www.techradar.com/uk/news/best-dns-server#1-opendns
https://www.techradar.com/uk/news/best-dns-server#2-cloudflare
https://www.techradar.com/uk/news/best-dns-server#3-google-public-dns

Active Directory Domain Services
Microsoft’s [3] DNS and AD DS documentation states, “Active
Directory Domain Services (AD DS) uses Domain Name
System (DNS) name resolution services to make it possible
for clients to locate domain controllers and for the domain
controllers that host the directory service to communicate with
each other.”

Microsoft’s statement implies that the AD DS uses DNS to
help workstations within the network to communicate to the
servers. An example of the DNS being used in the network is
in fig 23 Windows 10 Client I - Set Domain, 7. Member of
Domain isn’t an IP address but a custom domain name. The
DNS will point this domain to the Server I setup.

B. Server Roles Available

Information sourced from Microsoft’s [4] Roles, Role Ser-
vices and Features included in Windows Server - Server Core
article.

DNS Server role acts as a dictionary to hold the hostname,
and IP address, creating a link. DNS server then points a
hostname, for example, a computer name within a network,
Computer-A, to 192.168.1.65. This, in turn, creates communi-
cation between a Server-A and Computer-A.

AD DS role, which is installed to Server I, includes the DNS
Server package to establish a link between a computer name.
Refer to section II-G Active Domain Users and Computers -
Add Workstation, page 7.

File and Storage Server role creates a file storage envi-
ronment that is connected to networked clients. Storage spaces
could be connected to any device if access was granted.

A few examples of the methods to connect to a file server
with a selection of devices:-

e Android - EX File Manager application includes Net-
work Sharing capabilities. It’s possible to connect or host
files from the device. Note: Other Applications Available.

« Windows - Windows 10 offers an Add a Network Loca-
tion option to add file servers. Windows 10 or Windows
2019 Servers (not excluding other Windows Operating
Systems) can both share or connect to file servers.

o Linux - Linux distributions have the ability to connect
to or host file servers. If not, open-source software is
available to allow network file sharing.

The benefits of File and Storage Server allows user access
via any workstation within the workplace. Note: The network
file system is never stored on the C drive on the client’s
workstation. Network drives are identified by two backslashes
and server name (\\ServerName).

Web Server (ISS) role offers some key web protocols. For
example, HTTP (HyperText Transfer Protocol), HTTPS, and
FTPS. Web Server (ISS) is included in the AD DS role. Web
server services are often used for intranet web pages so that
workstations have a company homepage or a controlled web
environment.

C. Different Levels of Access/Roles

Information gathered from documentation Active Directory
Security Groups by Microsoft [5] and Azure AD built-in roles
by Microsoft [6].

A few built-in roles are Domain Name Administrator, Se-
curity Administrator and User Administrator. The purpose
of a variety of user groups is to add flexibility and ease when
setting up the operating system. Each user group can customise
and to make new user groups. The idea of user groups is
to restrict the user from having unnecessary permissions. For
example, a Domain Name Administrator would not need to
change security settings. This creates a productive environment
for the user and protects the network as much as possible.

Author Thoughts AGDLP stands for accounts, global
group, domain [ocal groups, permissions. AGUDLP stands for
accounts, global group, universal group, domain local groups,
permissions.

Microsoft’s methods of sorting out user groups are similar
to a hierarchy found in the workplace. It’s identical to other
setups found in Linux servers or another type of servers.

User groups can be created, modified or removed. This
creates an ideal environment to create a safe and productive
environment. A user could implement user groups’ restrictions
like time or software restrictions to the server and increase
workflow and security.

As a system administrator, they may have to manage the
user carefully. Although, if any software was not available or
tighter permissions were set than necessary, then it is most
likely to impact the system administrator’s time. Having a
derived user group system to share parents permissions could
prevent this from happening.

IV. CONCLUSION

Server I and Client I is now setup for communication and
network administrative and user accounts are setup and tested
on both Server I and Client I.
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