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Research Proposal: Analysis of the Impact of Cyber-Attacks on Mark & Spencer’s Business Performance

Introduction
Cybersecurity has become a critical strategic concern for organisations operating in highly digitalised environments. Rapid technological development, the growth of e-commerce platforms, and the increased reliance on cloud computing and digital supply chains have significantly expanded organisational exposure to cyber threats. Cyber-attacks such as ransomware, phishing, malware and distributed denial-of-service (DDoS) attacks can disrupt business operations, compromise sensitive data and cause significant financial and reputational damage (Kshetri, 2021; IBM, 2023).
The retail sector has become a particularly attractive target for cybercriminals because retailers process large volumes of customer payment information and personal data. As organisations increasingly adopt digital transformation strategies, their operational infrastructure becomes more interconnected and therefore more vulnerable to cyber intrusion (Bouveret, 2018). Cyber incidents can disrupt online retail systems, supply chain networks and customer databases, which may significantly affect organisational performance.
Marks & Spencer (M&S) is one of the most established retailers in the United Kingdom and has invested significantly in digital innovation to remain competitive within the rapidly evolving retail market. However, the expansion of digital technologies and online retail services has also increased the organisation’s exposure to cybersecurity risks. Recent cyber incidents affecting global retailers demonstrate that cyber-attacks can result in operational disruption, financial losses and reputational damage (PwC, 2023).
Despite the growing recognition of cybersecurity as an enterprise-wide risk, limited research has examined how cyber-attacks influence the overall business performance of traditional retail organisations undergoing digital transformation. Understanding these impacts is therefore important for improving cybersecurity governance and strengthening organisational resilience. This research therefore aims to analyse the impact of cyber-attacks on Marks & Spencer’s business performance.
Identification of the Business Problem
Marks & Spencer increasingly relies on digital technologies to support retail operations, supply chain management and online sales platforms. While digital transformation improves operational efficiency and customer experience, it also increases exposure to cybersecurity threats such as data breaches, ransomware attacks and system disruptions (Kshetri, 2021).
This risk became evident in April 2025, when Marks & Spencer experienced a major cyber-attack that disrupted several business operations. The incident forced the company to temporarily suspend online orders and affected services such as contactless payments and click-and-collect systems during a key trading period (BBC News, 2025; Reuters, 2025). The attack also raised concerns about the security of customer data and required the company to investigate and secure its digital infrastructure (Reuters, 2025).
Cyber incidents like this highlight how cybersecurity vulnerabilities can lead to operational disruption, financial losses and reputational damage for retail organisations (Bouveret, 2018). Therefore, analysing the impact of cyber-attacks on Marks & Spencer’s business performance is important for understanding how organisations can strengthen cybersecurity governance and improve organisational resilience.
Justification, background
Cybersecurity has become increasingly important as organisations rely more heavily on digital technologies. According to IBM (2023), the global average cost of a data breach reached approximately $4.45 million, highlighting the significant financial risks associated with cyber incidents. In addition to direct financial losses, organisations may also experience reputational damage and reduced customer trust.
Within the retail sector, cyber-attacks can disrupt supply chains, online sales platforms and inventory management systems, affecting operational performance and customer experience. As consumers increasingly rely on digital retail services, expectations regarding data protection and cybersecurity have also increased (PwC, 2023).
Marks & Spencer provides a relevant case study because the organisation is undergoing significant digital transformation while operating in a highly competitive retail environment. Examining the impact of cyber-attacks on Marks & Spencer can therefore provide valuable insights into how cybersecurity risks influence organisational performance and how businesses can strengthen their cybersecurity resilience.

Research Aim
To analyse the impact of cyber-attacks on Marks & Spencer’s business performance.
Research Objectives
1. To examine the types of cyber threats faced by retail organisations.
2. To analyse how cyber-attacks affect the financial performance of Marks & Spencer.
3. To investigate the operational and strategic consequences of cyber incidents on business performance.
4. To recommend strategies that organisations can adopt to mitigate cybersecurity risks.
Research Questions
1. What are the primary cybersecurity risks facing M&S, and how do they manifest across technical, operational, and strategic levels?
2. How do cyber-attacks influence M&S’s financial performance, operational processes, and stakeholder trust?
3. Which cybersecurity strategies employed by competitors are effective, and how can they be adapted to M&S?
4. How can M&S enhance its cybersecurity governance, employee awareness, and technological infrastructure to mitigate future risks?

3. Critical Literature Review
Cyber-attacks have significant implications for organisational performance across financial, operational and strategic dimensions. Financially, cyber incidents can generate direct costs associated with system recovery, regulatory fines, legal liabilities and lost revenue. According to IBM (2023), the financial impact of cyber incidents continues to increase globally as organisations become more dependent on digital infrastructure.
Operational disruption is another significant consequence of cyber-attacks. Retail organisations rely on interconnected digital systems to manage payment processing, logistics operations and customer transactions. When cyber incidents compromise these systems, organisations may experience service interruptions, delays in supply chain operations and reduced operational productivity (Kshetri, 2021).
Cyber-attacks may also lead to reputational damage. Consumers expect organisations to protect their personal information, and data breaches may reduce customer trust and loyalty. Reputational damage may therefore weaken competitive advantage and negatively affect long-term organisational performance (Bouveret, 2018).
Although existing research highlights the financial and operational consequences of cybersecurity incidents, limited studies have examined the combined impact of cyber-attacks on the overall business performance of traditional retailers undergoing digital transformation. This study therefore contributes to existing literature by analysing the financial, operational and strategic consequences of cyber-attacks within the context of Marks & Spencer.
Identified Research Gap
Existing literature tends to focus on isolated dimensions of cybersecurity — financial cost (Ponemon Institute, 2022), behavioural compliance (Herath and Rao, 2009), or technical controls (AlHogail, 2015). There is limited empirical research examining how cyber-attacks simultaneously affect financial performance, operational continuity, and long-term competitive positioning in UK retail firms. Recent studies suggest that cybersecurity risks influence multiple aspects of organisational performance, including financial outcomes, resilience, and competitive advantage (Hasani et al., 2023). This study addresses that gap by adopting a multidimensional performance perspective.

4. Research Methodology and Design
Research Methodology
This research adopts the Saunders Research Onion framework to structure the research design and methodology (Saunders, Lewis and Thornhill, 2019).
Research Philosophy
The study adopts a positivist research philosophy. Positivism focuses on objective analysis and observable evidence and is commonly used in business research that examines measurable organisational phenomena.
Research Approach
A deductive research approach will be applied. The research will use existing theories and literature on cybersecurity risk and organisational performance to guide the research framework and analysis.
Research Strategy
The study will employ a case study strategy focusing on Marks & Spencer. Case studies allow researchers to examine complex organisational issues within real-world contexts.
Research Method
The research will adopt a qualitative secondary research method. This approach enables the researcher to analyse existing information from multiple credible sources.
Data Collection
Secondary data will be collected from:
· Academic journals
· Industry reports
· Cybersecurity publications
· Company reports from Marks & Spencer
· Credible news and business sources
This method allows the researcher to gather comprehensive insights into cybersecurity risks and organisational performance.

Justification
While qualitative methods provide rich insights into perceptions and behaviours, they may lack generalisability and objectivity. In contrast, quantitative methods enhance reliability and allow comparison across time and organisations (Bryman, 2016). However, quantitative research may oversimplify complex organisational realities by reducing them to numerical indicators. To mitigate this limitation, the study integrates multiple data sources to provide contextual interpretation. While governance and behavioural factors are conceptually important, this study focuses primarily on measurable financial and operational impacts due to reliance on secondary quantitative data. Governance implications will be interpreted through document analysis rather than primary qualitative interviews. Recent methodological literature also emphasises that combining different data sources can improve interpretation and provide deeper contextual understanding when purely quantitative indicators are insufficient (Gamage, 2025).
2. Data Collection
Use of Secondary Data
This research relies on secondary data from credible sources, including:
· Annual financial reports
· Cyber incident databases
· Industry reports (e.g., IBM Cost of a Data Breach Report)
· Government and regulatory publications
· Market analytics and customer trust indices
Secondary data is appropriate because cyber-attack impacts are often recorded in organisational reports and industry datasets, allowing longitudinal analysis without the ethical and access barriers associated with primary data collection (Johnston, 2017).
Justification
Secondary data offers several advantages:
· Cost-effective and time-efficient
· Enables historical trend analysis
· Provides large datasets for statistical validity
However, limitations include potential lack of alignment with research objectives and variations in data quality. Critical evaluation of data sources is therefore essential to ensure reliability (Saunders et al., 2023).
Data Analysis Methods
Quantitative analysis will be conducted using statistical techniques to examine relationships between cyber-attacks and business outcomes.
Descriptive Statistics
Descriptive statistics will summarise key variables such as:
· Number of cyber incidents
· Financial losses
· Recovery time
· Customer complaint rates
These statistics provide an overview of trends and patterns (Field, 2018).
Correlation Analysis
Correlation analysis will assess relationships between variables, such as the association between cyber incidents and revenue decline. This helps determine whether increased cyber-attacks are linked to measurable performance impacts (Saunders et al., 2023).
Regression Analysis
Regression analysis will be used to evaluate the extent to which cyber incidents predict business outcomes, such as financial losses or operational disruption. Regression strengthens the ability to infer potential causal relationships (Field, 2018).
Statistical analysis enhances objectivity and replicability but may not fully capture contextual factors influencing organisational responses. Therefore, findings will be interpreted alongside industry context to avoid misrepresentation.
Sampling Strategy
Sampling Frame
The study uses non-probability purposive sampling to select relevant datasets and organisations within the retail sector. The sampling criteria include:
· Retail organisations with reported cyber incidents
· Availability of financial and operational performance data
· UK or comparable market context
Purposive sampling ensures the data is relevant to the research objectives (Etikan & Bala, 2017).
While purposive sampling enhances relevance, it may introduce selection bias and limit generalisability. To address this, the study includes multiple organisations and datasets to improve representativeness.
Ethical Considerations
Ethical considerations are important to ensure responsible research practice. This study relies exclusively on secondary data obtained from publicly available sources such as academic journals, industry reports and company publications. Therefore, issues such as participant consent and confidentiality are not applicable.
However, all sources of information will be properly referenced to avoid plagiarism and ensure academic integrity. Adhering to ethical research standards also ensures transparency and credibility within the research process (Saunders, Lewis and Thornhill, 2019).
Ethical Principles
· Use of publicly available and authorised data
· Accurate representation of findings
· Proper citation of data sources
· Avoidance of data manipulation or misinterpretation
Adhering to ethical research standards ensures credibility and protects the integrity of the research process (British Psychological Society, 2021).
GDPR Considerations
Any datasets containing personal or sensitive information will comply with data protection regulations such as GDPR, ensuring privacy and confidentiality (ICO, 2023).
6. Reliability and Validity
Reliability
Reliability refers to the consistency and replicability of research findings (Saunders et al., 2023). This study enhances reliability by:
· Using reputable data sources
· Applying consistent analytical procedures
· Documenting data collection and analysis steps
Validity
Validity concerns whether the research accurately measures what it intends to measure (Bryman, 2016).
· Construct validity: Using established indicators such as financial loss and downtime to measure cyber-attack impact.
· Internal validity: Regression analysis helps identify relationships between variables.
· External validity: Inclusion of multiple datasets improves generalisability.
Secondary data may contain inconsistencies or reporting biases. Triangulating multiple sources mitigates this risk and strengthens validity.
7. Methodological Limitations
Despite its strengths, this methodology has limitations:
· Secondary data may lack context or detail.
· Quantitative analysis may not capture organisational culture or employee behaviour.
· Purposive sampling limits generalisability.
Acknowledging these limitations enhances transparency and strengthens the credibility of the research.
Business Relevance and Practical Implications for Marks & Spencer
5. Business Relevance and Practical Implications
The findings of this study will support evidence-based strategic decision-making within Marks & Spencer by quantifying the measurable impact of cyber incidents on financial and operational performance.
First, financial impact analysis will enable senior leadership to justify cybersecurity investment using data-driven cost-benefit evaluation (Bryman and Bell, 2018). Rather than viewing cybersecurity as a compliance cost, it can be positioned as a strategic asset protecting long-term shareholder value.
Second, governance improvements may include establishing stronger board-level cyber oversight structures and integrating cybersecurity metrics into enterprise risk management frameworks (ENISA, 2021).
Third, supply chain risk findings may support the introduction of mandatory cybersecurity standards for third-party vendors, reducing systemic exposure across the retail ecosystem.
Fourth, the research may identify the need for structured employee awareness programmes, aligning behavioural compliance models with technological controls (Herath and Rao, 2009; AlHogail, 2015).
Ultimately, this study supports the transition from reactive incident management toward proactive organisational cyber resilience, strengthening long-term competitive positioning in a digitally dependent retail market.
From a strategic perspective, cybersecurity resilience may represent a dynamic capability that enables sustained competitive advantage in digitally intensive retail markets (Singh, 2025). By embedding cyber governance into enterprise strategy, M&S can strengthen investor confidence, protect brand equity, and enhance long-term digital transformation performance. This positions cybersecurity not merely as risk mitigation, but as a strategic value-preserving capability.
Conclusion:
In conclusion, this research proposes a multidimensional evaluation of cyber-attacks within Marks & Spencer, integrating financial, operational, and strategic perspectives. By addressing gaps in existing literature and employing a quantitative-dominant mixed-methods design, the study aims to produce actionable insights that strengthen cybersecurity governance and long-term organisational resilience.
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