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[bookmark: _Toc228874305]1. Domain Server (Swansea) 
[bookmark: _Toc228874306]1.1 Create a forest named yourname.acca 
Requirement 
Create an Active Directory forest using the naming convention yourname.acca. 
GUI Configuration 
Server Manager - Add Roles and Features 
Install Active Directory Domain Services (AD DS) 
Promote server to Domain Controller 
Add a new forest named brandon.acca 
Live Demonstration 
Server Manager shows AD DS installed 
Active Directory Domains and Trusts shows brandon.acca 
Evidence 
Screenshot: AD DS role installed
[image: A screenshot of a computer

Description automatically generated] 






























Screenshot: Domains and Trusts showing forest name 
[image: A screenshot of a computer

Description automatically generated]
Excellent Work 
Correct naming convention 
AD‑integrated DNS automatically deployed 
Domain controller fully functional 
[bookmark: _Toc228874307]2. Create A records for all Swansea and London servers 
Requirement 
Create forward lookup (A) records for all servers across both networks. 
GUI Configuration 
DNS Manager - Forward Lookup Zones - brandon.acca 
Create Host (A) records for all Swansea and London servers 
Live Demonstration:
DNS Manager showing multiple A records 
Name resolution via DNS 
Evidence:
Screenshot: DNS A records 
[image: A screenshot of a computer

Description automatically generated]











[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]Screenshot: nslookup resolving server names (/etc/resolv.conf)

























Excellent Work 
Consistent naming scheme 
DNS names used instead of IPs 
Supports HTTPS, RDS and VPN services 




















[bookmark: _Toc228874308]2.1 Create a reverse lookup zone and PTR records 
Requirement 
Create a reverse lookup zone and PTR records for all servers. 
GUI Configuration 
DNS Manager - Reverse Lookup Zones - New Zone 
IPv4 Primary Zone 
Create PTR records for all servers 
Live Demonstration 
Reverse zone present 
PTR records resolving IP - hostname 
Evidence 
Screenshot: Reverse Lookup Zone 
Screenshot: PTR records 
[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]

















Excellent Work 
Forward and reverse DNS aligned 
Improves auditing and troubleshooting










[bookmark: _Toc228874309]3. Users (Domain)

Requirement
Create user accounts for yourname.acca using the parameters in users_list_updated.xlsx, with SAMAccountName = first initial + “.” + last name 
Configuration (PowerShell)

Use PowerShell bulk creation from the spreadsheet (no manual ADUC user-by-user creation) and map spreadsheet fields (e.g., first_name, last_name, company, domain, email, job, city, department) into AD user attributes. 

Live Demonstration
Run the bulk-create script and show output confirming users were created.
Show one example user where SAMAccountName matches n.lastname format.

Evidence
Screenshot: PowerShell script
[image: A screenshot of a computer

Description automatically generated]
483 users Imported.













Screenshot: AD with imported users
[image: ]

Excellent Work
Bulk-create users via PowerShell from the Excel file, ensuring efficiency and correct naming conventions.























[bookmark: _Toc228874310]4. Account Security Policies (Domain) 
Configure Password Policies
Requirement 
Apply a secure domain password policy. 
GUI Configuration 
Group Policy Management - Default Domain Policy 
Configure Password Policy settings 
Live Demonstration 
Minimum password length 
Complexity enabled 
Evidence 
Screenshot: Password Policy settings 
[image: A screenshot of a computer

Description automatically generated]
Excellent Work 
Domain‑wide enforcement 
Aligns with security best practice 




[bookmark: _Toc228874311]5. DHCP Server
Configure DHCP Server & Relay
Requirement
Configure S‑DC as the DHCP Server with address ranges X.X.X.10 – X.X.X.20 for each network and L‑CD as a DHCP Relay. Apply appropriate DHCP options and DNS integration.
Configuration
S‑DC: DHCP role installed, authorised, and bound
Scopes created for each network (.10 – .20)
Conflict detection & logging enabled
DHCP options configured (Gateway, DNS, Domain)
DNS integration enabled:
Always update A & PTR records
Name protection enabled
Discard records on lease deletion
L‑CD: ISC DHCP Relay configured to forward requests to S‑DC
Live Demonstration
Clients leasing addresses within .10 – .20
Server reservations applied
Relay successfully forwarding DHCP requests
Evidence
Screenshot: DHCP scopes & server authorisation
 [image: ]
Screenshot: DHCP‑Relay configuration on L‑CD (/etc/default/dhcp-helper) (systemctl status dhcp-helper)
[image: ]
Screenshot: Clients with active DHCP leases
[image: ]
Excellent Work
Centralised DHCP with relay for remote site
Clean scope design and DNS integration
Reliable address assignment across both networks




[bookmark: _Toc228874312]6. Configure Account Lockout Policy 
Requirement 
Prevent brute‑force authentication attempts. 
GUI Configuration 
Group Policy Management - Account Lockout Policy 
Live Demonstration 
Lockout threshold and duration 
Evidence 
Screenshot: Account Lockout Policy 
[image: A screenshot of a computer

Description automatically generated]
Excellent Work 
Centralized security control 
Reduces attack surface 




[bookmark: _Toc228874313]7. Routing – Swansea Network 
Install Routing and Remote Access Service (RRAS) 
Requirement 
Enable routing in the Swansea network. 
GUI Configuration 
Server Manager - Add Roles and Features 
Install Remote Access - Routing 
Configure RRAS for LAN routing 
Live Demonstration 
RRAS console showing IPv4 routing enabled 
Evidence 
Screenshot: RRAS configuration 
[image: A screenshot of a computer

Description automatically generated]
Screenshot: IP forwarding configured on L-CD [image: ]
sysctl net.ipv4.ip_forward
Excellent Work 
Correct Windows routing implementation 
Supports multi‑site connectivity 



















[bookmark: _Toc228874314]8. Modify firewall rules to allow ICMP 
Requirement 
Allow ICMP traffic for testing and diagnostics. 
GUI Configuration 
Windows Defender Firewall - Inbound Rules 
Enable ICMP Echo Request 
Live Demonstration 
Successful ping tests 
Evidence 
Screenshot: Firewall ICMP rule
 [image: A screenshot of a computer

Description automatically generated]
Screenshot: Ping output
 [image: A screenshot of a computer screen

Description automatically generated]

Excellent Work 
Minimal firewall exposure 
Diagnostic traffic only 
[bookmark: _Toc228874315]9. Routing – London Network 
Configure persistent IP forwarding 
Requirement 
Enable routing on the London Domain Controller (L‑CD). 
Configuration 
IPv4 forwarding enabled 
Persistent configuration applied 
Live Demonstration 
IP forwarding status shown 
Evidence 
Screenshot: IP forwarding confirmation 
[image: A black screen with a white border

Description automatically generated]
Screenshot: Debian firewall rules

[image: A screenshot of a computer

Description automatically generated]
/etc/iptables/rules.v4
For persistence sudo iptables-save
ip a for ip address
ip r for ip routes
nmcli connection show for profiles
Excellent Work 
Routing survives reboot 
Correct Linux networking configuration
[bookmark: _Toc228874316]10. Configure firewall rules (London) 
Requirement 
Restrict traffic while allowing required services. 
Configuration 
Default DROP policy 
Allow loopback 
Allow established/related traffic 
Allow ICMP and inter‑site routing 
Live Demonstration 
Firewall rules displayed 
Evidence 
Screenshot: rules.v4 configuration (sudo nano /etc/iptables/rules.v4)
[image: A screenshot of a computer program

Description automatically generated]

Excellent Work 
Principle of least privilege 
Persisted firewall rules 
[bookmark: _Toc228874317]11. Encrypted Connection Between Swansea & London 
Configure site‑to‑site VPN 
Requirement 
Secure inter‑site traffic using an encrypted tunnel. 
Configuration 
VPN configured between Swansea and London 
Encrypted tunnel established 
Live Demonstration 
VPN interface status 
Successful inter‑site ping 
Evidence 
Screenshot: VPN configuration 
[image: A screenshot of a computer

Description automatically generated]
[image: ]
(/etc/wireguard/wg0.conf)

Screenshot: Inter‑site connectivity test 
[image: ]

Excellent Work 
Encrypted communication 
Firewall adjusted securely 


[bookmark: _Toc228874318]12. IIS Secure Website 
Configure HTTPS website 
Requirement 
Create a secure website using HTTPS and Windows Authentication. 
GUI Configuration 
IIS Manager - Sites - webs.brandon.acca 
HTTPS binding with trusted certificate 
Live Demonstration 
Website loads with padlock 
Windows Authentication enabled 
Evidence 
Screenshot: IIS bindings 
[image: A screenshot of a computer

Description automatically generated]







Screenshot: Browser showing HTTPS 
[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]
Excellent Work 
SAN‑enabled certificate 
No insecure authentication 





[bookmark: _Toc228874319]13. Remote Desktop Services 
Configure RD Web Access 
Requirement 
Provide secure web‑based remote desktop access. 
GUI Configuration 
RD Web Access role installed 
Access via https://rds.brandon.acca/RDWeb 
Live Demonstration 
RD Web login page 
Evidence 
Screenshot: RD Web page 

[image: A screenshot of a computer

Description automatically generated]







Screenshot: Live RD session
[image: A screenshot of a computer

Description automatically generated]


Excellent Work 
HTTPS enforced 
Trusted certificate  











[bookmark: _Toc228874320]14. Configure Session Collection 
Requirement 
Allow users to access a remote desktop session. 
GUI Configuration 
RDS - Collections 
Domain Users assigned 
Live Demonstration 
Desktop visible in RD Web 
Evidence 
Screenshot: Session Collection settings 
[image: A screenshot of a computer

Description automatically generated]
Excellent Work 
Controlled access via collections 













[bookmark: _Toc228874321]15. RDS Certificate Management 
Configure RDS deployment certificates 
Requirement 
Ensure RDS services use trusted certificates. 
GUI Configuration 
Server Manager - Remote Desktop Services 
Overview - Tasks - Edit Deployment Properties - Certificates 
Live Demonstration 
RD Web certificate assigned 
Evidence 
Screenshot: RDS Certificates page 
[image: A screenshot of a computer

Description automatically generated]
Excellent Work 
Centralized certificate management 
Trusted internal CA used











[bookmark: _Toc228874322]16. RDP Listener Security 
Bind RDP listener to trusted certificate 
Requirement 
Ensure direct RDP connections use a trusted certificate. 
Configuration 
Certificate installed in Local Machine store 
RDP listener bound via WMI 
Live Demonstration 
Certificate visible in certlm.msc 
Listener thumbprint validated 
Evidence 
Screenshot:RDS Certificate
[image: A screenshot of a computer

Description automatically generated] 







Screenshot: Listener thumbprint output 
[image: A screenshot of a computer

Description automatically generated]
Excellent Work 
No RDP certificate warnings 
Microsoft‑recommended configuration 







[bookmark: _Toc228874323]17. Validation and Testing 
End‑to‑end validation of services 
Requirement 
Demonstrate that all services function as intended. 
Validation Performed 
DNS forward and reverse resolution 
Inter‑site routing tests 
VPN connectivity verification 
HTTPS website access 
RD Web and remote desktop access 
Evidence 
Screenshot: DNS Forward/Reverse + Inter-site Routing Tests
[image: A computer screen with a blue screen

Description automatically generated]
Screenshot: VPN Connectivity + HTTPS Website + RD Web
VPN Connectivity:
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]

HTTPS Website:
[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]
RD Web:
[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]
Excellent Work 
All services validated end‑to‑end 
Evidence clearly mapped to criteria 



[bookmark: _Toc228874324]18. Domain Joined Devices
Requirement
Show that relevant machines are joined to the brandon.acca domain (Domain Membership). 
Live Demonstration
Show the device “Domain:” value as brandon.acca on each relevant machine.
Evidence
Screenshot: System/Computer Name page showing domain = brandon.acca (per device). (realm list)
[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated] [image: A computer screen shot of a computer screen

Description automatically generated]

Excellent Work
All required machines are domain joined and consistently named. 






[bookmark: _Toc228874325]19. Disk Drive
Configure Secondary Disk & File Share
Requirement
Mount the second disk to E:\SwanseaFiles, share it, and restrict permissions so Domain Users have Full Control and other users have Read‑only access.
GUI Configuration
Disk Management - Initialise second disk
New Simple Volume - Assign E: - Label SwanseaFiles
Share folder E:\SwanseaFiles
Share & NTFS permissions: 
Domain Users: Full Control
Others: Read
Live Demonstration
Disk mounted as E:\SwanseaFiles
Share accessible from Swansea and London clients
Evidence
Screenshot: Disk mounted as E:\SwanseaFiles + Share & NTFS permissions
[image: ]
Screenshot: file share accessed from L-CD
[image: ]
Excellent Work
Correct disk mounting and sharing
Permissions enforced using least privilege
File share accessible across both networks




















[bookmark: _Toc228874326]20. Wi‑Fi Script Policy
Requirement
Show a centrally applied Wi‑Fi/script policy as an extra control.
Live Demonstration
Show the policy/script setting
Evidence	
Screenshot: Policy/script configured
[image: A screenshot of a computer

Description automatically generated]
Excellent Work
Scoped correctly (only target devices/users) and repeatable (re-running doesn’t break settings).




















[bookmark: _Toc228874328]Troubleshooting & Issues Encountered
[bookmark: _Toc228874329]1) Baseline Connectivity / Inter-site Routing
Symptom: Swansea to London hosts could not ping or reach services reliably during early connectivity testing.
Cause: Missing static routes and ICMP rules not enabled and additional incorrect routes overriding expected inter-site routing.
Fix: Implemented correct static routes for Swansea to London, corrected incorrect route IPs, and enabled required ICMP firewall rules so connectivity testing could be completed consistently. Removed/adjusted any “extra” static routes that interfered with cross-LAN communication.
[bookmark: _Toc228874330]2) RRAS (Swansea) – Routing not working
Symptom: RRAS routing did not permit end-to-end traffic initially and pings failed across subnets.
Cause: RRAS was installed but routing flow because of missing/incorrect routes and firewall rules.
Fix: Verified RRAS routing enabled and ensured the correct firewall rules (ICMP for testing) and routes existed for inter-site traffic.
[bookmark: _Toc228874331]3) Linux Firewall Persistence (London)
Symptom: After reboot, working connectivity rules were lost and services stopped working.
Cause: Linux iptables changes were applied live but not persisted.
Fix: Persisted firewall rules (e.g., saved rules and reloaded using persistence tooling) so the London firewall policy survived reboots.
[bookmark: _Toc228874332]4) DHCP Relay & DHCP Issues (London LAN / ClientL1)
Symptom A: DHCP relay service did not start on boot so ClientL1 could not get leases.
Cause: DHCP relay not configured to start reliably at boot.
Fix: Corrected service configuration to ensure relay starts automatically and verified service state after reboot.
Symptom B: After the introduction of WireGuard, the DHCP relay no longer worked reliably (ClientL1 sent DHCPDISCOVER but no usable lease).
Cause: isc-dhcp-relay became unreliable/unsuitable with the WireGuard-based routing topology.
Fix: Replaced isc-dhcp-relay with dhcp-helper, restoring successful DHCP OFFER/ACK relay and normal lease assignment.
Symptom C: DHCP “bad address”/reserved range issues and server leasing incorrect addresses.
Cause: Address ranges/reservations were not cleanly excluded, server addresses conflicted with scope usage.
Fix: Excluded/reserved appropriate addresses and ensured DHCP server authorization and scope correctness to prevent the server “leasing its own address” and to keep the scope stable.
[bookmark: _Toc228874333]5) Domain Join Issues (Debian / Cross-platform)
Symptom: Debian machines could not find the domain controller / could not complete domain discovery/join steps.
Cause: Missing Debian packages required for domain discovery/join (realm/SSSD tooling).
Fix: Installed the missing packages and re-tested domain discovery/join steps - validated by showing correct discovery and authentication behaviour.
[bookmark: _Toc228874334]6) VPN Implementation Problems & Resolution (StrongSwan → PPTP → WireGuard)
Symptom A (StrongSwan): Tunnel would not establish and negotiation failed.
Cause: Incorrect IP configuration and policy mismatches (cipher/ESP/IKE expectations).
Fix: Verified addressing, attempted alignment with ESP/AES/IKEv2 requirements, but continued failure led to alternative approach.
Symptom B (PPTP): VPN connection created but normal LAN traffic broke / default routing changed unexpectedly and authentication issues occurred.
Cause: PPP interface changed routing preference and default path.
Fix: Validated traffic through PPP using interface-specific ping (ping -I ppp0 10.20.1.10) then added a host route via PPP (ip route add 10.20.1.10/32 dev ppp0) to prove routing logic. Corrected PPTP credential errors that were also present.
Final VPN choice: Wireguard
Symptom C (WireGuard): Tunnel was one-way (send/receive from one side only).
Cause: Incorrect/mismatched WireGuard keys caused asymmetric tunnel behaviour.
Fix: Regenerated and redeployed keys on both peers to restore bidirectional traffic; corrected startup handling to prevent the process/file lock issue.


[bookmark: _Toc228874335]7) DNS Resolution and “Multi-IP” Hostname Issues
Symptom: Hostname-based access intermittently failed due to confusing DNS responses and multiple interfaces advertising addresses.
Cause: Multiple A-records registered for a single hostname across LAN/P2P/VPN interfaces, causing clients to sometimes select the wrong address.
Fix: Ensured DNS forward/reverse records aligned and validated with nslookup/dig results. Where required, reduced ambiguity by ensuring correct DNS registration behaviour (only desired interface registering in DNS). This directly supports the requirement to use DNS names over IPs for services like HTTPS/RDS/VPN.
[bookmark: _Toc228874336]8) File Share Access and Mapping Issues
Symptom A: Share could be accessed by path but mapped drive showed missing files.
Cause: Incorrect share path / share pointed at wrong folder.
Fix: Verified SMB shares, removed incorrect share mapping, recreated share pointing to the correct path, and granted correct permissions (e.g., Domain Users).
Symptom B: Debian mounting failed after reboot even though it worked previously.
Cause: Debian attempted to mount before the network stack was fully up.
Fix: Changed to on-demand mount using x-systemd.automount so the share mounts on first access rather than at boot.
[bookmark: _Toc228874337]9) IIS HTTPS Certificate / “Not Secure” Warning
Symptom: Website still showed “Not secure” even after applying a certificate.
Cause: Certificate SAN/binding did not match the expected hostname, leading to browser trust mismatch.
Fix: Recreated the certificate with the correct SAN entries and re-bound in IIS to the correct site/hostname, restoring trusted HTTPS.
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-A OUTPUT -d 10.20.3.1/32 -p esp -3 ACCEPT

comarT
# Completed on Tue Apr 14 13:06:02 2026

Help Write Out F wnere 1s Cat Execute Location
Exit Read File Replace Paste Justify Go To Line





image26.png
a

File Edit—View Tnals

f @0

Untitled  Tunnels Log

Dehun_Add-nnsHeln

1

o | @ Swansea

i

7 Edit tunnel

Name: | Swansea-.ondon-Tunnel

Public key: | sEmmiGod IKIWSeNmDrpOCUfRC2GME4qOc6ORbE /pLVY =

[Interface]

PrivateKey = 2C1hpgBTgAVeOvu7F)/MInQIE7V/ 1t9NRamHqgxdViw=
ListenPort = 51820

Address = 10.99.0.1/30

DNS =10.20.1.10

[Peer]

PublicKey = N6nTQuGVoklhWHQO/C2PbaFSIXz5clF8jMnjA289j1A=
PresharedKey = w3qR7XNxVCKIVqTtS81rIEPi4cINEMioz8RbBr2hnY=
AllowedIPs = 10.20.2.0/24, 10.99.0.2/32

[Endpoint = 10.20.3.2:51820

PersistentKeepalive = 25

'.- Add Tunnel v

- o x
0
fo assess st
f screensho
pLVY=
In2sgj1A
Edit
5%





image27.png
1 1ladmin@l-cd:
interface:

c key: 1
key:
listening port:

peer: sEmmlGodlK1WE

preshared key:
endpoint:
allowed ips:
latest handshake
transfer: 1 3

Mr





image28.png
-Cllentu 1 [Running] - Oracle VM VirtualBox - (n] X

Aprl1l7 2:08 PM

localuser@clientll: ~

:~%$ traceroute -I -n 10.20.1.11
traceroute to 10.20.1.11 (10.20.1.11), 30 hops max, 60 byte packets
1 10.20.2.10 ©.575 ms * *
2 10.99.0.1 6.337 ms * *
3 10.20.1.11 6.548 ms 8.740 ms 8.721 ms

:~% .

Ll © Type here to search =} . { ; T &% 11°C Cloudy




image29.png
&
¥
(3 @ » SDC » Sites » websbrandonacca » ] ©0-
File View Help
Site Bindings ?
i A
G sun Type  Host Name Port P Address Binding Informa... Add... [
v & 500 (
) 3 https  websbrandona.. 43 *
5
v [@l Sit|
9 |
v |
fories
A
|don.acca
Close
m mesTmcing.
v Limits.
HSTS,
5 =
< 3| |z Features View (7% Content View £dd FP Publishing ©





image30.png
~ &)

s.brandon.acca x —+

(@) @ https://webs.brandon.acca * = e° o Chat

Windows Security >

Sign in to access this site

Authorization required by https://webs.brandon.acca

Domain: BRANDON

OK Cancel

s @ 49) ENG 17:13 %

28/04/2026

L Type here to search i ’ 4

713
& 13°C Partly sunny B dx ENG

oz T




image31.png
&
~ @ RD Web Access > @ Swansea Website >4 —+ — o >

<~ O ) https://webs.brandon.acca A = :. see o Chat

Welcome to Swansea Website

17:11

~ @@ W) ENG g 00006

Partly sunny % T dx ENG




image32.png
[ Clients1 (Snapshot 1) [Running] - Oracle VM VirtualBox - o X

v @ RD Web Access X+ - o0 X

& O O httpsy/rdsbrandon.acca/RDWeb/Pages/en-US/Default.aspx A {7 = z' °Cha(

RemoteApp and Desktop Connection

L ' Work Resources
£

RemoteApp and Desktops

Paint





image33.png
[l Clients1 (Snapshot 1) [Running] - Oracle VM VirtualBox - o

e Server Manager H0 JSDCBRANDONACCA™ - & X

« Dashboard '@l F Manage  Tools  View  Help

WELCOME TO SERVER MANAGER

B Local Server
ii All Servers

B Acs

il ADDS QUICK START
11 DHCP
& DNS

° Configure this local server

2 Add roles and features

N Add other servers to manage
W} File and Storage Services b

io IS Create a server group

gﬁ Remote Access

w

Connect thi

€r 10 cloud services
Hide

Vi
@ Remote Desktop Services P

~ w

ROLES AND SERVER GROUPS

Roles:8 | Server groups: 1 | Servers totak: 1

5 ancs 1 | i§l aDDs 1





image34.png
C (Snapshot 3) [Running] - Oracle VM VirtualBox

B Server Manager

«« Remote Desktop Services * Collections * Swansea-Desktop Tools  View

PROPERTIES CONNECTIONS
G E® propertics of the collection TASKS  ~ Last refreshed on 4/28/2 TASKS  ~
ollection Type Session —

Servers Collect P o o - & < <

Collections Resources Remote Desktop

BRANDOR\Domain Users P T Semion Siate | L On Time
S-DC.Brandon.acca BRANDON\Administrator Active 4/28/2026 4:58:14 PM -
S-DC.Brandon.acca BRANDON\b.curran Disconnected 4/28/2026 5:12:06 PM  4/28/2{

REMOTEAPP PROGRAMS
Published RemoteApp programs | 0 total TASKS >

Remote Desktop is published for the users of the collection.

Publish RemoteApp programs

Publishing RemoteApp programs will unpublish the Remote Desktop.

HOST SERVERS

Last refreshed on 4/28/2026 5:00:26 PM | All servers | 1 total TASKS _~
Filter o ~
Server Name Type Virtual Desktops Allow New Connections
s-DC RD Session Host N/A True





image35.png
Overview

M‘Dq’ ment Properties - =] >

Serve|
: yices deployment
coed Configure the deployment ploy
=5 Show Al Session-based desktop deployment
RD Gateway + Manage certificates .
D Licensing . @ Add RD Session Host servers
A Remote Desktop Services deployment requires certificates for server authentication,
RD Web Access +

single sign-on, and establishing secure connections. ° Create session collections

Current deployment certificate level is Not Configured
What is a certificate level?

Role Service Level Status State

RD Connection Broker - Enable Sinc  Trusted ok e e

RD Connection Broker - Publishing  Not Configured - Last refreshed on 4/28/2026 5:00:26 PM | All RDS role servi... | TASKS

RD Web Access Not Configured -

RD Gates Unknown — o >~ @~ ~
Server FQDN Installed Role Service

Subject name: CN=rds brandon.accs, OU=Brandon, O=Brandon, L=Swanses, S=West
Glomorgan c=G8 S-DC.BRANDON.ACCA RD Connection Broker
§ . : S-DC.BRANDON.ACCA RD Session Host
This certificate is required for server authentication to the Remote Desktop Services
deployment. S-DC.BRANDON.ACCA RD Web Access

You can update this certificate by creating a new certificate or by selecting an exi:
certificate.

Create new certificate... Select existing certificate...

oK Cancel App

L) -

RD Virtualization Host RD Session Host

Swans...

£ Type here to search

O Type here to search m 3°C Mostly sunny 2 £ dx ENG




image36.png
hot 3 [Running] - Oracle VM VirtualBox - O

& cetim- Cericates - Local Computer Persona Cetfctes] -0

Fle Adion View Hep

e 0@ {B(XE B

) Cetiates - Local Computer
v [ Personal
 Cetiiates
5 ] Trsted Root Cericaton Authorties
> £ Enteprise st
> 1 ntemedite Cerication Authortes
> ] Tusted Publshers
> [ Untrusted Cetficates
2 i Party Rt Cetifaion Athoies
1 Tustes eople
] Clet Authenticaton suers
» T Prevew Bal Roots
> [ TetRoots
[ RemoteDesttop
> [ Cetfcate Evoliment Requests
> 1 St Card Tusted Roots
> 1 Tusted Packaged Applnstaleton Authrtie
> [ Tusted Deices
£ WebHesting
] Windows LivelD Toke s
£ WindowsSenveUpdtesenices

IsuedTo IsuedBy BgintionDate  IntendedPuposes  FiendyName St Cetfcate Tem,

2,lBrandon-RootCA- Brndon-RootCA 21 <Alb <None>
BandonRootCA 28 Serves Athrticat.,_<None> WebSever

rdsbrndonacca Brandon-RootCA A8 SeverAuthentcat.,  <None> Web Server
£J5-0CBandonacca Brandon-RootCA WWAN Clent Authentiat..  <None> Domain Conr..
£J5-0CBandonacca Brandon-RootCA WA ClentAuthentiat.,  <None> Computer
Byls-dcBrandonacca Brandon-RootCA- y Server Authenticati.. <None> Web Sever
Ewebsbrandonacca Brandon-RootCA TR SeverAuthentcati.,  <None> WiebServer
LWMSic-SHA2-5-0C WMSc-SHAZ-S-DC A SeverAuthentiat.. WMSVC-SHAZ

Persona stor contains  crtficates

H P Type here to search





image37.png
5-DC (Snapshot 3) [Running] - Oracle VM VirtualBox - o x

| Certicate X

; Genera Do Certcatonpath

Son: (> v IsuedBy BpintionDae  InendedPuposes  FendyName  Sttus Certfte e
| Bandon-RootCh B S <Hione>
Fed ™ A Bandon-RoctCA VWA Sewr Adhentcati - <None> WebSener
[asbortyKey denther  KeyD=29S21ec1H658, ) Brandon-RootCA- w5 Server Authenticati..~rdsbrandonacca Web Server
uOstiionports (IR DstbutinportOs. | | Bandon-RootCA BB SevrAdhentcati. <None> WebServer
puborty infomaton Acss [ty o s @ Bandon-RootCA VWA ClentAuhenat. <None> Domain Cot..
G Cerfae Tenpote e WebServer @ Brandon-RootCA vz Client Authentcat..  <None> Computer
atoan il | Bandon-RootCA VB SeverAdhentati, - <None> WebSerer
@ Bandon-RootCA A SerAdhentat, - <None> WebSerer
V| e WS SHRS0C A SeverAutheniai, WHSVC-SHR2

FGacbate7bl Zhaatt dbadbe]Sboblat 5als0bct

EdtPropertes.. | CopyoFie..

[

Pesona sore containscetifcates,

P Type here to search





image38.png
5:46 PM

42872006
17:46

oz T

A~ %1 Q) ENG

B Eamings upcoming A € T dx ENG





image39.png
NENTQUGNOKIHQO/C2PbaFS

enabed

Tminute,

107MiBreceived 119MB

A ) B

5510
g

]

public key
private key
listening p

preshared k
endpoint

Lloued ips:
latest hand:
transter: 1
persistent

ort: 51

&y

shake: 1 1

keepalive: ever

@ 13°C Mostly sunny

% 11 dx ENG

I
ouzs )





image40.png
oute 10,21

) %0 hops ma, 60 bute packets

ssers\Administrator> tracert 10.20.2.11

Tracing route to ClientL1.brandon.acca [10.20.2.11]
over a maximm of 30 hops:

1 1ms dms  1lms 10.9.0.2
2 1ms 1ms  1ms Clientl1.brandon.acca [10.20.2.11]

Trace conplete.

Ps C:\Users\Adwinistrator> |

nindl-cd:/etc/defaults

A e 5™

v Y

5t
o Gl

@ 13°C Mostlysunny A 6 1 dx ENG





image41.png
ﬂS—DC (Snapshot 3) [Running] - Oracle VM VirtualBox — X

= [ y O . ] Active Directory Users and Computers — O x
File Action View Help File Action View Help
o= B I XRXE Q=2 HEIDR ST ER o= 7 &FBE I XRXE Q=2 HEIDRESFTER

E Active Directory Users and Com|| Name Type Description E Active Directory Users and Com|| Name Type DC Type Site Descr

Saved Queries Saved Queries

= Brand 1% CLIENTLY Computer - &is-pC Computer GC Default-First-Si...
~ ki Brandon.acca %l -CD Computer ~ ki Brandon.acca

Builtin
Computers Computers
Domain Controllers = | Domain Controllers

1% CLIENTS1 Computer

ey

ForeignSecurityPrincipal: ForeignSecurityPrincipal:
Hardware Hardware

Managed Service Accour
User Accounts

Managed Service Accour
User Accounts
Users

947 AM
5/2/2026

; 09:48
A Type here to search i & & 13°C Cloudy A @& 1) ENG

L Type here to search ; A~ ¥ 4d9) ENG




image42.png
& i

Settings Settings
System Properties X
) Home Ahout { ComputerName Hardware Advanced System Proteciion Remote
System Properties X
Rel i Windows uses the following infomation to identify your computer . i
Find35%| o tore Hatess Kvacal et ored and protected. elatedsetings . Ry nonitored and protected. Relaed setings
Device Manager & O BitLocker settings
System . Windows uses the following information to identfy your computer ~ Security Sy Compuder ’ Indows Security
= onthe network Remote desktop E:’e;:{;!e “Kichen Computer” or “Mary's Device Manager
Computer description: || Rl . '
| . computer name: ClientS1brandon.acca ] .
&I Displa For example: "IIS Production Server" or lons System protection Dom ifications Remote desktop
"Accounting Server". |: ain: Brandon acca
Ful computername: 5O Brandon acea Advanced system settings ) ClientS1 System protection
l:]l)) o o ) o ;::a;;gzadtomadmmamkm‘dd( Network [D... ] ]
ain: Brandon.acca , ) ClientS1.brandon.acca .
Rename this PC (advanced) Advanced system settings
|:| Notifi Change To rename this computer or change its domain or Change...
Graphics settings (h|  wortkgroup. cick Change. Rename this PC (advanced)
& Focus| Note: The identfication of the computer cannot be changed because:
- The Certfication Authority Service is installed on this computer. =
{ £n or touch input is available for this display 64-bit operating system, x64-based processor @ Get help
O Power| ]
g No pen or touch input is available f play :’ Give feedback
= Stora -
i o G || o
08 Tablet
Cancel Aoply &1 Projecting to this PC Rename this PC
Bi Mulitasking Windows specifications .
& Shared experiences . L
B Windows specifications
&1 Projecting to this PC Edition Sstem
Version ystem Components Edition
>< Remote Desktop Installed on ' Version
) E Clipboard
0S build Installed on
| O About £ Renote e 05 buid
emote Desktop
Copy Experience xperience Pack
Change product key or upgrade your edition of Windows HS Optional features
Copy
Read the Microsoft Services Agreement that applies to our services I 0 About
Read the Microsoft Software License Terms Change product key or upgrade your edition of Windows
Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms
B s o

A Type here to search ’ i Z & &@» 13°C Cloudy ~ @ T1 ) ENG

 quAM
ARG o B

P Type here to search P Type here to search A € ) NG

09:46

02/05/2026




image43.png
- May2 9:54AM

localuser@clientl1: ~

Mouse integration ...

root@clientll:/home/localuser# realm list

Brandon.acca
type: kerberos
realm-name: BRANDON.ACCA
domain-name: brandon.acca
configured: kerberos-member
server-software: active-directory
client-software: sssd
required-package: sssd-tools
required-package: sssd
required-package: libnss-sss
required-package: libpam-sss
required-package: adcli
required-package: samba-common-bin
login-formats: %U@brandon.acca
login-policy: allow-realm-logins

root@client1l:/home/localuser# I

E £ Type here to search & = = Q ﬁ . @ %'5 - -~ Rainy days ahead ) ENG

Auto capture keyboard ...
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:.;i Group Policy Management
=L File Action View Window Help

== 25 ¢l T

& Group Policy Management Workstation-Networking-Baseline
~ _ﬂ Forest: Bra.ndon.acca Scope Details Settings Del ti Status
~ (54 Domains _
- 3-23 Brandon.acca Links 5r Group Policy Management Editor
=% Default Domain Policy Diaplay ks in this location: Brandon.acca } File Action View Help
~ [2] Domain Controllers The following sites, domains. and OUs are linked to this GPO: = =
=2/ Default Domain Controllers - = ‘ & |6 [*‘ — ‘ ﬂ
~ (&1 Hardware Enforced Link Enabled P, _=[ Workstation-Networking-Baseli
(] Clients (= Clients Yes Yes ~ A Computer Configuration N
&1 Servers ~ [T Policies Startup ame
&1 User Accounts [ 7] Software Settings Dicplay Propertics E# startup
- N - . Froperties <3
~ [ =r Group Policy Objects ~ [] Windows Settings play =] Shutdown
=] Default Domain Controllers 7] Name Resolution|| Description:
;J Default Domain Policy :: Scripts (Startup/S Contains computer startup scripts.
_=[ Workstation-Networking-Ba i Security Settings
[ WMI Filters oy Policy-based Qof
m Starter GPOs [ 7] Administrative Temp
& Sites [ | Preferences - S
?’ﬁ' Group Policy Modeling ~ %, User Configuration Startup Properties
« G Poli R Its ici N
[ %, Group Policy Resu [ ] Policies Scripts | Po —

[ | Preferences

Security Filtering — Startup Scripts for Workstation-Networking-Baseline

The settings in this GPO can only apply to the following groups. users, and computers:

~

Name Name
2, Authenticated Users C:\Users\Administrator\Desktop \Force DHCP ps 1 Up
52 Domain Computers (BRANDON\Domain Computers) Down
52 Domain Users (BRANDON\Domain Users)
Add
< \ Edit..
| | >| | Remove

To view the script files stored in this Group Policy Object. press
the button below.

Add... Remove Properties

oK Cancel Apply

WMI Filtering
This GPO is linked to the following WMI filter:

<none> ~ Open
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