DIGITAL FORENSIC INVESTIGATION REPORT
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1. Case Background
This report presents the findings of a digital forensic examination into suspected corporate espionage at Quantum Technologies. The company's proprietary AI chip design patent (QT-AI-2025) is alleged to have been stolen by a senior engineer, and sold to a competitor, via an intermediary. Four mobile devices and one USB flash drive were submitted as evidence and examined using Cellebrite UFED, Physical Analyzer 7.72.0.10, and FTK Imager 4.7.3.81. All analysis was conducted on forensic copies only; original media was preserved intact throughout. Hash verification was performed prior to any examination to confirm extraction integrity.

2. Chain of Custody
The table below documents the handling history of each evidence item from seizure through to examination. All items were received by the examiner intact and in sealed packaging. No modifications were made to original media at any stage.

	Item
	Device
	Extracted & Provided By
	Extraction Date
	Received By Examiner
	Received Date
	Condition

	E01
	Samsung Galaxy A13
	Dr. Nitheesh Kaliyamurthy
	28/10/2025 11:57
	Gabriel Aragao
	29/01/2026
	Sealed, intact

	E02
	Nokia C2 2nd Edition
	Dr. Nitheesh Kaliyamurthy
	28/10/2025 15:58
	Gabriel Aragao
	29/01/2026
	Sealed, intact

	E03
	Huawei POT-LX1 P Smart
	Dr. Nitheesh Kaliyamurthy
	28/10/2025 16:12
	Gabriel Aragao
	29/01/2026
	Sealed, intact

	E04
	Ulefone Note 14
	Dr. Nitheesh Kaliyamurthy
	28/10/2025 11:25
	Gabriel Aragao
	29/01/2026
	Sealed, intact

	E05
	USB Flash Drive
	Dr. Nitheesh Kaliyamurthy
	16/06/2026
	Gabriel Aragao
	16/06/2026
	Sealed, intact



Forensic images were created using Cellebrite UFED (mobile devices) and FTK Imager 4.7.3.81 (USB drive). SHA256 hash values were recorded at acquisition and verified prior to examination. Results are documented in Section 3.



3. Evidence Inventory and Integrity Verification
	Item
	Device
	Extraction
	Acquisition Date/Time
( Based off on the date of the images being copied )
	SHA256
	Verified

	E01
	Samsung Galaxy A13 (SM-A137F)
	File System / Android Backup
	05/07/2026
22:37
	0e585c4fe8160254253be515a16ff94b7fdf88b248b67d45cfdef8753a9a3195
	✅

	E02
	Nokia C2 2nd Edition
	File System / Android Backup
	05/07/2026
22:37
	a693656c260e339069756be8005346e97033d0ccf2f79add56cd69c9eade13ab
	✅

	E03
	Huawei POT-LX1 P Smart
	APK Downgrade + Kirin Live + Backup
	05/07/2026
22:37
	d5193dbf8246c09fdde73be8558343985ab24a2e1c142e4d64e16e2b6507e31f
	✅

	E04
	Ulefone Note 14
	File System / Android Backup
	05/07/2026
22:37
	630724e2f8863adb9c4f7df1ab645e56c19a832d546fe7ab55b0cebf8ea7befd
	✅

	E05
	USB Flash Drive (Emma's)
	Segmented E01 image, NTFS 14,998 MB
	05/07/2026
22:37
	d2b9a6b3258bff659faf4612ac4facee06101bed
	✅





4. Device Examination
4.1 Samsung Galaxy A13 (E01)
Device identifiers: Model SM-A137F/DS, IMEI 357712351470827 / 357898921470825, Android 14, serial R58W20FZTCE. The extraction was limited to external storage (sdcard/). Protected internal partitions were inaccessible without physical extraction and this prevented recovery of WhatsApp databases.

SIM Card Change: Two 'About Phone' screenshots recovered from sdcard/DCIM/Screenshots/ confirm the same physical device (matching IMEIs across both images) operated under two different phone numbers: +447867927693 (28 March 2023) and +447383368785 (28 July 2023). This indicates a SIM card change in the four months between these screenshots, which may reflect a device handoff between parties or a deliberate identity change. A cached Samsung account profile image displaying the initial 'J' (sdcard/Android/data/com.osp.app.signin/cache/) suggests possible association with Joe Marsh, though this remains unconfirmed without corroborating account data.

The Samsung device contains images with the location metadata that confirms the locations Joe Marsh mentioned to Emma, that he was visiting. On ‘image 20240831_154600.jpg’ located on Path: Samsung GSM_SM-A137F Galaxy A13.zip/sdcard/DCIM/Camera/20240831_154600.jpg; It is visible a train ticket in Glasgow that corroborates Joe’s message to Emma, Path: Huawei_POT-LX1 P Smart.zip/data/data/com.whatsapp/databases/msgstore.db, mentioning that he would search for a buyer in Glasgow. This could corroborate that the Samsung A13 belongs to Joe Marsh.


📍 Presentation, Location: Physical Analyzer → File Systems → Samsung GSM_SM-A137F → sdcard → DCIM → Screenshots → open Screenshot_20230328_095350_Settings.jpg and Screenshot_20230728_130545_Settings.jpg side by side using Image View tab. Point to matching IMEI numbers and differing phone numbers.

4.2 Nokia C2 2nd Edition (E02)
Device identifiers: IMEI 353766763818209 / 353766763818217, ICCID 89441000304622365894, serial E286723262CA2200308 (recovered from com.hmdglobal.app.myphonehelper/db). Extraction was again limited to external storage. Despite 72 installed applications, none were decoded by Physical Analyzer's automatic process.

Settings Search History: The Settings intelligence database (com.android.settings.intelligence/db, saved_queries table) contained six user-entered searches across three date clusters, with timestamps converted from Unix epoch milliseconds to UTC:

	Timestamp (UTC)
	Query
	Target
	Significance

	04/03/2025 11:42
	usb deb
	USB Debugging
	HIGH

	04/03/2025 11:43
	stay
	Stay Awake
	HIGH

	28/03/2025 15:44
	dev
	Developer Options
	HIGH

	25/06/2025 12:55
	usb
	USB settings
	MEDIUM

	25/06/2025 12:55
	screen
	Screen settings
	MEDIUM



USB Debugging and Stay Awake are developer-level settings that together facilitate ADB-based file transfer between a device and a computer. Their repeated appearance across three separate dates over four months is behaviourally significant and consistent with deliberate preparation for data transfer activity. Two BT Wi-Fi browser cookies recovered from the Chrome database place the device on a public hotspot on 28 March 2025 at 17:22 UTC, 98 minutes after the Developer Options search on the same date, possibly indicating the avoidance of corporate network to prevent package sniffing and logging. A causal link cannot be confirmed from timestamps alone, but the temporal proximity is noted. Instagram was installed but all user data was absent, suggesting either recent installation or deliberate clearing prior to seizure.

📍 Presentation, Location: Physical Analyzer → File Systems → Detected Model_Nokia → apps → com.android.settings.intelligence → db → open search_index.db → Database View tab → click saved_queries in left panel. Show the 6 rows with timestamps. For cookies: Analyzed Data → Search & Web → Cookies → select btwifi entries → right panel shows creation timestamps.

4.3 Huawei POT-LX1 P Smart, E03 (Emma Blake's device)
The Huawei device provided the most substantial evidence in this investigation. The APK Downgrade technique, successfully recovered WhatsApp data inaccessible via standard extraction. Physical Analyzer decoded 21 chat sessions (364 messages), 71 emails, 15 call records, and 73 Snapchat entries.

Identity confirmation, Emma Blake as Peter Dover: The device owner operates under the alias Peter Dover across WhatsApp, Facebook and Email. This alias was conclusively established through Joe Marsh directly addressing the device owner as 'Emma' on four occasions in the recovered WhatsApp conversation. Emma's phone number (+447917162788, Lebara Mobile) was independently confirmed by a carrier notification email recovered from her Gmail account (dovp59@gmail.com), which states 'Mobile number: 07917162788' in the email body.

📍 Presentation, Location: Physical Analyzer → Analyzed Data → Messages → Chats → WhatsApp → select conversation 447476530606 → Conversation View tab. Scroll to 21/08/2024, point to Joe's message 'That's serious stuff Emma'. For Lebara email: Analyzed Data → Messages → Emails → filter by 'lebara' in search → open email dated 19/11/2024 → Body section shows mobile number.

WhatsApp Conspiracy (21 August 2024 – 31 January 2025): A 31-message WhatsApp conversation between Emma (+447917162788) and Joe Marsh (+447476530606) documents the full conspiracy. On 21 August 2024 Emma initiated contact, offering to sell 'highly valuable information' from her employer relating to 'our new AI based Nuure product.' Over the following months Joe travelled to Glasgow, Paris, and Manchester to broker the deal. On 31 January 2025, the same day as the Facebook negotiation detailed below, both Emma and Joe deleted WhatsApp messages within 36 seconds of each other, consistent with coordinated evidence destruction. Joe confirmed a £5 million deal ('5M secured') in the same conversation, and the 60/40 revenue split (Emma/Joe) is corroborated by a deleted note recovered from the USB drive.

📍 Presentation, Location: Physical Analyzer → Analyzed Data → Messages → Chats → WhatsApp → select conversation 447476530606 → Conversation View. Scroll through chronologically. For recalled messages: scroll to 31/01/2025 10:18, show both 'Recalled' entries with timestamps 10:18:12 and 10:18:48 (36-second gap). Source file path shown in right panel: data/data/com.whatsapp/databases/msgstore.db.

Facebook Negotiation (31 January 2025): A Facebook Messenger conversation recovered from com.facebook.katana/databases/msys_database_6156526156720 documents direct negotiation between Emma (as Peter Dover, ID: 6156526156720) and Norman Smith (ID: 6156432651951). Norman requested the patent in staged sections for security reasons; the parties agreed on a £5 million offshore payment. Emma's closing message, 'Watch or Inbox in 48 hrs. After that we are ghosts', indicates a planned disappearance following handover, demonstrating premeditation.

📍 Presentation, Location: Physical Analyzer → Analyzed Data → Messages → Chats → select Facebook Chat (6156526156720) → Conversation View tab. Show full message thread. Right panel shows Source: Facebook, Source file: msys_database_6156526156720. Participants panel confirms Norman Smith (ID: 6156432651951) and Peter Dover (owner, ID: 6156526156720).

Call log: 15 call records (calls.db), all August 2024, all unanswered. Emma repeatedly attempted to contact an unknown UK number (+447917162891) in the days immediately before approaching Joe Marsh on WhatsApp (21 August 2024), suggesting a failed prior attempt to establish contact through a different channel.

📍 Presentation, Location: Physical Analyzer → Analyzed Data → Calls → Call Log → Table View. Sort by Timestamp (ascending). Rows 1–15 show all August 2024 unanswered calls to +447917162891 and +917907025586. Source file: calls.db shown in Source file information column.

4.4 Ulefone Note 14 (E04)
Device identifiers: IMEI 335617730545771 / 335617730545789, Android 12, chipset MT6761V/WBB, SHA256: 630724e2f8863adb9c4f7df1ab645e56c19a832d546fe7ab55b0cebf8ea7befd. The device provided minimal forensic evidence. All ten detected applications were Android system packages; no user-installed communication, social media, or email applications were present. Database examination (8 files) revealed only launcher and system configuration files. The notepad database contained no entries, and the Downloads folder held a single wallpaper file. The absence of any communication applications on a device submitted as suspect evidence may indicate deliberate sanitisation prior to seizure. Device ownership remains unconfirmed.

📍 Presentation, Location: Physical Analyzer → Extraction Summary (Home tab), show Device Info panel (IMEI, Android version, chipset). Then Analyzed Data → Application → Installed Applications → show 'Select apps for more data' screen displaying '0 of 10 apps decoded by Cellebrite' and all apps listed as com.android.* system packages.

4.5 USB Flash Drive, E05 (Emma's Flash Drive)
The USB drive, a 14,998 MB NTFS-formatted volume imaged across six E01 segments using FTK Imager 4.7.3.81, contained the most direct evidence of the patent theft. The drive's file structure confirmed Emma Blake as its owner through embedded file metadata.

Email Communications (Communications folder): Three .eml files document the full three-party communication chain:

	File
	Date
	Significance

	emma_to_joe_2025-01-29_sample.eml
	29/01/2025 21:14
	Emma emails Joe from emma.blake@quantumtech.example offering a QT-AI-2025 sample. Names NexGen Circuits. Requires Norman's confirmation before sending 'anything bigger than the abstract and pinout sample.'

	draft_unsent_to_joe_2025-01-30.eml
	30/01/2025 23:41
	UNSENT DRAFT. Emma confirms 'I moved the files to the flash drive.' Instructs Joe not to put the password in WhatsApp, 'I left it somewhere they will not check first.'

	joe_to_norman_forward_2025-01-31.eml
	31/01/2025 07:46
	Joe emails Norman Smith (norman.smith@nexgencircuits.example), CC'ing Vanessa Reed (vanessa.reed@nexgencircuits.example). States 'Emma says the sample will be ready today.' Instructs Norman to keep details off NexGen corporate mail.



📍 Presentation, Location: FTK Imager → Evidence Tree → EFDrive.E01 → Partition 1 [NTFS] → [root] → Communications → click each .eml file → preview pane (bottom right) renders email content as plain text. For the draft email, note 'X-Mailer: Outlook Drafts' in the header confirming it was never sent.

Patent Files (QT-AI-2025 folder): The folder contained the stolen patent materials prepared by Emma over four days:

	File
	Path
	Date Modified
	Significance

	QT-AI-2025_Patent_Abstract.pdf
	QT-AI-2025/
	27/01/2025 18:22
	Patent abstract, first file prepared, two days before sample email

	QT-AI-2025_Claims_Redacted.pdf
	QT-AI-2025/
	28/01/2025 20:13
	Redacted claims, Emma selectively withheld sections

	export_manifest_QT-AI-2025.xlsx
	QT-AI-2025/
	31/01/2025 08:03
	Export manifest, created morning of negotiations

	AI_chip_pinout_v3.dxf
	QT-AI-2025/CAD/
	28/01/2025 22:48
	AutoCAD chip design file, references QT_AI_TILE_BUS component

	fabrication_notes.txt
	QT-AI-2025/CAD/
	29/01/2025 07:32
	CRITICAL, metadata: Owner: Quantum Tech R&D; Author workstation: QT-LAP-EBLAKE; Copy reason: 'external validation sample'



📍 Presentation, Location: FTK Imager → Evidence Tree → [root] → QT-AI-2025 → File List panel (top right) shows all files with Date Modified. Click fabrication_notes.txt → preview pane shows full text including 'Author workstation: QT-LAP-EBLAKE'. For CAD folder: expand QT-AI-2025 → click CAD → File List shows AI_chip_pinout_v3.dxf and fabrication_notes.txt.

Handover Notes (Notes folder): handover_notes_QT-AI-2025.docx (30/01/2025 22:09, 36 KB) was exported from FTK and opened in Word. It states: 'Only share the abstract, claims extract, and one pinout sample first. Joe will confirm Norman's side. Vanessa is not to receive the full design until payment clears. The protected payment terms file uses the same password hint I gave Joe.' This document names all co-conspirators and directly corroborates the staged delivery plan evidenced in the email and messaging communications.

📍 Presentation, Location: FTK Imager → Evidence Tree → [root] → Notes → File List shows handover_notes_QT-AI-2025.docx (Date Modified: 30/01/2025 22:09). Right-click → Export Files → save to desktop → open in Word to show content. During presentation: read the three bullet points aloud and cross-reference to the email evidence.

Deleted Financial Note (recovered from $DeletedCache): FTK Imager recovered a deleted temporary file ($R9Q4A2.tmp) from $DeletedCache/S-1-5-21-.../. The file contains: 'Deleted draft - do not keep. Joe split: 40 percent if Norman confirms buyer. Emma split: 60 percent after offshore escrow clears. Patent sample: QT-AI-2025.' Emma marked this for deletion and attempted to remove it; recovery from the NTFS deleted cache confirms the financial arrangement between Emma and Joe.

📍 Presentation, Location: FTK Imager → Evidence Tree → [root] → $DeletedCache → S-1-5-21-2042159445-1184022334-729901332-1001 → File List shows $I9Q4A2.tmp and $R9Q4A2.tmp. Click $R9Q4A2.tmp → preview pane shows the text content. Explain: $R files contain the actual deleted file content; $I files contain the original filename and deletion timestamp metadata.



5. Conspiracy Timeline
	Date (UTC)
	Event
	Evidence Source

	21/08/2024
	Emma approaches Joe on WhatsApp, offers to sell AI patent from Quantum Technologies
	WhatsApp, E03

	21/08/2024
	Joe calls Emma by real name, Peter Dover alias confirmed
	WhatsApp, E03

	Aug–Nov 2024
	Joe travels to Glasgow, Paris, and Manchester seeking buyers
	WhatsApp, E03

	20/11/2024
	Emma reveals she has found her own buyer; Joe confirms Manchester talks
	WhatsApp, E03

	27–29/01/2025
	Patent files created on USB drive (abstract, claims, CAD, fabrication notes)
	File metadata, E05

	29/01/2025 21:14
	Emma emails Joe offering QT-AI-2025 sample; names NexGen; demands Norman's confirmation
	Email (.eml), E05

	30/01/2025 22:09
	Emma creates handover notes document, delivery plan naming Joe, Norman, Vanessa
	File metadata, E05

	30/01/2025 23:41
	Emma drafts unsent email to Joe, confirms files on USB, warns against WhatsApp for password
	Email draft, E05

	31/01/2025 07:46
	Joe emails Norman, CC'ing Vanessa Reed, 'Emma says sample ready today'
	Email (.eml), E05

	31/01/2025 08:03
	Export manifest created on USB drive, morning of negotiations
	File metadata, E05

	31/01/2025 10:15–10:24
	WhatsApp: Emma and Joe finalise terms; £5M confirmed; both delete messages within 36 seconds
	WhatsApp, E03

	31/01/2025 12:47–13:15
	Facebook: Emma negotiates directly with Norman Smith; £5M offshore agreed
	Facebook, E03

	04/03/2025
	Nokia: USB Debugging and Stay Awake settings searches
	Settings DB, E02

	28/03/2025 15:44
	Nokia: Developer Options search
	Settings DB, E02

	28/03/2025 17:22
	Nokia: BT Wi-Fi public hotspot connection (98 mins after developer search)
	Browser cookies, E02

	25/06/2025
	Nokia: Further USB debugging searches
	Settings DB, E02





6. Findings and Analysis
The evidence recovered across all five items collectively establishes a detailed and corroborated account of the conspiracy. Emma Blake initiated the offence, leveraging her insider access at Quantum Technologies to copy patent QT-AI-2025 to a personal USB drive. File metadata confirms the files were created on her work laptop (QT-LAP-EBLAKE) between 27 and 31 January 2025, and a false copy reason ('external validation sample') was entered, which is consistent with an attempt to circumvent data loss prevention controls. The staged preparation of patent documents over these four days, culminating in the creation of an export manifest on the morning of 31 January 2025, demonstrates deliberate and organised criminal intent rather than opportunistic action.

Joe Marsh's role as active intermediary is well established. His physical travel to three cities over several months to source a buyer, combined with his confirmed financial stake (40% of £5 million, evidenced by the recovered deleted note), demonstrates he was a committed co-conspirator rather than a passive facilitator. The near-simultaneous deletion of WhatsApp messages by both parties on 31 January 2025, alongside Emma's explicit instruction to avoid WhatsApp for password communication, reflects a sophisticated awareness of digital forensic investigation methods and constitutes evidence of deliberate obstruction.

Norman Smith's involvement is confirmed through direct Facebook negotiations in which he agreed payment terms and proposed the staged delivery structure. The identification of Vanessa Reed (NexGen Circuits R&D Director) as the intended final recipient. This appears in both the email CC field and Emma's handover notesand extends the scope of the conspiracy beyond the three originally identified suspects and raises questions about institutional awareness within NexGen Circuits.

The Nokia device (E02) presents a behavioural pattern of particular interest: repeated searches for developer-level settings across three date clusters between March and June 2025 suggest ongoing preparation for USB-based data transfer activity following the January negotiations. No corresponding file activity was identified in the Timeline view, which is consistent with the extraction's limitation to external storageand this device's role in the wider conspiracy remains unclear pending ownership confirmation.

7. Acquisition Limitations
Devices E01, E02, and E04 were extracted via filesystem/Android backup, restricting analysis to external storage only. Protected internal partitions (data/data/) were inaccessible without root-level or physical extraction, preventing recovery of WhatsApp databases, SMS records, and application credentials on these devices. The APK Downgrade technique applied to E03 mitigated this limitation specifically for that device. Instagram data was absent on E02, possibly due to deliberate clearing prior to seizure. Device ownership remains unconfirmed for E01, E02, and E04. Unallocated space on E05 contained only null bytes, yielding no recoverable deleted content beyond what was already recovered from the NTFS $DeletedCache.



8. Conclusion and Recommendations
This investigation has produced substantial, cross-corroborated digital evidence establishing the theft of patent QT-AI-2025 by Emma Blake and its attempted sale to NexGen Circuits for £5 million. The evidence chain spans WhatsApp and Facebook communications, email records, USB file metadata, and a recovered deleted financial note, collectively documenting the conspiracy from its initiation in August 2024 through to the agreed delivery in January 2025.

The following actions are recommended. Emma Blake should face criminal charges of intellectual property theft and corporate espionage. Her Quantum Technologies work laptop (QT-LAP-EBLAKE) should be seized and examined as a priority, as it is the confirmed origin of the patent files. Joe Marsh should be charged as a co-conspirator, and financial records relating to the offshore escrow arrangement should be obtained. Norman Smith and Vanessa Reed of NexGen Circuits should be investigated for their roles as buyer and intended recipient respectively. Quantum Technologies should audit all access logs for patent QT-AI-2025, review DLP records for QT-LAP-EBLAKE for January 2025, and strengthen insider threat monitoring procedures, given that this conspiracy developed over five months without detection.
