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Mind map - https://mm.tt/map/2820632555?t=AlbBZhU1C4 
Survey - https://forms.gle/MdFRjsJoUHjnGt8u7 
E-Portfolio - https://sites.google.com/view/owen-evans-2121421
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Title: Security vulnerabilities in web applications
Description: This project will investigate different security vulnerabilities within web applications. The project will include potential mitigation methods for the vulnerabilities and real-world examples of how a vulnerability was exploited.
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Task 2: Q 1-3

Q1 - Identifying an appropriate research philosophy

Research philosophy is a system that refers to the beliefs and assumptions that develop your knowledge. It is simply how you believe you wil be collecting, analysing, and using any
data you find. Discovering your research philosophy will allow you to plan out a credible research project [6

Research philosophy can be splitinto 3 broad approaches and then further broken down into multiple other philosophies. The 3 broad terms are ontology, epistemology, and
axiology. To begin with, ontology is mainly based on the nature of reality. Epistemology deals with what is seen as acceptable knowledge in a study area. Finally, axiology is
concerned mainly with judgements and the ethics and so the process involved some social enquiry [7].

The further broken-down terms for research philosophy would be positivism, critical realism, interpretivism, postmodernism, and pragmatism. Positivism has the view that only
facts gained from observation can be classed as reliable. This view is objective and ignores opinion [8]. Critical realism differs as it argues that knowledge s real if it is experienced
through sensations, however, does recognise that these can be deceptive and not always correctly portray the real world [9]. Interpretivism focuses more on a subjective view on
reality and so aims to understand an individuals view of an experience as the view could differ depending on the individual [10]. Postmodernism believes that objective knowledge is
not possible, as there are subjective opinions that vary depending on the individuals, communities, and the culture which can change over time. Based on this it is assumed that
reality cannot be the same for everybody [11]. Pragmatismis simply evaluating ideas and beliefs in a practical way. Even though it recognises that the world can be interpreted in
different ways, it focuses on concepts that support a specific action [12].

Based on my research project idea, | believe that a mixed philosophy is best suited. Positivism s it focuses on the facts, but also interpretivism as even though it would be difficult to
debate that something s a vulnerability, it could be subjective as to how severe of a vulnerability it is and so how much work needs to go into the mitigation.

Q2-Appropriate d

bases for identifying research. Search strategies for identifying research

Aresearch database can be defined as an organised and searchable collection of information and resources. This can include articles, reports, journals, and books, among other
things. The main database that will be used for the research will be the university library, as this contains a massive number of resources that link with other databases, such as
ProQuest. Alongside, the library, Google Scholar and simple Google searches will also be used to conduct relevant research. The library database and Scholar will provide more
academic references, such as books and journals, whereas Google searches will of ten just be websites [13].

Asearchstrategy can be used to search a database and gain more accurate results. Different strategies include search terms which covers how a certainword c
a different way and so could yield different results. Keyword searches, the most common search for my project, is simply when a particular word is used tofind ¢
phrase searches can decrease the number of results as it will only search for the quoted phrase. Subject heading searches focus on the actual subjec
(6] words. Truncation and wildcards can be used for variations of a search term. Adjacency searches tha natch certain related words that are
relevant. Finally Boolean searches use the operators AND, OR, and NOT. AND s used to find resources that mention both of your search terms. OR s for resources that mention

t and not soma "
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Image 5: Exact phrase search results

Image 7 Boolean search results

Image 6 Boolean search example

s used to collect data. Feedback on my research project idea

Aresearch strategy will depend on the project itself. A project can include quantitative and/or qualitative data. Quanti
measured and analysed and can be collected through experiments. Qualitative data includes words that
be collected through interviews. Surveys and secondary data collection are a valuable re:
both quantitative and qualitative data[15].

Data collection involves collecting any information that will aid in answering the research project. Data can be split into primary and secondary data. Primary data includes any
unique findings of research and sowould include the data found in surveys and interviews. Secondary data includes anything already published and available in books, article
journals or online. As mentioned previously, secondary data will be valuable for this project, along with the results of a brief survey that links with the OWASP top 10 [16].

tative data includes numbers and graphs tha
e analysed through interpretations can categorising
hstrategies and the main forms

re statistically
the details and can
vill be used for the project as they caninclude

I explained my research project idea to a work colleague as they work in Cyber Security Penetration Test

the

igand so has relevant experience for my idea and some other students
dying this module. The overall feedbs le wes clear, the scope of the project was potentially limited and so to not just focus purely on vulnerabilities of a
web application, but to also focus on the application tself. From this feedback | can research more into security testing, the software development life cycle, and the supply chain.
This would mean the project would have a much broader discussion that could cover more aspects of web applications.
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Task 3: Q1&2

Q1 - Quantitative and qualitative research strategies that could be used for the project

If a researcher uses quantitative or qualitative research will depend on the data, they are trying to collect and analyse. Quantitative collects more numerical data and sois useful for
statistical comparisons, whereas qualitative typically collects data with words, sounds, or images and so focuses more on opinions and attitudes towards a particular topic [17],
There are many different research strategies available including secondary data collection. This would be a mixed research strategy as it would involve both quantitative and
qualitative research, This will be used in the project to collect existing data and information on the topic from various sources [18]. Asurvey is another form of mixed research as it
can be used to collect both numerical and non-numerical data. A survey can be defined as the collection of data through questioning samples of individuals [19]. As mentioned, a
survey allows for mixed methods of research, however, for my project it will be more qualitative as it asks questions that are more opinion based, however, the results can be
analysed in a statistical way [20]. Some other quantitative research strategies could include experiments or observations in some situations. Qualitative strategies could include
focus groups, observations, or interviews. To receive some feedback on my project idea, | conducted an informal interview to see the initial thoughts on the idea and have used it to
expand the scope of the project.

Q2-Strategies to enhance validity, reliability, and generalisability

One of the most effective ways of evaluating a potential source is to use the CRAAP test (as seen below). The C starts for currency, which is al relating to the date of publication and
whether the information is sl up to date. The R stands for relevance. s the information relevant to the topic and project being researched. The A stands for accuracy, which covers
making sure the information is reliable. For this you need to check the information against other sources. The second Ais for authority, and this relates to the authors of the
information. Finally, P for purpose and this covers the bias of the information, for example, if it was produced for sale or just sharing their own opinion [24].

EVALUATING SOURCES: THE CRAAP TEST

[
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Image 8: The CRAAP test [24].

Animportant factor to note in checking the reliability or validity of informationis to see how the research was collected. If the information came from an observation or survey,
then the Hawthorne effect could occur. This is when people know they are being observed and so behave differently than they usually would, this has a negative impact on the
results of the research as they are not a true representation of the study population [25].

Changemakers: Creativity and Value Creation ﬂ




image10.png
Q3 Survey

Research Project Survey Research Project Survey Research Project Survey

Image 9: Survey opener

ndesan v it vl snd it s s st
e ot gy 5350 Wi sy cnseqnce ol

0 oo

0 s

0 st

Image 11: Consent form

Image 10: Information sf




image11.png
Research Project Survey

L ——

oooocooooo

Image 12: Questionnaire P1

s el youe esecningfor e s cueetion )

uestionnaire P2

pR——

s the biggst mpac?

Plsse exola your ressonng for e shoveguesion )

Image 14: Questionnaire P3




image12.png
Image 12: Questionnaire P1

y antacker Wt inerabity o you

Coprgapnc riues E———

s ey s o e s cueeion 5 Plsss il resoning o o s cusstion (5,

Image 15: Questionnaire P4

Image 16: Questionnaire p5

Toview and/or participate in the survey please click the following i

https://forms.gle/MdFRjsJoUHnGt8u7

° Changemakers: Creativity and Value Creation “





image13.png
Is innovation changing things
for the better?

Answer the following three questions.
Click next once you have chosen.

Across the world, how did deaths per year from natural
disasters change in the last century?

A. More than doubled
B. Remained about the same

C. Decreased to less than half

=N/ M)

9 /57
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Is innovation changing things
for the better?

Answer the following three questions.

On average, women aged 30 have spent how many years
in school? (Men of the same age have spent 8 years)

A. 7 years
B. 5years

C.3years





image15.png
Is innovation changing things
for the better?

Answer the following three questions.

In the last 20 years the percentage of people living in
extreme poverty worldwide has...

A. Almost doubled
B. Remained about the same

C. Almost halved
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9 Check

Drag the revolution to the correct definition.

a. Steam, water and mechanical means of production First Industrial Revolution

These are the correct definitions for the first and fourth industrial revolutions.

If you'd like to remind yourself of the definitions of each, let's revisit that slide.

d. Cyber physical systems Fourth Industrial Revolution
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9 Check

By 2025, what percentage of people are expected to be wearing
clothes connected to the internet?

5% @ 10% 15%

Within the next decade, how many sensors are estimated to be connected in the
Internet of Things?

One billion One million @ One trillion
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© Check

1. Akeyword is like a... Correct!

@ Aword that unlocks others. A keyword is all of these descriptions.

© Aword like a hashtag that summarises the
meaning of a sentence.

@ Away of distilling meaning that can be used to
search databases.

@ All of the above.
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© Check

Question 10of 3

Which of these are good research questions?

Read each set of questions as they appear below and select which you
feel is the best research question of the two.

® What effect does the pandemic have on people’s minds?

@ What effect has the isolation of young adults had on their
mental health?

Correct!

A is not specific enough. What effect?
What people? Which pandemic? You
can see with question B that data can
be collected from primary and
secondary sources and that the targets
are clearly defined.
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© Check

Take a few moments to answer the following four questions to help
reinforce your understanding of this section.

Question 1 0f 4

True or false? A hypothesis is really a question that can be used to predict
the outcome of your research.

@ True

® ralse

Correct!

A hypothesis is really a question that can be
used to predict the outcome of your
research. Just like the example of buying a
car, it frames an answer with a question
that can be tested. As we have seen above,
you may have several hypotheses that
address different parts of your research.
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© Check

Question 2 of 2

According to Heen's TED talk, the people who actively sought critical
feedback were:

€ Less successful.
@ More successful.
® Very upset.

® Ignorant.

Correct!

According to Heen (2014), those who
sought critical feedback are said to adapt
more quickly to new roles, they report
higher satisfaction, they get higher
performance reviews, and they accelerate
their own learning. This also changes the
way other people see them.
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© Check

Take a few moments to complete this activity, which will help you
summarise what you have learnt in this section.

Question 10f 3

Zeeta is really interested in fast cars. She can test several sorts of alloy
wheels at a racing circuit before concluding which ones to use. What sort
of research is she doing?

@ Inductive

@ Deductive

Correct!

Inductive research attempts to base its
conclusions on patterns that are observed
over time. The assumption assumes that
what has happened when we were
observing will continue to happen in the
future.




image23.png
© Check

Question 2 of 3 Correct!

Why do students seem so apathetic? Select whether the question is

ood or bad.
& This is not specific or clear, nor does it

reflect an intervention, if one is planned,

or a target group of participants. Better

questions might be: Are science students
@ Good more engaged in class discussions when a

response strategy is used? What are the

reasons for apathy among various groups
® Bad of high school students?

=N/ X X) 22/36 (<X >)
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Correct!

Yes, you correctly identified
the quantitative and
qualitative statements. Apply
this level of thinking in your
own subject area.

06

Quantitative drop zone

Experiments

Observations recorded as
numbers

Surveys with closed-ended
questions

33/36

Qualitative drop zone

Observations described in
words

Interviews with open-ended
questions

Literature reviews that
explore concepts and
theories
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© Check

In this knowledge check activity you will be presented with three
research questions. Correct!

Question 10of 3
A sample is a group of people, objects, or

What do we call it when we reduce the data of the population into a items that are taken from a larger
smaller manageable unit? We call it a... population for measurement. The sample
should be representative of the
@ sample population to ensure that we can

generalise the findings from the research
sample to the population as a whole
@ Snowball (Bineham, 2006).

(=N, X x] 15/35 (< X>)
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© Check

Question 1 of 2 Correct!

If you wanted to understand the general characteristics or opinions of

a group of people you would use a...
group otpeopiey This method will be based on you

conducting a survey that can be
distributed online, or in person over a

o Survey phone orin a live meeting. It can produce
mixed data (quantitative and qualitative)
. based upon how the questions are
® Interview

framed.

® Experiment

=¥/ X X) 32/35 (<N >)
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© Check

In this drag and drop knowledge check activity, drag the correct type of
thinking to their respective descriptions.

@ Answer 1: ___thinking is based on what is already known
and broadly correlates with deductive thinking. It takes an
existing idea and tries to reduce the solution to something
that is the ‘correct’ answer.

@ Answer 2: thinking is is where we try to produce as
many ideas as we can, irrespective of their plausibility.

e 7134

Correct!

A converging thought is one that is based
on what is already known and broadly
correlates with deductive thinking.

Divergent thinking is the absolute
opposite of convergent thinking. This
approach is where we try to produce as
many ideas as we can.
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A set of competencies that deal with entropy

There are three broad activities that each entrepreneur uses when creating

value, titled: Ideas and Opportunities

+ Ideas and opportunities

* Resources
Resources
* Into action.
.
Within the three broad activities, there are five competencies. _
P Into Action

The following table comes directly from the Entrecomp manual. Of course,
we cannot completely remove the risk of Entropy, but the more of these
competencies an individual has, the more likely the idea you have for
improving value is to succeed.

Click the tabs to see more.
You have viewed 15

of 15 competencies

e 6 e 29/42
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© Check

The approach called “effectuation” is an appreciation that events can be

viewed from two different points of view. What are they called?

Create

Cost
and

Cause

Check

(=N, N>

Earn

Effect

Educate

Elect

41 /43

Correct

That's right! You selected the correct

response.
The answers were: cause and effect.
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Task 1 -Mindmap

Amind map based on the content in Unit 1 Section1 and my research project idea

The above mind map was created using Mindmeister a free mind mapping software. Toview in better quality please use the following link:

https://mm.tt/map/28206325552t=AIbBZhU1C4 “





