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1.     Introduction
A lot of urgent alerts that the Internet addresses are out of operation have been stopped as slow, but unavoidable, migration from the environment of the Internet Protocol Version 4 ( IPv4) to IPv6 has started. IPv4 is a 32-bit numeric address, while IPv6 is a 128-bit hex address. This hexadecimal address uses both numbers and alphabets that are capable of generating 340,282,366,920,938,463,463,374,607,431,768,211,456 addresses. Now IPv6 is a modern security, and the next version of IP keys, although we do not get IPv4 queries. There are no IPv4 approved switch-off dates so users need not think about unpredictably losing their internet contact one day. As more networks move, more clients use IPv6 and more end consumers are increasing their IPv6 applications, the environment is shifting away from IPv4. IPv6 is a network layer convention that involves transmission of data through a packet-switched network. Packet switching includes sending and receiving data between two hubs in a network in packets. Therefore, for the foreseeable future IPv6 is more than enough. Now let's move on to the benefits that this version of Internet Protocol provides. This report focuses on the pros of IPv6 and also the issues caused during the deployment.
 
2.     Benefits of IPv6
Version 6 of the Internet Protocol provides a large range of advantages. The IPv6 scalability offers extraordinary and flexible IP for every device with an exceptionally wide IPv6 address space. Address autoconfiguration processes, also  that often promote and raise company costs, have enhanced protection features such as IPSec mandatory, stable communication sets, restrictions and the possibility that the address room has been used to contain encryption keys. True security and real beginning to end IP layer functionality of the NAT free end-to - end networking is re-established and serves current and relevant administrations. The distributed systems are simpler to make and keep up, and administrations, for example, VoIP and Quality of Service (QoS) become increasingly vigorous. Security ​such as IPSec, which gives privacy, confirmation and information trustworthiness, is heated into IPv6. In view of their capability to convey malware, IPv4 ICMP parcels are regularly obstructed by corporate firewalls, however, ICMPv6, the execution of the Internet Control Message Protocol for IPv6, might be allowed in light of the fact that IPSec can be applied to the bundles of ICMPv6, known as Internet Control Message protocol version 6. Mobility​ features, empowering a consistent association while moving starting with one passageway then onto the next passageway on the Internet. 
 
Multicast Internet Protocol version 6 enables the simultaneous transmission of multimedia streams, bandwidth-intensive packet networks, to various goals, maintaining the capacity of the network. As a consequence, uninterested hosts can not process incoming broadcast packets any longer. IPv6 's accessibility as Multicast and Anycast complies fully with the Internet, with a more effective regional structure and transparency, decreases the scale of the steering tables and improves the output of steering tables on different rates. IPv6 enables ISPs to add their consumer systems' prefixes to a common prefix, and to send it to the IPv6 website. Likewise, in IPv6 schemes the root gadget uses discontinuity instead of a turn to reveal the extreme transmitting unit (MTU) of the path. The latest IPv6 package header allows bundle planning to be more flexible and more reliable. More powerful packet processing. IPv6 has no IP-level control sum, in comparison with IPv4 such that after each move step the checksum is not to be recalculated. The attitude of the IP-level inspection was conceivable provided that most link layers now advance involve inspection quantities and error management capacities. Moreover, most levels of vehicles that manage the start of networking provide a test that facilitates error position. Driven data flows, rather than talking IPv6 allows multicast. Multicast allows data storage power to be distributed to various targets, saving system transmission ability, through elevated parcel sources including sight and sound sources. At this stage, Unengaged did not have to handle parcels of contact.
 
In addition, the header of the IPv6 region, named Flow Marker, is able to differentiate bundles with a common stream spatial location. IPv6 is used to render simplified network setup, auto-design code, which is an interface function. A switch sends in its switch promotions the prefix of the surrounding link. Similarly, a host will create a separate IP address for its MAC address layer link, converted into a 64-piece Extended Universal Identifier, EUI, in the 64-bit prefix.

3.     Deployment issues of IPv6
Despite such several advantages of IPv6, it is disappointing that we are faced with a lot of deployment problems when preparing and implementing the IPv6. The main three techniques of dual-stacking, tunnelling, and conversion can be used to make the transition between IPv4 and ipv6 a lot more simpler. There are, however, a variety of pitfalls. The first problem is that the IPv4 router cannot be modified to ipv6. When we do not have the luxury of updating our current equipment, we may have to purchase equipment which already has an IPv6. Another choice would be to review the manufacturer's manual for any machinery-specific procedures that could be needed to support IPv6. 
It is regrettable that IPv4 routers are still accessible and can not only be updated to support IPv6. But, if the condition involves topology, then the IPv6 router next to the IPv4 router requires to be physically linked. The IPv6 router can then be easily tunnelled to the IPv4 router. In fact, even after we update to the IPv6, issues are still emerging. Also after updating to IPv6, every application does not automatically turn default to follow IPv6. Therefore, such programmes should be configured to enable IPv6. A server that runs several services, some being IPv4 only, and others being both IPv4 and IPv6, may have problems. In such Protocol models certain clients can also require all kinds of resources to be included, contributing to uncertainty on the server. Where the current ISP doesn't help IPv6, it is advisable to use another expensive alternative, such as another ISP for a second IPv6 line or even to have a virtual ISP from your computer. As a virtual ISP, we can create a tunnel from our site through our IPv4 ISP to the virtual ISP with IPV6 connexion but still not connected. 
During deployment of IPv6, address assignment for users is indeed one of the key problems. Mixing various operating systems in a network involves basically an automatic distribution of keys, which most implementations accept. The DHCP server assignment of addresses has become an invalid IPv4 standard. Nonetheless, the DHCPv6 interface is special. There are two basic modes in DHCPv6. In reality, the first mode is stateless DHCPV6, which has been used to include sequential DNS server addresses on top of the Auto Configuration Mechanism (SLAAC). From a security point of view, the current IPv6 protocol stack reflects a major improvement over the existing IPv4 stack. Mobility is a brand new function of IPv6 that was not present in its predecessors, a very complex process that causes considerable concern whenever it comes to security. It uses two types of identifiers, the physical address and the mobile address. The first is the IPv6 regular address in the extension header, and the second is the conditional IP address in the IP header. Due to the features of these networks, the temporary portion of the mobile node address may be exposed to spoofing attacks on the home user. Mobility needs specific security precautions, so network operators need to be completely aware of them. Nevertheless, with its countless benefits, IPv6 remains by far weak. In IPv6 networks, searching for valid host addresses and resources is far more difficult than in IPv4 networks. New features such as multicast addresses remain problematic. Multicast traffic attacks of Smurf-type are still possible.
 
4.     Conclusion 
To conclude this report, I’d like to make the reader conscious about the fact that the chances of IPv6 is unexpectedly high. So we can have an optimistic thought on upgrading to a new era of Internet Protocols. Besides, IPv4 is the current iteration of the net protocol to classify devices over the net to be found. Any computer using the network is marked by its own IP address to signify internet contact. It's similar in this way to the path and zip codes you want to catch so you can submit a message. Today, many organizations tend to rely on IPv4 and IPv6 cannot be moved on one day. As such, there will be a staggered shift from IPv4 to IPv6. This means that IPv4 and IPv6 will in certain situations coexist and will start in the future. We really need to switch sooner or later from IPv4 to IPv6. It is a wonderful enterprise and should be presented as such to switch from these addressing versions. As any regular project, we shall have a schedule, establishing the scope and identifying the aims of the project. Dual stack, tunnelling, and translation are all practicable due to the fact that the IPv4 and IPv6 would actually have to coexist for a while, and we must acknowledge other considerations such as routing, authentication, and IP services. 
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TASK 2:

Designing an IP addressing Scheme for Faculty of Architecture, Computing and Engineering.
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In the topology designed above, I gave a Class B IPv4 network address of 172.20.0.0/20. Just as to avoid the growing issue of wasting a lot of IP addresses, I used the VLSM process. This approach helps me to use various subnet masks across my network for the same address type. The reason behind the use of Class B address is that Class A would’ve been too big for my scheme, whereas, Class C would’ve been too small for this network as the address must support more than 2000 users and future growth too. As per the prefix size from Class B; /20 is chosen because the usable hosts per subnet is 4094, which is enough to satisfy the given requirement. At this point, we might get confused why I didn’t place /21; it is because this prefix only gives us the usable hosts of 2046 which does not gives us the required network address. The table below clearly shows the number of hosts and their prefixes. Also, I’ve calculated it by concerting the subnet masks into decimal numeric system so that I can play with the host bits in the desired network address.

	Prefix Size
	Network Mask
	Usable hosts per subnet

	/16
	255.255.0.0
	65534

	/17
	255.255.128.0
	32766

	/18
	255.255.192.0
	16382

	/19
	255.255.224.0
	8190

	/20
	255.255.240.0
	4094

	/21
	255.255.248.0
	2046

	/22
	255.255.252.0
	1022

	/23
	255.255.254.0
	510



Furthermore, I’ve connected all configured routers and switches accordingly. In the figure one switch has handled all of the labs but in practical life one switch itself might not always be enough thus we can further connect more switches.




Networking Scheme for the topology as a whole:


	Subnet Name
	Needed Size
	Allocated Size
	Address
	Mask
	Mask in Decimal
	Assignable Range
	Broadcast Address

	A
	704
	1022
	172.20.0.0
	/22
	255.255.252.0
	172.20.0.1-172.20.3.254
	172.20.3.255

	B
	337
	510
	172.20.4.0
	/23
	255.255.254.0
	172.20.4.1- 172.20.5.254
	172.20.5.255

	C
	285
	510
	172.20.6.0
	/23
	255.255.254.0
	172.20.6.1-172.20.7.254
	172.20.7.255

	D
	278
	510
	172.20.8.0
	/23
	255.255.254.0
	172.20.8.1-172.20.9.254
	172.20.9.255



The subnets are labelled as:

Subnet A- School of Applied Computing
Subnet B- School of Architecture, Built and Environment
Subnet C- School of Automotive Engineering
Subnet D- School of Engineering, Manufacturing and Logistics


As I am going through VLSM process, I used the subnets A,B,C and D and further subnetting them as:

 
1. School of Applied Computing (Subnet A)(Open access and Test Centre included)

	
Subnet Name
	Network Address
	Subnet Mask
	First IP Address
	Last IP Address
	Broadcast Address

	 Open Access
	172.20.0.0
	/24
	172.20.0.1
	172.20.0.254
	172.20.0.255

	 Lab308
	172.20.1.0
	/25
	172.20.1.1
	172.20.1.126
	172.20.1.127

	 Lab410
	172.20.1.128
	/26
	172.20.1.129
	172.20.1.190
	172.20.1.191

	 Lab301
	172.20.1.192
	/26
	172.20.1.193
	172.20.1.254
	172.20.1.255

	 Lab306
	172.20.2.0
	/26
	172.20.2.1
	172.20.2.62
	172.20.2.63

	 Lab412
	172.20.2.64
	/26
	172.20.2.65
	172.20.2.126
	172.20.2.127

	 Lab302
	172.20.2.128
	/27
	172.20.2.129
	172.20.2.158
	172.20.2.159

	 Lab303
	172.20.2.160
	/27
	172.20.2.161
	172.20.2.190
	172.20.2.191

	 Lab411
	172.20.2.192
	/27
	172.20.2.193
	172.20.2.222
	172.20.2.223

	 Staff
	172.20.2.224
	/27
	172.20.2.225
	172.20.2.254
	172.20.2.255

	Lab305
	172.20.3.0
	/27
	172.20.3.1
	172.20.3.30
	172.20.3.31

	Test Centre
	172.20.3.32
	/27
	172.20.3.33
	172.20.3.62
	172.20.3.63




2. School of Architecture, Built and Environment(Subnet B)

	Subnet Name
	Network Address
	Subnet Mask
	First IP Address
	Last IP Address
	Broadcast Address

	Lab409-60
	172.20.4.0
	/26
	172.20.4.1
	172.20.4.62
	172.20.4.63

	Lab201-54
	172.20.4.64
	/26
	172.20.4.65
	172.20.4.126
	172.20.4.127

	Lab410-45
	172.20.4.128
	/26
	172.20.4.129
	172.20.4.190
	172.20.4.191

	Lab404-35
	172.20.4.192
	/26
	172.20.4.193
	172.20.4.254
	172.20.4.255

	Staff-32
	172.20.5.0
	/26
	172.20.5.1
	172.20.5.62
	172.20.5.63

	Lab203-30
	172.20.5.64
	/26
	172.20.5.65
	172.20.5.94
	172.20.5.95

	Lab205-28
	172.20.5.96
	/26
	172.20.5.97
	172.20.5.126
	172.20.5.127

	Lab408-28
	172.20.5.128
	/26
	172.20.5.129
	172.20.5.158
	172.20.5.159

	Lab202-25
	172.20.160
	/26
	172.20.5.161
	172.20.5.190
	172.20.5.191




3. School of Automotive Engineering(Subnet C)

	Subnet Name
	Network Address
	Subnet Mask
	First IP Address
	Last IP Address
	Broadcast Address

	Lab301-80
	172.20.6.0
	/25
	172.20.6.1
	172.20.6.126
	172.20.6.127

	Lab206-55
	172.20.6.128
	/26
	172.20.6.129
	172.20.6.190
	172.20.6.191

	Lab102-35
	172.20.6.192
	/26
	172.20.6.193
	172.20.6.254
	172.20.6.255

	Lab103-30
	172.20.7.0
	/27
	172.20.7.1
	172.20.7.30
	172.20.7.31

	Lab101-25
	172.20.7.32
	/27
	172.20.7.33
	172.20.7.62
	172.20.7.63

	Lab205-20
	172.20.7.64
	/27
	172.20.7.65
	172.20.7.94
	172.20.7.95

	CADLab-20
	172.20.7.96
	/27
	172.20.7.97
	172.20.7.126
	172.20.7.127

	Staff-20
	172.20.7.128
	/27
	172.20.7.129
	172.20.7.158
	172.20.7.159





4. School of Engineering, Manufacturing and Logistics(Subnet D)

	Subnet Name
	Network Address
	Subnet Mask
	First IP Address
	Last IP Address
	Broadcast Address

	Lab208-90
	172.20.8.0
	/25
	172.20.8.1
	172.20.8.126
	172.20.8.127

	Lab206-50
	172.20.8.128
	/26
	172.20.8.129
	172.20.8.190
	172.20.8.191

	Lab101-35
	172.20.8.192
	/26
	172.20.8.193
	172.20.8.254
	172.20.8.255

	Lab102-30
	172.20.9.0
	/27
	172.20.9.1
	172.20.9.30
	172.20.9.31

	Lab103-30
	172.20.9.32
	/27
	172.20.9.33
	172.20.9.62
	172.20.9.63

	Lab105-25
	172.20.9.64
	/27
	172.20.9.65
	172.20.9.94
	172.20.9.95

	Staff-18
	172.20.9.64
	/27
	172.20.9.97
	172.20.9.126
	172.20.9.127






IPv6 Addressing: 

As I’ve used IPv4 address till now, from the question, I have to assign the addresses for some serves and between MP and ISP. So the first thing to consider is that as we have to switch from the IPv4 to IPv6, we have three options: Dual Stack, Tunnelling or Translation. From the situation that’s built up in our condition, we primarily use Dual Stack. This method might not be feasible but to some extent I am using this method as I am more familiar with it. The first thing would be converting the IPv4 address to the IPv6 network address for 6 networks. That is, 172.20.0.0 is converted to IPv6 address of 2002::ac14:0001:0:0:0:0. Since we need 6 addresses we will be using /125 as the CIDR value.
Assigning appropriate IPv6 address for 6 servers located at the University building which are: DNS, Email, Finance, Registry, File server and a Print server. 
	Severs
	IPv6 Address
	6 to 4 Prefix
	CIDR value

	DNS
	0:0:0:0:0:FFFF:AC14:0001
	2002::ac14:0001:0:0:0:0
	/64

	Email
	0:0:0:0:0:FFFF:AC14:0002
	2002::ac14:0002:0:0:0:0
	/64

	Registry
	0:0:0:0:0:FFFF:AC14:0003
	2002::ac14:0004:0:0:0:0
	/64

	File Server
	0:0:0:0:0:FFFF:AC14:0004
	2002::ac14:0004:0:0:0:0
	/64

	Print Server
	0:0:0:0:0:FFFF:AC14:0005
	2002::ac14:0005:0:0:0:0
	/64

	Finance
	0:0:0:0:0:FFFF:AC14:0006
	2002::ac14:0006:0:0:0:0
	/64



Lastly, the appropriate IPv6 address for the link between MP and ISP would be : 2002:0000:ac14:0007:0000:0000:0000:0000/64. 
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