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Assignment 1 – Review complex types of internet-dependent crimes. (2000words)



Every day, people utilise and rely on the internet with 92% of UK adults utilising internet through various means and usage (Office For National Statistics, 2021). As technology is evolving and advancing, it provides the public with new opportunities, new ways to communicate as well as new ways to help manage money and acquiring products online.
With internet usage more prevalent in society, criminals are utilising this resource to facilitate internet-based crime, also known as cybercrime. There are a lot of positive aspects to the advancement of technology and having access to the internet, yet there are drawbacks associated with this. Cybercrime is a term used for ‘any illegal activity carried out using computers or the internet’ (Latto, 2022). In 1990, the Computer Misuse Act was drafted and later passed, which made any unauthorised access to data or the act of altering stored information without the owner's consent illegal (Legislation.gov.uk, 2011)
According to  the Government's National Cyber Security Strategy there are two closely linked crimes which sit under the umbrella of cybercrime: Cyber-dependant crimes are committed through the use of Information and Communications Technology (ICT) devices, this is when the devices serve as both the means by which the crime is committed and the object of the crime (for instance, when malware is created and spread for financial benefit or when a network or activity is hacked to steal, corrupt, damage, or destroy data).
The other is cyber-enabled crimes which are conventional crimes that might be made more severe or widespread by utilising forms of ICT and devices such as computers and computer networks (Crown Prosecution Service, 2019). One example of a cyber enabled crime is revenge porn. Due to the advancement of technology, it is a relatively new offence under s33 of Criminal Justice and Courts Act 2015 and is committed when a person, the offender, distributes sexually graphic photographs or videos without the subject's permission via the internet with the intent to cause distress to that subject.

The internet and ICT devices are used to perform a wide variety of cybercrimes, from stealing personal data from your computer to taking control of a device. These crimes range from extracting personal information from your computer, to taking over a device and include hacking, cracking, password sniffing, piggybacking, sextortion, grooming, spoofing, viruses, trojan horses and many, many more (Leapfrog Services, 2018). All these types of crimes are used to cause disruption to a targets’ use of technology whether it is a personal device, server, network, etc. These different formats are all types of malware.
Malware is an umbrella term which used when malicious software has been installed on a person’s device. The purpose of each sort of malware varies slightly, although they all generally have financial gain as their primary objective (Geary, 2020). Once malware has been installed, ransomware is then installed on to the device in order to extract money off the owner of that device. IBM states that ransomware holds victims’ devices and data hostage until a ransom is paid. 
There are two main types of ransomware:
The most prevalent kind, known as "encrypting ransomware" or "crypto ransomware," which encrypts a user's data and holds it hostage. A victim's entire device is locked by the less familiar type of ransomware, which is frequently referred to as "locker ransomware." 
In 2021, IBM conducted a study and found that from those participating, 61% of companies that had reported a ransom attack, paid the ransom that was requested from them, (IBM, 2022).
 
One way of obtaining a ransom is through the cyber scam of phishing. Phishing is one kind of online cyber-criminal activity that is on the rise. Phishing is a type of cybercrime in which a target or targets are contacted via email, phone call, or text message by a person pretending to be a representative of an official organisation in an effort to trick the target(s) into disclosing sensitive information such as passwords, banking and credit card information, and personally identifiable information .(Phishing.org, 2022).. Government statistics show that phishing efforts (83%) were the most frequent threat vector among the 39% of UK organisations that reported an attack. (Gov.uk, 2022) 
There are two types of phishing attacks, one is through tricking targets and the other is through installing malware. One of the most common types of phishing involves a target receiving a spoof email off their ‘bank’. The ‘bank’ may state that there is ana issue with that targets account, and within that email, a link will be attached to encourage the target to click on to it. When they click on this link, one of two things may happen. 1 -  they are given the opportunity to provide personal information that they would typically give to their real bank; however, the fake "bank" is actually gathering this data in order to conduct identity fraud.(Phishing.org, 2022). Or 2 – the link as a button which installs malware on to the targets device, which results in the scammer being able to obtain the information required or control of the device. 
There are detrimental consequences to cyber-crime. For large organisations, in could be a large financial loss, leaking of customers personal information, which can result in the loss of trust,
The impact it has on the individual means that they are susceptible to identity theft and financial loss, threats of exposure e.g., through sextortion, the bribery of using personal intimate images to obtain information. Although the effects are not always immediate for the individual due to the long-lasting impact the crime leaves on its victim. Identity theft can lead to financial damage, damaging any hope of obtaining future credit, and crimes such as sextortion can be humiliating for the individual resulting in feelings of shame (Dr Rutger Leukfeldt; Prof. Marijke Malsch LL.M., 2019). A survey carried out in 2021/2022 showed that 39% of businesses identified cyber-attacks that year. 83% of incidents were phishing attempts. One in five of the 39% of respondents named a more sophisticated assault type, such as a denial of service, malware, or ransomware attack. In the past 12 months of those organisations who reported a cyberattack, it has cost an estimated £4,200 on average. (Department for Digital, Culture, Media and Sport, 2022).

Even during an international pandemic, covid 19 gave scammers an opportunity to benefit from cyber-crime. It appears that as the public are presented with new opportunities, so are the scammers. The criminals use the fear and uncertainty of the public, their victims, by adapting their criminal activities to opportunities that present themselves at that current time. 
(Collier et Al, 2020). One example involved fake text messages that were being circulated during the pandemic, which were imitating the NHS. These messages contained a link, which when followed prompted the individual to enter their personal and financial information The National Cyber Security Centre (NCSC) developed the Suspicious Email Reporting Service with the City of London Police in 2020 and found that more than 80,000 scams had been taken down from the internet because of the 12 million red flags the public had raised about prospective phishing attempts. (Vallance, 2022). Following the research conducted by Vallance for his article, this figure has increased and has resulted in 167,000 scam URLs being removed by the NCSC as of July 2022 (National Cyber Security Centre, 2022).

In 2016, a teenager from Carmarthenshire pleaded guilty to 11 hacking offences after he had failed his GCSEs in 2013. Between 2013-2014, KELLEY used DDoS (A distributed denial of service (DDoS) attack is an attempt to take a website offline by overwhelming it with internet traffic. This is often used to make to render organisation websites inaccessible), in order to disrupt the website of his former college. The public sector network of the Welsh government was connected to the college's network, and this then resulted in KELLEY carrying out over 40 cyber-attacks which affected ‘hospitals, councils, emergency services, and other schools and colleges’. Through the use of the internet, KELLEY went on to blackmail organisations located around the world including one of the UK’s largest telecoms companies, Talk Talk. (BBC, 2019)
                                

The police must first become aware that an incident has occurred before they may begin an investigation into cyber-crime. Often, victims of cybercrimes choose to handle the situation on their own. Some of these reasons include not knowing that the act is considered a criminal offence, not knowing about Action Fraud (this UK’s national centre for reporting fraud and cybercrime (Action Fraud, n.d.)) or that they deal with cybercrime, thinking that the police or Action Fraud were unlikely to act on a report, and preferring to handle the situation on their own. (Joanna Curtis & Gavin Oxburgh, 2022). As well as Action fraud, the NCSC has been designed to serve UK organisations while lowering risks to the country by securing networks in the public and private sectors. provides a single point of contact for departments, public, government, and organization. The NCSC also collaborates with other law enforcement, the military, the UK's intelligence and security agencies, and other partners.
With the rise in cybercrime, police are having to evolve and adapt to meet demand. (National Cyber security Centre, n.d.)
Her Majesty’s Inspector of Constabulary Matt Parr stated that due to the increase of cyber -dependant crime, it is estimated that it costs the UK £1.1billion per year to tackle and have found that ‘the response to cyber-dependent crimes was often of a good standard’. However, he also states that individually, it is difficult for all 43 forces in England and Wales ‘is not an effective way to tackle cyber-dependent crime’ and he suggested that the government consider creating a national police response in tackling cyber dependant crime. (HMICFRS, 2019)
Research carried out by the NSCR (Netherlands Institute for the Study of Crime and Law Enforcement) stated that experts and victims believed that the police are not sufficiently prepared to combat cyber-crime, they assert that police officers are not properly trained and believe that this kind of criminality is too complicated and pervasive to be effectively dealt with. Concerns about insufficient police resources are another issue they have. (Dr Rutger Leukfeldt; Prof. Marijke Malsch LL.M., 2019)
Detective Superintendent Andrew Gould, who was the National Cybercrime Programme Lead in 2019, discussed cybercrime and how forces in the UK intended to combat it. He stated in the article that at that time, cybercrime had not been a top priority for the majority of forces, and they lack officers and employees with the expertise to investigate it or provide public information. This means that these crimes have mainly gone unpunished (BCS, 2019).  Matt Parr, Her Majesty’s Inspector of Constabulary, stated that on inspecting how the police managed cybercrime and the measures that were used, he ‘found that the response to cyber-dependent crimes was often of a good standard.’ (HMICFRS, 2019).


When Sir Robert Peel developed modern day policing, crime was easy to identify and was ‘visible’, criminals could be identified, and arrests made. When dealing with cybercrime, this is not so easy to do. For example, Russian residents may be the perpetrators of cybercrimes against UK victims, and if Russian authorities refuse to work with UK authorities, the offender cannot be apprehended. (Miller, 2018).  
In addition to disrupting the present generation of cybercriminals, the National Crime Agency (NCA) wants to stop young people from becoming involved in cybercrime. According to the NCA, cybercrime is becoming more prevalent among young people and wants people to have conversations with their children about the subject (National Crime Agency, 2022).

Cyber-crime is a daily occurrence. It appears that the best way to manage cyber-crime is to ensure that there are officers within forces that are specialised in this area (Home Office, 2011). Cyber-crime is not going anywhere, and so it is important that officers are kept up to date with new crimes as well as current and are made aware of how each specific crime should be addressed. The office for National Statistics shows conducted a survey and the results showed that in the year ending in March 2020, there was an estimated 876,000 computer misuse incidents, although previous years were higher, with 2017 estimating over 1 million incidents, it shows that this type of crime is still quite prevalent (Office for National Statistics, 2022).
‘The real truth is, the number of convicts is too overwhelming for the means of proper and effectual punishment. I despair of any remedy but that which I wish I could hope for- a great reduction in the amount of crime’ (Parker, 2015)
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Assignment 2 - Evaluate the disruption options available to target criminal activity on the road network. (2000 words)

Historically, the UK’s roads are some of the safest in the world but according to the National Police Chiefs' Council (NPCC), every one of us must share the responsibility to influence the way in which our roads are respected and used (National Police Chief's Council, 2022).
Every day, thousands of people utilise the UK's roads, and crimes are committed ranging from minor traffic offences to global organised crime. (College of Policing, 2022). To protect other road users, including those who utilise the road networks in a vulnerable manner, is the main goal of laws and regulations. According to the Department for Transport, there was an estimated 1,560 reported road deaths in 2021, and 25,739 seriously injured casualties in 2021 (Department for Transport, 2022).

It is essential that police officers are able to conduct their duties in relation to road traffic offences and vehicles using the road networks. The police are able to carry out these obligations thanks to the various powers in place in regard to managing roads and offences. The Highway Act 1835, 1980 and 1988 allows for the management of road networks and the Road Traffic Regulation Act 1984 came into force to help regulate or restrict traffic on UK highways, for the sake of safety. For example, placing speed limits on restricted roads (Schedule 6 of the RTRA 1984) and making the local authority responsible for maintaining signs that impose these limits. (Legislation.gov.uk, 2011).
The Road Traffic Act 1988 (RTA) came into effect to address the licensing of vehicles, insurance, and road regulation. It covers offences from driving without insurance, to causing death by dangerous driving. An important power for police to hold within the RTA1988 is Section 163, This section gives the police power to stop vehicles. It states that a person driving a motor vehicle on a road must stop the vehicle if requested to do so by a constable (in uniform).  (Legislation.gov.uk, 2011). When searching for criminals on UK highways, this is a crucial power to possess.

Minor traffic offences can consist of speeding, using a mobile phone whilst driving and careless driving. In these instances, officers have the power to issue fixed penalty notices (FPN) to drivers. Issuing a FPN can result in a fine and/or fixed points on a person’s licence, or the option of attending a course. More serious offences such as driving whilst unfit through drink/drugs, or over the prescribed limit will result in an arrest so that an investigation can be carried out.
In March 2017, driving whilst using a mobile phone behind the wheel became illegal. Committing this offence can lead to a fine could result in going to court, which might lead to a driving ban or a fine of up to £1,000 .More serious offences, such as dangerous driving, s2 of the RTA 1988, could result in a person receiving an unlimited fine, a driving ban and up to 14 years in prison (RAC, 2019).

There appears to be a link between road traffic offences and criminality. According to research, there is a connection between criminal behaviour in general and traffic offences according to sociologist Gerry Rose (Robin Bryant and Sarah Bryant, 2020). Utilising the Offenders Index from the Home Office and the national Young People and Crime Survey, results showed a significant number of offenders from study groups, had engaged in common crimes such assault, robbery, theft and handling, criminal property damage, and drug offences. These results also demonstrated the important contribution that road police can make to both the enforcement of traffic laws and the fight against general crime. (Rose, 2000).

There are several laws/powers in place in order for police officers to conduct their duties efficiently and effectively, but this is not always enough to help combat crime on the road networks. Police forces in England and Wales rely on information from the public, as well as information/intelligence that may be gathered when dealing with other types of criminal activity. The 1990s saw the implementation of an innovative policing strategy known as intelligence led policing. The purpose of this practise is to "disrupting, impeding, or undermining criminal behaviour." by combining intelligence from several authorities. (Robin Bryant and Sarah Bryant, 2020). Police gather intelligence through the analysis of information they receive and deem credible. It is necessary to review and assess the material contained in an intelligence report after it is filed. Police must examine the information's dependability, source, and point of origin before determining to whom it should be communicated. In order to do this, a 3 x 5 x 2 National Intelligence Model is used. (Robin Bryant and Sarah Bryant, 2020). This is used to test the reliability of the information gathered and then it is analysed and dispersed (College of Policing, 2022).
Intelligence that has been collected may include criminal activity that occurs along the roads of the UK. Policing the roads is not just about dealing with minor traffic offences. Policing the roads has a darker side to it which must be managed differently to response policing. There are a number of criminal activities which are facilitated by the road network such as drug smuggling, human trafficking, child sexual exploitation, counterfeit goods, and organised crime groups.
Modern technology being used on the roads can help to identify criminal activity occurring on the UK roads. Dashcams have been around since the 1980’s but are increasing in popularity with drivers. In 2019, 24 police forces that accept video evidence of traffic offences from the general public got 32,370 pieces of video in total (Roberts, 2021). By identifying reckless driving and aiding in the prosecution of individuals involved, dashcam footage significantly contributes to keeping the roads safer. According to a Camera, Tickets and Investigations Manager for Bedfordshire, Cambridgeshire, and Hertfordshire police forces, dashcams serve as an extra set of eyes for the police, who use them to help their proactive casualty reduction efforts (Bedfordshire Police, 2021).
One system that is heavily relied on and utilised is ANPR. Automatic number plate recognition (ANPR) cameras are one method of information gathering; when combined with data and intelligence shared for county lines with other agencies and other police forces through the Police National Database and PNC, police forces can monitor human trafficking, drug smugglers, etc. along UK roads.
Because policing the roads doesn't always involve dealing with traffic offences, there are times when officers must rely on ANPR to help locate criminals. We also use the highways as a resource to find high-level criminals, and ANPR gives us access to this resource. Technology is used by ANPR to locate, stop, and prevent criminal activity on a local, regional, and global level. Investigating a registration number does not violate data protection laws because a registration number is not private information, ‘Every person who drives a car voluntarily accepts that they are likely to be capable of being linked to a particular vehicle by reference to the VRM’ (Vehicle Registration Mark).  (Home Office, 2014). ANPR involves not only finding the vehicle but also tracking its movements, which allows officers to be able to locate the vehicles and intercept. Police officers have a power under Section 4 of Police and Criminal  Evidence Act (PACE) 1984 which allows them to be able to stop a vehicle on the road for road checks if they believe that a person has committed an offence other than a traffic offence, person intending to commit an offence as well as a person who is ‘unlawfully at large’ (Legislation.gov.uk, 2011). When terrorist activity is expected in a specific area, sections 43, 44 and section 45 of the Terrorism Act 2000 grant police the authority to stop and search people as a preventative measure.
Northamptonshire Police conducted an operation in which during the three days of operation, 127 vehicles were stopped in total. Of these, 48 were seized for various offences, including 39 for not having valid insurance, and another 17 were the subject of roadside inspections. In addition to this, a vehicle was stopped on the A14 on May 10, 2022, which resulted in the recovery of a large quantity of Class A drugs (Northamptonshire Police, 2022).
However, ANPR isn’t always as successful as it is needed to be. Even though the location of the cameras is not known by the public, criminals have adopted ways to avoid being noticed by them through the driving style of the criminal as well as modifying the number plate of a vehicle ‘"to reduce the chances of detection by ANPR"’ (Fiveash, 2012).
Over the years, roads policing has suffered due to the lack of officers available to police it. A report published in 2022 by HM Inspectorate of Constabulary showed that one force had 20% less personnel than what was deemed to be necessary. Expenditure on roads policing had decreased by 34% between 2013-2019 and those officers did not receive adequate training. One officer said that the members of his traffic policing team lacked knowledge or training in all necessary skills (Shale-Helster, 2022). This alone, is something that hinders the disruption of criminal activity on the UK’s roads.
Whilst there are many sanctions in place to help deter people from committing road traffic offences from receiving points on a person’s licence to receiving prison sentences, according to research, severe punishments rarely serve as a deterrent to crime (Gash, 2016). People have a pervasive misconception that committing crime is a rational behaviour in which offenders assess the benefits of committing the crime against the likelihood of getting caught and the harshness of their punishment (Transform Justice, 2016). The likelihood of being caught serves as a much stronger deterrent than the potential for punishment. (National Institute of Justice, 2018). Hazel Blears, The Minister of State for Crime Reduction, Policing and Community Safety once commented ‘…if they do venture out (the criminals), I want them to know that ANPR increases significantly the chances that they will be identified, stopped, and arrested’ (PA Consulting Group, 2001).
A three year plan has been developed by the NPCC to prevent harm and save lives, tackle crime on our roads, explore the challenges and benefits of new technology and influence public behaviour to ensure road safety. According to Chief Constable Alan Pughsley, the road system is used by criminals to facilitate the planning and commission of their crimes. This Roads Policing Strategy has been designed to set national standards and ensure that the police work with partner agencies to help with the disruption of crime on UK roads. According to the NPCC, the public is the most ‘influential partner’ that work with the police. (National Police Chief's Council, 2022).
To stop criminals from abusing the road system for their own advantage, the UK's road police perform a critical role. It appears that order to ensure that criminal activity on the road is disrupted, the police and its partners must work together to catch these people. Whether it is informing officers that a member of public has entered their vehicle and driven off whilst intoxicated, to intelligence being submitted regarding to high level crime. The NPCC’s Roads Policing Strategy states that, ‘every one of us must share the responsibility to influence the way in which our roads are respected and used’, and their ethos is ‘Policing the Roads Together’. Members of the public are encouraged to contact the police with any information regarding the commission of criminal offences, even if contact is made anonymously, ‘we would also ask the community to be our eyes on the ground’ (Northamptonshire Police, 2022).
‘We must continue to deter and disrupt criminality on our roads … by working together with our partners and the public, we can make our roads a hostile place for those intent on causing harm to our communities and therefore a safer place for all of us’, Chief Constable Alan Pughsley (National Police Chief's Council, 2022).
Laws and acts alone will not deter criminals from committing offences on the roads of the UK. Intelligence submitted by external sources as well as modern technology and the use of the ANPR systems can all be combined to help disrupt criminal activity. 
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STUDENT FEEDBACK FORM



This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.
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	Generic Assessment Criteria 
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
.
	15
	

	





	
	

	
	
	

	2. Knowledge and Understanding Skills

	25
	

	





	
	

	
	
	

	3. Cognitive and Intellectual Skills

	25
	

	





	
	

	
	
	

	4. Practical Application Skills

	25
	

	





	
	

	
	
	

	5. Transferable Skills for Life and Professional Practice

	10
	

	



	
	

	
	
	



	Assessment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	%

	
	Up to 1 week late (40% Max)
	
	

	
	Over 1 week late (0%)
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