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TITLE
AI-Driven SDN Intrusion Detection System for Real-Time Network Security


ABSTRACT 
This study investigates the limitations of existing intrusion detection systems in handling modern and evolving cyber threats within large-scale network environments. Traditional detection approaches, particularly signature-based and anomaly-based methods, often struggle to identify unknown attacks and tend to produce a high rate of false alerts, which reduces their effectiveness in practical scenarios [1], [2].
To address these challenges, this research proposes an AI-driven intrusion detection framework integrated into a Software-Defined Networking (SDN) architecture. The study adopts a Design Science Research (DSR) approach to develop a machine learning-based detection model using the Random Forest algorithm [5]. Network traffic is generated within a simulated SDN environment using Mininet, followed by preprocessing and feature extraction before model training and evaluation. The trained model is then connected to an SDN controller to enable automated detection and response.
The proposed approach is expected to enhance detection accuracy, minimise false positives, and support adaptive security mechanisms. By combining AI capabilities with SDN flexibility, the study aims to provide a more efficient and scalable solution for real-time network security management.



1. INTRODUCTION 
1.1 Context and Background 
Modern organisations increasingly depend on interconnected digital infrastructures to support communication, data exchange, and operational processes. As these networks expand in scale and complexity, they become more vulnerable to a wide range of cyber threats, making effective security mechanisms essential for maintaining system integrity and data confidentiality [4].
Cyberattacks have evolved significantly in both frequency and sophistication, with adversaries employing techniques such as distributed denial-of-service (DDoS), port scanning, and unauthorised access attempts to exploit system vulnerabilities. These developments expose key weaknesses in traditional security mechanisms, which often struggle to detect emerging or previously unseen attack patterns [2], [11].
Intrusion Detection Systems (IDS) play a critical role in monitoring network traffic and identifying malicious activity. Conventional IDS approaches are broadly classified into signature-based and anomaly-based methods. Signature-based systems are effective for identifying known threats but lack the capability to detect novel attacks. In contrast, anomaly-based systems can identify unknown behaviours but often generate a high number of false positives, which can reduce their operational reliability [1], [11].
To address these limitations, Artificial Intelligence (AI), particularly Machine Learning (ML), has been increasingly adopted in intrusion detection. These techniques enable systems to learn from data and identify complex patterns associated with malicious activity, improving detection performance [5].
At the same time, Software-Defined Networking (SDN) introduces a centralised and programmable network architecture by separating the control plane from the data plane. This enhances network visibility and allows dynamic traffic management, making it a suitable platform for implementing intelligent security solutions [14], [15].
The combination of AI and SDN offers a promising approach for developing adaptive intrusion detection systems capable of real-time monitoring and automated response, addressing the limitations of traditional IDS solutions [21].


1.2 Research Problem 
Despite the widespread adoption of intrusion detection systems in modern networks, several challenges continue to limit their effectiveness. Signature-based systems rely on predefined attack patterns, which restricts their ability to detect new or evolving threats. As cyberattacks become increasingly sophisticated, this limitation significantly reduces their capability to provide comprehensive protection [2], [4].
Although anomaly-based systems attempt to overcome this issue by identifying deviations from normal behaviour, they often suffer from high false positive rates. This can lead to unnecessary alerts, increasing the workload on network administrators and potentially causing genuine threats to be overlooked due to alert fatigue [11].
In addition, traditional IDS solutions are typically designed for static network environments and lack the flexibility to adapt to dynamic and high-volume traffic conditions. With the growing adoption of Software-Defined Networking, there is an increasing demand for intelligent security mechanisms that can operate in real time and respond dynamically to threats [15].
Therefore, there is a need for a more advanced intrusion detection approach that integrates Artificial Intelligence techniques to improve detection accuracy while minimising false positives. Furthermore, combining such intelligent systems with SDN can enable automated and adaptive threat mitigation, enhancing overall network security performance [5], [21].

1.3 Research Aim
The aim of this research is to design and evaluate an AI-driven intrusion detection system within a Software-Defined Networking (SDN) environment to enable accurate and real-time detection of network attacks. The study seeks to leverage machine learning techniques to identify both known and unknown threats while reducing false positive rates [5]. Additionally, the research aims to integrate the detection system with an SDN controller to support automated and dynamic mitigation of malicious activities, thereby enhancing overall network security and response efficiency [21].

1.4 Research Objectives
1. To critically analyze existing intrusion detection systems and identify their limitations in detecting modern network attacks, particularly in terms of accuracy and false positive rates [2], [11]. 
2. To design a Software-Defined Networking (SDN)-based architecture that supports the integration of an AI-driven intrusion detection system for real-time traffic monitoring [14], [15]. 
3. To develop and implement machine learning models capable of detecting both known and unknown network attacks using features extracted from network traffic data [5]. 
4. To evaluate the performance of the proposed intrusion detection system using quantitative metrics such as accuracy, precision, recall, F1-score, and false positive rate. 
5. To integrate and test the AI-based detection system with an SDN controller to enable automated and dynamic mitigation of detected network threats in real time [21]. 

1.5 Significance of the Research
This research contributes to addressing key weaknesses in existing intrusion detection systems by proposing a more adaptive and intelligent approach to network security. As cyber threats continue to evolve, there is an increasing need for detection mechanisms that can operate effectively in dynamic and complex environments [4].
The integration of Artificial Intelligence with Software-Defined Networking enables improved decision-making, faster response times, and more efficient management of network traffic. This combination supports the development of systems that are not only accurate but also capable of adapting to new and emerging threats [15], [20].
In practical terms, the proposed approach can be applied to various domains, including enterprise networks, cloud environments, and IoT systems, where continuous monitoring and rapid threat response are essential. By improving detection accuracy and reducing false alarms, the system can help minimise security risks and enhance overall network reliability [21].



2. LITERATURE REVIEW 
2.1 Introduction to Literature Review
This literature review critically evaluates existing research on intrusion detection systems (IDS) by examining how different approaches have evolved in response to increasingly complex network threats. Rather than only describing prior work, this section focuses on identifying key limitations, methodological trends, and gaps that remain unresolved within the field [11], [15].
The review is structured into three main areas: traditional intrusion detection techniques, machine learning and deep learning-based approaches, and the application of Software-Defined Networking in security systems. In addition, commonly used datasets are analysed to understand their role in model development and evaluation.
By synthesising findings from existing studies, this section establishes a clear foundation for the proposed research and highlights the need for more adaptive and integrated intrusion detection solutions.



2.2 Traditional Intrusion Detection Systems
Traditional intrusion detection systems are generally categorised
d into signature-based and anomaly-based approaches [2].
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Figure 1: Comparison of Signature-Based and Anomaly-Based Intrusion Detection Systems
Signature-based systems operate by comparing network activity against a database of known attack signatures. While this approach is effective for detecting previously identified threats, its reliance on predefined patterns makes it ineffective against new or unknown attacks [1]. As a result, its usefulness is limited in rapidly evolving threat environments.
On the other hand, anomaly-based systems establish a baseline of normal network behaviour and identify deviations as potential threats. This enables the detection of unknown attacks; however, the approach often results in a high number of false positives, as legitimate variations in network traffic may be incorrectly classified as malicious [11].
Although both methods are widely used, neither provides a fully reliable solution for modern network environments. Their limitations in adaptability and accuracy highlight the need for more intelligent and flexible intrusion detection techniques.


2.3 Machine Learning-Based Intrusion Detection Systems
Machine learning has introduced significant improvements in intrusion detection by enabling systems to identify complex patterns in network traffic data. Techniques such as Random Forest, Decision Trees, and Support Vector Machines have been widely used due to their ability to classify malicious and normal traffic with higher accuracy compared to traditional approaches [5], [20].
However, the performance of these models is highly dependent on the nature of the training data. Many studies rely on static datasets, which do not fully represent real-world network behaviour. As a result, models trained under such conditions often struggle to adapt when deployed in dynamic environments where attack patterns continuously evolve [11].
This limitation suggests that while machine learning enhances detection capabilities, additional considerations such as data diversity, adaptability, and real-time processing are essential for improving its practical effectiveness.

2.4 Deep Learning for Intrusion Detection
Deep Learning techniques provide advanced capabilities for intrusion detection by automatically extracting features from raw network data. Models such as Convolutional Neural Networks (CNN) and Long Short-Term Memory (LSTM) networks are particularly effective in identifying complex and sequential attack patterns [12].
Despite their advantages, these models require large datasets and significant computational resources, which limits their suitability for real-time applications. Additionally, their lack of interpretability makes it difficult to understand how decisions are made, which can be a limitation in security-critical environments.

2.5 Intrusion Detection Datasets
Datasets play a crucial role in developing and evaluating intrusion detection models, as they provide the basis for training and testing algorithms. Several benchmark datasets, including NSL-KDD, CICIDS2017, and UNSW-NB15, are commonly used in research due to their availability and structured attack scenarios [7], [13].
Despite their widespread use, these datasets have certain limitations. For instance, NSL-KDD is often considered outdated and may not accurately reflect current network conditions [8]. More recent datasets such as CICIDS2017 offer improved realism, but they may still fail to capture the complexity of specific environments such as Software-Defined Networks.
Consequently, some studies suggest generating customised datasets tailored to specific experimental setups. This approach can improve the relevance of the data and enhance the accuracy of intrusion detection systems [24].

2.6 Research Gap
Although existing research has explored the use of machine learning and deep learning techniques for intrusion detection, much of the work focuses primarily on improving classification accuracy using benchmark datasets. Limited attention has been given to real-time detection and response within dynamic network environments [20].
In addition, many existing solutions treat intrusion detection and mitigation as separate processes, which can delay response times and reduce overall system efficiency. This separation limits the ability to respond proactively to ongoing attacks.
Furthermore, there is a lack of integrated frameworks that combine intelligent detection mechanisms with adaptive network control. The potential of Software-Defined Networking to support real-time monitoring and automated mitigation remains underutilised in many studies [15], [21].
Therefore, there is a clear need for a unified approach that integrates AI-driven detection with SDN-based control to enable real-time, adaptive, and automated intrusion response.
2.7 Literature Summary
In summary, the literature highlights the evolution of intrusion detection systems from traditional signature-based approaches to advanced machine learning and deep learning techniques [2], [5].
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Figure 2: Comparison of Traditional and AI-Driven Intrusion Detection Systems
 While these advancements have improved detection accuracy, challenges such as high false positive rates, dependence on static datasets, and lack of real-time adaptability remain unresolved [11].
The integration of AI with Software-Defined Networking presents a promising direction for overcoming these limitations [15], [21]. However, current research lacks comprehensive solutions that combine real-time detection, adaptive learning, and automated mitigation within SDN environments.
This study builds upon existing research by addressing these challenges and proposing a novel AI-driven intrusion detection system designed for real-time application in SDN-based networks. By doing so, it aims to contribute to the development of more efficient, scalable, and intelligent network security solutions.
3. RESEARCH DESIGN AND METHODOLOGY
3.1 Research Design
This study adopts a Design Science Research (DSR) methodology, which is widely used in cybersecurity and information systems research for developing and evaluating innovative solutions. The primary objective of this research is to design and implement an AI-driven intrusion detection system within a Software-Defined Networking environment.
The DSR approach involves iterative stages, including problem identification, system design, implementation, and evaluation. In this study, the identified problem of limited effectiveness in traditional intrusion detection systems is addressed through the development of an intelligent, AI-based solution capable of real-time threat detection and mitigation [4].
This methodology is appropriate as it allows the integration of theoretical concepts with practical implementation. It also supports the creation of a functional artefact, which aligns with the research aim of improving network security through intelligent and automated detection mechanisms [15].

3.2 Research Methods
 Type of Research
This study follows a quantitative research approach, as it involves the collection and analysis of numerical data to evaluate the performance of the proposed intrusion detection system. Quantitative methods are suitable for this research because the effectiveness of the system will be measured using statistical performance metrics such as accuracy, precision, recall, and false positive rate [11].

Research Strategy
An experimental research strategy is adopted to test the proposed system under controlled conditions. The experiment involves generating both normal and malicious network traffic within a simulated environment and evaluating how effectively the AI-based intrusion detection system can identify and respond to attacks.
This approach allows for systematic testing, repeatability, and objective evaluation of the system’s performance [5].

Research Process Steps
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Figure 3: Machine Learning-Based Intrusion Detection Workflow
1. Data Collection
Network traffic data will be generated using the Mininet network emulator, which simulates a Software-Defined Network environment [14]. Different types of traffic, including normal communication and attack scenarios such as flooding and scanning, will be created. Packet capture will be performed using tcpdump, and the captured data will be stored in .pcap format for further analysis.
2. Data Preprocessing
The captured raw network data will be preprocessed to remove noise and irrelevant information. This step may include filtering packets, handling missing values, and converting data into a suitable format for analysis. Preprocessing ensures that the dataset is clean and consistent, which is essential for accurate model training [11].
3. Feature Extraction
Relevant features will be extracted from the network traffic data using Python-based tools such as Scapy or PyShark. Features may include packet size, flow duration, protocol type, source and destination IP addresses, and inter-arrival times. These features are critical for distinguishing between normal and malicious traffic patterns [7].
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Figure 4: Feature Extraction and Selection Process for Network Traffic Data
4. Model Training
Machine learning models will be developed and trained using the extracted features. The primary algorithm selected for this study is Random Forest, due to its high accuracy and robustness in classification tasks [5]. The model will be trained on labelled data, where traffic is categorised as normal or attack.
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Figure 5: Machine Learning Model Workflow for Intrusion Detection
5. Testing
The trained model will be tested using unseen data to evaluate its ability to generalise and accurately detect intrusions. This step ensures that the model performs effectively in realistic scenarios.
6. Evaluation
The performance of the model will be evaluated using quantitative metrics such as accuracy, precision, recall, F1-score, and false positive rate. These metrics provide a comprehensive assessment of the system’s effectiveness in detecting and classifying network traffic [11].
The selection of the Random Forest algorithm is justified due to its robustness in handling high-dimensional network traffic data and its ability to reduce overfitting through ensemble learning techniques [5]. Compared to other models such as Support Vector Machines and Decision Trees, Random Forest provides a better balance between accuracy and computational efficiency, making it suitable for real-time intrusion detection.
The use of Mininet allows the simulation of realistic Software-Defined Networking environments, enabling controlled experimentation and repeatability [14]. The POX controller is selected due to its flexibility and ease of integration with custom security applications. Overall, these tools support the development of a scalable and practical intrusion detection system.


3.3 System Architecture
The proposed system architecture is designed to integrate AI-based intrusion detection within an SDN environment, enabling real-time monitoring and automated response to network threats [15].
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Figure 6: AI-Driven SDN Intrusion Detection System Architecture
The process begins with network traffic generation using Mininet, where both normal and malicious activities are simulated. The traffic is then captured using tools such as tcpdump or Wireshark, which store the data in packet capture (.pcap) format.
The captured data is passed to the data preprocessing stage, where it is cleaned and prepared for analysis. This is followed by the feature extraction stage, where relevant attributes are extracted to form a structured dataset.
The processed data is then fed into the AI detection model, where a machine learning algorithm, such as Random Forest, is used to classify traffic as normal or malicious [5]. Based on the model’s output, the system identifies potential intrusions.
Once an intrusion is detected, the information is sent to the SDN controller (POX), which is responsible for managing network behaviour. The controller can dynamically apply mitigation strategies, such as blocking malicious hosts or modifying flow rules to prevent further attacks [16].
Finally, an alert system is used to notify the network administrator of detected threats, providing details such as the type of attack and the affected hosts. This architecture enables a closed-loop system that supports real-time detection, analysis, and response, making it highly effective for modern network environments [21].
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Figure 7: Proposed AI-Driven SDN Intrusion Detection System Architecture

3.4 Materials
Dataset
The primary dataset used in this research will be a custom-generated dataset created using Mininet and tcpdump. This dataset includes both normal and attack traffic, allowing for realistic and controlled experimentation. The use of a custom dataset ensures that the data reflects the characteristics of the specific SDN environment being studied.
Additionally, publicly available datasets such as CICIDS2017 may be used for comparison and validation purposes, as they provide a wide range of modern attack scenarios [22].

Software
The following software tools and technologies will be used:

• Python (for scripting, feature extraction, and model development) 
• Scikit-learn (for machine learning algorithms)
• Mininet (for network simulation)
• POX Controller (for SDN control and mitigation)
• Wireshark (for packet analysis and validation)
These tools are widely used in network security research and provide the necessary capabilities for implementing the proposed system [14], [15].

Hardware
The research will be conducted using a MacBook Air (M4) with 16GB RAM, which provides sufficient computational resources for running virtual environments, network simulations, and machine learning models.

Ethical Considerations
This research adheres to ethical standards by ensuring that no real user data or personal information is used. All experiments are conducted within a simulated environment using artificially generated network traffic. This eliminates any risk of privacy violations or data misuse.
Furthermore, publicly available datasets used in the study are anonymised and ethically approved for research purposes [22]. The study focuses solely on improving network security and does not involve any harmful or unethical activities.

3.5 Evaluation Metrics
The performance of the proposed intrusion detection system will be evaluated using the following quantitative metrics:
• Accuracy: Measures the overall correctness of the model in classifying traffic.
• Precision: Indicates the proportion of correctly identified attacks among all predicted attacks.
• Recall (Detection Rate): Measures the ability of the model to correctly identify actual attacks.
• F1 Score: Provides a balanced measure of precision and recall.
• False Positive Rate: Measures how often normal traffic is incorrectly classified as malicious.
These metrics provide a comprehensive evaluation of the system’s performance and ensure that both detection capability and reliability are assessed [11].
In addition to performance evaluation, the proposed system will be compared with traditional signature-based intrusion detection systems to assess improvements in detection accuracy, false positive rate, and response time [2]. This comparative analysis will highlight the effectiveness of the AI-driven approach in modern network environments.



4. EXPECTED OUTCOMES 
The proposed research is expected to result in the development of an intelligent intrusion detection system capable of accurately identifying malicious network activities within a Software-Defined Networking environment. By incorporating machine learning techniques, particularly the Random Forest algorithm, the system is anticipated to achieve improved detection performance compared to traditional approaches.
In addition, the integration of Artificial Intelligence is expected to reduce false positive rates by enabling more precise classification of network traffic. This improvement is particularly important in minimising unnecessary alerts and enhancing the reliability of intrusion detection systems.
A key outcome of this research is the ability to support real-time detection and response. By integrating the detection model with an SDN controller, the system can dynamically monitor network activity and apply mitigation strategies as threats are identified.
However, certain limitations may influence the results. The use of simulated environments and custom-generated datasets may limit the generalisability of findings to real-world scenarios. Additionally, computational constraints may impact scalability when handling large-scale network traffic.



5. TIMELINE 
The proposed research will be conducted over a period of six months, with each phase focusing on a specific stage of the project development. The timeline ensures a structured and systematic approach to completing the research within the given timeframe.
	Month
	Task

	Month 1
	Literature Review

	Month 2
	Dataset Generation

	Month 3
	Feature Extraction

	Month 4
	Model Development

	Month 5
	Testing & Integration

	Month 6
	Report Writing


The first month will focus on reviewing existing literature to understand current intrusion detection techniques and identify research gaps. In the second month, network traffic data will be generated using Mininet and captured using tcpdump. The third month will involve preprocessing the data and extracting relevant features for analysis.
During the fourth month, machine learning models will be developed and trained using the prepared dataset. The fifth month will focus on testing the system and integrating it with the SDN controller for real-time detection and mitigation. Finally, the sixth month will be dedicated to analysing results and completing the final report.
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7. APPENDICES
Appendix A: System Architecture Diagram
The proposed system architecture presents an integrated framework combining Artificial Intelligence (AI) with Software-Defined Networking (SDN) for real-time intrusion detection and mitigation. Network traffic is generated within a simulated SDN environment using Mininet and captured through packet analysis tools such as tcpdump. The captured data undergoes preprocessing and feature extraction before being analysed by a machine learning model (Random Forest). Based on the classification results, detected intrusions are communicated to the SDN controller (POX), which dynamically applies mitigation actions such as blocking malicious hosts or updating flow rules. This architecture enables a closed-loop system supporting automated detection and response.
Appendix B: Code Snippets
Packet Capture (tcpdump):
sudo tcpdump -i any -w traffic.pcap
Machine Learning Model (Random Forest):
from sklearn.ensemble import RandomForestClassifier

model = RandomForestClassifier(n_estimators=100)
model.fit(X_train, y_train)
Appendix C: Dataset Structure
The dataset used in this research is derived from simulated network traffic and structured for machine learning analysis. It includes key features such as source and destination IP addresses, protocol type, packet size, and flow duration. Each instance is labelled as either normal or malicious traffic, with attack categories including DDoS and port scanning. This structured dataset supports effective training and evaluation of the intrusion detection model.
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