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ABSTRACT – This report details the nature of cloud computing with its benefits and drawbacks. An analysis of the cost implications of various use cases are provided. Further details of tools and the importance of the described advantages are also evaluated. The use of virtualisation through VMs and Docker are then discussed along with the reasons for such use. Finally, a discussion of the application development process using Docker and Node js are then provided.
1. Cloud Computing
	a) What is Cloud Computing?
	In General, Cloud Computing is the migration of all things technological from their existence within a hardware setting provided by the owner, to one owned and managed by an external provider [1]. This can take the form of almost any piece of software or hardware – for example physical servers, prefabricated database types, Virtual Machines (VMs), network modules (both virtual and physical) and even simple collaboration tools, like spreadsheets [2] and can be known as XaaS (Anything as a service) [3]. A large majority of regular content consumed online is hosted via the Cloud, with services such as YouTube and Netflix both using globalised cloud based delivery networks. Another extremely popular example is Gmail, the most used email provider globally [4]. Gmail provides a wealth of cloud based services along with the mail functionality, such as read/write capability on many standard file types (spreadsheets, word documents, pdfs, images). Given its additional SaaS (Software as a service) features such as Google Drive (small scale cloud data hosting) and Google Docs (an effective free replacement for Microsoft’s office package), it is evident to see how cloud applications can massively benefit users. 
	b) Tools
	Many cloud and software providers are moving to provide XaaS rather than a complete software application. This is known as moving from an ISV (Independent Software Vendor) to SaaS or XaaS [5]. Examples of this would be Microsoft’s Office 365 or Qlik Forts [6]. Some cloud providers (considered here are Amazon Web Services and Google Cloud Platform) are further looking to provide tools in a similar fashion to an ISV, in that by using their cloud platform in some capacity, access to certain additional tools are made available. For example, on GCP, Google provide access to Looker as their in-house tool for data analytics and visualisation [7].   
	
	c) Benefits
	Cloud computing has a plethora of associated benefits both generally and specific to certain providers. It is also important to note the progress that has been made between the dates of the supplied sources compared to today (circa 2022):
· Ease of use – Cloud systems in many cases have been designed to be easy to use and can be self-documenting. The associated documents for some providers are also very easy to use and navigate (such as the Google Cloud API documentation). Creating VMs, configuring infrastructure, installing apps, provisioning permissions are all made easy and are done so in a black box fashion, where knowledge of the underlying systems is not required by the majority of users. This is evidenced by the plethora of different level certifications offered by these cloud providers [8] [9].
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Fig.1 - Example Dashboard via Google Cloud [10]

· Security – Both a benefit and potential hinderance (as is discussed later). Many cloud providers offer baked in security solutions to augment their cloud services [11] such as Identity Access Management systems (more general asset and user security measures) or Cyber defence in the case of a system like Cloud Armor [12]. Many automation tools are now being developed to handle and detect misconfiguration within complex cloud networks to further these security benefits [13]. Google data centres follow a strict 6-layer security policy to restrict access as heavily as possible [14].
· Dependency – The use of a large-scale cloud provider condenses infrastructure to one single dependency. In addition, by using a cloud provider, the user removes the need for themselves to own any infrastructure. In some cases, the cloud provider will also provide services such as a domain name and handle registration for you in the case of a webserver. 
· Scalability – One of the largest benefits of Cloud systems. Infrastructure provisioning has been designed in many cases as horizontally scaling VMs following a sudo microservice model. When provisioning a VM, there are many pre-set sizes and configurations [15] which can be chosen. In the case of requiring more resources, this can be dynamically allocated in real time (in some cases). The most powerful publicly available being the GCP Machine Learning Cluster [16]. Furthermore, data scaling on cloud platforms can be almost limitless with services like AWS Glacier allowing for extreme sizes of deep storage. This kind of scaling allows for publicly available mass processing and storage which would not be accessible for many smaller businesses [17].
· Costs – Similarly to security, the costs of cloud can be a benefit and a hinderance. As discussed above, access to such massive amounts of compute and storage previously would have required businesses to own said infrastructure themselves, which would have been too expensive for many. By allowing these services to be rented, many new avenues of business and technology are made available to companies previously segregated due to their size. Many cloud services come at relatively low costs (or free) and in some cases are charged at a pay as you go rate. [18] poses that by understanding the pricing and compute models available from certain cloud providers, a large portion of the costs can be saved (up to 40% fewer nodes across a compute cluster). An example of this would be the comparison between On-Demand and Reserved Instances within AWS [19]. Furthermore, [20] details that by the use of the newer compute services such as AWS lambda, infrastructure costs can be reduced by over 70% when compared to a host EC2 instance when enacting the same tasks.

	Further to this, there are some instances where the use of cloud data hosting and manipulation can be utilised cheaply. The use of the Google Cloud API is free for up to 2 million API calls. N.B charges do scale for data egress which can become very costly [21].
· Backups – Many cloud providers offer backup and recovery solutions out of the box. Amazon multi availability zones are an example of this in which a mirrored secondary database is kept in another data centre in the case of the main database going down. An automated backup policy can also be configured with a specified retention period. In addition to large databases, instance volumes can also be snapshotted to ensure the states of running instances. 
· Availability – Service availability is guaranteed at different levels depending on the exact configuration of the service and the provider chosen. A key premise is that a system should aim for high availability, as the nature of cloud means that services (whether from a client or administrator perspective) are only accessible remotely. Because of this, providers make the most effort to develop products which make high availability easy. This is shown in the large number of global data centres owned by cloud providers. Content delivery networks such as Edgio [22] or Amazon CloudFront allow for high availability and high-performance content delivery globally via these high availability concepts. As an obvious addition, these systems are designed to be easily accessible to a user.
· Software integration - [23] highlights the issues faced with application intractability as there is no standardised interface between them. It further details that because of this, there is hesitance to adopt cloud services as typically cloud providers do not work well together. Providers have worked to remediate this with systems such as a Google High Availability VPN which connects two different cloud environments (one of which is GCP). In addition, within a cloud platform, providers have implemented systems which are designed to work together, for example Looker on GCP as is discussed previously.
· Automation – Some cloud platforms (noted here AWS and GCP) allow the use of service accounts. These accounts are designed to enact a specific task as a user, to help protect or automate a specific process. Alongside these, direct automation tools are provided by the platforms themselves (such as pubSub in GCP, or prefabricated Jenkins containers in the oracle container registry).
· Serverless – serverless capabilities are becoming native to some providers. These services remove the need for a dedicated server and allow users to simply process only exactly what they need for a given task (down to the HTTP level for some web applications, charged per request etc). Some examples being AWS Lambda, Azure Functions and Google Cloud Functions. 
	d) Disadvantages
	Whilst there are a large number of benefits associated with cloud computing, there are potential drawbacks. Many of the benefits listed above have been created as deliberate solutions to some of the issues listed below:
· Security – Security in the cloud will always have the inherent flaw of lack of ownership of systems deployed on it. By its nature, organisations and users will never have physical access to their data, meaning that the entire process is predicated on the trust of the provider to adequately protect their systems. 

Not dissimilar to any LAN environment, cloud systems still have the have a plethora of potential security flaws and risks. [24] describes many of these in detail, including network security, user and application authentication, black box applications and many others. As is described in the benefits section, there are many methods to protect cloud applications, which come as part of certain cloud platforms. There are also many guidelines which [24] describes that should be followed to teach users how to secure their systems (such as articles from the ISO27000 series). 

· Reliance – [23] Number 2 describes the situation of organisational data lock in. They highlight an issue of a lack of system intractability causing users and organisations to become stuck with using a single provider. 

Furthermore in the vein of reliance, by outsourcing infrastructure to the cloud, the user is completely reliant on the cloud provider to ensure that the system is accessible. As stated previously, some providers will make every attempt to provide software to ensure availability (such as an automated database transfer in the case of a main outage, volume mirroring to keep application data live or dynamic instance scaling), however in some cases these are not always able to be guaranteed. [25] reports the case of a French data centre fire from firm OVH. Statements from the organisation encouraged users to activate their disaster recovery systems, as the company by default had no active DR systems in place. Legal action has been pursued to hold the company accountable for the lost data [26].

· Networking – An obvious problem with the cloud is by its very nature, that it requires remote access. This means that either an internet connection is required, or a direct line connection to the cloud provider such as AWS Direct Connect or GCP Interconnect. These direct links are not cheap or always easy to establish, certainly not for small scale users meaning that their other viable option is via the public cloud (the internet). 
· Costs – The potential largest drawback of cloud platforms, if used incorrectly. There are a large number of articles pertaining to the costs of cloud computing, many of which point to a common issue of unforeseen costs. [27] details that costs are only unforeseen to those who are uneducated on cloud concepts and systems, or mismanagement of infrastructure. This is reinforced by the nature of many cloud providers, in pay as you go. It is easy to rack up extreme costs of infrastructure if they are simply left running for no organisational benefit. An AWS EC2 p3dn.24xlarge instance can cost over $35 per hour for a single instance, which can be used as part of a larger cluster. [28] describes that the move to cloud is underestimated by many traditional IT managers who are normally exposed to on -premise computing. Comparing traditional computing to cloud is not really feasible, as the costs are different, infrastructure can simply be purchased at will rather than with a long term investment in mind. 

As discussed in the benefits [18] shows that un-informed developers who use the cookie cutter / prefabricated infrastructure options can spend 40% more on infrastructure than they need to. 

Enterprise case studies are not easy to come by with publicly available examples, however the author has organisational experience of un-intended costs of cloud computing. Details of this cannot be included directly in this report.






	e) Cloud Conclusion
	The research conducted regarding cloud computing above has highlighted these key factors in the uses of cloud services. These are: Security, Availability and Scalability. These factors are the most important things to prioritise when using the Cloud.
2. Docker / Virtualisation
	a) Differences between Containerisation and Traditional Computing
	Containerisation (using a tool such as Docker) notes a number of key differences when compared to more traditional computing with VMs or complete servers [29]. 
· Instance location – When compared to a virtual machine (type 1 or 2) a container differs in its running location and system access. A docker container runs directly on the host operating system with potential direct access to the host system and its kernel via the docker daemon. This allows the container to be significantly smaller than an equivalent virtual machine as the docker container does not require an additional operating system to function, whereas with a VM, it is a completely additional operating system.
· Virtualisation – As a docker container runs directly on the host OS, it has no need for virtualised hardware. The only exception to this is when running docker on a non-Linux host, where a mount must be introduced to link the host file system to the container’s directory.
· Performance – Due to their small size, docker containers are usually significantly faster than a virtual machine equivalent.
· Security – Docker containers are only as secure as their host operating system. As the docker shell is directly accessible from the host, they are susceptible to the same vulnerabilities as the host. A VM however can be secured more strictly out of the box as they are a completely separate operating system. Docker containers hence should not be used for highly sensitive operations, if the parent hosts are not well secured.
· Scalability – Docker containers are a key aspect of a system such as microservices, a distributed network of small computers which interact together to form a larger application (similar to many Lego bricks forming a structure). These clusters can become huge within a single VM (or across many) due to the size of the docker containers, without overcoming the hardware capacity of the host.

Furthermore, docker containers perfectly underpin small scale computing applications. The emergence of raspberry pi’s in the commercial market call for simple operating systems and applications. Tools such as Pi-Hole or Pi-Home are perfect examples of use cases for the need for simple computer applications which need to work in tandem. A VM for each of these kinds of systems would become to0 cumbersome for the simplistic hardware provided on a Raspberry Pi. 

	b) Driving Forces
	Many of the driving forces behind containerisation come from issues with traditional computing and virtualisation. Some examples of these issues are listed below:

Compatibility – Development environments can have many compatibility issues when there are many software versions / vendors being used. The use of a container (for example an oracle db container provided on the oracle container registry) can  limit software incompatibilities.
Dependencies – It can be difficult to manage application dependencies in an organised manor, especially for complex and large applications. By containerising the application into smaller chunks, dependencies are more easily managed.
Server sizes / Scaling – As applications become larger and more complex, servers also must accommodate for this, however this can only be done for so long before the servers become limited in their capacity (in most cases memory usage) or in that the server becomes too expensive to purchase (in both cloud and on-premise settings). This is known as vertical vs horizontal scaling. Containerisation allows for lots of smaller application components which are more easily managed and funded.
Deployments – Code management and deployment can be cumbersome when dealing with entire servers / VMs. Applications need to be manually uploaded to servers which can be difficult when dealing with many vendors or large tools. Containers are easy to deploy from a container registry as the only connection required is between the application server and the container registry. To update an application, a developer can simply update the code, create a docker image, upload this to the registry and then pull the container on the target server. Once started, the new code is deployed. This is also easily automated via a pipeline such as Gitlab Runners or Jenkins.
Efficiency – As mentioned previously, VMs and servers can be very slow to operate, update and start. Containers however are extremely efficient in their operation meaning they can be stopped and started as required, thus allowing for fast horizontal application scaling.
3. Application Development
A simple eCommerce web application has been developed using docker and node js with the potential to be deployed on the cloud. Several steps were undertaken in this development process to allow for this.  The application code has been integrated into code written as part of the Cloud Based Web Services Module.
Initially an application design was undertaken to decide how it would be structured. A containerised frontend, backend, database and database interface were identified as being required. The application will be managed by node, meaning this and any further dependencies would need to be installed. The chosen backend tool was Express js and was hence included in the application dependencies 
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Fig.2 - Backend Package JSON dependencies
Further dependencies were added with the specific purpose of development environments as devDependancies. 
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Fig.3 - Development Dependencies
The containers themselves must also be configured in both their application installs, identification and networking. This involved the creation of a docker network to allow the containers to talk to each other. These were configured in the docker composition file as per the below example of the express server: 
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Fig.3 - Webserver Docker Composition Configuration
The dockerfile was also configured to install specific software onto each of the containers, and furthermore to configure their start-up commands
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Fig.4 - Web Server Dockerfile Config
	The results of this were four containers with their independent applications, connected as part of a docker network
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Fig.5 - Docker Desktop Display of Containers
	When developing the source code for the front and backend of the application, the separation of their respective logic was simple due to the containerisation. The only coupling for the applications was in the REST requests between the two to ensure the data structures matched. The Single responsibility principle was used as much as possible in the separation of individual endpoints and service logic.
	For ease of review of the assignment code, the required files are:
· pgdbstudent.js
· service.js
· eCommerce.js
· eCommerce.html
Assignment submission video: Cloud Based Web Services Soup Site Demo - YouTube
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build:

dockerfile: Dockerfile
target: webserver
image: node-a-webserver
restart: always
ports:
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networks :

| - dbnetwork
volumes :

- ./nodewebserver:/var/www/node
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FROM nodeenv as webserver

# Expose our webservers port number
EXPOSE 80

# Change to the working directory
WORKDIR /var/www/node

# Execute the application

ENTRYPOINT ["npm”, "run”, "start-mount"]
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