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[bookmark: _Toc30707222]Abstract
Information security is vital in any organisation. The purpose of this study was to undertake a review of ITIL and ISO data security frameworks. The second objective was to design a suitable data security framework for Caribbean Coffee Company.  ITIL is an information technology manual that contains a set of descriptions and instructions that enhance IT related services. ITIL answers the question “what” to do to deliver quality IT services. Nonetheless, ITIL does not explain the process that is necessary to achieve the service strategy. On the other hand, ISO 27001 is an international set of standards. It provide guidelines on how to manage information security in an organisation. ISO 27001 protects confidentiality, integrity and availability of information in an organisation. This achieved through risk assessment, mitigation and treatment. The proposed data security framework for Caribbean Coffee is an integration of ITIL processes with ISO 27001 controls. Research indicates that the use of a combination of frameworks in an organisation reduces the overall cost of data security systems and ensures effective management of risk.  
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1. [bookmark: _Toc30707225]Background

Several organisations across the globe are increasingly dependent on information technology that generates significant amount of data. The use of information technology however, is associated with risk to critical resources in an organisation [1], [2]. Management of large amounts of data and information is a daunting task, which may result in loss of business and growth opportunities. Data security is therefore vital in any organisation to minimise risk and maximise return on investment. 
There are several tools, standards and methodologies in IT management. Nonetheless, no single data security framework can guarantee a full proof system or meet all the security needs of the organisation [3]. Therefore, to ensure adequate security integration of data security frameworks is important. A combination of ITIL and ISO/27001 methodologies is possibly one-way of creating a robust data security protocol [2], [4]. According to Gehrmann [3] combined methodologies is an effective IT management tool used to rectify numerous difficulties and deficiencies of using a single protocol. 
1.1 [bookmark: _Toc30707226]Aim
The purpose of this assignment is to undertake a review of ITIL and ISO data security frameworks. Another objective is to suggest an appropriate data security framework that covers broader IT aspects and meet the security requirements of Caribbean Coffee Company.  

2. [bookmark: _Toc30707227]Data Security Frameworks

In this section, two important data security frameworks are discussed. They are the IT infrastructure library (ITIL V3) and International Organisation for Standardisation (ISO) 27001 frameworks. 
2.1 [bookmark: _Toc30707228]The IT Infrastructure Library (ITIL)
ITIL is an information management manual containing a set of descriptions and instructions that enhance IT related services [3], [5]. The framework explains the interrelationship of processes and activities required to manage IT services [5]. ITIL embodies good practices, which guide the management of IT services [3]. The Central Computer and Telecommunications Agency (CCTA) in England created ITIL in 1980. The framework is in use by several organisations worldwide including Microsoft, HP and IBM [5].  The dominance of ITIL is fuelled by its philosophy which entails the provision of value to clients cost effectively [3]. Moreover, research has proven that ITIL improves service quality, IT stability and enhances customer satisfaction [6]. Besides, ITIL ensures continuous monitoring of each device [6].
[image: ]
[bookmark: _Toc30707162]Figure 1 - Model of the ITIL service life cycle [17].

2.1.1 [bookmark: _Toc30707229]Components of ITIL 
ITIL V3 consists of two major components, which are the ITIL Core and ITIL Complementary Guidance. ITIL core is a set of practice guidelines for IT firms that offers information technology services to organisations [5].  
The guidelines are similar regardless of the size of the organisation or complexity of IT systems in use. The second component consist of a set of publications with guidance streamlined to meet the needs of varied industries, operating regimes and levels of technology [5].  Overly the ITIL framework encompasses all IT management aspects namely service strategy, design, transition, operation, and implementation, Figure1 [6]. These aspects are briefly reviewed in the next section.
2.1.1.1 Service Strategy
The service strategy provides guidance focusing on design, development and implementation of service management based on organisational targets and IT strategy [3], [7]. Service strategy guidelines strengthens the entity on the principles underpinning the management practices of IT services [3]. Such principles include the management of activities of both internal and external suppliers, development of markets, and implementation of strategy through the entire service life of ITIL services [3], [7]. A typical service strategy includes the following processes: Financial Management, Service Portfolio Management and Demand Management [7].
2.1.1.2 Service Design
The service design package is a guidance for designing and development of IT services and management processes [7]. Principles of design and effective methods to convert organisational objectives into tangible IT services and assets is contained in the service design. Besides, the service design includes improvements that are key to boost or maintain value to clients over the lifecycles of IT services and that conforms to set standards and regulations [7]. Some of the processes in service design include; Service Catalogue Management, Service Level Management, Capacity Management, Availability Management and IT service Continuity Management [3], [7], [8].
2.1.1.3 Service Transition 
The services transition covers guidelines for the development and improvement of capabilities to transform current processes into new and improved services and operations [3], [7]. Service transition explains how to implement the requirements of the service strategy. At the same time service transition controls risk of failure and disruption [7].  Service Transition processes include Change Management, Service asset and Configuration Management, Release and deployment Management, Knowledge Management, Stakeholder Management, Transition Planning and Support and Service Evaluation [7], [9].
2.1.1.4 Service Operation
Service operation focuses on practices of servicing objectives to enable quality and efficient delivery and support services to both client and service provider [3].  The following management processes are incorporated in the service operation: Event Management, Incident Management, Orders Requesting Service Management, Problem Management and Access Management [3], [7].
2.1.1.5 Continual Service Improvement
It is imperative to review and improve the quality of services to customers continuously. This is achieved through innovative design approaches that create and maintain value for clients. Continual service improvement integrates principles and methodologies from service transition. The successful implementation of ITIL results though the aspects discussed herein results in improved quality of IT services, improved IT group efficiency, better partnerships between IT and business and ultimately lower unit costs [14]
2.1.2 [bookmark: _Toc30707230]Weakness of ITIL processes and possible solutions
ITIL is a comprehensive data security framework used by most organisations across the world. ITIL answers the question “what” to do to deliver quality IT services [5]. Nonetheless, ITIL does not explain the process that is necessary to achieve the set objectives [5], [10].   
Culture shift, integration with current process, previous ITIL knowledge, appropriate management tool, and insufficient internal professional staff are some of the challenges that hinders successful implementation of ITIL [11], [14]. Furthermore, Zhu [12] argues that ITIL fails because ITIL framework is too rigid, ITIL takes too long, change management fails, and too much, IT focus/not enough business focus. Besides, ITIL is not cost effective [12]. 
The implementation of ITIL therefore demands robust planning, human resource training and financial support. Literature also suggests adoption of the following strategies: comprehensive assessment of current process, creation of a roadmap, implement clear measurement target, and undertake continuous improvements [13], [14]. A novel strategy is the integration of two data security frameworks such as ITIL/ISO. Combined frameworks complement each other and add a quality aspect to information management [5].
2.2 [bookmark: _Toc30707231]International Organisation for Standardisation (ISO) 27001
ISO 27001 is a collection of international information security standards [15], [16]. The International Organisation for Standardisation published ISO 27001 in 2005 and subsequently revised in 2013 [15]. ISO 27001 is recognised across the world as the main framework for information security management [15]. The framework uses an integrated model of PDCA to improve the information security management continuously (Figure 2).
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[bookmark: _Toc30707163]Figure 2 - PDCA cycle.
ISO 27001 provide guidelines on how to manage information security in an organisation [18]. The framework is suitable for most organisations, profit or non-profit, private or public, small or large [18]. ISO 27001 protects confidentiality, integrity and availability of information in an organisation [18]. This achieved through risk assessment, mitigation and treatment (Figure 3).
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[bookmark: _Toc30707164]Figure 3 - ISO 27001 implementation [18].

ISO 27001 framework contains policies, procedures and technical implementation. In most cases, ISO 2700 guidelines are used to set organisational rules to prevent security breaches [18]. 
2.2.1 [bookmark: _Toc30707232]Components of ISO 27001 
ISO 27001 is made of two distinct sections namely Main content and Annex A [15]. The main content comprises of 11 sections.  Sections 0 to 3 provides an introduction, scope, normative references, terms, and definitions associated with ISO 27001. Sections 4 to 10 is mandatory for implementation. The sections explain the requirements for the establishment, implementation, maintenance, and continual improvement of a data security framework [15]. Annex A consists of a set of 35 control objectives and 114 generic security controls, grouped into 14 sections. Annex A provide an orientation on how to remedy information risks that identified during the risk assessment process [15].

2.2.2 [bookmark: _Toc30707233]Strengths and drawbacks of ISO 27001 
The ISO 27001 framework provide guidance to formulate a customised data security framework to suite an organisations risk profile [19]. The framework follows a PDCA cycle. Each cycle is improving the efficiency of the security system. ISO 27001 articulates the code of practice extensively. As a result, implementation is often very successful. 
Nowadays, computer systems and configurations are complex the focus of ISO 27001 on confidentiality, integrity and availability is limited. Nonetheless, the focus of ISO 27001 is the foundation for the assessment of an asset’s information security needs [19]. 
One of the weakness of ISO 27001 framework is that it requires the assessment of the security requirements of each asset. Large organisations have quite a huge number of assets, which is a great challenge to the implementation of the PDCA model [19]. It is also difficult to share security information beyond the physical barriers of an organisation, as it is difficult to define the scope that effectively suites collaborate organisations [19]. 
[bookmark: _Toc30707234]2.3 ISO 27001 vs. ITIL V3
Table 1 below shows the main similarities and differences between ISO 27001 and ITIL.
[bookmark: _Toc30707172]Table 1: Comparison of ISO 27001 and ITIL V3
	ISO 27001
	ITIL

	International standard
	Best practice framework

	Defines requirements for the establishment, implementation, maintenance, and continual improvement of a data security framework.
	Presents a set of best practices for IT service management, giving guidance on the provision of quality IT services and the processes, functions, and other capabilities needed to support them.

	Applicable to any type and size of organisation.
	Applicable to almost every type of IT environment.

	Implementation and certification are optional.
	Implementation is not subject to certification.


 [15], [18]




3. [bookmark: _Toc30707235]Security framework for Caribbean Coffee 

The data framework for Caribbean Coffee is a combined ISO 27001 and ITIL system. To create a robust information security system the approach is to merge ISO 27001 elements for each ITIL stage. Table 2 shows the proposed data security framework for Caribbean Coffee. 
ITIL processes are mapped onto ISO 27001 controls. The third column indicates in brief the action that is required to implement the combined ITIL/ISO framework.
[bookmark: _Toc30707173][bookmark: _Hlk30706000]Table 2: Caribbean Coffee Data Security Framework
	[bookmark: _Hlk30706109]ITIL Processes
	ISO 27001 Controls
	Action

	Service strategy

	Demand and financial management
	
	-Set objectives of implementing data security framework.
- Establish clear targets
-Appointment of Project Manager
-Commit sufficient funding
- Establish communication channels early and publish strategy to all stakeholders

	Service design

	Service Catalogue management
Service Level management
	A.6.2.2 Addressing security when dealing with customers
A.10.2.1 Service delivery
A.10.6.2 Security of network services
	-Define the organisation security policy that safeguards its intellectual property and ensures safety of clients and staff confidential data.

	Availability management
	A.10.5.1 Information back-up
A.10.8.4 Electronic messaging
	-The company should establish servers to back up all its vital information
-Create a platform to exchange messages securely

	Information security management
	A.5.1.1 Information security policy document
A.5.1.2 Review of the information security policy
A.6.1.1 Management commitment to information security
A.6.1.3 Allocation of information security responsibilities
A.11.1.1 Access control policy
	-Management must formulate and integrate the security document to the current IT state at Caribbean Coffee.
- Ensure all planned changes conforms to the current state
-Establish IT implementation committee to share responsibilities.
-The security document should define the access criteria based on its stakeholder portfolio with distinct access rules.

	Supplier Management
	A.6.2.1 Identification of risks related to external parties
A.10.2.2 Monitoring and review of third-party services
	-The Project manager should identify key partners and assess risks and potential threat to the business.

	Service Transition

	Service asset & configuration
management
	A.7.1.1 Inventory of assets
A.9.2.1 Equipment sitting and protection
A.12.4.3 Access control to program source code
A.14.1.1 Including information security in the business continuity management process
	-Caribbean Coffee should establish an inventory of all its assets using appropriate software.
-To protect this record, a source code should be generated for use by responsible staff only.

	Risk management
	A.9.1.4 Protecting against external and environmental threats
A.14.1.2 Business continuity and risk assessment
	-After a risk assessment, act appropriately. The organisation must then protect itself from external threats within its network. This can be achieved by firewalls, antivirus software, VPN etc


	Service Operation

	Event management
	A.10.10.1 Audit logging
A.10.10.2 Monitoring system use
A.10.10.3 Protection of log information
	- The organisation should design a unique logging protocol for clients and staff that enhances privacy.
-IT personnel must continuously monitor and protect the logging system.

	Incident management
	A.10.10.5 Fault logging
A.13.1.1 Reporting information security events
A.13.1.2 Reporting security weaknesses
	- All incidences related to logging must be investigated, and rectified.
- A rooster is necessary to report and record security breaches.

	Continual Service Improvement

	CSI Process
	A.13.2.2 Learning from information security incidents
	-The implementation of a data security frame is a continuous process refined through experience.

	Human resource management
	A.6.1.5 Confidentiality agreements
A.8.1.1 Roles and responsibilities
A.8.1.2 Screening
A.8.1.3 Terms and conditions of employment
A.8.3.3 Removal of access rights
A.11.3.1 Password use
	- All staff members must be trained and participate in an induction programme.
- Staff should understand their roles, responsibilities and terms of employment.
- Once employment ends access must be terminated and password revoked 



[2], [7], [8], [10], [11], [12], [15], [16], [20]
[bookmark: _Toc30707236]4. Conclusion

Data security frameworks enhance the delivery of IT services in an organisation. Computer systems and configurations are increasingly complex as a result there is no single framework that can provide a comprehensive security system. The use of combined methodologies is therefore an effective IT management tool used to rectify numerous difficulties and deficiencies of using a single security protocol. In this study ITIL/ISO data security framework is proposed for Caribbean Coffee Company. 
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