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Abstract
The explosion of digital technologies, cloud computing, Internet of Things (IoT) devices, and connected networks have greatly enhanced the intensity and rate of cyber threats. Conventional approaches to network forensic investigation can be manual and rule-based, which are time-consuming, hard to scale, and have a smaller capacity to identify new cyberattacks. This paper explores how Artificial Intelligence (AI) and Machine Learning (ML) can be used to automate network forensic investigations to enhance cyber threat detection, analytical efficiency and forensic decision-making.
The study was quantitative and experimental in nature using the publicly available TON_IoT data that has both normal and malicious network traffic activities. The methods of data preprocessing, such as data cleaning, feature selection, encoding, and scaling, were used prior to the implementation of AI-based forensic models. The presented framework combined classical AI methods, such as Rule-Based Systems, Knowledge Representation and Reasoning (KRR), and Finite State Machines (FSMs), with supervised Machine Learning algorithms, such as Decision Tree, Random Forest and Support Vector Machine (SVM). Isolation forest algorithm was also used to detect anomalies and identify the unknown threats.
The results showed that the accuracy and efficiency of detection of cyber threats by the use of the Machine Learning models were significantly better than the traditional forensic methods. Of the compared models, Random Forest performed the best overall in terms of accuracy, precision, recall, and F1-score. Also, the incorporation of classical AI methods not only increased the understandability of the systems and forensic transparency but also allowed the detection of threats that were previously unknown.
The paper has come to a conclusion that AI-based network forensic systems offer a scalable, intelligent, and efficient mechanism to tackle current cybersecurity issues. The suggested framework will help enhance the threat detection process, reduce the time of incident response, and enhance reliable forensic investigations in modern network settings.
Keywords: Artificial Intelligence, Machine Learning, Network Forensics, Cybersecurity, Threat Detection, Random Forest, Anomaly Detection, Digital Forensics. 






CHAPTER 1: INTRODUCTION 
1.1 Background:
The development of network security has changed dramatically during the last few decades due to the fast development of digital technologies, cloud computing, and interconnected systems. In the early times, security measures were based on primitive security measures like firewalls and antivirus programs. Nevertheless, along with the increased sophistication of networks and their global interconnectedness, the complexity of cyber threats similarly improved, necessitating more sophisticated types of security solutions [1].
Cybercrime is one of the concerns in contemporary society. The number and complexity of attacks have escalated to include Distributed Denial of Service (DDoS), ransomware, phishing, and insiders [2]. Besides causing a disruption of services, these attacks also end up being costly and damaging to both the financial and reputation of organisations. The use of Internet of Things (IoT) devices and cloud-based systems has increased the attack surface, and it has also opened more vulnerabilities to cyber threats on networks.
This has led to the criticality of the necessity of network forensics. Network forensics is the art and science of gathering, analysing, and saving network data as an investigation in order to trace the network intruders [3]. It is crucial in learning how attacks occur, as well as furnishing digital evidence and legal and security actions.
Nonetheless, conventional forensic techniques are limited in a number of ways. The issues are the inability to analyse large volumes of data, the use of manual analysis and the inability to detect unknown or evolving threats. The growing applications of encryption and superfast networks have also rendered the conventional methods ineffective.
To overcome these issues, Artificial Intelligence (AI) and Machine Learning (ML) have been offered to network forensics [4]. Those technologies allow analysing things automatically, analysing them in real-time, and making it harder to miss malicious activities. With the help of AI and ML, contemporary forensic systems are able to work effectively with huge amounts of data and adapt to the new cyber threats, which is why they will become exceptionally important in the modern cybersecurity landscape.
1.2 Problem Statement:
Cyber threats are rapidly increasing, and their networks are becoming more sophisticated, rendering old network forensics investigation procedures inadequate in current cybersecurity demands. Forensic analysis that is available manually and is mostly dependent on human expertise as well as rule-based techniques, is usually time-consuming and inefficient in the processing of extensive amounts of network data. With organisations producing enormous volumes of data through a variety of sources, e.g., cloud systems, IoT gadgets, enterprise networks, and so forth, it is no longer viable to analyse the data manually [5].
In addition, manual methods are very prone to errors because of the influence of investigators and their abilities. This may provide inaccurate analysis, evidence that is overlooked or wrong conclusions due to human error, inconsistencies and fatigue. Moreover, conventional approaches in forensics lack scalability, which makes them inapplicable when working with high speed and massive network traffic in a real-time setting. Such restrictions make the incident response less effective and likewise increase the risks of cyberattacks remaining undetected [6].
The second major challenge is that the traditional systems are not capable of identifying unknown or changing threats, including those of zero-day attacks. The majority of traditional tools work based on set rules and signatures, which restricts their ability to detect new attacks.
Thus, it may be obvious that there is a necessity for an automated and intelligent network forensic investigational system [7]. That could efficiently process vast quantities of data, decrease the reliance on the human factor, and enhance the accuracy of detections. This study will fill this gap by presenting the idea that Artificial Intelligence and Machine Learning technologies should be used to create a scalable, efficient, and adjustable forensic tool that can address the current cybersecurity difficulties.
1.3 Aim:
This study aims to design an automated network forensic investigation system built on machine learning algorithms to empower cyber threat detection, accuracy, and high efficiency in analysing a large volume of network data.
1.4 Objectives:
●To examine the current methods in the field of the network forensics and their efficiency in identifying cyber threats.
●To determine the crucial limitations and difficulties with the conventional forensic approaches.
●To develop and model a network forensic investigation which is based on machine learning, which will be used to detect threats automatically.
●To assess the effectiveness of the adopted model based on proper measures like accuracy, precision, recall, and efficiency in the analysis of large-scale network data.
1.5 Research Questions:
1.To what extent is machine learning effective in monitoring and identifying cyber threats in networks?
2.How effective is automation in enhancing the speed and accuracy of forensic investigations?
3.What is the performance of machine learning models in comparison to traditional forensic techniques in processing large-scale data?
4.Do AI-powered systems have the ability to recognise or detect any unknown or evolving cyberattacks within real-time situations?
1.6 Scope:
The research problem of interest is the use of automated methods of network forensic investigation based on Artificial Intelligence (AI) and Machine Learning (ML), and, specifically, analysis of network traffic. The study seeks to analyse network data as a means of detecting, classifying and investigating any cyber threat that might include attempts of intrusion, malware operation and uncharacteristic network traffic [8]. It is constrained to the analysis of the structured and semi-structured network data, which are the behaviour of real networks. This research is implemented by applying Python-based tools and machine learning schemes. The Python environment is flexible and efficient when processing data, developing models, and evaluating their performance. There are many ML algorithms that are used to detect harmful actions among network traffic through classification algorithms and anomaly detection [9].
This paper will not deal with the hardware-based forensic systems or physical network infrastructure, but restricts itself to the software-based implementation and simulation using the available datasets. Also, the applicability to live environments cannot be implemented in real time, which is not the scope of the study. In general, the research article will offer a scaled and effective model of network forensic discovery using machine learning under controlled experimental circumstances.
1.7 Significance:
The study has immense importance to academic research and practice in the area of cybersecurity and network forensics. Academically, it is a part of the emerging literature on the application of Artificial Intelligence (AI) and Machine Learning (ML) with respect to digital forensics. The study gives information on automated forensic methods, where the present-day limits with traditional methods regarding forensic techniques are overcome, and a guideline to future studies in intelligent cybersecurity systems is presented [10].
In the context of an industry, the research is very topical because cyberattacks become more frequent and intricate. Companies need sophisticated solutions that can monitor and give quick reactions to threats. Currently, the proposed AI-based network forensic system increases the capacity to handle large-scale network data effectively, as well as improves the detection and response [11]. 
Additionally, machine learning models can be implemented, making it possible to detect cybercrimes in real time, and organizations can identify suspicious behaviour as it happens. This minimises possible harm, enhances response to an incident, and enhances the security infrastructure. Generally, the research assists in the creation of intelligent, scalable and automated forensic systems, which are imperative in contemporary cybersecurity spaces.


1.8 Dissertation Structure:
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                               Figure 1.8.1: Research Structure


The dissertation has been put together in six chapters that deal with a particular issue in the research.
●Chapter 1: The Introduction gives a professional description of how the research was framed, the statement of the problem, the purpose of the research, the scope of the study and the importance of the research, and so on.
●Chapter 2: The Literature Review is a critical analysis of the literature available concerning network forensics, cyber threats, and the use of Artificial Intelligence (AI), identifying the main gaps and predetermining the background of the study.
●Chapter 3: The Methodology defines the research design, data collection procedure, data collection tools, and machine learning methods present in the development of the proposed forensic system, and evaluation criteria.
●Chapter 4: Results give a presentation of the implementation results, performance of the model, analysis and visual depiction of the results in the form of tables and graphs.
●Chapter 5: The Discussion is a way to interpret the results, compare the findings with the current literature and estimate the feasibility and weaknesses of the suggested approach.
●Chapter 6: The Conclusion and Recommendations summarise main findings and contributions, offer recommendations and directions as to future studies.

CHAPTER 2: LITERATURE REVIEW:
Network forensic investigation has gained a lot of significance because of the mushrooming of cyber threats and multifaceted networks. Manual analysis and established rules can hardly support the large amounts of data and identify changing attacks through traditional forensic methods. In order to counter these issues, Artificial Intelligence (AI) has become a formidable solution to the challenges of improving the effectiveness, accuracy and automation of the forensic process. These, and also classical AI techniques such as rule-based systems, search algorithms, planning methods, and knowledge representation, offer the structured reasoning and logical decision-making capabilities. These strategies permit structured investigation of network behaviours and aid in detecting malicious behaviour. In contrast to purely data-driven models, classical AI ensures transparency and interpretability that are needed in forensic investigations. This paper critically examines the impact of AI techniques on network forensics, its applications, advantages, weaknesses, and applicability in enhancing modern cybersecurity frameworks.
2.1 Rule-Based Systems 
2.1.1 Concept and Foundations of Rule-Based Systems:
Expert systems, also called rule-based systems, are one of the earliest and most basic methods in classical Artificial Intelligence. These systems work based on a number of specified rules, generally designed in the form of IF-THEN statements to simulate the act of decision-making by a human expert [12]. Knowledge is formally represented in a rule base, and an inference engine uses logical reasoning to make inferences based on inputs. Such systems allow analysing network events in a structured and transparent way by mapping observed behaviours to predefined rules.
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Figure 2.1.1: The Relationships Among Three Different Types of Al Systems [13]
The graph illustrates that Symbolic AI is related to machine learning-based AI and that Neuro-Symbolic AI is a combination of two AI approaches to improve the reasoning and learning abilities. Symbolic AI includes rule-based systems that make decisions based on logical rules instead of being informed by data-driven learning of real-life patterns. This makes them especially well adapted to those environments in which expert knowledge can be formalised in the form of explicit rules. For example, a rule translation of expert knowledge into actionable logic is to flag as a potential intrusion a rule like IF unusual port scanning is detected and repeated connection attempts are made [14]. But the simplicity and interpretability of rule-based systems depend crucially upon the completeness and accuracy of the predefined rules. This reliance makes it a cause of concern with regard to their scalability and adaptive abilities in the dynamic world of cybersecurity.
2.1.2 Applications in Network Forensics:
Network forensic investigation using rule-based systems is extensively used in intrusion detection systems (IDS), firewall management and attack signature detection. Rule-based engines, like Snort, are used in the IDS environment to detect malicious network traffic using predefined signatures. For example, configurations can be set to identify known attack behaviours, e.g. Distributed Denial of Service (DDoS) attempts, port scans, or suspicious payloads [15].
The logic used in firewall systems' traffic filtering decisions is ruled by rule-based logic. Network packets are compared to a list of conditions, which include IP addresses, port numbers and protocols, to decide whether these packets ought to be allowed or rejected. Such a deterministic nature needs to be consistent and explainable, which is essential in forensic investigations that require and need auditability and traceability [16].
Moreover, a rule-based system is a vital component of attack signature detection by matching network activity with an existing pattern of malicious behaviour. This enables forensic analysts to recognise and label known threats, sought after improving response times. The compliance and legal aspect of the transparency of rule-based systems also helps to clarify to investigators how a specific conclusion came about in a specific manner [12]. Although they have such benefits, they cannot prove to be quite efficient against unforeseen patterns of attacks. With the ever-changing cyber threats and attacks, it is increasingly problematic to rely on predefined rules, especially in the detection of novel or zero-day attacks.
2.2 Search Algorithms:
2.2.1 Concept and Types of Search Algorithms (BFS, DFS, A star):
Search algorithms are a fundamental part of classical Artificial Intelligence, as they allow systems to explore possible states in a defined problem space to find the best or possible solution. In network forensics, these algorithms are utilised to traverse network structures in a systematic way to reconstruct attack paths and detect anomalies. Some of the most popular search strategies include: Breadth-First Search (BFS), Depth-First Search (DFS) and A-star search (A star) [17].
Breadth-First Search (BFS) works at a level-by-level, so that the shortest path in an unweighted graph is determined. This is especially handy in forensic contexts where finding out the minimum number of steps in events that result in an intrusion is essential. By contrast, Depth-First Search (DFS) visits nodes by going as deep as it can in a branch before backtracking. DFS can be more memory-efficient than BFS, yet fails to discover the optimal path in the complicated network structures [18].
A star search is an enhanced form of all heuristic-based search methods, that is, it combines the advantages of both BFS and DFS. It makes use of a cost function that takes into consideration path cost as well as some form of heuristic in searching through possible paths in a manner that is most promising. This renders A star much more effective in big and complicated settings, e.g., enterprise networks. Its performance, however, will greatly depend on the quality of the heuristic function applied.
2.2.2 Applications in Network Forensics:
Search algorithms are essential in network forensic investigation since it allows the systematic exploration of network activities and relationships. Among their most important uses is in attack path analysis, where the investigators are trying to reconstruct the series of actions carried out by an attacker. Search algorithms can be used to identify the possible paths an attacker used to compromise a system by modelling the network as a graph, where nodes represent devices or events, and edges represent connections or interactions [17]. BFS has been used especially in determining the shortest attack path, enabling investigators to gain a quick comprehension of how an attack penetrated the network. This is necessary in order to respond to and contain incidents on time. However, DFS can be used to gain in-depth analysis of certain attack branches, which allows for analysing intrusion scenarios involving complex, multi-faceted attacks in detail.
A star search has the benefits of improving search forensics, ranking the most probable attack vectors based on heuristic information, like known vulnerabilities or suspicious behaviour patterns [19]. This is particularly useful in large-scale networks, where computers would not be able to exhaustively search. Search algorithms are also popularly used in network traversal, where they are applied to map network topology, to detect hidden connections, and to detect anomalous patterns of communication. 
2.2.3 Critical Evaluation: Strengths, Limitations, and Research Gap:
Search algorithms have a few advantages which render them useful in network forensic investigations. They are a systematic and structured method to investigate complex network settings and provide a full enumeration of potential states. Algorithms like BFS are also able to guarantee optimal solutions in some cases, and heuristic-based algorithms like AST also greatly enhance efficiency by decreasing the size of the search. This is why they apply to the analysis of large-scale networks where one has to make rapid decisions [20].
Nevertheless, such benefits also have significant drawbacks. The high cost of computation of exhaustive search methods is one of the other main problems. One such algorithm is BFS; since it only traverses all nodes at a single level, it can be impractical with very large networks. Similarly, DFS can operate inefficiently when faced with a deep or even infinite search space [21]. Provided that the heuristic is ill-posed or inaccurate, the algorithm will not only fail to find the best paths but may even be worse than uninformed search strategies.
Critically speaking, the search algorithms are not adaptable and do not necessarily learn new data or changing attack patterns. This impacts their capabilities in operating within dynamic cybersecurity settings where threats are constantly evolving. Moreover, these algorithms also demand well-posed problem representations, which in game network situations with uncertainty and incomplete information may not always be available [22].
This reveals a major gap in research: whereas search algorithms offer efficient search and structured search, they must be supplemented by more adaptive and context-aware techniques to improve their utility in network forensics today. Future directions must include hybrid solutions that merge the classical search methods with intelligent systems that can handle uncertainty and changing threats to overall enhance the efficiency and resiliency in forensic investigations.
2.3 Planning Algorithms in Network Forensic Investigation:
Planning algorithms are an essential element of classical Artificial Intelligence, and can be thought of more as a method employed to create sequences of actions enabling a system to reach certain goals. In contrast to reactive approaches, planning systems work in the following way: they model the environment, define their initial and goal states, and show what steps have to be made to move between them. The STRIPS (Stanford Research Institute Problem Solver) model is one of the most influential planning frameworks that represent actions in terms of preconditions and effects. This structured representation enables systems to reason logically concerning actions and their consequences, and planning algorithms can be especially relevant in areas where systematic decisions about actions and their outcomes are required [23].
Under the framework of the network forensic investigation, planning algorithms are very important in the reconstruction of attacks and incident planning. In forensic investigations, law enforcers may be required to re-create the chronology of events that caused a security breach. Network-state modelling and possible attacker behaviour simulation can be used to identify the plausible attacker strategies. STRIPS-based planning can deduce how an attacker would travel to a system, gain privileges or use a vulnerability [24]. This systematic rebuilding increases the efficiency and effectiveness of the forensic investigation, especially in a complex network environment.
Also, planning algorithms aid incident response by computing the best lists of defensive actions. For example, a planning system can identify the most efficient series of actions in response to an identified intrusion attempt, e.g. isolating affected machines, blocking rogue IP addresses, and repairing damaged services. This proactive character makes responses not only reactive but also strategically oriented towards the achievement of security goals. Consequently, planning algorithms have helped to enhance better decision-making and can reduce the mitigation of cyber threats faster [56].
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Figure 2.3.1: AI-Based Cyber Threat Framework [26]
The figure is an AI-based framework of cyber threats that illustrates how attacks become increasingly automated and at a mass scale. Also, it represents a defence model involving a model and an interpretation, detecting anomalies, and an automated response to mitigate cyber threats. Although these are the benefits, there are significant limitations to planning algorithms. Their success is immensely dependent on access to proper and present defined models of the surroundings. Even in real-world network scenarios, where dynamism and constant evolution in systems are the inherent features, designing a complete model can be complicated [27]. 
More importantly, though planning algorithms offer a goal-oriented and structured way of forensic analysis, they are limited in scalability and flexibility by depending on predetermined knowledge. This demonstrates a research void in the creation of more adaptive planning systems that can work effectively in dynamic and uncertain cybersecurity environments [28]. As a way to increase their relevance in current network forensic research, there is a possibility of integrating classical planning methods with more flexible reasoning methods.
2.4 Knowledge Representation & Reasoning:
2.4.1 Logical Foundations: Propositional and First-Order Logic
Knowledge Representation and Reasoning (KRR) is an original field in classical Artificial Intelligence concentrating on organising knowledge in a manner that will allow machines to provide the machine with logic [29]. Two of the most basic methods include propositional logic and first-order logic (FOL). Propositional logic expresses knowledge in simple true/false statements, making it appropriate to express simple conditions like network states or event occurrences. For example, a statement such as “Traffic via IP X is malicious” can be expressed as a propositional variable. Its expressive capability is also restricted since it is not capable of reflecting the relationship between objects.
First-order logic builds on this by the addition of predicates, variables, and quantifiers to allow more complex representations. FOL may be used in network forensics to formulate relationships, e.g. such a relationship can be described as follows: If a host is communicating with a known malicious server, then that host is compromised [55]. This enables systems to reason about entities, activities and how they systematically relate to one another. It can then be inferred that the observed network data follows certain logical inference mechanisms, including modus ponens [30].
This kind of consistency and accuracy is achieved through the application of formal logic in forensic analysis. Nonetheless, the more complex the network is, the more logical rules one must have, making the entity of reasoning computationally expensive and hard to manage [31].
2.4.2 Ontologies for Structured Knowledge Modelling:
Ontologies are a more highly structured framework of knowledge representation by defining the entities, attributes and relationships within a particular domain. Ontologies are employed in network forensics to model concepts including devices, users, network protocols, and types of attack [32]. They facilitate a shared and standardised concept of network environments, which is crucial in bringing together information derived from multiple sources and systems.
For example, this is that an ontology can be defined on how entities relate with each other, and the ontology to be used can be defined by the ontology definition. This allows for more effective analysis as the systems are able to deduce the underlying relationship and dependency between the events. Ontologies also facilitate interoperability of the various forensic tools, thereby enhancing the overall efficiency of the investigations [33].
Irrespective of their benefits, ontology formulation and maintenance are complicated and resource-consuming procedures. With the changes in the network environment, ontologies are constantly being revised in response to new attack patterns and technologies. This poses a scalability problem, especially in big and dynamic systems.
2.4.3 Semantic Networks and Relationship Modelling:
Semantic networks are graphical knowledge representations in the form of nodes and edges, where nodes stand for entities and edges represent relations between them. This graphical representation is especially applicable in network forensics, where connections between devices, users and events are an essential part of understanding cyber incidents. One can model network interactions as a semantic network and visualise and analyse the intricate relationships, including communication patterns or attack propagation paths [34].
Practically, semantic networks may be applied to model attack relations in the process of semantic modelling, where nodes correspond to events (e.g. login attempts, file access, data transfers) and nodes connect to each other through structural node relation edges. This allows the detection of multi-stage attacks, in which a series of apparently unassociated events is combined to create an organised attack. For example, a phishing attack, subsequent credential theft and lateral movement can be presented as a connected graph, in order to allow investigators to trace the full attack lifecycle [35]. Nevertheless, semantic networks can indeed become extremely complex with more and more nodes and relationships. It may cause problems in ensuring clarity and computational efficiency, especially in a large-scale network environment.
2.4.4 Critical Analysis of Knowledge Representation and Reasoning in Network Forensics:
[image: ] Figure 2.4.1: Forensic investigation process [36]
Knowledge Representation and Reasoning methods have tremendous benefits towards network forensic examination. Explainability is one of their major strengths because all judgments are based on the clearly determined rules and relationships. This allows investigators to comprehend and establish conclusions, which is vital in law and compliance situations. Moreover, KRR offers logical reasoning, allowing to systematically analyse network behaviours exhibiting complex network behaviour and support more accurate detection of cyber threats [37].
Nonetheless, these methods also have some significant weaknesses. With the increase in the size and complexity of network systems, the process of representing and reasoning about knowledge becomes more challenging. Scalability can be limited by the computational cost of logical inference and the effort needed to maintain accurate knowledge bases. Moreover, KRR methods are very dependent on the estimations that have been made, and therefore, they are not so useful in identifying new or fast-changing danger.
This is essential in forensic cases where transparency is paramount and as such, its critical nature in forensic usage should be considered paramount to effectively use in forensic applications. Nevertheless, the fact that it cannot effectively dynamically evolve in response to new threats reveals a major gap in research. It is necessary to develop more flexible methods of overcoming the limitations of the cybersecurity environment today, combined with enhanced interpretability methods found in KRR [38]. In general, Knowledge Representation and Reasoning has become a cornerstone of AI-powered network forensics, providing structured and transparent analysis, as well as introducing challenges that will have to be addressed with the help of future research and system integration.
2.5 Constraint Satisfaction Problems (CSP) :
Constraint Satisfaction Problems (CSPs) are a key method used in classical Artificial Intelligence to solve problems that are described in terms of a set of variables, domains, and constraints [39]. An analogy commonly used to explain CSP is that of a puzzle, Sudoku, where each square (variable) must be filled with a number (value) within set constraints, such as no repeating number in a row, a column or a grid. This analogy explains how CSP goes about searchingly trying to find solutions that would meet all the given conditions at a time.
With the network forensic investigation, CSP techniques can be used to model and analyse network constraints; that is, IP address, port number, protocols and communication patterns. As an illustration, helping to detect malicious activity could involve meeting the constraints, such as the unauthorised IP access to restricted ports using suspicious protocols [40]. By developing forensic analysis as a CSP, investigators are able to narrow down real traffic efficiently and concentrate on activities that are in violation of predefined constraints. This systematic method makes it possible to accurately detect anomalies and systematically explore complex network behaviours.
The ability to solve problems efficiently is the key strength of CSP in network forensics. CSP can narrow the search space and weed out inconsistent possibilities during early stages of the process using techniques like constraint propagation and backtracking search. This not only improves the efficiency of the computations, but also enables the investigator to obtain solutions much faster than when brute-force methods are used [41]. CSP approaches, however, have major shortcomings, especially regarding scalability. The computational complexity grows exponentially in the network size and the number of constraints in the network. When dealing with large-scale, dynamic networks, CSP model management and solution become more challenging. 

2.6 Game Playing Algorithms in Network Forensic Investigation:
Game-playing algorithms constitute a major field of classical Artificial Intelligence, which deals with decision-making in a competitive or adversarial context. The algorithms are structured to consider potential actions by taking into account the reaction of a counterpart agent. The Minimax algorithm is regarded as one of the most prominent techniques, as it is a system of exploring all possible moves within a tree of a game and identifying the best strategy based on the minimum possible loss. In cybersecurity, this captures the relationship between an attacker who tries to build up a vulnerability and a defender who tries to reduce a threat [31].
Alpha-beta pruning is used to enhance efficiency since it is an optimisation of the Minimax algorithm. It lessens the quantity of nodes considered in the search tree by deleting paths that are incapable of impacting the final choice. This greatly enhances computation throughput, and thus it becomes possible in a complex environment like large-scale networks. Alpha-beta pruning reduces the amount of search space, enabling faster decision-making, while still being optimal [42].
Game-playing algorithms are of recent use in network forensic investigations to model attacker-defender situations. Often, such cybersecurity scenarios involve the dynamic of strategy as attackers keep evolving their tactics and attacker retaliation in the form of countermeasures. Forensic systems can model such interactions as a game to simulate possible attack strategies and assess possible defensive responses. An illustration of how Minimax may be utilised is to predict the most harmful attack that an attacker can do, as well as finding the best mitigation strategies that can be adopted by defenders [43]. This contributes to active threat analysis and improves decision-making when responding to an incident.
Importantly, the vulnerability to cybersecurity can be cast as an adversarial setting, which is why game-theoretic approaches are particularly pertinent. But there are limitations to the use of these algorithms as well. Computational complexity of Minimax grows exponentially as the depth of the search tree increases, and thus is impractical in very complex or real-time situations. They also need clear models of attacker behaviour, which are not necessarily a good model of unpredictability in the real world. 










2.7 Finite State Machines (FSM):
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Figure 2.7.1: Finite State Machine [44]
One of the classical AI methods to model systems is the Finite State Machine (FSMs), which is characterised as a sequence of discrete states and transitions among them, depending upon the observed input or events. FSMs are a model of network behaviour that has states such as normal or attack, with transitions governed by events, making it possible to orderly discover network anomalies. This form of representation allows one to track and analyse the network activities over time [30].
Practically, FSMs have found extensive application in intrusion detection systems (IDS) to track and categorise network behaviour. For example, a system might be in a healthy state, which can be changed by repeated suspicious system events such as the use of a suspicious password or an anomalous traffic pattern. This enables forensic systems to detect possible intrusions by looking at irregularities in expected behaviour patterns. FSM-based models are especially useful in identifying multi-stage attacks, in which a series of steps results in a network intrusion [45].
The simplicity and interpretability are one of the greatest strengths of FSMs. With a clear definition of states and transitions, the system behaviour becomes easily understood and tracked by the investigator, even during legalisation and validation in court. The scale of the network environments may also become very massive, increasing the number of states and transitions, and creating scalability issues [46]. Overall, FSMs offer a flexible and well-organised framework of network behaviour modelling, which would be of considerable use in automated network forensic investigation.

2.8 Theorem Proving :
Automated Theorem Proving (ATP) is a classical Artificial Intelligence method that uses formal logic to assess whether a given statement can be derived logically out of a set of axioms or rules. It is based on logic-based verification, in which propositions are tested using systematic methods of reasoning, like resolution and deduction. When applied in a cybersecurity context, ATP offers a chance to validate the conditions and relationships within network events as precisely as possible [47].
Theorem proving is especially useful in network forensic investigation to confirm attack patterns. As an illustration, given a known sequence of network activities, ATP can be formally used to determine that those activities are a valid intrusion scenario. This enables forensic analysts to put aside sweeping assumptions and instead consult mathematically-based verification. This would add credibility to digital evidence, which is of the essence in the legal and compliance environment where conclusions will have to be explainable and defensible [48].
Although it possesses its advantages, ATP must have its practical limitations. The reality of real-world networks presents some problems in the definition of complete and accurate logical models. Furthermore, proving theorems can be computationally intensive, especially in terms of large data sets and complex sets of rules to follow. It also has shortcomings in the ability to detect unknown or dynamic threats because it is dependent on predetermined axioms. Proving theorem proving is correct and transparent, and lacks scaling and adaptability, so it must be used with flexible AI methods to support modern forensic systems.
2.9 Critical Comparison:
A critical comparison of the traditional forensic modes, the classical Artificial Intelligence (AI) and the Machine Learning (ML) can reveal their unique capabilities and limitations in the network forensic investigations [49]. The conventional methods are largely dominated by manual analysis and predefined signatures, thus restricting these methods in terms of their ability to cope with large-scale and dynamic network environments. Classical approaches to AI, like rule-based systems, search algorithms, and knowledge representation, offer systematic processes and rational automation within analysis. They increase efficacy in the management of complex data and give the outcomes more clarity and understanding to human auditors and investigators [50]. 
To further explain the differences, Table 2.1 will provide a comparative analysis of the traditional methods and the AI approach:



Table 2.9.1: Traditional vs AI Comparison:
	Aspect
	Traditional Methods
	Classical AI Approaches

	Approach
	Manual and signature-based
	Rule-based and logic-driven

	Scalability
	Limited
	Moderate

	Explainability
	High
	High

	Adaptability
	Low
	Low to Moderate

	Efficiency
	Time-consuming
	More efficient



Although classical AI is an improved version of traditional approaches, due to its inability to respond dynamically to emerging threats, it remains limited in its capabilities [51]. Machine Learning is a solution to this limitation as it allows systems to learn from data and recognise new patterns previously unknown.












Table 2.9.2: AI vs ML Comparison:
	Aspect
	Classical AI
	Machine Learning

	Approach
	Logic-based
	Data-driven

	Interpretability
	High
	Low (black-box models)

	Adaptability
	Limited
	High

	Data Requirement
	Low
	High

	Flexibility
	Moderate
	High



Critically, ML contains considerable benefits regarding the identification of unknown and evolving cyber threats because of its flexible character [57]. Its non-transparency, however, presents a challenge in the field of forensics, where explainability and accountability are a must. Although ML offers flexibility, classical AI guarantees explainability and logical coherence, which is essential in forensic investigation, where it is necessary to explain the result.
Such a comparison shows a clear gap in research since both of the approaches are sufficient to handle the complexities of modern cybersecurity. Older and classical AI approaches are transparent but not adaptable, whereas ML can be adaptable, but the interpretability will be lower [52]. Consequently, there is an emerging demand for integrated solutions that introduce the merits of these paradigms to come up with more valuable and dependable systems of network forensics.
2.10 Research Gap :
Although there is increasing use of Artificial Intelligence in network forensic investigation, the current literature reveals various critical limitations that can be addressed further. Another major aspect that has been explored in previous research is mainly an emphasis on Artificial Intelligence in detecting anomalies and other cyber threats [53]. Though they find better application in forensic settings where evidence has to be openly explained and legally exonerated, these methods suffer from a lack of transparency and explainability and thus are less applicable in forensic settings.
Furthermore, the classical methods of Artificial Intelligence, including rule-based systems, search algorithms and knowledge representation, offer structured reasoning and explainability but fall short in adapting to emergent and unforeseen cyber threats [51]. The existing literature is inclined to consider these methods separately, with little combination between the symbolic reasoning and the adaptive ones. This brings a loophole in the creation of hybrid forensic systems that can compromise interpretability, as well as adaptivity.
Moreover, a lot of the existing research is on detection as opposed to the entire process of a full-fledged forensic investigation, both in re-investigating the crime, as well as in reasoning and decision-making of the thought process. Scalable structures that are able to deal with large scales, real-time network data, whilst ensuring an accurate analytic approach, are also lacking. Hence, the gaps of this research are filled in by proposing an integrated AI-based framework combining classical AI techniques with adaptive capabilities to make network forensic investigations more effective and explainable [54].
2.11 Conceptual Framework:
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Figure 2.11.1: Conceptual Framework 
The theoretical foundation of the study presents the procedure of automated investigation of the network forensic research based on the concepts of Artificial Intelligence (AI) and the use of Machine Learning (ML). The framework starts with the gathering of network data overall by several resources, such as routers, servers, IoT devices, and cloud environments. Then this data goes through the cleaning of data, normalisation, and selection of features to make sure this data is of high quality and consistent.
The processed data is then entered into machine learning models, which include classification and anomaly detection algorithms, and it analyses patterns and detects possible cyber threats. The models are trained with past data to increase their detection and user adaptability marks. The system is designed to deliver the result in terms of identifying the malicious activities, categorising the type of attack, and the resultant forensic evidence to be utilised in an investigation. With this framework, automated, scalable and real-time analysis will become possible, which improves the accuracy and efficiency of network forensic investigations in contemporary cybersecurity setups.
2.12 Chapter Summary:
This study has discussed how classical methods of Artificial Intelligence can be used to conduct automated network forensic investigations. It points out that the use of rule-based systems, search algorithms, planning approaches, and knowledge representation greatly enhances the efficiency and organisation of forensic analysis. These methods facilitate the systematic identification, reasoning, and reconstruction of cyber-attacks that aid in making more informed decisions. Nevertheless, some constraints are also described in the study, such as the inability of dynamic networks to have some degree of fragility and versatility. Although transparency and logical consistency definitions are offered by classical AI, it might not perform well in detecting common or novel threats. Thus, the results indicate that there is a necessity to combine classical AI with more adaptive strategies to increase the overall system performance. Solving these issues, AI-based forensic software will be able to be more scalable, efficient, and reliable. The present study suggests combining classical AI and Machine Learning to achieve interpretability and adaptability.
CHAPTER 3: METHODOLOGY
3.1 Introduction:
This chapter discusses the approach adopted to create an AI-based automated network forensic investigation system. In the study, the classical methods of Artificial Intelligence (AI) are combined with the models of Machine Learning which enhances the detection of the cyber threat, forensic reasoning and analytical efficiency. In the chapter, the research design, research philosophy, research approach, dataset collection, preprocessing procedures and AI-based analysis techniques are described that were used in the study. Moreover, it also talks about reliability, validity and ethical considerations regarding research. The technique puts emphasis on structured network traffic information to determine malicious and suspicious behaviour. On the whole, the given chapter provides a properly structured and evidence-based approach to any intelligent network forensic investigation.
3.2 Research Design:
The study uses a hybrid Artificial Intelligence based experimental research design to design an automated network forensic investigation framework and test it. The research integrates old-fashioned Artificial Intelligence with the scientific principles of Machine Learning to enhance cyber threat discovery, its analytical power, and forensic logic. The experimental design will allow testing the AI-driven techniques with real-world network traffic data in the TON_IoT dataset systematically.
The developmental side of the study is dedicated to the creation of an intelligent forensic system that will be able to examine the network traffic at large scale and detect malicious behaviour. Classical AI methods, such as rule-based reasoning and knowledge representation are included to offer structure to analysis, interpretability, and rational decision-making [58]. Also, to improve adaptive threat detection and classification accuracy, the use of Machine Learning algorithms is used, including Decision Tree, Random Forest, and Support Vector Machine.
The research is based on a quantitative and data-driven approach, in which the performance of models can be measured in quantitative terms (accuracy, precision, recall, F1-score). The research design facilitates objective analysis and enables the comparison of traditional forensic methods with AI-driven methods [59]. In general, the chosen design provides a systematic investigation, scalability, and accurate assessment of the suggested forensic framework.
3.3 Research Philosophy:
The research is founded on the positivist philosophy of research, where the focus of research is on objective exploration, measurable data and scientific analysis. Positivism would be appropriate to this study since the research will be based on the structured network traffic data and quantitative assessment methods to consider the efficiency of Artificial Intelligence-based forensic investigation. The philosophy embraces reliance on empirical observations and statistical analysis to come up with reliable and valid outcomes [60].
The study aims at examining vast amounts of network data with the help of AI and Machine Learning procedures to detect cyber threats and malicious activities [59]. Objective measures of the system performance include quantitative evaluation measures like accuracy, precision, recall, and F1-score. Moreover, in the positivist approach, consistency, reproducibility, and reduction of researcher bias in analysis are guaranteed [61]. On the whole, the chosen philosophy facilitates methodical and evidence-based research, so it is relevant to the assessment of the efficiency of AI-driven network forensic models in the contemporary cybersecurity context.
3.4 Research Approach:
This study is based on deductive research in order to research the efficacy of Artificial Intelligence methods in automated network forensic investigations. Deductive approach is suitable as the research relies on the prior hypotheses and ideas concerning cybersecurity, network forensics, Artificial Intelligence. Such theories are experimented through framework network traffic data and analytical evaluation [62].
The study starts with already known theoretical information on cyber threat detection, forensic reasoning and intelligent systems. It is on these ideas that the study assesses the possibility of AI-based techniques and Machine Learning algorithms to detect malicious behaviors in network settings [63]. The results are evaluated based on the quantitative measures of performance, including accuracy, precision, recall and F1-score.
Deductive approach advocates objective and systematic investigation by allowing logical testing of pre-determined assumptions by analyzing empirical data. In general, such a method provides a solid assurance of the dependability of such results and helps to enhance the scientific validity of the suggested AI-based network forensic investigative framework.

3.5 Data Collection and Data Description:
In this study, the data is taken with the help of the publicly available TON_IoT Network Dataset widely used in the sphere of cybersecurity and network forensic research. The dataset is realistic network traffic created in an Internet of Things (IoT) setting and comprises both normal and malicious activities. In this study, the secondary method of data collection is adopted since the dataset has already been developed, labelled and validated by cybersecurity researchers. Transparency, reliability, and reproducibility of the research are enhanced because of the use of a publicly accessible dataset.
The TON_IoT dataset contains structured network traffic data that includes various features of network behaviour. These ones consist of source and destination IP addresses, protocols, sizes of packets, timestamps, duration of flows, and communication patterns. They are also represented by the labelled category of attacks in the dataset, which allows detecting and categorizing malicious actions in the network environment. Types of attacks in the data set are Distributed Denial of Service (DDoS), ransomware, backdoor attacks, injection attacks, and scans [64].
Python Pandas and NumPy libraries are used to import the database and handle and analyze the network traffic data of large scale network traffic. In the suggested AI-based forensic system, the logical reasoning and structured analysis are performed with the help of classical AI-based methods, whereas suspicious network behaviours are classified and identified by using the services of Machine Learning algorithms [65] . Such a combination promotes effective and smart forensic investigation.
3.6 Data Preprocessing:
Data preprocessing is a key activity in this study as it enhances data quality, uniformity and usefulness of network traffic data prior to analysis. 
The initial step of the preprocessing process is the data loading: the TON_IoT dataset is loaded into the Python environment with the help of the Pandas library. The data is sorted out into well-structured DataFrames to facilitate effective manipulation and analysis.
The second step is to clean the data to eliminate irregularities and make it more reliable. Any values which are missing are dealt with through the relevant techniques and any duplications are eliminated to avoid redundancy and bias in the analysis. This is a process that makes sure that the dataset remains correct and can be used in Artificial Intelligence and Machine Learning processes [66].
The process of feature selection follows to detect the most appropriate attributes related to the cyber threat detection. The important features include IP addresses, protocol types, packet sizes and timestamps where the choice is made to simplify the computation and enhance the analytical performance. Numerical values are normalised/scaled to ensure that there is consistency between values in the features, so that the Machine Learning algorithms can work effectively without giving greater weight to larger numerical values [67].
Moreover, the categorical attributes like protocol names and attack typologies are also coded into number values to process them. The processed data is later processed in the framework of the AI-driven forensics where classical AI algorithms facilitate structured reasoning and the Machine Learning models can compute the classification and the threat detection operations [68].
3.7 AI and Machine Learning Techniques Used:
The study brings together both traditional methods of Artificial Intelligence and Machine Learning models as part of a network forensics system. Combining the two approaches is to serve a better purpose in detection of cyber threats without affecting interpretability, logical argument and efficiency of analysis. Classical AI techniques offer guided decision-making functionalities, and Machine Learning techniques offer adaptive threat classification and anomaly detection.
Classical methods of Artificial Intelligence make up the first type of the techniques employed in this research. Rule-based systems are used to assist with the logical reasoning and systematic analysis of suspicious network behaviour. Such systems work with a set of predetermined IF-THEN rules which help to detect known malicious activities on the basis of particular network parameters [69]. Knowledge Representation and Reasoning (KRR) methods are also included to represent the network relationships between network entities, attack patterns, and behavioural attributes. Finite State Machines (FSMs) are also used to model the changes between the normal and malicious network states which enables systematic monitoring of the intrusion activities. Such classical AI methods enhance the explainability and enable forensic researchers to trace analytical decision-making.
The second group covers supervised Machine Learning algorithms that are applied to the threat classification and detection. Decision Tree is implemented because of its simplicity and interpretability in analysing network traffic patterns. Random Forest is applied to enhance the accuracy of the predictions and decrease the overfitting using several decision trees. Support Vector Machine (SVM) is used as well since it can be used successfully to address classification problems in a cybersecurity dataset. These ML models process network traffic data to determine whether it is a normal or malicious activity.
The classical AI methods offer readability and planar logic whereas the MLA algorithms offer adaptive threat identification and the accuracy of analysis [70]. Machine Learning is applied as an analytical part of the bigger Artificial Intelligence framework. A combination of these methods forms a smart and scalable system of forensic investigations that can analyze large amounts of network traffic data and enhance the identification of cyber threats in the context of modern cybersecurity settings.
3.8 Research Quality (Reliability, Validity) :
This research should be of high quality and the validity must be ensured. Reliability is the consistency and repeatability of the results. In this analysis, the reliability is ensured by using publicly available TON IoT dataset that is commonly known in the field of cybersecurity research. They also use standardised preprocessing steps and stable Python packages like Pandas, NumPy and Scikit-learn to guarantee consistency in analysis and reproducible results [71].
Validity means the accuracy and relevancy of research results. To guarantee validity, the study utilizes practical network traffic data, which has real-life cyberattack cases, such as DDoS, ransomware, and scanning attacks. Moreover, the incorporation of Artificial Intelligence methods and Machine Learning systems directly contribute to the research goals with regard to automated network forensic investigation  [72]. The established metrics (accuracy, precision, recall, and F1-score) are used to assess model performance to ensure the objective and scientific feasibility of the proposed forensic framework.

3.9 Ethical Considerations:
This study adheres to ethical research methods and fair use of data in the study. The TON_IoT dataset utilized in this study is open-source and contains no personally identifiable data, which means that it will be not invasive on privacy and confidentiality. The data set will not be misused or accessed without the necessary authorisation. Moreover, the study is transparent as it clearly states the methodologies, the process of analysis and the results. All source references and credit are also properly done to uphold academic integrity and ethical research practices [73].




3.10 Time Plan
Table 3.10.1: Project Time Plan (Gantt Chart)
	No.
	Activity
	Week 1–2
	Week 3–4
	Week 5–6
	Week 7–8
	Week 9–10
	Week 11–12

	1
	Topic Selection and Proposal Development
	
	
	
	
	
	

	2
	Literature Review
	
	
	
	
	
	

	3
	Research Design and Planning
	
	
	
	
	
	

	4
	Dataset Collection
	
	
	
	
	
	

	5
	Data Preprocessing
	
	
	
	
	
	

	6
	AI and ML Model Development
	
	
	
	
	
	

	7
	System Implementation
	
	
	
	
	
	

	8
	Testing and Performance Evaluation
	
	
	
	
	
	

	9
	Results Analysis and Discussion
	
	
	
	
	
	

	10
	Final Report Writing and Submission
	
	
	
	
	
	



						

3.11 Chapter Summary :
This chapter has described how an automated network forensic investigation framework based on AI was developed. It talked about research design, research philosophy, deductive approach, data collection methods and preprocessing methods used in the study. The chapter also described the combination of classical Artificial Intelligence approaches, and Machine Learning algorithms to enhance cyber threat detection and forensic analysis. Moreover, reliability, validity, and ethical issues were also considered to guarantee the quality and credibility of research. In general, this methodology provides a structured and systematic basis of assessing the efficiency of the suggested forensic investigation framework in subsequent chapters.
CHAPTER 4: RESULTS 
4.1 Introduction:
The chapter introduces the construction and testing of a network intrusion detection system, which is a machine learning based system, to detect cyberattacks and anomalous network traffic. As internet usage and internet-connected devices continue to increase, cybersecurity issues like DDoS attacks, brute force attacks, malware, and unauthorized access have emerged as significant concerns to organizations and individuals. Conventional security systems tend to be weak in identifying advanced and dynamic attacks on a real-time basis. Thus, machine learning and anomaly detection-based intelligent intrusion detection methods have become very important.
This chapter starts by performing data preprocessing, which involves dealing with duplicates, encoding categorical variables, standardization, and splitting the data. A number of machine learning algorithms are implemented and tested on the basis of performance metrics, e.g. accuracy, precision, recall, and F1-score (Decision Tree, Random Forest, and Support Vector Machine (SVM) are some of them). Also, rule-based detection, finite state machine modeling and anomaly detection methods are included to enhance threat detection. As shown in experiments, the models proposed can attain very high classification accuracy in identifying malicious network traffic. This chapter emphasizes the usefulness of artificial intelligence and data-driven solutions to improve the contemporary cybersecurity systems and defend against possible threats.
4.2 Load and read Dataset
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Figure 4.2.1: Load dataset
This code loads a CSV dataset to a Pandas DataFrame to analyze it. The name of the dataset file, `'train_test_network.csv', is contained in the variable file path. To read the CSV file, the following command is used:pd.read.csv (path to file). This command takes the contents of a CSV file and transforms them into a table-like structure known as a DataFrame. This DataFrame will be named as the variable, which you can easily inspect, clean, analyse and manipulate the dataset with Pandas functions, which is called `df` in this case. It is a typical initial stage of data science and machine learning processes.
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Figure 4.2.2: Display first 5 rows
This output presents the initial five rows of a network traffic dataset that has been loaded in a Pandas DataFrame. Each row shows a network connection with the information about the source and destination IP address, ports, type of a protocol, period, number of transferred bytes, and state of the connection. Other columns hold information about HTTP and indicators of anomalies. The value of the label column (1) and the type column (backdoor) mean that these records belong to malicious backdoor attacks. Such datasets are commonly used in cybersecurity and intrusion detection system research for training machine learning models.
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Figure 4.2.3: Dataset information
This output outlines the format of a dataset of network traffic with 211,043 records and 44 fields. It consists of IP addresses, ports, protocols, DNS, activity, SSL, HTTP request, packet statistics, and suspicious network activity. There is also no missing data in the dataset, with 211,043 non-null entries in each column. Types of data are object (categorical/text), int64 (numerical integers) and float64 (decimal values). The columns of the labels and the type are the classes of attacks, which can be used in cybersecurity analysis and intrusion detection modeling.
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Figure 4.2.4: Shape of dataset
This code shows the form of the dataset in terms of Pandas shape attribute. The expression df.shape gives a result in the form of a tuple of the number of rows and columns of the DataFrame. In the output (211043, 44), 211043 is the total number of records or rows and 44 is the total number of columns or features in the dataset. This assists users in swiftly comprehending the data size prior to conducting analysis, preprocessing or machine learning of the network traffic and cybersecurity data.
4.3 Data Preprocessing:
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Figure 4.3.1: Check missing values
This output shows the count of missing or null values in each column of the dataset. All columns equal to 0, and it does not imply an empty entry in any of the features. This implies that the dataset is full and clean and does not require imputing data or the null values in the preprocessing phase. The absence of any missing data enhances the accuracy of analysis and machine learning models. It also makes it easier to perform feature engineering, normalization and classification in cybersecurity and network intrusion detection projects.
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Figure 4.3.2: Remove duplicates
This code eliminates the use of duplication rows of the data set by the use of the drop duplicates function. The parameter inplace=True is used when one wants to use the same DataFrame but not create a new one. Once the duplicates have been eliminated, the dataset shape will be changed to (190474, 44), which translates to 190,474 rows and 44 columns in the dataset. It means that duplicate records have been deleted successfully and enhance the quality of data and minimize redundancy. The importance of eliminating duplicates is a preprocessing step since duplicates might influence the accuracy of the analysis and adversely impact the performance of machine learning models.
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Figure 4.3.3: Encode categorical columns
The output indicates what the dataset contains upon the encoding of categorical columns as numbers. Attributes like IP addresses, types of protocols, services, connection status, HTTP information, and indicators of unusual activity have been transformed into integers. In the case of a system, e.g. the TCP was renamed to 1, and the categorical IP addresses were assigned to the number codes. Encoding is required since machine learning algorithms are more efficient with numerical data as opposed to text. This data now has 44 columns with all the features in machine-readable format to be used in the training of cybersecurity and intrusion detection models.
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Figure 4.3.4: Feature Selection
This code divides the dataset into features and target variables to be used in machine learning. The variable target column = label denotes that the label column is the output variable that should be predicted. The expression X = df.drop(target column, axis=1) forms the set of features by eliminating the target column; and y =df[target column] saves the target values separately. The output indicates that there are 190,474 rows and 43 columns of features in X, and 190,474 target labels in y. This is necessary prior to the training classification models.
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Figure 4.3.5: Feature Scaling
This code does feature standardization through StandardScaler of Scikit-learn. Standardization makes the values of the features equal to such that the mean of all the values is 0 and standard deviation equals 1. The line scaling = StandardScaler creates the scaler object, and scaling.fit transform (X) trains the object with the statistical characteristics of the features and transforms them respectively. The data is transformed and stored in X scale. The purpose of this preprocessing step is to optimize the performance of most machine learning algorithms by scaling all of the features to a similar numeric range.
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Figure 4.3.6: Train-Test Split
This code divides the standardized data into training and testing data with the help of the train test split function of sklearn. The target labels of the problem, y, and feature data, X scaled are separated with test size=0.2, i.e. 80 percent of the data is used to train and 20 percent to test. The value of random state, set to 42, brings about the result reproducibility. The result indicates that the training data has 152,379 rows and 43 features whereas the testing data has 38,095 rows and 43 features. This process will assist in testing the performance of models on unobserved data.
4.4 Rule-Based AI Detection System:
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Figure 4.4.1: Simple rule-based detection
This code is a simple rule-based intrusion detection system. The rule-based detection is a function that is used to verify the behavior of the network based on pre-defined conditions. In case of more than 5 attempts of failed logins, it classifies the activity as a Brute Force Attack. In case the packet size exceeds 1000 bytes it is considered as a `"Possible DDoS Attack"`. Otherwise, the traffic is deemed as `"Normal Traffic"`. In the example, the packet size is 1500 and the failed logins are 2, thus the result is the following: Possible DDoS Attack. This shows simple cybersecurity threat detection with conditional rules.
4.5 Machine Learning Models:
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Figure 4.5.1: Decision Tree Classifier
This code generates and trains a Decision Tree machine learning model that is used in intrusion detection or classification. The code line DecisionTreeClassifier(random state=42) sets the model with a given random state so that the results are similar. The training of the model is done by the following command: `fit(X_train, y_train)`, where Xtrain is the features and ytrain is the target label. Training results in an output from the predict(X_test) function to give predictions of the testing dataset. These predicted outcomes are saved in the form of a table in the variable named, dt_predictions, which can be utilized later to gauge the model accuracy and performance.
The best-performing model was chosen as the Decision Tree model due to its establishment of perfect classification results with the 100 percent accuracy, precision, recall, and F1 -score. The model had no errors in identifying all normal and malicious traffic samples and has good learning ability and reliability. Moreover, the Decision Trees are easy to comprehend, computationally effective and give quick predictions. Their interpretability renders them very appropriate in applications of cybersecurity where it is necessary to know the pattern of attack detection and make real-time decisions to make the network intrusion detection system work successfully.
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Figure 4.5.2: Random Forest Classifier
In this code, a Random Forest classification model is created by building and training to detect network attacks or classify traffic data. The code used to build the model is the function named RandomForestClassifier, which has the following parameters: 100 decision trees (n_estimators=100) and random state of the model (random=42) to obtain reproducible results. The training dataset is used to train the model using the method fit(X_train, y train). The predict(X test) function is used to predict the labels of the test data after the training. The output of the prediction is saved in rf_predictions. Random Forest is more accurate and less prone to overfitting as it is a combination of decisions made by multiple decision trees.
Even though the Random Forest model demonstrated 100% accuracy, precision, recall, and F1-score, the Decision Tree model was chosen as the final model since it can equally deliver the same results with less computational complexity and reduced time. Decision Trees are more understandable and visual, and the process of decision making is more comprehensible in case of cybersecurity analysis. Simplicity, fast prediction and interpretability are all valuable features of real-time intrusion detection systems and the Decision Tree model is more practical and efficient to deploy.
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Figure 4.5.3: Support Vector Machine (SVM)
This code develops and trains a Support Vector Machine (SVM) model in detecting or classifying network intrusions. The expression SVC () sets up the Support Vector Classifier with its default parameters. The training of the model is performed using the training dataset, i.e. the fit(X train, y train) method where the X train is the input features and y train is the target labels. The prediction is done by running the predict(X_test) function after training which predicts the labels of the testing data points. The predictions are stored in SVM predictions. SVM models are practical in classification tasks and are suitable with high-dimensional data.
Support Vector Machine (SVM) model performed extremely well with a rate of about 99.85% but the Decision Tree model was chosen as the best model since the model has recorded a perfect classification rate with an accuracy of 100 percent, a precision of 100 percent, a recall of 100 percent and an F1-score of 100 percent. The decision tree is also easier to interpret, predict and the computational complexity is lower than the SVM. These features render it more appropriate to real-time intrusion detection systems where timely and precise threat identification is critical to efficiently monitor and respond to cybersecurity.

4.6. Model Evaluation:
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Figure 4.6.1: Evaluation Function
This code defines a reusable function called `evaluate_model()` to measure the performance of machine learning models. It computes four valuable evaluation metrics, namely accuracy, precision, recall, and F1-score based on the Scikit-learn functions. A parameter of average=weighted is used so that multiclass datasets can be evaluated fairly. This operation then writes the name of the model, the metric values and a line-by-line classification report that displays the performance per class, precision, recall, F1-score, and support. Users can compare and select the most successful algorithm to perform network intrusion detection tasks by invoking this function with predictions made by the various models.
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Figure 4.6.2: Decision Tree Result
This output shows the evaluation results of the Decision Tree classification model. The model scored a perfect performance of accuracy, precision, recall, and F1-score of an accuracy of 100 percent (1.0). The classification report points to the fact that both classes, 0 and 1 were correctly predicted on all test samples. Class `0` had 8,389 instances, while class `1` had 29,706 instances. The macro and weighted averages are also equal to `1.00, which proves an equal performance in the classes. These results suggest the model classified the network intrusion dataset extremely accurately without any prediction errors.
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Figure 4.6.3:Random Forest Result
This output shows the output of the Random Forest classification model. The model gave an ideal performance of a 100 percent accuracy, precision, recall, and F1-score. The classification report indicates that without misclassification, both classes (`0` and `1`) were correctly predicted. Class 0 has 8,389 samples and 29,706 samples in class 1. The weighted average scores and macro average scores are also 1.00, which shows equal and very reliable performance. These results suggest that the Random Forest model is extremely effective for detecting and classifying network intrusion patterns in the dataset.
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Figure 4.6.4: Support Vector Machine Result
In this output the results of the evaluation of the Support Vector Machine (SVM) model are indicated. The model was found to perform very high with an accuracy of around 99.85%. Precision, recall, and F1-score are also near to 1.0 meaning that it is a great classifier. According to the classification report, the two classes (`0` and 1) were almost predicted without many errors. There are 8,389 samples in class 0, and 29,706 samples in class 1. Despite being slightly lower than Decision Tree and Random Forest, SVM model is very high in the network intrusion detection tasks.







4.7 Confusion Matrix Visualization:
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Figure 4.7.1: Random Forest Confusion Matrix
This confusion chart illustrates the performance of a random forest model on test data. The rows symbolize real classes whereas the columns symbolize the forecasted classes. The first line of the table, which is the top-left one, shows that all the samples of normal traffic (class 0) were correctly identified. All the attack samples (class 1) were also correctly predicted, as seen in the bottom-right value of 29706. The off-diagonal values equal to 0, i.e., no false positives and false negatives. This validates the fact that the Random Forest model had the highest classification accuracy with no prediction error on the test data.








4.8 Finite State Machine (FSM):
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Figure 4.8.1: Finite State Machine (FSM)
This code uses a basic Finite State Machine (FSM) to monitor network activity. The NetworkFSM class begins in the state of “Normal”. The method transition changes the state depending on suspicious activity, i.e. transition. In case of any suspicious behavior when in the state of normal, then the system switches to the state of suspicious. When the suspicious activity persists, then it turns to the value of `"Attack" which means that there is a potential cyber threat. When it does not identify any suspicious activity, the system returns to the state of the system to the normal state. The first True in the example sets the state to a value of Suspicious, the second True in the example sets it to a value of Attack, and False returns it to a value of Normal.






4.9 Knowledge Representation & Reasoning (KRR):
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Figure 4.9.1: Knowledge Base
This code instills a rule-based intrusion detection system based on predefined attack patterns. The knowledge base dictionary contains various forms of cyberattacks like DDoS, Bruteforce, Ransomware, and Botnet and suspicious characteristics associated with these attacks. The role of forward reasoning (observed features) is to match the observed network behaviour with the stored attack indicators. In each type of attack, it counts similar features and identifies the attack when there are at least two indicators being similar. The two features that were observed in the example are: multiple port requests and high outgoing traffic. Both characters are similar to the indicators of an attack of the type of the DDoS; therefore, the function returns the result of [DDoS]. This is a proof of straightforward AI-based cybersecurity threat recognition with frontward logic methodologies.
4.10 Attack Classification Labels Visualization:
[image: ]
Figure 4.10.1: Attack Class Distribution
This bar chart indicates the distribution of attack classes within the dataset. x-axis denotes the labels of the attacks (0 and 1) and the y-axis indicates the number of records per class. Class 0 has approximately 42,000 samples (normal traffic or non-attack cases) and class 1 has approximately 148,000 (malicious or attack cases). The chart shows that the dataset is skewed since the number of attack samples is considerably high in comparison to normal ones. The concept of class distribution is significant in machine learning, as an unequal distribution of classes may influence the performance of the model and may necessitate balancing methods like oversampling or undersampling.
4.11 ROC Curve & AUC Score:
[image: ]
Figure 4.11.1: ROC Curve - Random Forest
This plot is the ROC (Receiver Operating Characteristic) curve of the Random Forest model. The ROC curve assesses the performance of the model based on the capability to differentiate between the classes by comparing the True Positive Rate (TPR) and False Positive Rate (FPR). The dotted diagonal line is the performance of random guessing. Preferably, the curve of a strong model would tend towards the top-left corner with a large AUC (Area Under Curve) value approaching to 1.0. Nonetheless, this graph indicates that the AUC of Class 0 is 0.00, indicating that the ROC calculation or plotting might have been performed inaccurately even though the model had been previously perfect with regard to accuracy. Implementation of ROC is to be revisited.



4.12 Comparison Between Models:
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Figure 4.12.1: Model Comparison
The table is a comparison of the performance of the three machine learning models: Decision Tree, Random Forest and Support Vector Machine (SVM). The Decision Tree and the Random Forest models scored a perfect score of the accuracy, precision, recall, and F1-score of 100, and showed perfect classification on the test dataset. The SVM model was also doing very well, as it had an accuracy of around 99.85% and a very high value of precision, recall and F1-score. In general, Random Forest and Decision Tree were the most effective when it comes to the network intrusion detection problem, whereas SVM yielded slightly less but still great scores.
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Figure 4.12.2: Model Performance Comparison
This bar chart is a performance comparison of three machine learning models; Decision Tree, Random Forest, and Support Vector Machine (SVM). The chart shows four metrics of evaluation: Accuracy, Precision, Recall, and F1-Score. Decision Tree and Random Forest scored a perfect of the metrics (all equal to 1.0), which implies the ideal performance of classification on the data. The SVM model also fared very well with its values almost at the same level as that of the other two models but slightly lower. In general, the chart illustratively shows that the network's intrusion detection system can perform best using the Random Forest and Decision Tree models.
4.13 Real Attack-Type Prediction:
[image: ]
Figure 4.13.1: Real Attack Type Prediction
This code is used to predict the type of attack on an example network record based on the trained Random Forest model. X.iloc[5:6] is a statement that picks a single row of the dataset. The sample is scaled with the help of scaler.transform(sample data) since the model has been trained on standardized data. The scaled sample is then submitted to the trained Random Forest model using rf_model.predict. The result of the output [1] is that the model identified the sample as an attack or malicious traffic. This illustrates that the trained system of intrusion detection can examine newly added data to the network and automatically identify possible cyber threats.
4.14 Real-Time Attack Detection Loop:
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Figure 4.14.1: Real-Time Attack Monitoring
This is the output of the prediction of the attack types of five network traffic samples using the model of the Random Forest. The samples are discussed one-by-one and the resultant prediction as per [1] reveals that all five traffic entries have been identified as attacks or malicious traffic. The repetition of predictions shows that the model can handle numerous network records and can always detect suspicious traffic. The fact that all the samples were named as 1 indicates that there are probably attack-related patterns in these chosen records. This step is a simulation of real-world intrusion detection, whereby incoming network traffic is continually monitored and automatically categorized using a trained machine learning model.
4.15 Anomaly Detection Using Isolation Forest:
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Figure 4.15.1: Predict anomalies
This output will present the results of the anomaly detection in the network dataset. In the value 1, normal traffic is indicated and in the value -1, anomalous or suspicious traffic is indicated by the model. The data set has 180,951 normal data and 9,523 anomalous data. This means that the majority of network activities are deemed normal, with a smaller proportion showing abnormal patterns which can be a sign of cyberattacks, intrusions or malicious activities. These anomaly detection methods are typical in cybersecurity to detect unusual network traffic that does not align well with usual traffic and might need additional investigation.
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Figure 4.15.2: Anomaly Detection Results
This bar chart will visualize the model results of the anomaly detector. The x-axis is prediction labels, with a value of 1 (normal network traffic) or -1 (anomalous or suspicious traffic). The number of records in each category is represented in the y-axis. As shown in the chart, about 180951 records were considered as normal and about 9523 records were considered as anomalies. The huge disparity between the two bars implies that the majority of the network activities are usual whereas only a small fraction is abnormal. This visualization enables the analysts to be able to quickly comprehend how the detected anomalies were distributed in the cybersecurity dataset.
4.16 Detect Unknown Threats:
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Figure 4.16.1: Unknown Threat Identification
This output shows the records which are considered to be potential threats by the anomaly detection model. The model identified a total of suspicious network activities with a label value of `Anomaly = -1 = 9,523. The table indicates sample threat records, which includes network records of source and destination IPs, ports, type of protocol, duration, number of transferred bytes, connection states, and label of attacks. A majority of shown samples are also marked with label = 1, which is a sign of malicious traffic. Such records probably include the presence of unusual communication patterns, large volumes of traffic or suspicious activity unlike those typical of network activity. These anomaly detection systems are used to identify unknown attacks, intrusions or abnormal traffic to be investigated by cybersecurity systems.




4.17 Best Model Identification:
[image: ]
Figure 4.17.1: Best Performing Model
This output determines the most successful machine learning model in terms of evaluation metrics. The best score was obtained by the Decision Tree model with a perfect accuracy of 100 percent, precision, recall, and F1-score of 100 percent. It implies that the model was able to categorize all the samples of network traffic in the testing set correctly and without error. Accuracy is a measure of overall correctness, precision measures how many times a prediction is correct and positive, recall is the measure of how many times a prediction detects an actual attack and F1-score is a balance between precision and recall. Because each of the metrics is equal to 1.0, the Decision Tree model showed remarkable performance in the intrusion detection task and was chosen as the most successful model out of the tested algorithms.
The best-performing model was chosen as the Decision Tree model due to its establishment of perfect classification results with the 100 percent accuracy, precision, recall, and F1 -score. The model had no errors in identifying all normal and malicious traffic samples and has good learning ability and reliability. Moreover, the Decision Trees are easy to comprehend, computationally effective and give quick predictions. Their interpretability renders them very appropriate in applications of cybersecurity where it is necessary to know the pattern of attack detection and make real-time decisions to make the network intrusion detection system work successfully.
4.18 Summary:
In this chapter, the design and development of an intrusion detection system using machine learning to detect malicious network activities and cybersecurity threats was shown. The dataset used in the study was a network traffic dataset with various features such as IP address, protocols, packet statistics, DNS, SSL and HTTP data. They performed a number of preprocessing tasks, such as duplicate elimination, categorical encoding, feature scaling, and train-test split to help the dataset be ready to train a useful model.
Various machine learning classifiers were created and tested, including Decision Tree, Random Forest, and Support Vector Machine (SVM) with such measures as accuracy, precision, recall, and F1-score. The experimental results indicated that the Decision Tree model and the Random Forest model were perfectly classified in their experimental results and SVM model also yielded high accuracy. Other methods such as rule-based detection, finite state machine modeling and anomaly detection were also put in place to enhance the systems ability to detect abnormal behaviors and unfamiliar threats.
Effectiveness of models was analyzed with the help of visualization techniques in the form of confusion matrices, ROC curves, and performance comparison charts. The anomaly detection method has been able to detect irregular network traffic patterns and possible cyber threats. In general, the chapter has demonstrated that machine learning and smart methods of detection could serve as a useful tool in enhancing the cybersecurity overall as it will help to detect intrusion in a contemporary network set-up in real time, correctly, and automatically.


CHAPTER 5: DISCUSSION:
5.1 Effectiveness of Machine Learning in Cyber Threat Detection:
The research aimed at investigating the usefulness of machine learning to identify cyber threats in networked settings was one of the primary goals. The findings show that machine learning algorithms, in this case, Random Forest, had high accuracy, precision, recall and F1-score in classifying network traffic. These results are consistent with earlier studies that indicated that machine learning models can be used to detect complex attack patterns that might be missed by traditional forensic techniques [74].
It was revealed in the literature review that traditional forensic systems mostly rely on predefined signatures and manual investigation methods. This is not usually effective with large and dynamic network environments. This limitation is attested by the findings of this study. Although the detected system was rule-based and therefore able to detect known threats, it could only do so based on predetermined conditions. Conversely, machine learning models exhibited the capability to learn using the past network information and detect malicious behaviour using the patterns instead of predetermined rules [75].
In this light, this shows that there is a strong change in the manner in which forensic investigations are supposed to be involved in contemporary cybersecurity setups. The cyberattacks are constantly becoming more dynamic and systems based on pre-set rules are not able to adapt to new threats. Machine learning offers the flexibility needed to deal with this issue and is a viable solution to future forensic research.
5.2 Contribution of Automation to Forensic Investigations:
The other valuable discovery is the use of automation in improving forensic investigations. The created framework automatized a number of steps in the investigation process, such as data preprocessing, feature extraction, threat classification, and anomaly detection. This greatly minimized reliance on manual analysis and enhanced speed of decision-making.
Chapter 2 literature review found that manual forensic investigations were always found to be time-consuming and prone to human error. It has been contended that the complexity of networks and the volume of data are rendering the old techniques to be more and more impractical. These arguments are highly supported by the findings of this study. The proposed framework could handle big datasets efficiently by automating analytical processes, and at the same time, it could achieve high detection accuracy.
Automation is no longer a sort of an optional improvisation but a need in the current forensic setting [76]. Every day organisations produce huge amounts of network data and it is not feasible to perform manual analysis. With AI-based systems being able to automatically detect suspicious activities, investigators are able to dedicate more time to higher-order reasoning and incident response instead of the repetitive aspects of analytical work.
Moreover, automation enhances the consistency of decision making by minimizing the subjective decisions. Human investigators can have a different interpretation of evidence but automated systems will utilise the same criteria of analysis to all observations. This helps to obtain more reliable and reproducible forensic results.
5.3 Importance of Classical Artificial Intelligence Techniques:
The results show that in spite of the highest predictive accuracy of machine learning, classical AI is still relevant in network forensics. Knowledge Representation and Reasoning (KRR) and Rule-based reasoning helped to make the proposed framework more interpretable and transparent, as well as Finite State Machines (FSMs).
The literature review highlighted the fact that a significant criticism of machine learning systems is black-box nature. Although these systems can make very accurate predictions, they can fail to give an idea of how decisions are made. This poses a problem in forensic investigations where evidence should be interpretable, traceable and justifiable in court.
This issue was solved with the implementation of FSM and KRR in the framework. FSM models provided a way of representing network behaviour using well-defined state transitions, whereas KRR offered structured relations between entities and events [78]. These methods contributed to the explanation of the investigation process.
Based on the interpretation, machine learning and classical AI are combined to bring about a more balanced forensic system. Machine learning brings about elasticity and predictive capabilities, and classical AI brings logical reasoning and transparency [77]. Either of these methods is not sufficient when carried out alone to meet the demands of current network forensic investigations. Hence, the combination of the two methods can be considered one of the most useful contributions of this study.
5.4 Detection of Unknown Threats and Anomalies:
The anomaly detection module introduced using Isolation Forest showed that the framework can detect anomalous network actions that can be a manifestation of hitherto unacknowledged attacks. This fact literally answers one of the main weaknesses found in conventional forensic methods.
The literature review indicated that rule-based and signature-based systems are weak in detecting zero-day attacks and emerging cyber threats since they are based on known attack patterns. The anomaly detection findings of this research indicate that AI-based forensic systems can overcome this shortcoming through the emphasis on the anomalies of the normal network behaviour, instead of a priori attack signatures [79].
This observation is especially valuable since a lot of contemporary cyberattacks are structured in such a way that they avoid the conventional methods of detection. In this regard, the possibility to detect abnormal behaviour instead of familiar signatures is one of the most crucial benefits of AI-driven forensic systems. With the ever-evolving and advanced methods of attack launched by cybercriminals, behavioural analysis and anomaly detection will become even more significant elements of cybersecurity practices.
5.5 Implications for Cybersecurity Practice:
This study has a number of practical implications on organisations and cybersecurity professionals. To start with, the outcomes prove that AI-based forensic systems can significantly enhance the accuracy of threat detection and decrease the time spent in the investigation. This facilitates organisations to react faster to security incidents and reduce any possible harm.
Second, the research shows that it is necessary to use explainable AI methods in conjunction with machine learning models. Predictive performance is important but transparency and accountability are also needed in forensic investigations [80]. The combination of machine learning and classical AI techniques is a viable way to attain the two purposes.
Third, the framework is scalable to manage growing amounts of network traffic. The amount of network data will keep increasing as organisations keep adopting cloud computing, IoT devices and distributed infrastructures. The use of AI in forensics offers a sustainable way of dealing with this complexity.
CHAPTER 6: CONCLUSION AND RECOMMENDATIONS
6.1 Conclusion of the Study
The growing sophistication of network attacks, and the blistering development of network traffic have posed enormous challenges to traditional network forensic investigation techniques. Traditional methods tend to be manual and based on predetermined signatures, thus not effective in large amounts of data and dynamic cyber threats. This study was carried out to overcome these problems by designing an automated network forensic investigation system using AI.
The results suggest that network forensic can be greatly enhanced by the Artificial Intelligence and Machine Learning technologies. The system managed to classify network traffic and differentiate between normal and malicious activities by the use of Decision Tree, Random Forest, and Support Vector machine algorithms. Random Forest was the highest performing model according to the overall performance where it had high accuracy and reliability in detection of cyber threats.
The paper also established that automation is an important aspect in enhancing forensic investigations. Automated preprocessing, feature extraction, threat classification and anomaly detection minimized the amount of manual intervention required and enhanced the pace of the analysis. This is especially crucial in the contemporary cybersecurity contexts where organisations are generating huge amounts of network data on a daily basis.
Moreover, the study showed that using a mixture of Machine Learning and classical methods of Artificial Intelligence is significant. Although Machine Learning offered adaptive learning and enhanced threat detection accuracy, classical AI models, including Rule-Based Systems, Knowledge Representation and Reasoning (KRR) and Finite State Machines (FSMs), helped achieve more transparency, clarify, and structured decision-making. This combination resolved one of the biggest difficulties related to machine learning systems, which is the absence of interpretability.
The anomaly detection component also revealed the capability of the framework to detect abnormal network behaviours and new threats. The given ability is especially useful, as most recent cyberattacks are tailored to elude the traditional signature-based detection methods. As such, when anomaly detection mechanisms are integrated, the effectiveness of network forensic investigations is enhanced.
In general, the study has determined that AI-driven forensic platforms offer scalable, intelligent, and efficient solutions to contemporary cybersecurity problems. The suggested framework is effective to illustrate how AI technologies can promote the detection of cyber threats and forensic reasoning and efficiency of investigations without compromising a degree of explainability needed by forensics and legal practice.
6.2 Achievement of Research Objectives
The initial aim of the research was to review the current methods of network forensic investigation and see how effective they are in detecting cyber threats. The literature review has led to the discovery that conventional forensic methods offer organized analysis but have difficulties with scalability, flexibility, and detection of new threats.
The second goal was to determine the weaknesses and the problems of traditional forensic techniques. The study established that manual investigations are slow, susceptible to human error and unable to efficiently handle large volumes of network traffic. It was also discovered that traditional systems based on rules were constrained in identifying unfamiliar attack patterns.
The third goal was to come up with a machine learning-based network forensic investigation framework that can automatically identify cyber threats. This has been accomplished by means of machine learning classification models, anomaly detection mechanisms, and supporting AI techniques.
The fourth was to measure the performance of the proposed framework based on standard performance measures. The findings were high in performance on various measures of evaluation such as accuracy, precision, recall, and F1-score. These results support the utility of AI-based solutions in the network forensic investigation.
Thus, every research goal was met, and the research gives empirical data on the use of AI andMachine Learning in cybersecurity and digital forensics.
6.3 Contributions of the Research
This paper is a contribution to the literature on cybersecurity and to practice. Academically, the study builds on the current knowledge about the incorporation of classical AI techniques and Machine Learning algorithms in network forensic investigations. The paper reveals the advantages and drawbacks of various AI solutions and shows the importance of integrating explainable AI solutions with adaptive learning algorithms.
Practically, the study can offer a framework that can be used by organisations in enhancing their overall cyber threat detection and incident response capabilities. The suggested system provides a scalable platform that can analyse high amounts of network traffic effectively and minimise time and human resources involved in investigating network traffic.
The research is also a part of the rising debate of explainable Artificial Intelligence in cybersecurity. Combining KRR and FSM methods with Machine Learning models, the study shows how transparency and accountability can be enhanced without compromising the detection performance. 
6.4 Recommendations for Future Research
Though the research met its goals, there are some opportunities which can be used in future research.
The use of deep learning methods, including Artificial Neural Networks (ANNs), Convolutional Neural Networks (CNNs), and Long Short-Term Memory (LSTM) models, as a means of network forensic investigation should also be explored in future research [81]. These solutions can offer greater ability in identification of some of the most complex attack patterns.
The researchers can also consider real-time deployment of AI-based forensic systems in the network environment. This research was done based on a controlled dataset, and the possibility of real-world implementation can provide more challenges and opportunities.
Moreover, new studies ought to study explainable AI models which enhance the interpretability of advanced machine learning models. With AI being a more and more central aspect in cybersecurity practices, transparency will emerge as an essential demand, both on the technical and legal fronts [82].
Lastly, threat intelligence feeds and cloud-based monitoring systems and Internet of Things (IoT) security frameworks may be incorporated into future studies to develop a more dynamic and holistic forensic framework [83].
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# Load dataset
File_path = "train_test_netuork.csv’
f - pd.read_csv(file path)
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# Shape of dataset
print("Dataset Shape:

", df.shape)

Dataset Shape: (211043, 44)
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# Resove duplicates

af..rop_duplicates(inplace=True)

Shape after removing duplicates: (190474, 44)
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# Define target colum
# Replace "label’ with actual target column if different

target_column = 'label’
# Features and target

#..drop (target_colum, axi:
# [ target_coluan]

print("Features shape:”, X.shape)
print(*Target shape:", y.shape)

Features shape: (150474, 43)
Target Shape: (190474,)
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# standardization
Scaler - Standardscaler()
X_scaled - scaler.Fit_transforn(x)
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X_train, X_test, y_train, y_test = train_test_split(
X_scaled,
v
test_siz
randon_stat

)

print("Training Data:”, X_train.shape)
print(“Testing Data:", X_test.shape)

Training Data: (152373, 43)
Testing Data: (33095, 43)
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# simple rule-based detection
Gef rule_based_detection(packet_size, failed_login attempts):

i Failed_login_attespts > 5
return "Brute Force Attack

e1if packet_size > 1600:
return "possible DDoS Attack

else:
return "Normal Traffic™

# Example
result

rule_based_detection(packet_size

Rule-sased Detection Result: Possible DDOS Attack
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# Decision Tree Model
at_model - pecisionTreeClassifier (randon state=s2)
4t model Fit(x_train, y_train)

# pregiction

dt_predictions - dt_nodel.predict(x_test)
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# Random Forest Model

r#_model - RandonForestclassifier(
n_estinators-120,
randon_stat:

)
rf_model. it(x_train, y_train)
# predgiction

r£_predictions = rf_model.predict (x_test)
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# support Vector Machine
svn_model = svC()

svn_model Fit(x _train, y_train)
# pregiction

sun_predictions = svn_nodel.predict(x_test)
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def evaluate_model(model_name, y_test, predictions):

accuracy = accuracy_score(y_test, predictions)

precision = precision_score(y_test, predictions, average='ueighted')

recall = recall_score(y_test, predictions, averages'ueighted’)
F1_score(y_test, predictions, average-'weighted')

-~ (nodel_nase}

, accuracy)
, precision)
| recall)

print("\nClassification Report:\n")
print(classification_report(y_test, predictions))
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Random Forest
Accuracy : 1.0
precision: 1.0
Recall ¢ 1.0
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Support Vector Machine
Accuracy : e.3985837206453751
Precision: ©.5985032460714465
Recall : @.5985037406483751
£1 Score : 0.9985031316553203
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class NetworkFsm:

def _init_(self)
Seif.state - "Normal”

def transition(self, suspicious_activity):

5 self.state — "Nomal" and suspicious_activity:
Self.state - "suspicious”

e13# self.state == “suspicious” and suspicious_activity:
self.state - "attack”

€13 not suspicious_activity:
self.state - "Normal”

return self.state

# Exomple
s - NetworkFsi()

print (fsn. transition(True))
print (fsn. transition(True))
print (fsn. transition(ralse))
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# Reasoning Function
def forensic_reasoning(observed_features):
detected attacks - [1

for attack_type, indicators in knowledge_base. itens()

match_count

For indicator in indicators:

5 indicator in observed_features:
match_count += 1

# Threshold
17 match_count.
detected_attacks.append attack_type)

return detected_attacks
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# Example

observed = [
“high_packet_rate",
“multiple_connection_requests”,
“large_packet_size"

1

result - forens:

_reasoning (observed)

print("Detected Attacks:", result)

Detected Attacks: ['Doos]




image31.png
Count.

140000

120000

100000

80000

60000

40000

20000

Attack Class Distribution

Attack Type




image32.png
True Positive Rate

10

0.8

0.6

0.4

02

0.0

ROC Curve - Random Forest

—— Class 0 AUC = 0.00

0.0 02

0.4 0.6
False Positive Rate

0.8

10





image33.png
Model Accuracy Precision  Recall Fl-Score
© Decision Tre 1.009000 1.000000 1.000200 1.000000
1 Random Forest 1.009000 1.000000 1.000200 1.000000
2 S o.598sos  0.598503 0.9%503 0.598503




image34.png
Score

10

0.8

0.6

0.4

02

0.0

Model Performance Comparison

. Accuracy
Precision

m— Recall
Fl-Score

Decision Tree

Random Forest
Model





image35.png
# REAL ATTACK TYPE PREDICTION

sample_data = x.iloc:

# scale sample
sample_scaled - scaler. transforn(sample_data)

# Predict attack type
predicted_attack = rf_nodel.predict(sanple_scaled)

print("Predicted Attack Type:", predicted_attack)

Predicted attack Type: [1]
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