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Data plays a significant role in every organization, making data secure in today’s digital age is crucial. With the rise of sophisticated cyber threats, organisations are vulnerable to attacks that could disrupt daily operations and compromise sensitive data. Maintaining data security includes detecting, reacting and safeguarding data assets and IT infrastructure. 
[bookmark: _Toc194661326]Importance of Information Security in Organisations
Organisations require robust data security to protect against unauthorized access which might result in valuable information being lost, damaged or stolen [1]. Data is a fundamental asset for organisational operations, playing a pivotal role in decision-making, developing strategies based on customer behaviour and market trends, and ensuring overall efficiency [2]. Due to this operational dependency, a strong data security framework ensures trust among stakeholders, and mitigates the risks associated with cyber threats, and data breaches. By prioritising data security, organisations can strengthen their competitive position, maintain compliance, and uphold their reputation [3].
[bookmark: _Toc194661327]Intrusion detection and prevention systems
Intrusion detection and prevention systems (IDPS) are crucial for maintaining the three pillars of security: detection, reaction and safeguarding. 
· Detection involves continuous monitoring to detect anomalies within the IT infrastructure in real time. Security systems such as Security Information and Event Management (SIEM) are ideal for real time threat detection on a global level to stay ahead of potential risks emerging [4]. 
· Reaction is the development of predefined protocols to respond quickly to breaches, these plans involve plans outlining team member roles and establishing their responsibilities. The purpose of this is to minimise downtime and data loss for the organisation. Organisations often perform drills to rehearse their response to various threat scenarios [5]. 
· Safeguarding involves preventative measures for the safety of data. This includes regular system and software updates to reduce risk of vulnerabilities [5]. Encrypting data in transit and rest is another important measure, ensuring that sensitive data remains secure for its transport. Additionally, educating employees on fundamental security measures helps to recognize and avoid phishing attempts or other social engineering tactics. Organizations can also implement role-based access controls, restricting sensitive data access based on employees’ responsibilities.
[bookmark: _Toc194661328]Security Frameworks 
Security frameworks are guidelines structured and designed to help organisations to reduce and manage cyber security risks. These frameworks are structured to provide a comprehensive plan for monitoring, assessing and preventing potential risks, this is designed to help organisations protect their information assets [6]. By adopting a security framework, organizations have a consistent process implemented to enhance their resilience against threats.
[bookmark: _Toc194661329]ISO/IEC 2700 Series and the NIST Cyber Security Framework
There are many widely used frameworks, among them are the ISO/IEC 27000 series and the NIST Cybersecurity Framework (CSF). The ISO/IEC 27000 series is an invaluable framework for organizations aiming to systematically manage information security risks and align with international best practices [7]. It includes components such as ISO 27001, which specifies requirements for implementing an Information Security Management System (ISMS), and ISO 27002, which provides practical guidelines for security controls. Its structured approach makes it ideal for organizations seeking certification or compliance with global regulations such as General Data Protection Regulation (GDPR) [7]. 
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Steps for implementing ISO20071 figure 1 [8]


In contrast, the NIST Cybersecurity Framework (CSF) is a risk-based and highly flexible framework widely adopted in the United States [9]. Its adaptability makes it suitable for organizations of all sizes, from small businesses to large enterprises. Unlike ISO27001, NIST CSF is voluntary, offering guidance across five core functions: Identify, Protect, Detect, Respond, and Recover [9]. These functions help organizations develop tailored security strategies aligned with their specific risks and operational priorities [10]. By focusing on both proactive and reactive measures, the framework enables organizations to enhance their cybersecurity resilience while maintaining operational flexibility [9].
Implementing a security framework begins with assessing the organisation's current security posture and identifying gaps [11]. Clear objectives should be defined to select an appropriate framework, followed by establishing detailed guidelines with prioritized objectives and assigned roles. The framework is then implemented through effective cross-departmental communication, with continuous monitoring and review to ensure effectiveness and support improvements. Challenges such as resource constraints, limited expertise, and resistance to change may arise, requiring careful planning and strong management commitment to address and overcome these obstacles. [11]
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NIST Cyber Security Framework figure 2 [10]


[bookmark: _Toc194661330]Strengths and Weaknesses
ISO/IEC 27000 Series
One of the key strengths of the ISO/IEC 27000 series is its global recognition, which ensures compatibility with international regulations and makes it appealing to organisations operating outside of the United States. The framework provides a clear instruction for certification, which not only enhances organisational credibility but also boosts stakeholder confidence [8]. Additionally, ISO/IEC 27000 places a strong emphasis on continuous improvement, promoting long-term adaptability and resilience to emerging threats [12].
However, the ISO/IEC 27000 series also has notable weaknesses. Implementation and certification can be costly, which poses significant challenges for small organisations with limited budgets [13]. The installation and maintenance of a new system may be seen as a resource drain to a small enterprise that may already have an existing system in place [13].
NIST Cybersecurity Framework (CSF)
The NIST CSF is highly regarded for its flexibility, scalability, and cost effectiveness, making it suitable for organisations of varying sizes and industries [12]. As a free resource, it provides a structured approach to cybersecurity without financial barriers. Its emphasis on real-time detection and response is particularly valuable in today’s rapidly evolving threat landscape, where the ability to act swiftly can mitigate significant risks. Additionally, its voluntary nature promotes adoption without imposing mandatory regulatory burdens, making it accessible to a range of organisations [12].
Despite its strengths, the NIST CSF has some limitations. The absence of a certification process may reduce its perceived legitimacy in industries where formal validation is required [13]. Additionally, the framework’s predominant use within the United States can limit its applicability and recognition for organisations operating in various countries [12].

[bookmark: _Toc194661331]Benefits of Adopting Security Frameworks
Adopting security frameworks such as ISO/IEC 27000 and the NIST Cybersecurity Framework provides several key benefits to organizations. One significant advantage is enhanced risk management, as both frameworks offer robust tools to identify and mitigate risks effectively [14]. By systematically addressing vulnerabilities, organizations can minimize their exposure to cyber threats and operational disruptions.
Another benefit is regulatory compliance, particularly with standards such as GDPR, and other regulations [15]. Frameworks like ISO/IEC 27000 are specifically designed so that organisations meet these requirements [8]. This ensures that the organisation is avoiding financial risks associated with non-compliance. Additionally, organisations that adopt a recognised security framework enhances confidence, reassuring those interacting with the organisation that everything is being done safely [16].

[bookmark: _Toc194661332]Challenges in Framework Adoption
Despite the many benefits, adopting a security framework comes with challenges. Resource constraints can be a hurdle for smaller organisations. To implement a security framework or replace an existing framework the organisation must have the financial resources to implement and maintain the framework. 
Integrating a security framework could prove to be complex, the compatibility with legacy systems might require extra customisation and work. If an organisation has a complex infrastructure, it could be time consuming and require more technical expertise to implement this could lead to longer delays and financial losses [17].
Finally, the need for continuous monitoring poses is a challenge. To remain compliant, organisations need to continuously invest in the right tools, skilled staff, and regular training. Without regular updates and audits on the framework it can become outdated over time, which could leave the organisation vulnerable to new risks [16].

[bookmark: _Toc194661333]Physical Security in Information Security Frameworks
Physical security is a key part of any organisation's information security strategy. While cybersecurity primarily focuses on protecting digital assets, physical security safeguards the infrastructure housing assets such as data centres, servers, and network equipment, from unauthorized access, and other threats [18]. Strong physical security measures help ensure the confidentiality, integrity, and availability of information systems. Although insurance may cover some losses, focusing on prevention reduces the time, cost, and effort needed to recover from such incidents.
There are various ways to implement physical security within an organisation, with one of the most common methods being surveillance. Surveillance systems, such as CCTV cameras, are used to monitor physical spaces, ensuring that unauthorized activities are identified and recorded. Placing CCTV cameras in high-risk areas helps detect any unauthorized attempts to access or tamper with critical systems or equipment. CCTV cameras act as a deterrence for criminals, the risk of being identified on video footage committing a crime might make criminals less inclined to follow through with the act [18].
More physical access control measures include biometric scanners, keycard systems, and PIN locks. These systems ensure that only authorized employees can access sensitive areas such as server rooms. Many organizations also use access logs to track entry and exit times, allowing them to identify who accessed restricted areas if a security threat arises. This however does not stop tailgating, which is why its important to have more than one physical security in operation. 
To maintain a secure environment, organisations should implement a security guard whose role is to patrol high risk areas and act as a deterrent for criminals. It is important to train staff members to identify and respond to suspicious activity so that security teams can act quickly before any risks occur [19]. 

[bookmark: _Toc194661334]Conclusion
In conclusion, the importance of data security and compliance essential in today’s digital landscape. As cyber threats continue to evolve, organisations must prioritize robust security measures to protect data assets and ensuring operations continue. By adopting the security frameworks mentioned above, organisations take a crucial step in safeguarding their information assets while ensuring regulatory compliance. These frameworks provide a structured approach to identifying, protecting, detecting, responding to, and recovering from potential threats, enabling organisations to stay resilient to ever evolving risks.
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[bookmark: _Toc194661336]Introduction
A well-structured security framework ensures that CSS can effectively protect its data, systems, and operations from cyber threats. By adopting a top-down approach to organisational structure, CSS ensures clear communication and accountability at every level. This document outlines the key aspects of CSS’s cybersecurity framework, including governance, policies, risk management, compliance, and protection mechanisms, all designed to create a resilient and secure environment.
[bookmark: _Toc194661337]Organisational structure
Using a Top-down approach, high level managers provide the resources and instructions to the management team, who then delegate to specific teams. This ensures coordination between departments and each team knows who to report to, ensuring smooth operations.
	Role
	Responsibilities
	Reports To

	Chief Security Officer
	Leads the ISU and aligns its objectives with CSS’s business goals
	CEO

	Security Manager
	Manages the daily operations of the ICU, coordinating between teams to ensure smooth operations.
	CSO

	Network Security Team
	Designs and implements network security measures.
Monitors and protects the network.
	Security Manager

	Data Security Team
	Implements data encryption, backup strategies, and secure data storage practices while maintaining data integrity.
	Security Manager

	Compliance Team
	Ensures adherence to laws and regulations. In charge of audits and certifications. Maintains legal compliance.
	Security Manager

	Incident Response Team
	Handles security incidents such as data breaches or cyber-attacks.
	Security Manager

	Risk Management Team
	Develops risk mitigation strategies.
	Security Manager

	Security analyst
	Identifies potential threats and escalates incidents.
	Relevant Team (Network, Data Security or Incident response)

	Security Training Team
	Develops and delivers employee security training
	Security Manager




[bookmark: _Toc194661338]Policies and Procedures
	Policy Name
	Description

	Incident Response Policy
	Establishes the procedure CSS should follow for detecting, responding to, and recovering from security incidents.

	Data Privacy and Protection Policy
	Ensures that all personal and sensitive data is securely processed in accordance with regulations such as GDPR.

	Acceptable Use Policy

	Defines acceptable use of equipment and services, and the appropriate employee security measures to protect resources.


	Access Management Procedure
	Outlines the processes for granting, modifying, and removing user access.

	Employee Security Awareness Policy
	This policy makes it mandatory for CSS to have ongoing training for employees to raise awareness about common cybersecurity threats.

	Disaster Recovery Plan Policy

	Defines the requirement for a baseline disaster recovery plan to be developed and implemented by CSS, which describes the process to recover IT Systems, Applications and Data from any type of disaster that causes a major outage.



[bookmark: _Toc194661339]Compliance 
	Law
	

	General Data Protection Regulation (GDPR)
	CSS must follow GDPR guidelines for personal data handling. This includes ensuring that customer data is processed legally and transparently.

	NIST Cybersecurity Framework
	CSS should align with the NIST Cybersecurity Framework.

	Ethical Standards
	CSS should implement a robust code of ethics, promoting transparency in data management, ensuring privacy, and fair practices.

	Payment Card Industry Data Security Standard (PCI DSS)
	Defines security requirements to protect environments where payment data is stored, processed, or transmitted.



[bookmark: _Toc194661340]Governance and Strategic Planning for Security 
It is crucial for CSS to establish governance that aligns its cybersecurity initiatives with business objectives and supports a sustainable, long-term security strategy. This involves developing a roadmap that identifies milestones for security advancements. When creating a roadmap CSS should define what their security objectives are, with these clear objectives set out it is easier for CSS to identify what should be improved with the current security state of the organisation. Milestones could be set for short, medium and long-term targets for the organisation to achieve. The roadmap should outline resource allocation and budgets to avoid overspending.
To achieve this, CSS must take a proactive approach to security by integrating cybersecurity considerations into every aspect of its operations. This is made easier with a top-down management approach, ensuring that security policies and strategies are effectively communicated and enforced at every level of the organisation hierarchy. By doing this CSS are promoting a security awareness responsibility throughout the organisation.

[bookmark: _Toc194661341]Risk Management 
Regular risk assessments are essential for identifying potential security vulnerabilities. Once the findings are evaluated, risk treatment strategies can be developed to create procedures to combat risks. This proactive approach ensures that CSS has all the resources needed to protect its data assets and maintain business continuity. To safeguard from emerging threats, CSS should implement a continuous monitoring system, this will allow for a quick response to new vulnerabilities in real time. Additionally, it is essential that CSS provide regular training for employees on risk awareness. This would include security best practices, and how to identify and report potential threats. This approach ensures that all employees have a role in protecting the organisation from risks. 

[bookmark: _Toc194661342]Contingencies Planning 
A disaster recovery plan is essential in defining the steps to be taken when recovering from an IT disaster. This outlines the backup strategies, allowing CSS to recover operational dependent data and minimize loss of assets. If CSS has an efficient backup strategy, it will allow for operations to resume with minimal downtime reducing the impact on CSS being able to operate.  

[bookmark: _Toc194661343]Protection Mechanisms
There are multiple protection mechanisms CSS can implement. The first being network security, having excellent network security measures is essential for safeguarding the IT infrastructure of the organisation. The implementation of Firewalls and intrusion detection and prevention systems are essential for protecting CSS’s network from external threats. The network should be monitored for unusual activities so that potential security threats can be diminished in real time. Endpoint security is vital, with the implementation of antivirus software on all devices, and regular updates to minimize vulnerabilities. Data encryption should be applied to sensitive information when in transit to ensure confidentiality. CSS should enforce multi-factor authentication protocols for logging into systems that have sensitive data stored, this ensures that only authorized staff members can access critical data.

Conclusion
A strong cybersecurity strategy is essential for CSS to maintain business continuity and safeguard its assets. By setting clear rules, following security standards, and staying ahead of risks, CSS can build a solid defence against cyber threats. Having a clear management structure and backup plans in place helps the company stay prepared for security risks and challenges. By encouraging security awareness and ongoing improvements, CSS shows its commitment to keeping data safe and operations secure.






References

[1] 	“The Importance of Information Security in Your Organization: Top Threats and Tactics,” Auditboard, 5 July 2021. [Online]. Available: https://www.auditboard.com/blog/importance-of-information-security-in-organization/. [Accessed 18 November 2024].
[2] 	“What is Information Security and Why is it Important?,” Tenable, [Online]. Available: https://www.tenable.com/principles/information-security-principles#:~:text=Information%20security%20is%20important%20for,requirements%20to%20protect%20sensitive%20data. [Accessed 18 November 2024].
[3] 	B. A. B. I. Kubarskiy M., “Importance of Information Security in Organizations,” Belarusian National Technical University, Minsk, Belarus , 2018.
[4] 	“What is security information and event management (SIEM)?,” IBM, 23 June 2023. [Online]. Available: https://www.ibm.com/think/topics/siem. [Accessed 18 November 2024].
[5] 	“What Is Intrusion Detection and Prevention System? Definition, Examples, Techniques, and Best Practices,” Spiceworks, 25 March 2025. [Online]. Available: https://www.spiceworks.com/it-security/vulnerability-management/articles/what-is-idps/#:~:text=An%20intrusion%20detection%20and%20prevention%20system%20(IDPS)%20monitors%20a%20network,administrator%2C%20thereby%20preventing%20potential%20attacks.&text=Tod. [Accessed 28 March 2025].
[6] 	E. Cisternelli, “The Top 7 Cybersecurity Frameworks,” Bitsight, 27 February 2024. [Online]. Available: https://www.bitsight.com/blog/7-cybersecurity-frameworks-to-reduce-cyber-risk. [Accessed 19 November 2024].
[7] 	K. Najarro, “What you need to know about ISO 27000 standards,” 1password, 30 August 2024. [Online]. Available: https://blog.1password.com/what-you-need-to-know-about-iso-27000-standards/. [Accessed 29 November 2024].
[8] 	“ISO 27001 Certificate (Information Security Management System)ISMS,” [Online]. Available: https://www.eurocert.asia/iso-27001-certificate/. [Accessed 19 November 2024].
[9] 	T. C. Team, “Ultimate Guide to the NIST Cybersecurity Framework,” Claroty, 20 August 2023. [Online]. Available: https://claroty.com/blog/nist-cybersecurity-framework. [Accessed 21 November 2024].
[10] 	P. Paganini, “Introduction to the NIST CyberSecurity Framewor for a Landscape of Cyber Menaces,” Securit Affairs, 20 April 2017. [Online]. Available: https://securityaffairs.com/58163/laws-and-regulations/nist-cybersecurity-framework-2.html. [Accessed 21 November 2024].
[11] 	A. Fitzgerald, “8 Ways to Improve Your Security Posture & How You Assess It,” Secure Frame, 19 March 2025. [Online]. Available: https://secureframe.com/blog/security-posture. [Accessed 28 March 2025].
[12] 	V. Vicente, “NIST vs. ISO: What’s the Difference?,” Auditboard, 24 April 2023. [Online]. Available: https://www.auditboard.com/blog/nist-vs-iso-whats-the-difference/#nist-vs-iso-which-one-is-right-for-my-business. [Accessed 22 November 2024].
[13] 	M. Siddiqui, “NIST vs. ISO –What You Need To Know,” CyberSaint, [Online]. Available: https://www.cybersaint.io/blog/nist-vs.-iso-what-you-need-to-know. [Accessed 22 November 2024].
[14] 	“The Importance of Understanding and Adopting a Cybersecurity Framework,” [Online]. Available: https://www.criticalstart.com/the-importance-of-understanding-and-adopting-a-cybersecurity-framework/. [Accessed 25 November 2024].
[15] 	T. T. Team, “Five Reasons Manufacturers Need a Cybersecurity Framework,” TechSolve, 7 September 2024. [Online]. Available: https://www.techsolve.org/adopting-a-cybersecurity-framework/. [Accessed 25 November 2024].
[16] 	R. Watkins, “Benefits And Cautions Of Aligning With Cybersecurity Frameworks,” Forbes, 13 February 2024. [Online]. Available: https://www.forbes.com/councils/forbestechcouncil/2024/02/13/benefits-and-cautions-of-aligning-with-cybersecurity-frameworks/. [Accessed 25 November 2024].
[17] 	Akitra, “The Unseen Challenges of NIST CSF Implementation,” Medium, 6 February 2024. [Online]. Available: https://medium.com/@akitrablog/the-unseen-challenges-of-nist-csf-implementation-7c04750f55ed. [Accessed 25 November 2024].
[18] 	M. E. Shacklett, “What is physical security and how does it work?,” TechTarget, [Online]. Available: https://www.techtarget.com/searchsecurity/definition/physical-security. [Accessed 2 December 2024].
[19] 	“Physical Security in Cybersecurity,” SecuriThings, [Online]. Available: https://securithings.com/physical-security-software/physical-security-cybersecurity/#:~:text=Physical%20security%20is%20a%20crucial,system%20failures%2C%20or%20unauthorized%20access.. [Accessed 31 March 2025].



image1.png
Steps to Get ISO 27001 Certificate

«Startwith aTeam ( HR, Systems, Administrator, Manager)

~Identify Assets (Human, Information, Hardware, Bullding)
« dentify Owners for each asset

«Decide on a Risk Analysis Methodology

«Identify Controls , Select controls and objective for each control

~Apply controls
«Conduct Internalaudit

«Conduct management Review
«Plan for next period , Cal the certifcation Body for doing certification Audit

€€




image2.png
Recover

Recovery Planning

Communications.




