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[bookmark: _Toc40121912]Introduction
The first part of this report will include research into the concept of Internet of Things and  researching smart home concepts, this research will include analysing the examples to find pros and cons for each example. The security of IOT and Smart Homes will be analysed at the end of this report section.
The next part of the report will include a design of a Smart Home using Cisco Packet Tracer. All design features will be explained on how they are able to deliver these five aspects scalability, resiliency, fault tolerance, accessibility, and security. All advantages and disadvantages for the design will be outlined along with improvements.
[bookmark: _Toc40121913]Internet of Things
The internet of things model is when all devices on a network are connected to the other devices along with having a connection to the Internet. The internet connection then allows a person to control the devices on the network from anywhere even if the person has no physical contact with the device. [1] The devices can communicate with each other so are able to share information, an example of this being used is in a fire safety system. If the smoke detectors are triggered the detectors send information to the sprinkler systems to turn on without the need for a person to be in the building when this is occurring. 
This concept of IOT is used to create a flowing system where devices that share data only use what data is required by that device. The device is then able to make decisions or recommendations to the system from the data that is used. The Data is collected from sensors that are located in the same area. 
One of the advantages to using an IOT system in a business, city, or home environment is the ease of access for the devices. The user does not have to be in their home when controlling the heating or other home appliances. Another advantage is there is a certain level of automation in IOT systems as explained in the example earlier a person is not needed in the fire safety system. 
One of the disadvantages of an IOT system in a business, city or home environment is the cost of the devices as well as the running cost for the overall system. Devices with the ability to connect to the internet cost more than standard devices used. Additionally, there will be a cost to run a network for the devices to connect to which is not needed in a normal manual system. Another disadvantage is keeping a high level of security in IOT system is significantly harder and more expensive. Firewalls need to be installed to stop outside attacks from viruses, hackers, and data thieves. [2]
[bookmark: _Toc40121914]Smart Home
A smart home is a home environment that uses IOT devices connected to the internet to add automation to a home along with the ability for the homeowner to control devices in the home from areas outside of the home. [3] An example of IOT devices being used within a home environment is a heating system where a user can control the heating and turn the heating on in their home 10 minutes before, so the homeowner arrives to a warm house.
The reason smart homes are being implemented into homes is the convenience it adds to homeowners’ lives, they can control their home devices from one internet device such as a mobile phone. 
An advantage to using a smart home system is that there is full control of every connected device from one location. The homeowner does not need to walk around the house to change settings or turn devices on and off. 
One disadvantage of the smart home like the IOT is the cost of the devices. To purchase a heating controller IOT device will cost a homeowner an estimated £200 extra to the cost of the heating system itself. Another disadvantage is the increased security risks when using a Smart Home because the devices are connected to the internet then it leaves the risk for outside attacks such as DOS attacks and Hackers accessing the devices in the home. Hackers gaining access can prove un-nerving to homeowners and maybe a key factor in deterring users from using smart home technologies.  [4] [5] [6] [7]
[bookmark: _Toc40121915]IOT Devices
Below are some of the available devices that are used in Business, Homes and Cities along with a price and an analysis of the features. The prices are collected from Amazon.co.uk.
The first device researched is a Google Nest heating device. This device sells for £220; it allows a homeowner to control their heating wirelessly. The device works with devices such as Alexa and Google Home.
[image: ]
This device uses google nest secure as a wall of security. The device uses passwords to help stop unauthorised personnel gaining access to the devices.


The next device found is Phillips Hue lights. This device for 3 light bulbs is on sale for £120, the homeowner can use Google home or Amazon Alexa to control the lights using their phone or speaking to the home devices.
[image: ]
The security of the lights is controlled by the home devices. Accounts are used to connect to the home devices so the lights are protected by passwords and two-factor authentication.
The final device researched for a smart home is Amazon Echo. This device sells for £85; this device is the home device for all the connected smart home devices such as the Phillips lights and Heating device. 
[image: ]
As mentioned above the Amazon echo uses an account to access the features meaning passwords and two-factor authentication adds a level of security to the device. 
The main security feature that is found on the devices is Accounts and passwords. This is low level protection against hackers and other threats. When creating the accounts homeowners should use extra protection such as two factor authentications to increase the security of the account.


[bookmark: _Toc40121916]Smart Home Design
Cisco Packet tracer was used to create the design.
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Above is the design for the smart home, the different sections are split into rooms. Each room has a hub control device that controls the operation of each of the devices in the room. The light devices are controlled by a motion sensor, when someone enters the room, the control device and lights turn on. The hub control devices are used to send data from each of the devices to be shared among the other devices for use ,this device also controls the functions of the connected devices such as speakers and lights.
The bedroom devices include radiators, lights, and speakers these are controlled by the hub device, the hub device in this case is an Amazon Alexa, however other devices are available for use. The Kitchen includes a thermostat in addition to lights this will control the radiators in other rooms turning on when temperature is low and off when the temperature is high. A Power Meter device is included to measure the power usage of the house, making it easier to manage power usage to save money. The Garage includes the same functions as a Bedroom, additionally the Garage includes a Humidity Monitor and Humidifier to be used when the room gets to damp. The devices in the separate rooms can communicate through the home router to use the data to function.
[bookmark: _Toc40121917]Scalability and Fault Tolerance
New devices are easily added to the network simply by connecting the devices to the hub control device. If any room is not included onto the network new rooms with devices can be set up by adding a new hub device, then connecting that hub device to the home router. If a hub device was to fail in the bedroom, then the backup for each of the devices is to connect to another hub device in the home as the area between the devices is small. If the home router were to fail then connection to the devices would stop, all devices would have to be used manually so essential devices such as heating, and lights should be manually connected to switches.
[bookmark: _Toc40121918]Security and Accessibility 
Amazon Alexa uses accounts to establish connections between devices so secure passwords and two-factor authentication should be set up to maintain a level of security. The home router is set up with a firewall, this will help to stop any unauthorised personnel from accessing the smart home from outside of the network. The home router will be fitted with a secure password to stop nearby personnel accessing. The passwords for the home router and hub devices should be encrypted when stored in a database the ISP will control the encryption. The hub devices are accessed using an app that pairs with the Amazon Alexa, this makes it convenient to be used a smart home environment as the homeowners existing phone will be used to pair with the hub devices, each member of the home will connect to a respective hub device and be able to control the room from the app.
[bookmark: _Toc40121919]Conclusion
Concluding the Research into IOT and Smart home concepts, using IOT devices in smart home adds levels of automation especially when sensors are installed to operate devices. However, creating smart homes, cities, and businesses cost much more then setting up with manual devices. Frequently used rooms such the Kitchen and Living room should be set up with the inclusion of devices such as speakers, heating, and lights to quickly create a functioning smart home.
Concluding the design of the Smart Home concept it is important to have secure devices as to not let outside personnel from accessing and controlling the devices in the home. The use of numerous hubs also helps to avoid fault tolerance as different hubs can be used when others go down. [8]
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Some features that can be included in the system to stop or control these security threats are included identity and authorisation to not allow any unauthorised personnel into the system.
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