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1. Introduction
GreenLeaf Organics is a UK-based company that focuses on selling organic and eco-friendly products, including food, skincare, and household goods. As the business has grown, managing everything manually or through basic spreadsheets has become increasingly difficult. The company now wants to launch an online platform to handle products, suppliers, customers, and orders more efficiently. This report sets out to design and implement a relational database that can support those operations properly.
The main aim here is to build a database that is well-structured, avoids unnecessary data duplication, and can handle real-world processes like order management and supplier tracking. To do that, the design follows relational database principles, including normalisation up to Third Normal Form (3NF), and the implementation makes use of stored procedures, triggers, transactions, and indexing to ensure the system works reliably.
This report covers the full design and implementation process, from the initial entity-relationship diagram through to the SQL code that brings the database to life. Each decision is explained and backed up with references where appropriate.
2. Database Design
2.1 Entity Identification and Attributes
Looking at the GreenLeaf scenario, there are a few key entities that the database needs to track. Below is a summary of each one along with their main attributes.
Supplier
1. SupplierID (Primary Key)
1. SupplierName
1. ContactEmail
1. Phone
1. CertificationDetails
1. RegistrationDate
Product
1. ProductID (Primary Key)
1. ProductName
1. Description
1. Price
1. StockQuantity
1. ExpiryDate
1. SupplierID (Foreign Key referencing Supplier)
Category
1. CategoryID (Primary Key)
1. CategoryName
ProductCategory (Junction Table)
1. ProductID (Foreign Key)
1. CategoryID (Foreign Key)
Customer
1. CustomerID (Primary Key)
1. FirstName
1. LastName
1. Email
1. Phone
1. RegistrationDate
Order
1. OrderID (Primary Key)
1. CustomerID (Foreign Key referencing Customer)
1. OrderDate
1. OrderStatus
OrderItem (Junction Table)
1. OrderItemID (Primary Key)
1. OrderID (Foreign Key)
1. ProductID (Foreign Key)
1. Quantity
1. UnitPrice
Review
1. ReviewID (Primary Key)
1. CustomerID (Foreign Key)
1. ProductID (Foreign Key)
1. Rating (1–5)
1. ReviewText
1. ReviewDate
2.2 Entity Relationship Diagram (ERD)
The ERD below illustrates all the entities and the relationships between them. It shows how a Supplier can supply many Products, how a Product can belong to multiple Categories (and vice versa), how a Customer can place many Orders, and how an Order can contain multiple Products via the OrderItem table. Reviews link a Customer to a specific Product.

As Elmasri and Navathe (2016) describe, an ERD is a useful starting point for conceptual database design because it lets you map out entities, their attributes, and the relationships between them before writing any SQL. Having this diagram in place made it easier to plan the table structures and spot where junction tables would be needed for many-to-many relationships.




2.3 Normalisation to Third Normal Form (3NF)
Normalisation is the process of organising a database to reduce redundancy and improve data integrity. According to Connolly and Begg (2015), the main goal is to ensure that each table stores information about one thing only, and that all non-key attributes depend solely on the primary key.
First Normal Form (1NF): All tables have atomic values and a defined primary key. For example, rather than storing multiple product categories as a comma-separated list in the Product table, a separate Category table and ProductCategory junction table were created.
Second Normal Form (2NF): All non-key attributes are fully functionally dependent on the whole primary key. This was particularly relevant in the OrderItem table, where Quantity and UnitPrice depend on the combination of OrderID and ProductID, not just one of them.
Third Normal Form (3NF): There are no transitive dependencies – that is, no non-key attribute depends on another non-key attribute. For instance, supplier contact details are stored in the Supplier table only, rather than being repeated across every Product row. This means that if a supplier’s email changes, it only needs updating in one place.
3. Implementation Documentation
3.1 Table Creation and Constraints
The database was implemented using MySQL. Each table was created with appropriate primary keys, foreign keys, and CHECK constraints to enforce business rules at the database level. Data integrity constraints are important because they prevent invalid data from being entered into the system in the first place (Date, 2012).
The following screenshot shows the SQL used to create the Supplier and Product tables, including the foreign key relationship between them and a CHECK constraint to ensure that Price values cannot be negative.
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3.2 Sample Data Insertion
Sample data was inserted into all tables to simulate a realistic operating scenario for GreenLeaf Organics. This included records for at least 5 suppliers, 15 products across multiple categories, 10 customers, and a range of orders with associated order items and reviews.
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3.3 Constraint Validation Testing
To verify that the constraints were working correctly, a series of test inserts were run that intentionally violated the rules – for example, attempting to insert a product with a negative price, or trying to add an order that references a non-existent customer. In each case, MySQL returned an appropriate error and rejected the invalid record.
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4. Stored Procedures and Transactional Scenario
4.1 CRUD Stored Procedures
Stored procedures were created for Insert, Update, and Delete operations on the main tables. Using stored procedures rather than ad hoc SQL is generally considered good practice because it centralises business logic, makes the code reusable, and reduces the risk of SQL injection (Vieira, 2007). Each procedure includes transaction handling using BEGIN, COMMIT, and ROLLBACK.
4.2 Transactional Scenario with Rollback
A transactional scenario was designed to simulate placing a customer order. The process involves multiple steps: checking that the product is in stock, inserting an OrderItem record, updating the product’s StockQuantity, and updating the Order status. If any of these steps fails – for example, if the stock level would drop below zero – the entire transaction is rolled back so the database is left in a consistent state.
This approach reflects the ACID properties that are central to reliable transaction management. As Ramakrishnan and Gehrke (2003) explain, atomicity ensures that a transaction is treated as a single unit – either all steps succeed or none of them are applied. The ROLLBACK statement is what makes this possible in practice.
4.3 Triggers and Audit Functions
Two triggers were implemented to support auditing. The first records changes to stock levels in an AuditLog table whenever a Product row is updated. The second automatically sets the OrderDate to the current timestamp when a new order is inserted. Triggers are useful here because they fire automatically without requiring any extra code in the application layer, which means the auditing happens consistently regardless of how the data is modified (Stephens et al., 2011).
5. Performance Tuning and Query Optimisation
5.1 Indexing Strategy
Indexes were created on columns that are likely to be used frequently in WHERE clauses and JOIN operations. Without secondary indexes, MySQL would need to perform a full table scan for every query, which becomes increasingly slow as the data grows. As Schwartz et al. (2012) note, choosing the right columns to index can dramatically reduce query execution time, particularly for large datasets.
The following indexes were added:
1. idx_product_supplier on Product(SupplierID) – to speed up queries that retrieve all products from a given supplier.
1. idx_order_customer on Order(CustomerID) – to speed up order history lookups for a specific customer.
1. idx_review_product on Review(ProductID) – to speed up retrieval of all reviews for a given product.
1. idx_orderitem_order on OrderItem(OrderID) – to speed up fetching all items within a particular order.
5.2 Query Execution Analysis
The EXPLAIN statement was used before and after adding the indexes to compare query execution plans. Before indexing, MySQL reported a type of ‘ALL’ for several queries, meaning it was scanning every row in the table. After the indexes were added, the type changed to ‘ref’ or ‘eq_ref’, indicating that MySQL was using the index to locate rows directly. This kind of improvement is particularly significant for the Order and OrderItem tables, which are expected to grow quickly as the platform scales.
6. Literature Support for Design and Implementation Choices
Throughout this project, a range of academic sources were used to inform and justify the design decisions made. This section brings together the key references and explains how they connect to the implementation.
Normalisation: Connolly and Begg (2015) provide a thorough explanation of normalisation and its role in eliminating update anomalies. Their framework for 1NF, 2NF, and 3NF was used directly when designing the GreenLeaf table structures.
Transactions and ACID properties: Ramakrishnan and Gehrke (2003) define ACID (Atomicity, Consistency, Isolation, Durability) as the fundamental properties that ensure reliable transaction processing. The transaction scenario implemented here – particularly the use of ROLLBACK to undo partial operations – is grounded in this concept.
Stored Procedures: Vieira (2007) argues that stored procedures improve security and performance by encapsulating SQL logic on the server side. This was a key reason for using stored procedures rather than embedding SQL directly in application code.
Triggers: Stephens et al. (2011) describe triggers as a practical tool for enforcing business rules and maintaining audit trails automatically. The auditing trigger implemented in this project follows that pattern.
Indexing: Schwartz et al. (2012) provide detailed guidance on index selection strategies for MySQL. Their recommendation to focus index choices on columns used in JOIN conditions and WHERE clauses was applied directly when creating the secondary indexes.
It is worth noting that while textbooks form the backbone of the theoretical support here, some supplementary material was also drawn from MySQL’s official documentation, which provides up-to-date guidance on syntax and behaviour specific to this DBMS.
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7. Conclusion and Reflection
Overall, the database designed and implemented in this project meets the core requirements set out in the GreenLeaf Organics scenario. The schema supports all the main business processes – supplier and product management, customer registration, order processing, and feedback – in a way that is properly normalised and enforces data integrity through constraints, triggers, and transaction handling.
One of the more challenging parts of the project was getting the transactional scenario right. Making sure that the ROLLBACK logic correctly undid all related changes when a step failed took several rounds of testing, but it was a useful process for understanding how transactions actually work in practice rather than just in theory.
If this database were to be developed further, there are a few things I would look at improving. First, the current design does not yet handle discount codes or promotional pricing, which would be a natural next step for an e-commerce platform. Second, while the indexes added here improve performance for the most common queries, a more thorough performance analysis using realistic volumes of data would be needed before going live. Finally, implementing role-based access control within the database would add an important layer of security that is currently missing.
This project has been a good opportunity to apply relational database concepts in a realistic context, and it has reinforced how important it is to plan the design carefully before writing any code. Getting the ERD right at the start makes everything else considerably easier.
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1. Introduction
This report accompanies the Part B submission for ACCA5026, which involves building a database-driven website using PHP and MySQL. The brief asked for a website with dynamic content pulled from a relational database, along with search functionality, CRUD (Create, Read, Update, Delete) operations for an administrator, and basic security measures including protection against SQL injection.
The website I have built is a product catalogue for GreenLeaf Organics, building on the same scenario from Part A. This felt like a logical choice because the database was already designed and populated, so connecting a PHP front-end to it was a natural next step. The site lets users browse and search products, while an admin panel allows for adding, editing, and deleting records.
The second part of this report covers SQL injection – what it is, how it works, and how the site has been protected against it. This is an important part of the submission because security is a key concern for any web application that interacts with a database.
2. Website Overview
2.1 Website Topic and Scope
The website is an organic product catalogue for GreenLeaf Organics. It is an information-based site – there is no shopping basket or payment system, which is outside the scope of this module. The main purpose is to let visitors browse and search the product range, while an admin user can manage the product and supplier records through a protected admin section.
The site includes the following pages:
1. index.php – Homepage with a welcome message and featured products
1. products.php – Browse all products with search and category filter
1. product_detail.php – Individual product page showing full details and supplier info
1. login.php – Admin login page
1. admin/index.php – Admin dashboard
1. admin/products.php – Manage products (add, edit, delete)
1. admin/suppliers.php – Manage suppliers
2.2 Database Design
The website connects to the GreenLeaf Organics database designed in Part A. For the website specifically, the three main tables in use are Product, Supplier, and Category, with the ProductCategory junction table handling the many-to-many relationship between products and categories. This meets the requirement for a minimum of three tables with at least two linked via foreign keys.
The database is normalised to 3NF as described in the Part A report, which means there is no duplicated data across the tables. For example, supplier information is stored once in the Supplier table and referenced in Product via a foreign key, rather than repeating the supplier name and contact details on every product row.
3. PHP Features and Functionality
3.1 Database Connection
The database connection is handled in a separate file called db_connect.php, which is included at the top of any page that needs database access. Using a shared connection file like this means the credentials only need to be updated in one place if the database details change, which is good practice for maintainability (Welling and Thomson, 2017).
The connection uses PHP’s PDO (PHP Data Objects) class, which was chosen over the older mysqli extension because PDO supports prepared statements more cleanly and works with multiple database systems, making the code more portable.
3.2 Displaying Dynamic Content
The products.php page retrieves all products from the database and displays them dynamically. A SQL SELECT query joins the Product and Supplier tables so that the supplier name is shown alongside each product without needing to store it in two places. The results are looped through using a PHP while loop and each product is rendered into an HTML card.
The product_detail.php page takes a product ID from the URL (via a GET parameter) and fetches the full record for that specific product, including its category tags retrieved through the ProductCategory junction table.
3.3 Search Functionality
The products page includes two ways to filter results: a text search box and a category dropdown. The text search checks whether the search term appears in either the product name or description using a LIKE clause. The category filter uses the CategoryID to filter products through the ProductCategory junction table. Both filters can be used together, and if neither is active the page simply shows all products.
The search input is handled using a GET form so the search term stays visible in the URL, which makes it easy for users to share or bookmark a filtered view. The selected category is also preserved in the dropdown after submission so the form doesn’t reset, which makes the interface feel more natural to use.
3.4 CRUD Operations (Admin Panel)
The admin section of the site allows a logged-in administrator to perform full CRUD operations on the Product and Supplier tables. These pages are only accessible after a successful login, which is enforced at the top of every admin file by checking the session variable.
The four operations work as follows:
Create: A form on admin/products.php allows the admin to add a new product. The form fields map directly to the Product table columns. On submission, a PHP script validates the input and runs a prepared INSERT statement.
Read: The admin dashboard shows a full table of all products with their current stock levels, prices, and supplier names. This uses a JOIN query to pull in the supplier name alongside each product.
Update: An edit button next to each product loads its current values into an editable form. When the form is submitted, a prepared UPDATE statement runs to apply the changes.
Delete: A delete button on the admin table removes a product after a JavaScript confirmation prompt. The deletion is handled by a prepared DELETE statement.
3.5 Login and Data Validation
Admin access is protected by a login system on login.php. When the admin submits their credentials, the username is looked up in the database and the entered password is verified against a hashed version stored in the Users table using PHP’s password_verify() function. Storing passwords as hashes rather than plain text is a basic but essential security measure – if the database were ever compromised, the actual passwords would not be exposed (Stuttard and Pinto, 2011).
After a successful login, the user ID and username are stored in a PHP session. Every admin page checks for this session variable at the top using session_start() and redirects to the login page if it is not set. This prevents direct access to admin URLs without logging in first.
All form inputs go through server-side validation before reaching the database. For example, price fields are checked to make sure they contain a valid number, required fields are checked for being empty, and string inputs have htmlspecialchars() applied when outputting them to the page to prevent cross-site scripting (XSS) attacks.
3.6 Website Layout and Navigation
The site uses a consistent layout across all pages through PHP include files. The header (header.php) contains the navigation bar and site branding, and the footer (footer.php) holds the closing HTML tags and a basic copyright line. Including these files rather than copying the HTML into every page means that changes to the layout only need to be made once.
The design uses a clean, minimal style with a green colour scheme to match the eco-friendly brand identity of GreenLeaf Organics. Basic CSS styling is applied inline and through a stylesheet linked in the header. The navigation highlights the current page to help users understand where they are on the site.
4. SQL Injection – Overview and Examples
4.1 What is SQL Injection?
SQL injection is one of the most well-known and widely exploited web application vulnerabilities. It occurs when an attacker is able to insert or “inject” malicious SQL code into an input field that is then included directly in a database query. If the application does not properly validate or sanitise that input, the injected code becomes part of the query and gets executed by the database server (Clarke, 2009).
The consequences can be severe. Depending on the structure of the query and the permissions of the database user, an attacker could read sensitive data from any table in the database, bypass login authentication, modify or delete records, and in some configurations even execute system commands on the server. The OWASP Top 10, which is a widely-referenced list of critical web application security risks, has consistently ranked injection attacks – including SQL injection – among the most dangerous threats to web applications (OWASP, 2021).
SQL injection typically arises from the practice of building SQL queries through string concatenation, where user-supplied input is joined directly into the query string without being properly checked first. The database server has no way to distinguish between legitimate SQL syntax and injected code when it arrives as a single combined string.
4.2 Examples of SQL Injection
To understand how SQL injection works in practice, consider the following example of an insecure PHP login query:
$query = "SELECT * FROM users WHERE username = '" . $_POST['username'] . "'
         AND password = '" . $_POST['password'] . "'";
If an attacker enters the following as their username:
' OR '1'='1' -- 
The resulting query becomes:
SELECT * FROM users WHERE username = '' OR '1'='1' --'
AND password = '[anything]'
Because '1'='1' is always true, the WHERE clause matches every row in the users table. The double-dash (--) comments out the rest of the query, including the password check entirely. The attacker is now logged in without knowing a valid password.
Another common example targets search or filter inputs. If a vulnerable product search looked like this:
$query = "SELECT * FROM products WHERE name LIKE '%" . $_GET['search'] . "%'";
An attacker could enter:
%' UNION SELECT username, password, null, null FROM users -- 
This is a UNION-based injection attack. By appending a second SELECT query that targets the users table, the attacker causes the database to return usernames and passwords alongside the normal product results. The exact structure depends on matching the number and type of columns in the original query, but once an attacker has identified these through trial and error, the data can be extracted.
As Stuttard and Pinto (2011) note, SQL injection remains so prevalent partly because it is easy to introduce accidentally during development and not always obvious from the user-facing side of the application. A search box or login form looks perfectly normal to a legitimate user, but it may represent a serious vulnerability if the back-end code is not written carefully.
5. SQL Injection Defences in This Website
5.1 Prepared Statements with PDO
The primary defence against SQL injection in this website is the use of prepared statements throughout all database queries. With prepared statements, the SQL query structure is sent to the database server first, as a template with placeholder parameters (marked with ?). The user-supplied values are then bound and sent separately. Because the query structure is fixed before any user input is applied, there is no way for injected SQL to alter the query’s logic – the database always treats the bound values as data, never as executable code (Welling and Thomson, 2017).
Here is an example from the search functionality in products.php:
$stmt = $pdo->prepare("SELECT * FROM products WHERE name LIKE ?");
$searchTerm = '%' . $search . '%';
$stmt->execute([$searchTerm]);
Even if an attacker enters SQL code like ' OR '1'='1 into the search box, it is passed to the database as a literal string value. The database searches for a product literally named ' OR '1'='1, finds nothing, and returns an empty result set. No data is leaked and no harm is done.
5.2 Prepared Statements in the Admin Panel
All CRUD operations in the admin panel also use prepared statements. The INSERT, UPDATE, and DELETE queries each use placeholders for every user-supplied value. Here is an example from the product update form:
$stmt = $pdo->prepare("UPDATE products SET name=?, price=?, stock=? WHERE id=?");
$stmt->execute([$name, $price, $stock, $id]);
The product ID used in the WHERE clause also comes from user input (via a hidden form field or GET parameter), so it is equally important that it is bound as a parameter rather than concatenated into the query string.
5.3 Demonstrating the Defence in Action
To test the defences, a known injection payload was entered into the search field:
' OR '1'='1' -- 
Rather than returning all products (which would be the result on a vulnerable site), the page returned no results. This confirms that the prepared statement treated the entire input as a search string rather than interpreting the SQL operators within it.
5.4 Remaining Considerations
While prepared statements protect against SQL injection, there are a couple of other areas worth acknowledging. The ORDER BY clause, if dynamic, cannot be parameterised in PDO because column names are not bindable values. In this website, the sort order is controlled by a whitelist check in PHP (only accepting specific known column names) before being inserted into the query, which avoids this edge case.
Additionally, the site uses htmlspecialchars() when outputting database values to the page. While this is primarily a defence against cross-site scripting (XSS) rather than SQL injection, it provides an extra layer of output encoding that prevents any stored HTML or script tags in the database from being executed in the browser.
6. Conclusion
The website built for Part B demonstrates the core PHP and database skills covered in the module. It connects to a properly normalised MySQL database, displays dynamic content pulled from multiple joined tables, allows users to search and filter products, and provides a protected admin panel with full CRUD functionality. Security measures including session-based authentication, password hashing, input validation, and prepared statements have all been implemented.
SQL injection is a genuinely serious vulnerability and understanding how it works – not just how to prevent it – was useful for thinking about how data flows through a web application. Using prepared statements throughout the codebase felt like the most reliable way to address the problem because it removes the risk at the architectural level rather than relying on trying to filter or escape individual inputs.
If I were developing this further, I would look at adding user registration and a review system for the public-facing side of the site, which would bring it closer to the full GreenLeaf scenario from Part A. I would also consider moving the database credentials into an environment file outside the web root for better security, and potentially adding HTTPS support to protect login data in transit.
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