


Task 1 :
Network Routing Configuration
Description:
This task involved configuring network routing to enable communication between different network segments. Routing is a core requirement in enterprise networks, allowing data packets to traverse multiple subnets efficiently. Proper routing improves scalability and network stability and is a foundation for all upper-layer services [1], [3].
How it was done:
· Installed Routing and Remote Access Service (RRAS)
· Enabled LAN routing
· Allowed ICMP traffic
· Verified connectivity using ping commands
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Task 2 : 
Domain Controller and DNS Configuration
Description:
The deployment of a Domain Controller centralised authentication, security policies, and resource management. DNS was configured alongside Active Directory to support reliable name resolution within the domain. This integration is essential for enterprise Windows environments and ensures efficient service discovery [2], [4].
How it was done:
· Installed Active Directory Domain Services
· Created the domain birmingham.acca
· Configured DNS forward lookup zones
· Created reverse lookup zones and PTR records
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Task 3 :
Secure Network Connectivity (VPN / Conceptual)
Description:
This task demonstrates principles of secure inter-network communication, commonly implemented using VPN technologies. Secure routing and protected network channels are critical in enterprise architectures to reduce exposure to external threats. Even at a conceptual level, secure connectivity follows best practice design models [3], [8].
How it was done:
· Configured RRAS interfaces
· Prepared routing services for secure communication
· Applied enterprise network security concepts
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Task 4 : 
User Account Management
Description:
User account management forms the basis of identity and access control within a domain environment. Centralised user administration improves security and accountability and simplifies network management. Active Directory provides structured mechanisms for managing users at scale [2], [4].
How it was done:
· Created domain user accounts
· Applied standard naming conventions
· Enabled and verified account functionality
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Task 5 : 
Domain Membership Management
Description:
Domain membership enables centralised authentication and policy enforcement. By joining computers to the domain, administrative control is unified and consistent security policies can be applied across systems. This approach reflects standard enterprise IT infrastructure practices [4].
How it was done:
· Joined client and server systems to the domain
· Verified authentication using domain credentials
· Confirmed computer objects in Active Directory
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Task 6 :
DHCP Services and IP Address Management
Description:
Dynamic Host Configuration Protocol (DHCP) was used to automate IP addressing and network configuration. DHCP improves efficiency by reducing manual configuration errors and supports scalable network growth. Automated addressing is recommended for modern enterprise networks [5].
How it was done:
· Installed DHCP Server
· Created DHCP scopes
· Defined IP address ranges
· Verified automatic IP allocation on clients
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Task 7 : 
Network Testing and Troubleshooting
Description:
Network testing and troubleshooting ensure system reliability and functional correctness. Diagnostic tools such as ping and nslookup were used to validate connectivity and DNS resolution. Effective troubleshooting allows rapid identification and resolution of misconfigurations [1], [5], [8].
How it was done:
· Tested connectivity with ping
· Verified DNS resolution using nslookup
· Checked service status
· Corrected detected configuration issues
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                                Linux Network Connectivity  

Linux Network Connectivity Testing:
In addition to Windows-based testing, network connectivity was also verified from a Linux client. This ensures cross-platform communication within the enterprise network. Linux systems commonly interact with Windows servers in real-world environments, making this test relevant. Successful ping responses confirm correct routing and DNS resolution.
How it was done on Linux:
Used the ping command to test connectivity to the Domain Controller
Tested DNS resolution using the domain name
Verified that the Linux client could reach Windows-based services
Linux Installation Overview

A Debian Linux virtual machine was installed to simulate a Linux client within the enterprise network. Linux systems are commonly used alongside Windows servers in real-world environments. The installation was completed successfully, providing a platform for cross‑platform network connectivity testing. This allowed validation of server reachability from a non‑Windows system.
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Task 8 : 
File Services and Shared Storage
Description:
File services enable secure data sharing across the network. Properly configured storage and access control support collaboration while maintaining data security. NTFS permissions provide fine-grained control over shared resources, which is essential in enterprise environments [6].
How it was done:
· Added and mounted a secondary disk
· Created a shared folder BirminghamFiles
· Configured NTFS permissions
· Tested access from client machines
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Task 9 :
Web Server Configuration and Authentication
Description:
This task involved hosting a secure internal website using IIS. Windows Authentication restricted access to authorised domain users only. DNS integration allowed access through a domain-based URL, reflecting real-world enterprise web service deployment models [7], [9].
How it was done:
· Installed and configured IIS
· Created website content
· Disabled anonymous authentication
· Enabled Windows Authentication
· Configured DNS record webs.birmingham.acca
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Task 10 : 
Remote Desktop Services (RDS)
Description:
Remote Desktop Services enable secure remote server administration. Centralised servers can be managed efficiently without physical access, improving operational flexibility. RDS is widely adopted in enterprise system administration environments [6], [9].
How it was done:
· Enabled Remote Desktop on the server
· Configured firewall rules
· Tested remote access using mstsc
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