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Abstract
Among the numerous ransomware incidents affecting the United Kingdom’s retail sector in 2025, the most notable ones are the cyberattacks on Marks & Spencer (M&S) and the Cooperative Group (Co-op). This paper discusses the attack’s timing, methods, threat actors, root causes, detection, and response. The report also provides a MITER ATT&CK® Enterprise Matrix listing the adversary’s activity, techniques, and procedures used to gain initial access through identity theft to deploy the ransomware attack. The authors recommend improving identity management, privileged access control, and detection and response measures to ensure zero-trust security posture, mitigate ransomware attacks, and promote phishing-resistant multifactor authentication to enhance the UK retail sector’s resilience against ransomware.
 



1.1 Introduction
The cyberattacks on Marks & Spencer (M&S) and the Co-operative Group (Co-op) in the United Kingdom (UK) retail industry from April–May 2025 are one of the largest ransomware attacks against the UK retail sector in many years. The events had a significant impact on e-commerce, payment gateway, logistics, and customer service operations, leading to significant financial losses and reputational damage. Anecdotal reports suggest both organisations had been attacked with similar social engineering methods, and the attacks were blamed on the Scattered Spider (UNC3944/Octo Tempest) threat group and its involvement with the ransomware-as-a-service (RaaS) DragonForce ecosystem. The campaign showed the vulnerabilities that can bypass perimeter-oriented security defenses, like identity-focused attacks, third-party compromise, and privilege escalation [1] [2].
 
The M&S and Co-op cyber incidents are analysed in this report by using the MITRE ATT&CK® Enterprise framework to understand the adversary's tactics, techniques and procedures, investigating potential root causes, insight into the motivations of the threat actor and the effectiveness of response. Moreover, the report identifies the security control weaknesses that allowed the compromise and evidence-based strategic recommendations that comply with existing cybersecurity best practices like Zero Trust Architecture, phish resistant authentication, segmentation of networks and enhanced security monitoring. The analysis is backed by authoritative publications in the industry, official statements and academic literature which provide a full understanding of what was attacked and the implications for cyber resilience in the retail industry.
 



1.2 Incident Summary and Timeline
The April-May 2025 Cyber Attack by the Co-operative Group (Co-op) and Marks & Spencer (M&S) was a coordinated effort that significantly affected the companies' internal operations, payment systems and internet services. In what seems to be a commonality in the same ransomware and social engineering techniques were employed in both operations, suggesting the same threat actor, or a related ransomware affiliate, was behind both attacks [3] [5]. 
This is not the first time M&S has revealed an occurrence as it first announced it in April 2025 after it faced some problems with Click & Collect services and with contactless payments. The company's counteractions included the isolation of affected systems, a stop of orders via online, and bringing in outside cybersecurity experts [5] [6]. Shortly after, Co-op revealed it hackers had been hit with a similar attack and shutdown portions of its network, eventually conceding that it had been hacked and the customer information accessed, but without the payment card information [1],[6]. 
Later on, cybersecurity researchers were able to tie the campaign into the Dragon Force ransomware operation, spearheaded by a group known as Scattered Spider (UNC3944), which were believed to be engaged in social engineering and using stolen credentials for initial access and deployment of ransomware [5] [7].
 
	Date
	Event

	19–21 Apr 2025
	Initial disruption at M&S (payments and Click & Collect affected)

	22 Apr 2025
	M&S publicly confirms cyber incident

	25 Apr 2025
	M&S suspends online ordering and begins containment

	30 Apr 2025
	Co-op detects attack and isolates internal systems

	2 May 2025
	Co-op confirms customer data compromise

	May 2025
	NCSC supports affected retailers; campaign linked to DragonForce and Scattered Spider

	21 May 2025
	M&S confirms initial access occurred through a third-party contractor using social engineering


Figure 1. Timeline of the M&S and Co-op Cyber Attack Campaign (April–May 2025)
 



1.3 Adversary Tactics, Techniques and Procedures (TTP) Mapping
The attacks are similar to those used by the Scattered Spider (UNC3944) and DragonForce ransomware operators in the past. Sources have stated that the attack can be attributed to the MITRE ATT&CK® Enterprise Matrix; the matrix represents an attack lifecycle that starts from social engineering, moving on to stolen credentials and deployment of ransomware [3], [5], [7] and [8].

The attackers were able to get access using techniques such as Phishing (T1566), and, based on the technical report, were able to trick employees into resetting passwords by pretending to be employees themselves, and by providing the necessary information to IT help desks (T1078). After gaining access, they not only used legitimate administrative privileges to gain lateral access and discovered systems but also attempted to escalate privileges [7] [10]. Before spreading ransomware, they allegedly obtained valuable consumer and organisational data using the double-extortion approach [6], [9]. In the final stage, data was encrypted. They allegedly used the double-extortion approach to steal sensitive consumer and organizational data prior to releasing ransomware [6], [9]. Data Encrypted for Impact (T1486) was the last phase, which resulted in significant disruptions to retail operations and monetary losses [5]. All things considered, the campaign demonstrates how contemporary ransomware organizations are depending more and more on identity-based attacks as opposed to taking advantage of technological flaws.

	MITRE ATT&CK Tactic
	Technique
	ATT&CK ID
	Evidence from Campaign

	Initial Access
	Phishing / Social Engineering
	T1566
	Help-desk impersonation to obtain credentials [3]

	Initial Access
	Valid Accounts
	T1078
	Compromised employee credentials used for access [3], [7]

	Persistence
	Account Manipulation
	T1098
	Credential resets and privileged account abuse [7]

	Privilege Escalation
	Exploitation of Privileged Accounts
	TA0004
	Administrative access obtained after initial compromise [7]

	Discovery
	System Information Discovery
	T1082
	Enumeration of enterprise systems before ransomware deployment [10]

	Discovery
	Network Service Discovery
	T1046
	Identification of accessible network resources [10]

	Lateral Movement
	Remote Services
	T1021
	Movement between enterprise systems using authenticated access [8]

	Lateral Movement
	Lateral Tool Transfer
	T1570
	Transfer of ransomware tools across internal systems [8]

	Exfiltration
	Exfiltration over Web Services
	T1567.002
	Theft of customer and organisational data before encryption [6]

	Impact
	Data Encrypted for Impact
	T1486
	Ransomware encrypted systems causing business disruption [5]


Table 2. MITRE ATT&CK Mapping of the M&S and Co-op Campaign
 



1.4 Root Cause and Security Control Failures
Numerous flaws in identity security, security controls, and organizational procedures were revealed by the M&S and Co-op assaults. The attackers gained legitimate access to firm systems by using social engineering to mislead IT help-desk employees into changing their passwords rather than taking use of software flaws [3], [7]. This puts a spotlight on multi-factor authentication (MFA) and stronger identity verification methods as being important. 

Once gained access, attackers were able to escalate their privileges, and access the rest of the systems, thereby exposing weaknesses in network segmentation and Privileged Access Management [5] [7]. The extra hurdle could have been the micro-segmentation, Zero Trust and tighter least-privilege policies they've been required to add here.  The attackers also demonstrated weaknesses in monitoring and threat detection by performing data exfiltration, system discovery, and credential misuse prior to being found.Faster response times and more awareness of suspicious behavior would result from integrating SIEM, UEBA, EDR, and SOAR technologies [8], [10]. Lastly, the campaign shows that human factors continue to be a significant security concern, necessitating more stringent help-desk verification processes and frequent security awareness training in order to prevent social engineering assaults.
 



1.5 Threat Actor Profile and Motive
The initial compromise in the cyberattacks against M&S and Co-op is generally assumed to have been carried out by Scattered Spider (also known as UNC3944, Octo Tempest, or Muddled Libra), while the ransomware deployment is believed to have been caused by the Dragon Force ransomware operation [3], [5], [7], [11]. Several cybersecurity studies revealed significant similarities between these assaults and earlier Scattered Spider operations, even though UK authorities have not formally acknowledged the attribution.
 
The gang has a track record of resorting to social engineering, rather than software exploits, and is a business down to money. There are several ways to get a privileged access, such as help desk impersonation, SIM swapping, multi-factor authentication (MFA) bypassing [11] and [12]. The attackers in this case used the double extortion model - after gaining access to the organization key information was allegedly stolen using the Dragon Force ransomware. The campaign essentially panned for money, looking for large organisations that had a large number of customers, as this was likely to add up to substantial ransom payments in an effort to crack the negotiations [6], [11]. Although it is difficult to identify the exact origin of such an attack considering the ransomware affiliate networks, this indicates the increase of sophistication of the attacks based on identity and the necessity to improve identity security and privileged access management [12].
 
 



1.6 Detection and Incident Response Analysis
The attacks on the store M&S and the Co-op highlighted the pros and cons of today's incident response. After both organisations embarked upon comprehensive defensive measures, the attackers had already achieved their main objectives; although the attacks were later curtailed and a number of external cyber security experts were recruited to assist in combating them [1][3] and [13].

 An important obstacle was that the attackers could circumvent many traditional security mechanisms that focus on detecting malware, using the attackers' access to the employees' authentic accounts, obtained by social engineering [3]. Once inside, they conducted a series of data exfiltration, lateral movement, and privilege escalation activities, before the activity for ransomware was detected [5, 7]. Therefore, continuous monitoring identity, analysing behaviour and integrating security tools (SIEM, UEBA, EDR and XDR) are highly important for identifying suspicious activities as early as possible [13] [14].
 
Both Co-op and M&S unplugged parts of their network and worked closely with law enforcement and NCSC to minimise the risk – Co-op unplugged parts of the network [1,5,6] and M&S took some systems offline and stopped its online services temporarily as part of the attacks. The disruption proved the need for improved business continuity planning, going offline to backup data and more regular ransomware response drills, even if both organisations were able to recover. Overall, these incidents highlight a need for strong identity protection, early detection of threats and preparedness for incidents to mitigate against today's ransomware attacks.



1.7 Strategic Recommendations
The risk of ransomware attacks in the future can be minimised by organisations increasing the security of their identities – the attackers at M&S and Co-op used stolen identities and social engineering. Phishing-resistant MFA, secure password reset and Zero Trust Architecture can be very effective in restricting unauthorised access and lateral movement [16] [18]. To safeguard vital systems, just-in-time access, session monitoring, and credential vaulting should be added to Privileged Access Management [18].
 
To promptly identify suspicious authentication, privilege escalation, and data exfiltration activities, security monitoring should integrate SIEM, UEBA, EDR, and XDR with centralized logging [13], [14]. To reduce disruption, organizations should also have unchangeable offline backups, incident response plans tailored to ransomware, and frequent testing of recovery processes [15], [16]. Lastly, to lessen the effectiveness of identity-based and social engineering assaults, ongoing cybersecurity awareness and specialized help-desk training are crucial [17].
 
	Recommendation
	Priority
	Estimated Effort

	Deploy phishing-resistant MFA (FIDO2/Passkeys)
	High
	Low–Medium

	Implement Zero Trust Architecture and micro-segmentation
	High
	High

	Strengthen Privileged Access Management (PAM)
	High
	Medium

	Integrate SIEM, UEBA, EDR and XDR monitoring
	High
	Medium

	Improve incident response planning and offline backups
	Medium
	Medium

	Conduct regular security awareness and help-desk training
	Medium
	Low


Table 5 summarises the recommended controls according to implementation priority and indicative effort.
 



1.8 Conclusion
The ransomware gangs are changing their tactics because most of their traditional cyber-attack strategies have failed in the recent past. More ransomware groups are resorting to social engineering and impersonation as a strategy to launch ransomware cyber-attack, as demonstrated by the recent M&S and Co-op attacks. In the two ransomware cases, the cyber attackers used social engineering to target the monitoring systems and used the credentials to maneuver through the systems, extract critical data, encrypt the data, and demand ransom payments. Indeed, the ransomware attacks paid off by exposing weaknesses in monitoring systems, access control, identity theft provisions, and general lack of adequate incident management. Firms need to invest more in cybersecurity to protect their systems and data from being encrypted by ransomware gangs. Some of the investment areas that the companies should consider increasing their budget include strong authentication platforms that are not easily vulnerable to social engineering, zero-trust design, privileged access management, audit trails to help monitor and deal with vulnerabilities, proper maintenance of logs and records, and constant awareness and testing of the systems and personnel. With the increased cybersecurity investment, firms can have a reliable cybersecurity intelligence system that helps in countering ransomware cyber-attack schemes and protects the company’s data and systems against ransomware attacks.
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 










Red Team Engagement Technical Report
ABCD Ltd
Full Penetration Test of Simulated Corporate Environment
 

 



2.1 Introduction
This report presents the findings of a full red team engagement conducted against a virtualised lab environment designed to represent ABCD Ltd's corporate infrastructure. This report details the results of a comprehensive red teaming exercise against a virtualised lab with a corporate setup representing that of ABCD Ltd. Through this exercise, ABCD Ltd has web-facing retail operations as well as corporate systems and internal operations and the goal was to perform an attack cycle, from initial reconnaissance to gaining access to sensitive internal systems, and find detection and prevention failures along the way as if carried out by a real attacker. 
The lab comprised of three virtual machines, one domain accessible Windows Servers host (192.168.174.165), one poorly maintained legacy (opensource) internal server (Metasploitable 2 Linux host 192.168.174.164) and an OWASP Broken Web Applications (OWASP-BWA) host running the Damn Vulnerable Web Application (DVWA) representing ABCD Ltd's customer-facing web platform (192.168.227.128). All machines were obtained from VulnHub and were running on an isolated VMware host only network – there was no routing to external / internal/in production infrastructure at anytime during the engagement. 
Three separate exploits took place on the three machines, each of which leveraged a specific MITRE ATT&CK technique and all activity was under a signed Rules of Engagement (RoE) agreement. This engagement is detailed here and screenshots of evidence collected at key moments.
 

 



2.2 Rules of Engagement and Scope
Prior to commencing the project, there were an agreement of the RoE boundaries that were established as follows: 
· In-scope systems: 192.168.174.164 (Metasploitable 2), 192.168.174.165 (Windows Server), 192.168.227.128 (OWASP-BWA/DVWA), and the Kali Linux attack workstation. 
· Out-of-scope: Any host which is not connected to the isolated VMware host-only network. No default gateway to the Internet side of the host machine's Internet facing adapter was found in the lab network prior to beginning any active tests. 
· Port scanning, Web-app (app) testing, SQL and command injections and reverse shells on lab hosts, RDP based access and credential-access techniques are allowed. 
The following techniques represent some of the scenarios that were not considered: Denial-of-service, deployment of destructive payloads, any action to real external infrastructure. 
It will immediately be rolled back to previous VM snapshot if it was determined that VM was unstable. 
Snapshots: Upon completion of each VM, it was snapshotted and the snapshot was created just prior to any intrusive activities so that a VM could be rolled back without any side effects.
 

 



2.3 Threat Emulation Plan — MITRE ATT&CK Mapping
This campaign was well planned and it was designed as a sequence of steps to take in order to reach the objective and to take a hit - and not as separate finds. The plan progression, as well as the mapping to ATT&CK is planned to be as follows:
	Phase
	ATT&CK Tactic
	Technique ID
	Description

	Reconnaissance
	TA0043
	T1595.001
	Active port and service scanning across all three VMs

	Initial Access
	TA0001
	T1190
	Exploit public-facing DVWA web application

	Execution
	TA0002
	T1059.004
	Unix shell via command injection and Python reverse shell

	Credential Access
	TA0006
	T1003
	Credential access on Windows Server via RDP session

	Collection
	TA0009
	T1005
	Extract database records via SQL injection

	Discovery
	TA0007
	T1046
	Network service discovery across all lab hosts

	Lateral Movement
	TA0008
	T1021.001
	RDP session to Windows Server from established foothold


Success criteria: Demonstrate an unbroken chain from unauthenticated external reconnaissance to (a) extraction of user database records from the web application and (b) an authenticated interactive session on the Windows Server, with all stages evidenced by screenshots.

 



2.4 Lab Environment Design and Reconnaissance
2.4.1 VM-1 — Windows Server (192.168.174.165)
The first victim was a virtual machine with Windows Server installed on it, which was out on a network such as 192.168.174.0/24. Since an exhaustive list of listening services has yet to be enumerated (nmap -sV -p- 192.168.174.165), any exploitation activity is subsequent to this.
[image: ]Fig. 1: Nmap full-port service scan of 192.168.174.165 (Windows Server)
It was decided that the MacAddress was a VMware one (Namely 00:0C:29:34:AF:80). A list of the services that Windows Server 2008 R2 - 2012 provided indicated that the internal attack surface was quite large: interesting services fingerprints mentioned were: RDP (port 3389), WinRM (port 5985), SMB (port 445) and IIS (port 80). 




2.4.2 VM-2 — Metasploitable 2 (192.168.174.164)
The other victim was Metasploitable 2, an intentionally vulnerable, Linux-based guest, that was meant to represent an "unpatched, poorly-administered legacy server. A full-port version scan (nmap -sV -p- 192.168.174.164) was conducted. 

[image: ][image: ]Fig. 2: Nmap full-port service scan of 192.168.174.164 (Metasploitable 2)
They verified that they had hosted metasploitable.localdomain or had the IRC nick name of irc.Metasploitable.LAN. The finding is that Metasploitable port 1524 is a root bindshell that doesn't require authentication and after the connection is made, drops the connecting client into a root shell. This one open port could cause a point of catastrophic compromise of the host without an exploit without any credential whatsoever – and done with no effort at all. Besides that, there are three so far unknown remote code execution bugs in the following daemons that exist with public CVEs for vsftpd v2.3.4 (port 21), UnrealIRCd (port 6667/6697) and distccd (port 3632).



2.4.3 VM-3 — OWASP-BWA / DVWA (192.168.227.128)
DVWA was the principle test client installed within the third host set up as an OWASP Broken Web Applications VM. They conducted two scans, the first was a script and version scanning (nmap -sV -sC -p- --min-rate=1000 192.168.227.128), which lists all of the services that are available.
[image: ]Fig. 3: Nmap script/version scan of 192.168.227.128 (OWASP-BWA)
The above http methods: TRACE were also classified as "possibly risky" and a part of the nmap scripts on both port numbers 80 and 443. Multiple vectors providing a very big attack surface by using out-dated PHP (v5.3.2), not valid TLS certificate and Tomcat/Jetty instance exposed on not-standard port numbers and Samba on Web-facing host. 

 

 



2.5 Web Application Reconnaissance — Directory Enumeration
A directory brute force enumeration of the DVWA host was done using Gobuster before attempting any type of exploitation against the host.
Command executed: gobuster dir -u http://192.168.227.128 -w /usr/share/wordlists/dirb/common.txt -t 50
[image: ]Fig. 4: Gobuster directory enumeration results against 192.168.227.128]
The presence of phpMyAdmin, multiple CMS installations (WordPress and Joomla), and DVWA all on a single host dramatically increased the number of viable attack paths. The phpMyAdmin interface in particular represents a direct route to database access if default or weak credentials are in use.

 



2.6 Exploitation
2.6.1 Exploit A — SQL Injection on DVWA (VM-3: 192.168.227.128) — T1190 / T1005
The DVWA app was determined to be at /dvwa/ and the SQL injection module was the first to be targeted. It was running in low security mode with PHP/IDS disabled (checked during the session while logged in as admin in the page footer). A classic authentication-bypass payload was used on the User ID field of the SQL Injection page.
The following error message appears: ' OR '1'='1 in the User ID field.
[image: ]Fig. 5: DVWA SQL Injection module — payload returning all database records
The app's SQL query was susceptible to in-band error-based injection and payloads made the underlying MySQL query return all of the rows in the users table, regardless of any values. The complete output was:
• ID: OR '1'='1 — First name: admin, Surname: admin
This query would generate true customer names, account numbers or contact details, which is a rite of passage for a production system. The root cause is complete unavailability of input sanitisation or parameterised queries. This extraction was not prevented, nor did it raise an alert or log in the application layer, by any WAF, intrusion detection system, or application-layer logging. The attack used no special tools, as demonstrated by the URL-encoded payload visible in the browser's address bar?id=%27+OR+%271%27%3D%271&Submit=Submit.
Initial access to data (T1190) followed by collection of user information (T1005) for MITRE mapping.



2.6.2 Exploit B — Command Injection and Python Reverse Shell (VM-3: 192.168.227.128) — T1059.004 / T1071
With the application's vulnerability to injection confirmed, the DVWA Command Execution module was targeted next. This module gives a ping utility that passes the user input to a system shell call without sanitisation. The payload put in the input field spawned a python one-liner after a command separator, and the web server started an outbound connection back to the attacker's Kali machine on port 4444.
[image: ]Fig. 6: DVWA Command Execution module — Python reverse shell payload in the input field
The payload used to connect back to the Kali host (192.168.227.131) contained socket, subprocess and os modules to do so and then duplicate the socket file descriptors over stdin, stdout and stderr and spawn /bin/bash -i — interactive shell. The listener was then launched on the Kali attack machine via the command line: nc -lvp 4444, and then attached to the listening machine before the payload was attached.The Netcat listener on the kali attack machine was launched first with the command "nc -lvp 4444" and the listener was attached prior to the payload.
[image: ]
Fig. 7: Netcat listener receiving the reverse shell connection from 192.168.227.128
The reverse shell connected from the DVWA server (192.168.227.128) to the Kali host (192.168.227.131) on port 40840. The result was a shell running under a web service account of the Apache web server (www-data) and a working directory of /var/www/dvwa/vulnerabilities/exec - in other words, in the context of the running shell. This would provide them with an interactive command execution ability on the web server host and make it a true web-layer vulnerability foothold on the web server host.
The traffic was going to the outbound connection on a non-standard high port (40840) – this is the sort of traffic that would be seen by egress filtering and NetFlow/SIEM monitoring in a well controlled environment – but not here!
Its reverse shell C2 channel is mapped as T1071 (Application Layer Protocol) and its Command and Scripting Interpreter: Unix Shell is mapped as T1059.004 to execute it.



2.6.3 Exploit C — RDP Session and Credential Access on Windows Server (VM-1: 192.168.174.165) — T1021.001 / T1003
They were established on the web tier, and the engagement was done sideways towards the Windows Server host at 192.168.174.165. The port 3389 (RDP) was found open during the nmap reconnaissance. A FreeRDP session was then created from the Kali attack host with the same credentials that were enumerated against the Windows Server.
[image: ]Fig. 8: FreeRDP session established to 192.168.174.165 — Windows Server desktop visible with credential-dumping tool output
The screenshot shows a split view, the FreeRDP client log during connection establishment and the TLS negotiation and certificate verification messages are from the com.freerdp.crypto component, followed by successful authentication and start of the session, the Windows Server desktop is fully rendered and a Windows Server 2019 Standard Evaluation watermark is seen, along with a valid Windows Server taskbar, confirming an authenticated interactive session on the target host.
The left panel also displays the output of a credential-access tool run during the session, against the Local Security Authority Subsystem Service (LSASS) process to extract locally cached credential data (as would Mimikatz). In a real Active Directory environment these credentials recovered from LSASS would usually be NTLM hashes or Kerberos tickets for domain accounts and allow for pass-the-hash and pass-the-ticket lateral movement throughout the entire domain estate.
The success of this step is reliant on not having Credential Guard, LSA protection, or any EDR product monitoring LSASS memory access — which are all controls that should be enabled by default in modern Windows deployments, but are often not in legacy and evaluation deployments.
MITRE mapping: T1021.001 Remote Services: Remote Desktop Protocol for lateral movement and T1003 OS Credential Dumping for access to credentials.

 



2.7 Results and Detection Gap Analysis
The engagement went to the end-to-end in all three lab VMs and achieved the goals of the assignment of using three different exploits on three different machines/services. Each phase is summarized in the table below which lists each ATT&CK technique and the corresponding detection outcome.
	
	Exploit
	Target VM / IP
	ATT&CK Technique
	Tool Used
	Detected?
	Gap

	A
	SQL Injection
	OWASP-BWA — 192.168.227.128
	T1190 / T1005
	Browser (manual)
	No
	No WAF, no parameterised queries, no query logging

	B
	Command Injection + Python Reverse Shell
	OWASP-BWA — 192.168.227.128
	T1059.004 / T1071
	Browser + Netcat
	No
	No input sanitisation, no egress filtering, no outbound connection monitoring

	C
	RDP Lateral Movement + Credential Dumping
	Windows Server — 192.168.174.165
	T1021.001 / T1003
	FreeRDP + credential tool
	No
	No MFA on RDP, no EDR, no LSASS protection


Further, an open root bindshell was discovered on port 1524, vsftpd 2.3.4 with an exploitable known backdoor (CVE-2011-2523), UnrealIRCd with an exploitable backdoor (CVE-2010-2075), and distccd with a remote code execution vulnerability (CVE-2004-2687). All of these would allow unauthenticated access at root level to this host. The web application and Windows Server are important in this report's exploit chain, but the Metasploitable host is an equally important, and perhaps easier, avenue to securing a complete compromise of the internal network.
What was the reason why existing controls were not successful at each phase:
SQL Injection (Exploit A): DVWA is installed with a low security level and it is configured to use direct string concatenation to construct SQL queries, while the application is not protected by a WAF, database activity monitoring or query parameterisation. No tooling other than a browser was needed for the attack to be successful, and it was successful on the first try.
Command Injection / Reverse Shell (Exploit B): User input was passed directly to shell_exec() or similar function, without sanitisation. There was no process execution logging, outbound firewall rule, or IDS signature that matched the outbound traffic from Python reverse shell. The shell attached without making any noise, and was active throughout the post-exploitation stage.
On the Windows platform, RDP was open without multi-factor authentication (Credential Dumping on Windows (Exploit C): RDP was available without multi-factor authentication). Then, if a valid session was already present, LSASS memory could be accessed as there was no product monitoring for LSASS access patterns and Credential Guard wasn't activated. This action would create an instant high severity alert in a production environment using Windows Defender Credential Guard and a modern EDR.


2.8 Discussion
The attack chain adhered to the standard ransomware pattern, in which the attackers got access to the host, exploited the web application's vulnerability, then moved laterally using the permissions they obtained [20], [21]. In fact, the sequence was simple and made use of known vulnerabilities that could be readily avoided with the right security precautions in place. An orderly study of the attack stages and an evaluation of which events could have been identified were made possible by the MITRE ATT&CK framework [22]. Although it was arguably less complicated than what a real-world scenario would entail, the 3-VM lab was a good representation of the possible harm that the attack could pose to the actual company [23], [24].

 



2.9 Recommendations
Based on the above finding, the following remediation actions are recommended in order of priority:
1. Use parameterised queries / prepared statements for all web app database interactions, no matter what, no excuses.Use parameterised queries / prepared statements for all database interactions in web application – no matter what – no excuses. This is a serious bug that can be completely prevented at the code level.
2. Install a Web Application Firewall (WAF) in front of all customer-facing applications, and configure application-layer request logging to a centralised SIEM.
3. Remove old services on internal hosts: vsftpd 2.3.4, UnrealIRCd, distccd, ProFTPD 1.3.1 — All of these have public exploit code and need to be removed from the network ASAP!
4. Implement egress filtering on outside and inside host firewalls. Hypertext Transfer Protocol (HTTP) connections from web servers on the arbitrary high port numbers must be blocked by default and reported if they happen.
5. Do not put RDP directly on the network, but use a VPN gateway or jump host for RDP access that requires MFA.
6. Install Windows Defender Credential Guard and roll out an EDR product that monitors access to LSASS in order to detect credential dumping in real time on all Windows hosts.
7. Implement ATT&CK detection engineering: Identify T1190, T1059.004, T1003, and T1021.001 as the top detection gaps in this engagement.

 



2.10 Conclusion
This is a red team engagement that was a realistic and comprehensive attack that started from an outside non-authenticated station and progressed to interactive sessions on the ABCD Ltd internal Windows infrastructure and captured full evidence throughout the attack. Three VMs were used (OWASP-BWA (192.168.227.128), Windows Server (192.168.174.165), and Metasploitable (192.168.174.164)) and three different Exploits were run: SQL Injection to get user information, command injection to start a reverse shell, and RDP-based lateral movement with credential access. None of the stages were detected, thus revealing an entire lack of web, network, and endpoint controls that would otherwise block or alert to such activity in a well-protected enterprise. The results are immediately applicable and the prioritized recommendations above offer a clear and evidence-based remediation pathway for ABCD Ltd.’s technical and board level stakeholders.
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