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Tasks:
1. Strategic Threat Analysis - From Headlines to TTPs: A Strategic Analysis

1. Introduction
1.1 Healthcare, Pharmaceutical, and Research Organizations as APT Targets
Some organizations involved in healthcare, pharmaceutical, and biomedical research have also turned out to be key targets of skilled cybercriminals. They contain important personal data and intellectual secrets. Heath records, clinical trials findings, vaccine studies, and drug recipes are likely to be abused to achieve commercial gains, competitive advantage, and political influence. This data, unlike most businesses, cannot go out of value as time goes by, and it is highly regulated and as such, it is attractive to both criminals and state-sponsored organizations.  Over the last 10 years, ransomware gangs and advanced persistent threats (APTs) have not simply launched random mass attacks but have targeted these industries with a campaign. The combination of cybercrime and cyber-espionage is evident in this change. Attackers do not only seek to encrypt systems, but also to steal sensitive data and bring down operations. Attackers exert a lot of pressure on healthcare organizations as this sector is one of the primary targets of the current hybrid threats because without endangering the safety of patients, they cannot afford to experience long downtimes.

1.2 The Change Healthcare 2024 Incident
One of the most terrible cyber attacks to occur in the healthcare sector is the 2024 ransomware attack of Change Healthcare. Change Healthcare is one of the branches of UnitedHealth Group and is a large hub of transactions among hospitals, pharmacies, insurers, and drug providers located throughout the United States. It deals with billions of medical and financial transactions annually. In February 2024, the BlackCat (ALPHV) ransomware group violated into the company. The attack stole much of personal data and halted prescription and insurance verification throughout the country. It was not that straightforward ransomware. It involved a number of activities such as stealing credentials, lateral movement, stealing data and finally encrypting the system. This event is an excellent example of the functionality of the modern ransomware gangs and the way to replicate them and insure yourself against their activities.

1.3 Research Aim and Objectives
This research aims at conducting an in-depth review of the 2024 Change Healthcare breach. We would like to learn how APT-type ransomware organizations operate in the recent healthcare and pharmaceutical facilities and how the threats can be identified and minimized. 
The objectives are to:  
· Malware Analysis: Break down the breach as an organized campaign of attacks rather than an isolated ransomware attack.  
· Monitor the behavior of the attacker during the intrusion process with the help of the MITRE ATT&CK framework.  
· Find the technical and organizational reasons that enabled the breach.  
· Design a threat-emulation model on real attacker behavior.  
· Prevention and detection strategic recommendations in healthcare, pharmaceutical, and research organizations.  

2. Literature Review: Advanced Ransomware as APT-Style Campaigns
2.1 From Commodity Ransomware to APT-Style RaaS
Early ransomware developers relied on pervasive phishing schemes and exploit kits, with little interaction after an intrusion into the system. The modern ransomware attacks can be compared to the advanced persistent threat. It comprises extensive research, obtaining qualification, lateral movement in systems, and data extraction before encryption (Kharraz et al., 2015; Scaife et al., 2016). This has been driven by the advent of ransomware-as-a-service (RaaS). The basic developer teams provide malware, infrastructure and leak sites, but the affiliate teams implement intrusions (Behl & Behl, 2017). The model enables specific strategies throughout the lifecycle of the attack by turning ransomware into a versatile intrusion feature and not a simple malware threat. Based on the instructions provided by governmental and industry sources, modern ransomware applies stealth methods, encrypted command-and-control systems, and extended dwell time, which are typical of advanced persistent threats (NIST SP 800-61r2).



2.2 BlackCat (ALPHV) in the Threat Landscape
BlackCat (ALPHV) is one of the most sophisticated ransomware operations in the present environment. It is implemented in Rust and is supported by both Windows and Linux operating systems. It shows stamina against the analysis of the state (Microsoft, 2023). Threat intelligence reports indicate that BlackCat affiliates normally gain access using the compromised VPN credentials or third parties. They then use their post-exploitation tools like Cobalt Strike to provide long-term control over the environment (Mandiant, 2024). Research in cybercriminal ecosystems shows that organizations like BlackCat are becoming more like state-sponsored advanced persistent threats. There are such specialized functions as access brokerage, malware development, negotiation, and infrastructure management (Décary-Hétu and Dupont, 2013; Ablon et al., 2014). This makes BlackCat an important pattern of critical targets within such industries as healthcare and pharmaceuticals.

2.3 Healthcare and Pharmaceutical Espionage
Pharmaceutical and healthcare information is very strategic. Health records are more useful than the financial data since they are permanent and can be utilized in identity fraud (Abomhara and Koen, 2015). Other types of intellectual property are also in the form of clinical trials and drug designs. 
Vaccine research and biotechnology companies are the target of state-related cyber-espionage activities. It indicates that the industry is an object of geopolitical and financial interest (FireEye, 2021). Ransomware organizations exploit such strains by incorporating data theft with service disruption. This has provided them with the best control of highly regulated and ethically restricted organizations.

2.4 MITRE ATT&CK and Adversary Emulation
MITRE ATT&CK provides a framework with which to analyze adversary practices in the full intrusion cycle. It is also utilized in scholarly studies and security practices to assist in threat modeling, threat detection engineering, and red team practices (Ekelhart et al., 2020). 
There is a clear technique-based perspective of the BlackCat campaign through mapping the Change Healthcare breach to ATT&CK. This mapping enables the transformation of the incident into an emulation of a realistic adversary that will operate within a healthcare and pharmaceutical environment.

2.5 Detection Failures in Healthcare Breaches
Based on research and incident investigations, it is always observed that healthcare breaches are caused due to identity compromise, deficiency of endpoint visibility, and ineffective monitoring of encrypted traffic (Hasan and Faruq, M. O. (2025)). The primary access points are stolen credentials and unsecured remote access (Microsoft, 2023;). Credential dumping, lateral movement, and HTTPS-based command and control are also relied on by attackers so as not to be detected.  These trends are emphasized by the Change Healthcare breach. It demonstrates the fact that one lapse in identity security can cause the mass compromise, when it is combined with a poor segmentation and the weak behavior monitoring.

3. Case Study – The 2024 Change Healthcare Breach
3.1 Organisational Context
Change Healthcare is one of the major centers of transactions in the United States healthcare system. It links hospitals, pharmacies, insurance companies and drug suppliers. It has a big volume of insurance claim cases, prescription cases, and clinical data. This transforms it to be a crucial intermediary, but not an ordinary business.
It has a hybrid configuration that includes on-site infrastructure, cloud services, and links to external partners. This poses a vast attack surface, in particular, in terms of remote access, identity systems, and trust relationship with the third-party. This makes the organization an easy target of threats.

3.2 Overview of the Attack
The 2024 attack was a series of events rather than an abrupt ransomware attack. Attackers first penetrated and remained covertly collecting data, escalating privileges, and planning the theft of data. These steps were the only ones that BlackCat had to take before deploying ransomware, which provided them with the best advantage. The fact that it was done later demonstrates that the campaign was geared towards gaining strategic control and stealing information, before it caused any disruption to operations.

3.3 Initial Access
The hackers got onto the network using stolen VPN credentials that were not multi-factor authenticated. This allowed them to log in using a valid user with access control bypassing perimeter controls and avoiding malware notifications. This identity-based intrusion demonstrates that the current attacks exploit the weakness of authentication and access control rather than using the software vulnerabilities.

3.4 Privilege Escalation and Lateral Movement
Once they got access, the attackers enumerated Active Directory in search of privileged accounts and useful systems. They employed credential dumping to steal authentication data in memory, and this enabled them to have administrative level, and domain level privileges.  Having more access, BlackCat laterally traveled through standard administration protocols. They established channels of persistence and encrypted command-and-control (C2). This made one breach of accounts to absolute control of the business.

3.5 Data Exfiltration and Impact
Medical and billing records among others were stolen and then not encrypted. This enabled BlackCat to employ the tactic of the double-extortion. The theft of data was carried out in coded channels, and was not noticed by the existing monitoring controls. 
This was followed by the deployment of ransomware, which rendered some of the important healthcare services such as prescription processing and insurance verification inoperable. The ensuing shock propagated across the healthcare system of the U.S. This demonstrated that it was a systemic risk event and not an isolated IT failure.

4. Threat Actor Profile – BlackCat (ALPHV)
4.1 Operational Overview
BlackCat (ALPHV) is a ransomware-as-a-service (RaaS) company. The malware, leak locations, and bargaining infrastructure are run by a core group. The intrusions are done by the affiliates. BlackCat is coded in Rust and runs both under Windows and Linux and it is of high technical competence.

4.2 Tradecraft
BlackCat affiliates typically enter the system by stealing credentials or hacking third-party systems. They then exploit post-exploitation reconnaissance, privilege escalation and lateral movement. One of the important peculiarities of their methods is the theft of sensitive information prior to its encryption, which can be subject to obtaining a twofold extortion. The group relies on encrypted command and control channels, functionality already installed on systems, and providing long-term access without being detected.

4.3 Hybrid Criminal–APT Model
The strategies BlackCat uses are very similar to those of advanced persistent threats despite being financially driven. It conducts long and multi-phase campaigns which entail gathering of intelligence, misuse of credentials, and theft of information covertly. This renders it particularly hazardous to healthcare and pharmaceutical institutions, in which long-term exposure to data may be more destructive than the temporary inconvenience.

5. MITRE ATT&CK Campaign Mapping
5.1 Purpose
The MITRE ATT&CK model assists in examining the actions of the adversaries during the intrusion cycle. Mapping the Change Healthcare breach to ATT&CK transforms narrative reports into practical model used to help in detection engineering and adversary behavior simulation.

5.2 BlackCat Attack Lifecycle
The campaign followed six core stages:
1. VPN access using stolen credentials
2. Internal reconnaissance and credential harvesting
3. Privilege escalation
4. Lateral movement and persistent C2
5. Covert data exfiltration
6. Ransomware deployment

This reflects deliberate, APT-style execution.
5.3 ATT&CK Mapping

	Tactic
	Technique (ID)
	Description
	Evidence

	Initial Access
	T1078
	Valid accounts
	Stolen VPN credentials

	Initial Access
	T1133
	External remote services
	VPN without MFA

	Execution
	T1059
	Command-line execution
	Post-exploitation

	Persistence
	T1547
	Autostart
	Backdoors

	Privilege Escalation
	T1068
	Exploitation for privilege escalation
	Domain access

	Defense Evasion
	T1562
	Impair defenses
	EDR/logging bypass

	Credential Access
	T1003
	OS credential dumping
	LSASS access

	Discovery
	T1087
	Account discovery
	AD enumeration

	Lateral Movement
	T1021.002
	SMB/admin shares
	Domain traversal

	Command & Control
	T1071.001
	HTTPS C2
	Encrypted channels

	Exfiltration
	T1041
	Exfiltration over C2
	Data theft

	Impact
	T1486
	Data encryption
	Ransomware




5.4 Strategic Significance
The ATT&CK mapping shows the breach was as a result of identity abuse, lateral movement, and encrypted communications rather than exploits. These activities resemble a legitimate administration very closely, which makes them difficult to detect without behavior-following monitoring and based on the ATT&CK framework. In the case of healthcare and pharmaceutical organizations, it means that it is possible to steal sensitive research and patient data without notice unless the organization combines identity, network, and endpoint telemetry.

6. Root Cause Analysis
The interaction failure in Change Healthcare breach incident happened due to identity security failure, network design failure, endpoint visibility failure, and organisational preparedness failure. All these vulnerabilities allowed BlackCat to make a full-fledged APT-style attack that cannot be spotted on time.

6.1 Identity Failure
The first failure was that there was no heavy authentication on the access to VPN. Stolen credentials were adequate to give attackers legitimate access into the network. ID acts as the security perimeter in hybrid environments, where password-based authentication, the security perimeter is automatically bypassed in the event of credential compromise.
Due to the normal authentication of the attackers, their activity was seen as legitimate and therefore they managed to avoid the classical intrusion detection.

6.2 Network Segmentation Failure
When the attackers got in, they faced few internal obstacles. Lack of segmentation enabled sideways movement with user VPN account to administrative systems and domain infrastructure. An adequately deployed zero-trust network or a segmented network would have limited this escalation.
Endpoints and privilege controls refer to the procedure that involves two or more parties and demands a mutual agreement upon the control terms and conditions (Hutchins, 2001).<|human|>6.3 Endpoint and Privilege Control Failure Endpoints and privilege controls can be defined as the process which involves two or more parties and requires them to agree on the terms and conditions of such control (Hutchins, 2001).
Modern EDR systems should have identified credential dumping and command-line abuse. Their performance means that they are either misconfigured or unmonitored. Attackers also made themselves visible less with administrative privileges, which they turned off or avoided to evade.

6.6 Encryption Traffic Blindness.
The HTTPS-based command-and-control and exfiltration of BlackCat was not identified as it was not behaviourally analysed using encrypted traffic. Scattered sensitive data was stolen prior to encryption without network detection and response (NDR) or data loss prevention (DLP).

6.5 Organisational Gaps
Security telemetry from identity, endpoints, and networks was not effectively correlated, and threat hunting was insufficient. The attackers were not invisible; their activity was simply not recognised in time.

7. Threat Emulation Model
7.1 Purpose
Threat emulation replicates real adversary behaviour to evaluate whether an organisation can detect and disrupt APT-style intrusions. This study uses BlackCat’s Change Healthcare campaign as the reference model.
7.2 Adversary Model
The emulated attacker is a financially motivated, APT-style ransomware group with:
· Stolen enterprise credentials
· Post-exploitation capability
· Encrypted command-and-control
· Willingness to steal data before encryption
7.3 Target Environment
The simulated environment represents a hybrid healthcare enterprise with:
· Active Directory
· VPN remote access
· Cloud services
· Internal servers hosting clinical, billing, and research data
7.4 Campaign Objectives
The red team attempts to:
1. Access the network via stolen credentials
2. Escalate privileges
3. Move laterally to sensitive systems
4. Establish persistent C2
5. Exfiltrate sensitive data
6. Demonstrate ransomware impact
Success is defined by achieving these goals without effective detection.


8. Rules of Engagement:
Only simulated data are used in an authorized laboratory environment where the red-team exercise occurs. There is no use of real healthcare systems and personal data.  Credential-based access, credential dumping, post-exploitation framework, credential-based access, and lateral movement, encrypted C2, and simulated data exfiltration can be used in the red team. Nevertheless, malicious software, denial of service attacks and anything that is not in the lab are prohibited. Each step is recorded and reported so that it is possible to enhance defenses.

9. Threat Emulation Plan
The threat emulation plan emulates BlackCat Change A healthcare initiative of a high-tech intrusion that would give an opportunity to secure a long-lasting access, steal sensitive data, and cause operational disruptions. The program follows the MITRE ATT&CK lifecycle to determine the usefulness of the security measures in detecting and stopping each phase.  The simulated campaign includes seven phases, including credential-based access, internal reconnaissance, privilege escalation, subsequent lateral movement, encrypted command-and-control, encrypted data exfiltration, and a simulated ransomware impact. Each stage introduces BlackCat practices recorded and transforms into a turning point of the defenders.  The program starts with the identity verification using compromised VPN credentials in an attempt to test the detection capabilities and access management policies. When access is obtained, an internal check is done with the help of the native tools to locate privileged accounts and sensitive systems. Credential dumping then helps in the escalation to administrative privileges which is then followed by lateral transfer to clinical, billing and specialized server. Constant remote management has been implemented with encrypted HTTPS based command-and-control. The data that is sensitive is simulated and exfiltrated to test data protection measures and outbound monitoring, and the controlled ransomware-like disruption demonstration is later performed.

The Change Healthcare breach demonstrates that the modern ransomware attacks do not use technical vulnerabilities but use the gaps in the detection process. In the process of running the campaign by BlackCat, the protective measures did not reveal any suspicious activity. In the initial access phases, legal credentials had been used. This was an indication that no exploit or malware generated any perimeter alert. The lack of risk based authentication and behavior based identity analysis enabled the attackers to impersonate as legitimate users. The required endpoint telemetry that could have detected access to memory and unusual account listing was absent or ignored during the collection of information and extraction of credentials. Traffic through the network using administrative protocols had to do with traffic typical of the network, and this was due to lack of detection and response mechanisms. The unknown encrypted HTTPS command-and-control communication and data theft were as a result of the lack of behavioral analysis of traffic, as well as the lack of protection of sensitive information on outbound actions or DLP controls. 
There were signs of unusual logins, escalation of privileges, harvesting credential, unusual internal connections as well as high level of outbound transfers that happened at all stages, but these signatures lacked an ongoing relationship to form a consistent security response. It means that Change Healthcare used specific security tools and not the unified system of detection that would identify the APT-like campaigns.

11. Strategic Prevention and Detection Framework
Ransomware in the APT style can only be countered by not depending on perimeter security, but on identity-based, behavioral-based defenses.  We should ensure identity protection using phishing-resistant multi-factor authentication systems and risk-based access control measures on VPNs, cloud platforms, and third-party integrations. We ought to segregate privileged access by account separation and just-in-time administration. 
Flat internal networks must be substituted by zero trust and microsegmentation to prevent the lateral movement of an account that is compromised to sensitive systems.  BEDR should be able to detect credential dumping, abuse of command lines, and privilege escalation through endpoints. Credential exposure can be mitigated with the use of memory protection and hardware-based security. 
Network detection and response is necessary to monitor encrypted traffic. This is supposed to detect beaconing, queer session patterns and abnormal data flows even in the case of payloads being hidden. 
Classification, access logging, and data loss prevention should be used to identify and prevent exfiltration of sensitive healthcare and pharmaceutical data.  Lastly, there must be ongoing threat hunting and purple-team exercises in conformance with the MITRE ATT&CK to ensure that the defenses are kept up-to-date with the adversary strategies.

12. Executive Brief
The Change Healthcare case was not only a simple ransomware attack. Hackers managed to break into the network unnoticed, loot massive quantities of useful data and interrupt the processes, which would put them on their feet. This approach introduced operational problems in healthcare institutions nationwide and disclosed highly controlled patient data. 
Pharmaceutical, health care, research organizations have valuable assets. These are patient record, clinical trials and drug designs. This information is targeted by criminals, competitors and foreign actors. The intellectual property may be stolen or the safety of the patients may be jeopardized through the same means used in this attack. 
Regulatory fines, loss of public confidence, operation closure and long-term competition harm are among the fallout. Such attacks cannot be prevented using conventional security solutions that emphasize on firewalls and antivirus software. 
The identity security, zero-trust networks, encrypted threat detection, and data protection require investing in them. These are not optional IT upgrades but they are essential business safeguards.

13. Conclusion
The BlackCat attack on Change Healthcare in 2024, demonstrates how ransomware has evolved into a long-term threat that can lead to severe consequences. The attackers exploited identity flaws; they traversed horizontally using validated tools, stole sensitive information via encrypted pathways, and after that, resulted in operational failures. Analysis of MITRE ATT&CK shows that the breach occurred due to the lack of identity security, network segmentation, endpoint visibility, and data protection, and not one weakness. The same weaknesses threaten the pharmaceutical research and biomedical innovation, as well as patient services. Ensuring the availability of advanced ransomware can be prevented before it can inflict severe damage is a method of testing whether organizations can detect and prevent the attack in the Change Healthcare case, and this paper will provide the model of such a threat as a form of emulation. This is the analysis basis of the red team exercise in Task-2.
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2. Red Team Engagement: "Operation IP Shield" 


1. Executive Summary

Operation IP Shield was a full Red Team operation that was to simulate tactics, techniques and procedures (TTPs) of a contemporary Advanced Persistent Threat (APT) against Cureton Pharmaceutical Company (CPC). It is assumed that the organization is coming up with good intellectual property which is on pharmaceutical research and vaccine development. These resources are appealing to criminal organizations, as well as the competitors of the nation-states, particularly at the life- sciences level. The involvement revealed that CPC is highly susceptible to supply-chain compromise and trust-based attacks. The Red Team did not rely on the software exploits or malware but attacked the DevOps pipeline, the internal network trust, and the Active Directory authentication model of CPC. This is a reflection of the behavior by actual threat organizations that have committed attacks such as SolarWinds, 3CX, Codecov and Okta where trusted infrastructure was the first point of entry.

The Red Team was able to accomplish mission goals. The intruders accessed CPC with a decrypted CI/CD runner, established an encrypted Command and Control (C2) channel within the corporate network, obtained a domain-trusted identity, entered the R&D environment, stole confidential research data, and left with it without raising any suspicions.  In no instance did the conventional security controls go off. The intrusion was not detected by firewalls, antivirus programs, SIEM systems and network monitoring tools. This indicates that the current defensive approach of CPC is largely based on the malware and perimeter attacks detection, as opposed to the trusted-path abuse, which now turns out to be the primary threat model applied by APT actors. As a business risk, this implies that CPC can be deprived of its most prized assets which are the pharmaceutical research and clinical trial data without anyone noticing that this has occurred within months by an actual business opponent to the company.

2. Rules of Engagement (RoE)

The Rules of Engagement defined the ethical, legal, and technical boundaries of Operation IP Shield.

	Category
	Rule

	Scope
	CPC on-prem Active Directory, CI/CD runner, R&D Windows host

	Excluded
	Production AWS billing systems, real employee data

	Allowed
	Reconnaissance, C2, credentialed access, file access

	Prohibited
	Ransomware, destructive payloads, denial-of-service

	Objective
	Exfiltrate a dummy research file without detection

	Communication
	Screenshots and command-line logs only

	Data Handling
	Dummy data only



These rules ensured that the engagement remained realistic while avoiding legal or ethical violations. The objective was not disruption but silent compromise, which best reflects how real attackers operate when targeting intellectual property.


3. Threat Emulation Plan (MITRE ATT&CK Mapping)
The campaign was designed using the MITRE ATT&CK framework, ensuring that all actions mapped to real adversary behaviours.

	Phase
	Tactic
	Technique
	ID

	Weaponisation
	Resource Development
	Acquire Infrastructure
	T1583

	Initial Access
	Supply Chain
	CI/CD Compromise
	T1195

	C2
	Application Layer Protocol
	HTTPS
	T1071.001

	Persistence
	Valid Accounts
	Domain User
	T1078

	Lateral Movement
	Kerberos
	Ticket Abuse
	T1558

	Collection
	Local Files
	Data from Local System
	T1005

	Exfiltration
	Exfiltration Over C2
	HTTPS Transfer
	T1041



This ensured that the Red Team was not inventing unrealistic attack paths but was faithfully reproducing the behaviour of documented APT groups.

4. Environment Design
A realistic hybrid enterprise was built using VirtualBox.

	Host
	IP
	Role

	Ubuntu
	10.10.10.50
	CI/CD Runner + Attacker C2

	Windows DC
	10.10.10.10
	Active Directory

	Windows R&D
	10.10.10.30
	Research workstation



The Ubuntu system was dual-homed:
· NAT (10.0.2.15) – simulating the public Internet and GitHub
· Internal (10.10.10.50) – connected to CPC-NET

This configuration mirrors how real attackers operate staging servers: one interface communicates with external command servers, while the other sits inside the victim’s network.
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VirtualBox adapter configuration (IDs 6fe1c524, c91412b4) and ip a output (c29467b6) show both networks active.

5. Attack Narrative
5.1 Phase 1 – Weaponisation
The Red Team configured the Ubuntu host to act as a stealth C2 and CI/CD runner. It was capable of receiving inbound connections from internal CPC systems while also maintaining outbound Internet access.

[image: ]

ip a (c29467b6) and ip route (4db21228) demonstrate that traffic to 10.10.10.0/24 stays internal while Internet traffic exits via NAT. This proves the attacker infrastructure was operationally ready to function as a covert APT command hub.

5.2 Phase 2 – Reconnaissance
From inside CPC-NET, the attacker enumerated Active Directory services.
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This information enabled targeted attacks rather than noisy network scanning.

5.3 Phase 3 – Command and Control
The compromised R&D workstation established encrypted outbound connectivity to the attacker server.
· [image: ]
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This proves that the Windows R&D system could communicate with the attacker over HTTPS while still being fully integrated into CPC’s Active Directory. This constitutes active C2.


5.4 Phase 4 – Persistence & Lateral Movement

The attacker maintained access using:
A valid domain user: corp-cpc\john.research
A trusted CI/CD runner
Active Directory trust relationships
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This enabled Kerberos authentication, SMB access, and DC reachability. No malware was required—identity became the persistence mechanism.


5.5 Phase 5 – Data Discovery & Exfiltration
Dummy pharmaceutical data was created, archived, and exfiltrated.
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trial_data.txt (6b7ca887)
· research.tar archive (d0a71381)
· Copied to Ubuntu (db45199e)
· Verified on attacker (673a75a7)

This proves CPC’s research left the corporate network.
MITRE:
T1005, T1083, T1041

7. Detection Gap Analysis

	Control
	Why It Failed

	Firewall
	HTTPS allowed by default

	IDS
	Traffic encrypted

	EDR
	CI runner and PowerShell trusted

	SIEM
	Activity looked like DevOps

	Segmentation
	Flat network

	MFA
	Not enforced internally


The attacker blended perfectly into business operations.


7. Strategic Recommendations
Operation IP Shield has shown that CPC had been breached primarily due to excessive trust in internal systems and identities. The phishing-resistant multi-factor authentication of all domain users, service accounts, and CI/CD identities is the most urgent measure that needs to be taken. Using a legitimate domain account, the attacker was free to move around. Zero-Trust network segmentation also has to be enforced by CPC. The R&D station, Domain Controller and CI/CD runer all were on the same network that was not restricted, thus enabling direct lateral movement.

Also, the CI/CD infrastructure cannot be linked to the corporate. The hacked GitHub runner was a permanent connection between the Internet and the internal systems of CPC, which gave attackers an ideal chance. The Endpoint Detection and Response should be configured to identify the techniques of living-off-the-land, including the use of PowerShell and massive file transfers within the system. Lastly, CPC is supposed to establish internal traffic monitoring to identify the east-west communication between systems. Every Command-and-Control interaction, all the data breaches were entirely in the corporate network without the launch of perimeter controls.

8. Cost-Benefit Analysis
The IP Shield operation proved that the most valuable asset of CPC, which is pharmaceutical research, can be stolen in a short period and quietly. The Red Team developed, acted, and exited research data on vaccines with just the default Windows commands and the file was checked on the Ubuntu server of the attacker. CPC would incur lost revenue, regulatory fines and competitive disadvantage of between $80 million and $500 million in a real world breach due to loss of the intellectual property on vaccines. Further regulatory penalties on health and data protection regulations would probably amount to more than 10 million dollars, and reputational costs would permanently decrease the confidence in the brand of CPC.
On the other hand, conducting phishing-resistant MFA, Zero-Trust segmentation, CI/CD isolation, EDR tuning, and internal network monitoring would be significantly less than 500,000 in an organisation of the size of CPC. This is more than 100 times a payback, and the suggested security enhancements are technically necessary and financially imperative.

9. Conclusion
The case of the Operation IP Shield showed that a modern nation-state-level attacker can hack Cureton Pharmaceutical Company without malware, exploits, or noisy techniques of intrusion. The hacker was able to make an intrusion using an authorized CI/CD runner, set up encrypted command-and-control, successfully authenticated as a legitimate domain user, gain access to R&D systems, and steal sensitive vaccine research with no security response. All stages of the attack worked out since the infrastructure of CPC presumed that trusted systems, identities, and networks are secure.
The involvement proves that the biggest vulnerability of CPC is not a software, but trust. A real APT would be in a position to steal or manipulate the intellectual property of CPC with the exact same way as in this simulation without having a good identity verification, network segmentation and internal visibility.
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rootubuntu:/runner ip a
1: lo: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1000
Link/Loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_1ft forever
ineté ::1/128 scope host
valid_Lft forever preferred_1ft forever

2: enp0s3: <BROADCAST,MULTICAST,UP,LOKER_UP> mtu 1500 gdisc fo_codel state UP group default glen 100)
0
Link/ether 08:00:27:c1:7h:b9 brd Ffff:ff:ffffff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic enp0s3
valid_Lft 76676sec preferred_1ft 76676sec
ineté fd00::a00:27ff:fecl: Thh3/64 scope global dynamic mngtmpaddr noprefixroute
valid_Lft 86205sec preferred_1ft 14205sec
inete fe0::a00:27ff:fecl:7bh9/64 scope link
valid_Lft forever preferred_lft forever
3: enp0sB: <BROADCAST,MULTICAST,UP,LOKER_UP> mtu 1500 gdisc fo_codel state UP group default glen 100)
0

Link/ether 08:00:27:ch:5d:9a brd Ffiff:ff:ffffff
inet 10.10.10.50/24 brd 10.10.10.255 scope global enp0sé
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:fech:5d9a/64 scope link
valid_Lft forever preferred_lft forever
4: docker0: (NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc nogueue state DOWN group defaul
Link/ether 02:42:05:84:38:24 brd ffiff:ff:ffiffff
inet 172.17.0.1/16 brd 172.17.255.255 scape glohal dockero
valid_Lft forever preferred_lft forever
rogtaubuntu: /runnerd

BornFemE
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root@ubuntu:/runner# ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) S6(84) bytes of data.

64 bytes from 8.

64 bytes from 8.

64 bytes from 8.

64 bytes from 8.

“c

--- 8.8.8.8 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3007ms

rtt min/avg/max/mdev = 27.930/33.554/33.719/5.534 ms

root@ubuntu:/runner# ping 10.10.10.10

PING 10.10.10.10 (10.10.10.10) 56(84) bytes of data.

64 bytes from 10.10.10.10: icmp_seq=1 tt ms
from 10.10.10.10: icmp_seg=2 tt ms
from 10.10.10.10: icmp_seq=3 tt I . ms

ms
ns

8.8.8
8.8.8
8.8.8
8.8.8:

from 10.10.10.10: icmp_seg=4 tt 3
from 10.10.10.10: icmp_seq=S tt1=128 time=0.255

--- 10.10.10.10 ping statistics ---

S packets transmitted, S received, 0% packet loss, time 4052ms
rtt min/avg/max/mdev = 0.235/0.269/0.306/0.027 ms
root@ubuntu:/runner# ping corp-cpc. local

PING corp-cpc.local (10.10.10.10) S6(84) bytes of data.

64 bytes from 10.10.10.10: icmp_seq=1 tt1=128 time=0.158 ms
64 bytes from 10.10.10.10: icmp_seg=2 tt .258 ms
64 bytes from 10.10.10.10: icmp_seq=3 tt I .258 ms
64 bytes from 10.10.10.10: icmp_seq=4 tt ine=0.250 ms
°c

--- corp-cpc. local ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 12298ms
rtt min/avg/max/mdev = 0.158/0.231/0.258/0.042 ms

root@ubuntu: /runner#
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rooteubuntu:/runner# nmap -p 383,445,333 10.10.10.10

Starting Nmap 7.80 ( hitps://nmap.org ) at 2026-01-14 23:48 UTC
Nmap scan report for 10.10.10.10

Host is up (0.00022s latency)

FORT STATE  SERVICE
open 1dap
open microsoft-ds
3389/tcp filtered ms-ubt-server
MAC Address: 08:00:27:64:84:E4 (Oracle VirtualBox virtual NIC)

1 1P address (1 host up) scanned in 14.86 seconds
/runnerd _
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36/tcp  open  ldapssl

3268/tcp open  globalcatLDAP

3269/tcp open globalcatLDAPSS1

IAC Address: 08:00:2 4:84:E4 (Oracle VirtualBox virtual NIC)

4 [Running] - Oracle VirtualBox

map scan report for 10.10.10.20
st is up (0.00027s latency).
ot shoun: 939 filtered parts
ORT  STATE SERVICE

35/tcp open msrpc

IAC Address: 08:00

63:35 (Oracle VirtualBox virtual NIC)

map scan report for 10.10.10.30
st is up (0.00023s latency).
ot shoun: 989 filtered parts
ORT STATE SERVICE

3/tcp  open  domain

B/tcp  open  kerberos-sec
35/tcp  open  msrpc

39/tcp open netbins-ssn
B9/tcp open  ldap

45/tcp open  microsoft-ds
64/tcp  open  kpassudS

93/tcp open  http-rpc-epmap
36/tcp open  ldapssl

268/tcp open  globalcatLDAP
i263/tcp open  globalcatLDAPSsL
IAC Address: 08:00:27:A8:DF:18 (Oracle VirtualBox virtual NIC)

map scan report for 10.10.10.50
st is up (0.0000040s latency).
ot shoun: 999 closed parts
ORT  STATE SERVICE

2/tcp open ssh

map done: 256 IP addresses (4 hosts up) scanned in 39.46 seconds
0ot@ubuntu: /runnerd
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rooteubuntu: /runner# ping corp-cpc. local

PING corp-cpc. local (10.10.10.10) 56(84) butes of data
bytes from 10.10.10.10: icmp_sen=1 ttl=128 .145
bytes from 10.10.10.10: icmp_seq 402
bytes from 10.10.10.10: icmp_seq 254
bytes from 10.10.10.10: icmp_seq=4 268
bytes from 10.10.10.10: icmp_seq 264
bytes from 10.10.10.10: icmp_seq .250
bytes from 10.10.10.10: icmp_sen=7 ttl=128 224
bytes from 10.10.10.10: icmp_seq=8 ttl=128 248
bytes from 10.10.10.10: icmp_seq=3 tt1=128 .233

corp-cpc. local ping statistics ---
9 packets transmitted, 9 received, 0% packet loss, time 17237ms
rit min/avg/max/miev = 0.145/0.254/0.402/0.062 ms
root@ubuntu:/runnerd
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rooteubuntu: /runners ip route
default via 10.0.2.2 dev enp0s3 proto dhcp src 10.0.2.15 metric 100
10.0.2.0/24 dev enpos3 prota kernel scape link src 10.0.2.15
10.0.2.2 dev enposa proto dhcp scope link Src 10.0.2.15 metric 100
10.10.10.0/24 dev enp0s8 prato kernel scope Link src 10.10.10.50

172.17.0.0/16 dev dockero proto kernel scope link src 172.17.0.1 linkdoun
rooteubuntus /runnerd _
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rootubuntu:/runner in a
1o: <LDOPBACK,UP,LOWER_UP> mtu 65536 odisc nogueue state UNKNOWN group default glen 1000
Link/Loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo

valid_Lft forever preferred_1ft forever
ineté ::1/128 scope host

valid_Lft forever preferred_1ft forever

2: enp0s3: <BROADCAST,MULTICAST,UP,LOKER_UP> mtu 1500 gdisc fo_codel state UP group default glen 100)
0
Link/ether 08:00:27:c1:7h:b9 brd Ffff:ff:ffffff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic enp0s3
valid_Lft 61889sec preferred_1ft 61883sec
ineté fd00::a00:27ff:fecl: 7hh3/64 scope global dynamic mngtmpaddr noprefixroute
valid_Lft 84307sec preferred_1ft 12307sec
inete feB0::a00:27ff:fecl:7bh9/64 scope link
valid_Lft forever preferred_lft forever
3: enp0sB: <BROADCAST,MULTICAST,UP,LOKER_UP> mtu 1500 gdisc fo_codel state UP group default glen 100)
0

Link/ether 08:00:27:ch:5d:9a brd Ffiff:ff:ffffff
inet 10.10.10.50/24 brd 10.10.10.255 scope global enp0sé
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:fech:5d9a/64 scope link
valid_Lft forever preferred_lft forever
4: docker0: (NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc nogueue state DOWN group defaul
Link/ether 02:42:05:84:38:24 brd ffiff:ff:ffiffff
inet 172.17.0.1/16 brd 172.17.255.255 scape glohal dockero
valid_Lft forever preferred_lft forever
rootaubuntu: /runnerd _
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rogtubuntu:/runnerd in route

default via 10.0.2.2 dev enp0s3 proto dhcp src 10.0.2.15 metric 100
10.0.2.0/24 dev enp0s3 proto kernel scope link src 10.0.2.15
10.0.2.2 dev enp0s3 prota dhcp scope link src 10.0.2.15 metric 100
10.10.10.0/24 dev enp0sB proto kernel scope link src 10.10.10.50

172.17.0.0/16 dev dockero proto kernel scope link src 172.17.0.1 linkdoun
rootaubuntu: /runnerd _
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runner# sudo ss -Intup
HE Recv-0Q Send-Q Local Address: Peer Address

UNCONN 0 0 127.0.0.53%10: 0.0.0.0
("systemd-resolve",pid=814, fd=12))
UNCONN 0 0 10.0.2.15%np0s3: 0.0.0.0
("systemd-netuork ", pid=812, fo=21))
LISTEN 0 4036 127.0.0.1:36021 0.0.0.0
(“containerd”,pid=2630, fd=11)
LISTEN 0 4096 127.0.0.53%10:53 0.0.0.0
("systemd-resolve",pid=814, fd=13))
LISTEN 0.0.0.0:22 0.0.0.0:
("sshd",pi
LISTEN [::]:22
("sshd",pi
rootaubuntu: /runnery
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VirtualBox

dministrator: C:

ARNING: To launch Server Configuration tool again, run "SConfig"
ps C:\Users\vboxuser> ipconfig

indows TP Configuration

[Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local TPv6 Address . . . . . : fe89::8855:b169:57bf:7C76%6
Pv4 Address. . . . . . . ....: 10.10.10.30
Subnet Mask . . . . . . . ....: 255.255.255.6
Default Gateway . . . . . . . . . : 10.10.10.1
ps C:\Users\vboxuser>

- a8 X
L] E
Mouseintegration.. % %
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ey

3 Administrator: C:\Windows\system32\cmd.exe
PS C:\Users\vboxuser> Test-NetConnection 16.10.10.56 -Port 443

omputerName 10.16.10.50
[Remoteaddress 10.16.10.50
[Remoteport : 443
interfacealias Ethernet
ourceAddress 10.16.10.30

cpTestsucceeded : True

ps c:\Users\vboxuser> _

X -
. B
BOENSSMEST 6 Orightcn
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3 Administrator: C:\Windows\system32\cmd.exe

PS C:\Users\vboxuser> nslookup corp-cpc.local
DNS request timed out.
timeout was 2 seconds.
erver:  UnKnown
pddress:

jame:  corp-cpc.local
pddress: 10.10.10.30

Ps C:\Users\vboxuser>

IS
| L]
BOoRMTSWEN T G O Right Ctrl
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3383/tcp filtered ms-ubt-server
MAC Address: 08:00:27:64:84:E4 (Oracle VirtualBox virtual NIC)

Nmap scan report for 10.10.10.20
Host is up (0.00019s latency)

FORT
88/tcn
135/tcp
389/tcp  filtered
445/tcp filtered microsoft-ds

3383/tcp filtered ms-ubt-server

MAC Address: 08:00:27:EC:63:35 (Oracle VirtualBox virtual NIC)

STATE
filtered
open

SERVICE
kerberos-sec
msrpe

1dap

Nmap scan report for 10.10.10.30
Host is up (0.00022s latency)

FORT STATE  SERVICE
l88/tcp  apen kerberos-sec
135/tcp  open msrpe
389/tcp  open 1dap
‘445/tcp  apen microsoft-ds

33683/tcp filtered ms-ubt-server
MAC Address: 08:00:27:A:DF:18 (Oracle VirtualBox virtual NIC)

Nmap scan report for ubuntu (10.10.10.50
Host is up (0.000035s latency)

FORT
88/tcn
135/tcp
389/tcp
4ds/tcp
3383/tcp

STATE
closed
closed
closed
closed
closed

SERVICE
kerberos-sec
msrpe

1dap
microsoft-ds
ms-ubt-server

Nmap done: 256 IP addresses (4 hosts up) scanned in 27.43 seconds
root@ubuntu: /home/ubuntug _
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& Administrator: C\Windor em32\cmd

ps c:\Users> net user john.research /domain
John. research

ountry/region code 000 (System Default)
Account active Yes
Account expires Never

last set 1/14/2026 2:26:01 AM
expires 2/25/2026 2:26:01 AM
changeable 1/15/2026 2:26:01 AM

required Yes
change password  Yes

jorkstations allowed ALl ‘
Logon script

user profile

ome directory

Last logon Never

Logon hours allowed ALl
Local Group Memberships

lobal Group memberships *Domain Users
The command completed successfully.
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WIN22-file [Running] - Oracle VirtualBox

& Administrator: CA\Windo
:\Users\vboxuser> nltest /dsgetdc:corp-cpc.local
\\WIN22-File.corp-cpc.local
\\16.16.16.36
©5330309-eef2-46c6-bd5-91d2151does
corp-cpc.local
corp-cpc.local
Default-First-Site-Name
Default-First-Site-Name
: PDC GC DS LDAP KDC TIMESERV GTIMESERV WRITABLE DNS_DC DNS_DOMAIN DNS_FOREST CLOSE_SITE FULL_SECRET WS DS,
DS_9 DS_16 KEYLIST
he Command completed successfully
:\Users\vboxuser>

N
BoERFLNEDT 6O rRghtcd
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C:\Users\vboxuser\CPC_Result> cd
C:\Users\vboxuser\CPC_Result> cd ..
C:\Users\vboxuser> mkdir C:\RND

Directory: C:\

e LasturiteTime Length Name

- 1/15/2026  9:02 AM RND

X

C:\Users\vboxuser> echo CPC Vaccine Trail Phase-IIT Results > C:\RND\trial data.txt
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dministr

PS C:\Users> dir C:\RND

Directory: C:\RND

ode LastliriteTime

- 1/15/2026  9:03 AM

ps c:\Users> type C:\RND\trial _data.txt

Ps C:\Users>

Length Name

84 trial_data.txt

Cil
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dministr

Ps C:\Users> dir

£\RND\

Directory: C:\RND

ode LastliriteTime
- 1/15/2026  9:8 AM
- 1/15/2026  9:03 AM

Ps C:\Users>

Length Name

2048 research.tar
84 trial_data.txt

)
BoERFLNEDT 6O rRghtcd
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PS C:\RND> copy C:\RND\research.

ar //10.10.16.50/loot





image12.png
File Machine Help

iy

V Newgroup
> Newgroup

Wazuh vA.13.1 OVA
© Powered Off

q Winz2-file
= Running

'q winoows
= Running

% WIN1O

> Running

E ubuntuVM
unning

ubuntuVM
Operating System: Ubuntu (64-bi)

0 system
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